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Keanu Nys (RedByte)

Head of Offensive Security at Spotit (Belgium)

Author of GraphSpy & CredSpy

Instructor for trainings at Altered Security
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Microsoft Entra ID is retiring custom CSS positioning properties to help deliver more secure and
trusted branded sign-ins. [Action may be required]

To align with Microsoft's Secure Future Initiative and its focus on identity security and phishing resistance, we're evolving Microsoft Entra custom
branding to help customers deliver sign-in experiences that are more secure, reliable, and consistent.

Beginning October 26, 2026, Microsoft Entra will retire support for custom CSS positioning properties used in custom branding, Full retirement of all

custom CSS is planned for later in 2027 Microsoft will provide advance notice ahead of this milestone, along with alternative customization options.

These changes add an additional layer of security by reducing opportunities for deceptive page layouts and helping ensure trusted, recognizable sign-in

experiences that better protect users from phishing attacks.

When will this happen?

¢ July 21, 2026: Microsoft Entra ID tenants not using custom CSS positioning properties before July 21, 2026, will not be able to configure them

going forward.
* October 26, 2026: Microsoft Entra ID will retire custom CSS positioning properties globally.
* Later in 2027: Microsoft Entra plans to move towards full custom CSS retirement, with advance notice provided.

https://techcommunity.microsoft.com/blog/microsoft-entra-

/microsoft-entra-id-enhances-security-of-branded-sign-ins/4537471



https://techcommunity.microsoft.com/blog/microsoft-entra-blog/microsoft-entra-id-enhances-security-of-branded-sign-ins/4537471
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Ta:

Microsoft Teams

A Microsoft customer, Ramon Alejandrg, from the Liceo de Artes y
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45605 Your Microsoft
Ultimate Plus package has
been automatic extended, A
charge of 599, 99 USD was
processed on 16 Dec,2025.
Plan: Microsoft Ultimate
Plus({1 Year)Invoice ID:
AT_734633 The transaction
will be reflected in your
bank

Helpdesk at +1(805) 284- [ ]

gy Micrisoft. Tedesr.
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Commit

Comment

This is the Commit Message.

Pretty basic, but a multi-line field.

Branch name

main

Keanu Nys pushed to the DefCon repository

= Azure DevOps<azuredevops @microsoft.com=
To: @ pentesting1

BT Microsoft Azure DevOps

main updated with 1 commit

Keanu Nys pushed new changes

[l

€ DefCon ¥ main updated to b6355fae

View push

Files

[3 README.md

Commits 1

b6355fae: This is the Commit Message.

of ledmo

Sent from Azure DevOps




New pull request .
P q - Pull request title goes here | DefCon 3 (Keanu Nys)

& SecondBranch ~ into & main v
Overview Files 1 Commits 1 Azure DevOps<azuredevops@microsoft.com>

To: @ pentesting

Title

BY Microsoft Azure DevOps

Pull request title goes here

Keanu Nys created a new pull request

This is the Pull Request Description.

Multiline _description_ + **MarkDown™* Support!
We can also have [URLs](https://www.google.com/)!

¢ DefCon F SecondBranch merge into ¥ main

Markgown = o Dreg S aros " e e s This is the Pull Request Description.

@ # N 2 :

This is the Pull Request Description. Multiline description + MarkDown Support!
We can also have URLs!

Multiline description + MarkDown Support!

We can also have URLs (3}
| View pull request

Add required reviewers

you this notification due to a configured subscription. View
Microsoft respects your privacy view our Online Services

One Microsoft r, Redmand, USA 98052,

Sent from Azure DevOps

[] Setauto-complete < Reply ~~ Forward




ISSUE 3* .
a Issue 3 - Test Issue Title

3 | Test Issue Title
AD Azure DevOps<azuredevops@microsoft.com> L N )
© No one selected - Quments Add Tag To: ® pentesting2 Sun 19/07/2026 14:43

Description B¥ Microsoft Azure DevOps

Keanu Nys added a comment to Issue 3

Test Issue Title

Discussion
This

comment

@ supports HTM !

This

We can also include some links.

Kind regards,

comment Keanu

supports HTM ' !

We can also include some links.

Kind regards,
Keanu Changed By Keanu Nys

B I u ; : N A - = = ¢fs

switch to Markdown editer

We sent you this notification on behalf of [DefCon]\DefCon Team. View

Microsoft respects your privacy. Review our Online Services Privacy Statement
Cancel One Microsoft Way, Redmond, WA, USA 98052.

Sent from Azure DevOps




Microsoft Azure

Keanu Nys

Properties

'f_:' Refresh & Got feedback?

All Identity Job Information Contact Information

Display name * Keanu Mys

Parental controls

Settings

Microsoft Azure

Keanu Nys

Properties

'f_]' Refresh &) Got feedback?

All Identity Job Information Contact Information Parental controls

Settings

Display name * Microsoft

First name Keanu
Last name

User principal name *

Comain not listed? Learn

User type Member

First name Microsoft
Last name

User principal name *

Domain not listed? Learn

User type Member
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Organization Settings

WA LALENIDIUH I

& Microsoft Entra

Security

O Security overview
& Policies

FY - .
L) Permissions

Boards

% Process

Pipelines

& Agent pools
# Settings
" Deployment pools

00 Parallel jobs

All processes

Work item types

/ ) Description
+ Mew work item type 3

Mame
Epic
i Issue
Task
Ef Test Case
[ Test Plan

CZ Test Suite

CustomProcess

Backlog levels Projects

Create new work item type
Y
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Urgent notice description
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Organization Settings

WA LALENIDIUH I

& Microsoft Entra

Security

O Security overview
& Policies

FY - .
L) Permissions

Boards

% Process

Pipelines

& Agent pools
# Settings
" Deployment pools

00 Parallel jobs

All processes

Work item types

+ Mew work item type / 3

Mame
Epic
i Issue
Task
Ef Test Case
[ Test Plan

CZ Test Suite

Create new work item type
Y

CustomProcess Name *

Urgent Motice
Backlog levels Projects /

Description

Urgent notice description

Work items

Recently updated ™ + New Work ltem

? Of

Epic

= Filter by keyword )
i Issue

ID I Title Task

Q, Urgent Notice




Urgent Notice 4 - Compliance Violation

Azure DevOps<azuredevops@microsoft.com> o s 7
Work Items “  Back to Work Items

o @ pe testi g3 Su 9/07/
URGENT NOTICE 4
R

4 Compliance Violation Azure DevOps

seted 3 0 Comments EERpINg Microsoft added a comment to Urgent Notice 4

Description Compliance Violation

. . This is a message from the real Microsoft.
Discussion

Trust me, very real!

@ This is a message from the real Microsoft. _

Trust me, very real!

B I U

Changed By | Microsoft

switch to Markdown editor

We sent you this notification on behalf of [DefCon]\DefCon Team. View
Microsoft respects your privacy. w our Online Services Privacy Statement.
One Microsoft Way, Redmond, WA,

Sent from Azure DevOps




Urgent Notice 4 - Compliance Violation

Azure DevOps < azuredevops@microsoft.com>

To: ® pentesting3

Microsoft added a comment to Urgent Notice

Compliance Violation

This is a mes from the real Micr

Trust me, very real!

Changed By Microsoft

7~
G /

<table width="188%" border="8" cellspacing="8" cellpadding="8"> I
<tr>
<td>
<table border="8" cellspacing="8" cellpadding="8">
<tr:
<td alipgn="center" bgcolor="#887acc” style="padding: 8px 12px;
<a hr*eF=“https:f.-’eur‘&l.sa-Felinkf..pmtection.outlnok.cumﬁ?url3
style="font-weight: 588; font-size: 14px; text-decoration
[class="mobile-button] btn-primary”>
View work item y
<fax
<ftds
<ftr>
</table>
</td>
<ftrs
</table>» Y

a.mobile-button {
display: none !important;
max-height: @px !important;
overflow: hidden !important;
overflow: hidden !important;

7
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@ <tr> x

<td style="padding: 24px 24px 24px 24px">
<table border="8" cellpadding="8" cellspacing="@
<tr>
<td style="color: B#666666; font-size: 12px; line-height: 18px;">
We sent you this notification on behalf of [DefCon]\DefCon Team.
<a href="https://eurd82.safelinks.protection.outlook.com/?url=httpsi¥3AX2F¥%2Fdev.azure. com¥2Fdefcontestorg
originalsrc="https://dev.azure.com/defcontestorg/ notifications?subscriptionId=51798&amp;publisherId=m
</td>
<ftr>
<tr:
<td style="padding-top: 4px; color: B#666666; font-size: 12px; line-height: 18px;">
Microsoft respects your privacy. Review our Online Services <a
href="https://eurd2.safelinks.protection.outlook. com/?url=httpsk3A%2FX2Fprivacy.microsoft. com¥%2Fprivac
originalsrc="https://privacy.microsoft.com/privacystatement”>Privacy Statement</a>.
<br>0One Microsoft Way, Redmond, WA, USA 93852.
</td>
</tr>
n the real Mic <tr>
<td style="padding-top: 4px; color: H#666666; font-size: 12px; line-height: 18px; color: [#212121;">
Sent from Azure <span style="color: [#06873D4; font-weight: bold">DevOps</span>

Urgent Notice 4 - Compliance Violation width-"108%" class-"responsive-table">

nicrosoft.com =

</td>
</tr>»
</table>
<ftr» J

« No classes or ids
« Pseudoselectors

Changed By Microsoft

Azure DevOps

* QOutlook client CSS
after <style> tag
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@ <tr> x

<td style="padding: 24px 24px 24px 24px">
<table border="8" cellpadding="8" cellspacing="@
<tr>
<td style="color: B#666666; font-size: 12px; line-height: 18px;">
We sent you this notification on behalf of [DefCon]\DefCon Team.
<a href="https://eurd82.safelinks.protection.outlook.com/?url=httpsi¥3AX2F¥%2Fdev.azure. com¥2Fdefcontestorg
originalsrc="https://dev.azure.com/defcontestorg/ notifications?subscriptionId=51798&amp;publisherId=m

Urgent Notice 4 - Compliance Violation

width="1808%" class="responsive-table">

nicrosoft.com>

</td>
<ftr>
<tr:
<td style="padding-top: 4px; color: B#666666; font-size: 12px; line-height: 18px;">
Microsoft added a comment to Urgen't NO Microsoft respects your privacy. Review our Online Services <a

href="https://eurd2.safelinks.protection.outlook. com/?url=httpsk3A%2FX2Fprivacy.microsoft. com¥%2Fprivac
originalsrc="https://privacy.microsoft.com/privacystatement”>Privacy Statement</a>.
<br>0One Microsoft Way, Redmond, WA, USA 93852.

plian lation

</td>
<ftr>
This is a me e from the real Microsoft. <tr»
<td style="padding-top: 4px; color: H#666666; font-size: 12px; line-height: 18px; color: [#212121;">
Trust me, very reall Sent from Azure <span style="color: E#@678D4; font-weight: bold">DevOps</span>
</td>
<ftr>
</table>
<ftr» J

By Microsoft td {

display: none !important;
max-height: @px !important;
overflow: hidden !important;
overftlow: hidden !important;
background: W#Fff !important;

= i

Sent from Azure DevOps
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O (pat = B
$organization = "defcontestorg”
$project = "DefCon”
R $workItemId = 1
Variables
$headers = @{

"Authorization™ = "Basic " + [Convert]::ToBase6AString([Text.Encoding]::ASCII.GetBytes(":$(%pat)”))

Comments - Add # Example comment

$comment = @

Service: Work ltem Tracking <FI)DEEI" DEUElOpf_‘I‘, (‘{p) . . . . R

- - <p>We have received a content violation report concerning one or more repositories hosted on the Azure DevOps platform under the "E|
‘ersion: 7.0-preview.3

Add a comment on a work item. <p>Thank you for your cooperation,

| Microsoft Azure DevOps Trust & Safety Team</p>

| <p style="font-size:12px;color:#666;">Replies to this email address are not monitored. To respond or submit additional information,

POST https://dev.azure.com/{organization}/{project}/ apis/wit/workItems/{workItemId}/comments?api-versi

— <style>

a.mobile-button {

URI Parameters display: none !important;
Comment max-height: 8px !important;

Body N : overflow: hidden !important;

overflow: hidden !important;

==

Name In Required Type Description

1
organization path True string The name of the Azure DevOps organization. td { C S S
) ) i display: none !important;
project path  True string Project ID or project name B .
max-height: @px !important;
workItemId path  True integer Id of a work item. overflow: hidden !important;
(int32) overflow: hidden !important;
api-version query True string Version of the AP to use. This should be set to "7.0-preview.3" to u:e this bal:kground: #HF | impDr“tant;
the api. }
<fstylex»

@

$commentBody = @{
"text™ = $comment
1 | ConvertTo-Json -Depth 3

API

$uri = "https://dev.azure.com/$organization/$project/ apis/wit/workItems/$workItemId/comments?api-version=7.8-preview.3"

gresponse = Invoke-RestMethod -Uri $uri -Method POST -Headers $headers -Body $commentBody -ContentType "application/json™




Urgent Notice 1 - Azure DevOps Compliance Violation

(= spotit

Microsoft added a comment to Urgent
Notice 1

eloper,

We have ort concerning one or more repositories hosted
on the Azure < platform under the "E-corp’ directory.

Upon re , It app b ntain content that may breach |

. oid suspension of all impacted re
solve the issues described in th

on may &

Submit an appeal

Thank you ft

fety Team




Urgent Notice 1 - Azure DevOps Compliance Violation

Microsoft added a comment to Urgent
Notice 1

recent compliance notice ering potential content
nization.

nfusion or concern this may have caused. No further
action is required on your part, and your ices remain fully operational.

Thank you for your understanding, and we apprec continued use of Mic
Azure DevOps.

)ps Trust & Safety Team

(= spotit



MSRC 1 Jul 2026, 04:45

Hello Keanu,
Thank you for the follow-up.

Our teams have completed their investigation. Based on the analysis of the information available in the report we have
assessed this as a Moderate severty issue, because thg impact is limited to spoofing, it requires active user interaction,
it does not directly compromise the underlying system,
holding admin privileges. That said, if you have any questions or additional information related to this report, please
reply to this message and we will review it.

l The engineering team is actively working on the remediation }nd timeline, and we will keep you informed as those

5 are nnallzed.

l Regarding your conference presentation,l.ve would appreciate it if you could|share your current draft with us, l:c that we
ave time to review it and connect with you on it. We believe that presenting the finding alongside Its completed

remediation makes for a stronger and more cohesive narrative.

In the meantime, we kindly ask that the details of this repuj remain confidential until the fix pas been released, in line
i 1 il I Policy (https: g = cvd). This help
customers and users from any potential risks

hile the issue is being remediated.

We appreciate your partnership and look forward to continuing to work with you on this.

Warm regards,
MSRC

See less

Out of Scope!
No bounty!

Fix
It anyway

Please
don't disclose
while we patch

Can we get
your slides?

(- spotit
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@
Yammer

social network

Welcome Employee Experience Community

Connect with people

ver opportunities to network, start conversations, catch up on organizational

news, and use personalized resources.

Connections

Stay connected and
productive from anywhere
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community

Engage

| & Home
B Bob The Bu
low privilege Explore
& Communiti}

& Storylines

Favorites

v Keep your fawor
Favorites will ap|

Communities

Discover communiti

2 Search in Engage

Create a new community

Members

nization's IT s
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il Engage

(0 Home

B Bob The Builder

Explore

[ ] Communities

& Storylings

Favaorites

Helpdesk Ticket 1338

This is a notification fre r organization's IT support portal.

Conversations

AC All Company
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Members

Invite or search for people by name

Learn more Import from CSV

Community members
Mo matching results found.

Suggested members for this community

I,ra TestAccount

You have been added on Microsoft to Helpdesk Ticket 1338

B Mic

You’ve been added to a community.

(= spotit



Collapse

Hi Alice,
We are seeing some suspicious sign in attempts to your account.
Please update your password as soon as possible using this link.

Make sure to only ever use the authorized password reset portal from our
organization. Never use any other website to reset your password!

If you noticed any suspicious activity on your account recently, let us know as
soon as possible.

Kind regards,
IT Security Department

= . . . e ey
Q Add topics to your post to increase its visibility

'E:' 2 people will be notified immediately via Viva Engage inbox and their most active
channel (email, Teams or mobile push). If the notification is not opened within 2
hours, a second notification will be sent via email, Teams, or mokbkile push based on
where the user is meost active. You also have the option to send emails immediately

You are adding pecple to the cor Immediate email delivery

diriag Lk

All conversations vish to send emails immediately, along




Inbox Hi Alice, We are seeing some suspicious sign in attempts...

Keanu Nys
Hi Alice, We are seeing s...  20/04/2026

Keanu Mys mentioned you in ... Inkb

niHelpdesk Ticket 1338

Keanu Nys

@1

20 Apr »

Hi Alice,
We are seeing some suspicious sign in attempts to your account.
Please update your password as soon as possible using this link.

Make sure to only ever use the authorized password reset portal from our
organization. Never use any other website to reset your password!

If you noticed any suspicious activity on your account recently, let us know as soon as
possible.

Kind regards,
IT Security Department

Write a comment

Change view?

Change view




truncated
~200

Microsoft banner

more credibility

Hi Alice, We are seeing some suspicious sign in attempts...

Change view

Keanu Nys<notifications_ytOww@eu.engage.mail. microsoft>

To: @ TestAccount

KN

m Microsoft

Keanu Nys mentioned you in Helpdesk Ticket 1338

Posted in Helpdesk Ticket 1338

Keanu Nys

B

Apr 20, 2026 01:11PM

Hi Alice,

We are seeing some suspicious sign in attempts to your account.

Please update your password as soon as possible using this link.

Make sure to only ever use the authorized password reset...

View Conversation

A

Redmond, WA 28052

s Microsoft

€~ Reply

€~ Reply all

7 Forward

Mon 20/04/

Go
oo

2026 22:12
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exist in the tenant

e Guests supported Invite external user

invite them

/ + Invite

will be sent from you

r will be emailed an invitation they ¢

collaborating.

Identity

[ ] Invitation message

Send invite message

Next: Properties >
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« Externals can’t be added before
tenant invite

M365 group

Overview

problems

Basic information

Helpdesk Ticket 1337 [

HT

d administrators

Administrative units Membership type Assigned Total direct members

Group memberships
Source User(s)

Applications

_ Type Micro 365 Group(s)

Azure role assignments

Y Object 1D d0cd1350-7d6e-48b9- 1094d9458e _ Device(s)

Troublesho Created on 22/02 / Other(s)

Email icke .onmicrosof
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Bob The Builder from Microsoft has added you to Helpdesk Ticket 1337

_ o T _ s . €5 Reply | %5 ReplyAll | — Forward B
Bob The Builder <notifications_ytOw u.engage.mail.microsoft> il =
To pentesting2 Sun 22/02/2026 18:08

| I This sender notifications_y eu.engage.mail.microsoft is from outside your organization.

| | If there are problems with how this message is displayed, click here to view it in a web browser,

Bob The Builder from Microsoft has added you to:

PRl

=,

ij

Q
A
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Hi Alice, We are seeing some suspicious sign in attempts...

Viva Eng

Bob The Builder sent you a message.

Hi Alice,
We are seeing some suspici ign in attempts to your account.

update your pa rd as soon as possible using this link<htf]
oogle.com

e sure to only ever use the authorized password reset portal from our
organization. Never any other website to reset your password!

If you noticed any icious activity on your account recently, let us know

not included

cc: pentesting2

Reply on Viva Engage
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Inbox Hi Alice, We are seeing some suspicious sign in attempts...

Keanu Nys
Hi Alice, We are seeing s...

partment




Request Response

Pretty Raw Hex JSON Web Tokens W S \n = Pretty Raw Hex Render

U WSS IL AU LENTE TIIUL L,
"announcementiudienceIds": [
1.
"announcement TemporaryviudienceIds": [
1,
"availableTranslations": [
1,
"languageSpecificContent™: {
"body":{
"serializedContent3tate™:
"{VMhlocks\ " [{\"data'.":{}," " "depth'":0, " "entityRanges'.":[],  "inlin=StyleRanges'": v "g0gTs\ ", W Teext
" Alic MEypel M Munstyledt ", { WV datat "o {}, W "depth'.":0, " "entityRanges . ":[], " "inline3tyleRang
wELT LT Teypel Mo Munstyled MY, { W datal "o, L h'":0,%""entityRanges''":
" Svrg O M, : WM "We are seesing some sSuspicious sign in attempts to
dv "y, { v "datat " (), "depth "0, W "ent i langes.":[], "inlineStyleRanges . ": [],
frrkin ", . ARLH Toypel T Munsty led [ ch'"™:0, "enticyRanges  ": [{\"key ":0,

"9, off: W "e541], WV "inlinesty H A Ogen ", L TEext W "Please update your password as so
on as possib using this link..", . H styled\ "}, { "data ' ":{},  "depth’.":0, " "entityRangss"":[],""inli
nesty anges\ " []1, "key. "\ "kiiag ", H puypel T Munscyled M {0 Mdata i, U Mdepeh 0, W MenticyR
anges\":[],  "inlinesty ges " [{\"length) " "offset \ ":31,\"style\ "\ "BOLD\"}],\ "ke H ~otg\ ", L TLext

"W "Make sure to o S VT the authori reget portal from our ocrganizati a - use any ot
her websi to =t (] Y H "y "data\ " {}, Mdepth\":0, " "entityRanges\ " [1, "

1 g k "oypel " Munstyled "}, {\"data\ ":{}, "\ "depth' ":0," "ent
ityRanges ] LAnge: H AR oA MEexe MV "IE you noticed any suspicious activity
O YOour acco . recently, le : W Aas =00 = possibkle.\", Y] H styled. "}, {""data' . ":{},  "depth'™:0

"entityRanges\":[],  "inlineStyleRangss|": H T11: B AL B ype LMunstyled) ", {0\ "data
entityRanges'":[],  "inlin=Sty ! H M B W "V "Hind regards, L\ ",
"\ "datal " {},\"depth\":0,% "enti LA i ineStyleR il "key "\ "22vh4
urity Department' ™, "ty "ol Munsty "entityMap' ": H "data\":{""url\":\ "htt
The U Mmutabilityt " "MUTABLEY ™, "eype "V LINEL ",

POST /graphgl?operationilame=INestedThreadClients HTTP/Z
Host: wWWW.yanmer.com

Content-Length: 888

Pragmwa: no-cache

Cache-Control: no-cache

HK-Pequest-Id: 38e77c7a-f074-48be-8d4I-£15d599595d547
Luthorization: EBearer vl

3

zc

1¢

Wl _ | B
H-Analytics-Client-Properties: CICAggUOBRooCAAIJGYSZITAINTZILTZL
becept-Language: en-US,en;qg=0.9

Sec—Ch-Ua: "Chromium":w="145", "MNot)i;Brand";w="I4"
Sec—-Ch-Ua-Mobile: 70

Sec—-Ch-Ua-Platform: "Windows"

H-Ecs-Etag: "xylNzcaWEkVEMa7FLEanS8MGS+03m0moSwVwglhsSSDw3i="
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; =€4) ApplelsbE
Aceept: application/json

Content-Type: application/json

Origin: https://outlook.cloud.microscft

Sec-Fetch-3ite: cross-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Aocept-Encoding: gzip, deflate, br

Pricrity: u=l, i

"operationName":"NestedThreadllisnts"

"vrariables™: {
"threadIld": "eyJfdHIwZSIEI1RocnVhEZCIsImlkIJoiMzgyMDkyNTYZ OTA
"sortRepliesBy":"UPVOTE RANK THEN CREATED AT",
"includeHiddenForNetworkInDiscovery™: :true,
"includeSenderBadges":true,
"includeOriginNetworkBadge":true,
"includeUserHideFislds" trus,
"includeSharedMessageAttachments"::false,
"includeSharedMessageGroupPrivacyMemnbership":false,
"includeImageArtifactFields":trus,
"includeViewerHasBookmarksd™:trues,
"replyCount™:Z,
"includelModerationitate"itrus

"referencés'.
{
" typename":"Usexr",
"databaseId":"1188052926465",
"telemetrylId":"1188052926465",
midm i TeyJEAHIWZS IETIVEEZXTILCIpEZCTETIERCDgwNTISMI YON UL,
"officeUserIdm:"e87acl89f-bLEa7-4f7h-Bcl3 745k b2 E=25EB",
"metwork":{
"idm: "eyJfdHIwESTEIKS 1dHdvems iLCJpZC I IJYSNDgOMTgzNTU=zIn0",
"displayName":"Micr ofr ",
"permalink": "yLOww.omnicrosoft. com™
b




(- spotit

T /graphgl?operationName=NestedThreadClients HTTP/Z
WWW . Y ammm )it

¥X-Pecquest-Td: . ) 74-48]
Authorization:
3l

10

ZTAINTZiLTEZ1

t—Encoding: g=zip,

variables™:{
"threadld":"eyJfdHIwZSIe I lRocmVhEZCIsImlkIJoiMzgyMDEyNTY:
] Ll J:._l"._"J.Jt'-._ Lol J_'-.- Fral LJ.-'__“_ | -
orkInDiscovery":true,




Request Response

Pretty Raw Hex ISOM Web Tokens Pretty Raw Hex Render

1 POST fowa/service.svc?action=GetItemgapp=Mailen=65 HTTP/1l.1 Jrde</tre</ =Ecy: - ! ftre=</thody></table></td>< »a T
Z Host: outloock.cloud.microsoft bo ables»</t ! ! ftre=</t vx</tab cimg data-
i Cookie: . i " gro=""https://vwv.vammsr . com/ ytO0uw. o
G (e -F mail-spacer.gif?email ¢ ' of_messa amp; network
Jgamp; trk notif id=fSe7e5fb-£b3Z-3e7d-8217-1dc4BE7 beawp;trk outlook ori
gin=glam static&amp;user id=118805I289Z£4E65." height=."1." alt=."\"> /
div=",
"IsTruncated":false
} r
s "EntityExtractionResult":{
Content-Length: 3754 b,
Pragma: no-cache "Preview":
Cache-Control: no-cache ioned you in the Helpdesk Ticket 1338 community on the Microso
X-Reg-Source: Mail . Vi C work'\rin\rinE=anu Nys mentionsd wou in Helpdesk Ti
Authorization: Bearer r s} =sk Ticket 1338'r'n Feanu Nys'r'nipr
=Y 28 OL:11PM'r'n'r'nHi Alice, ‘'r'n'r'n'r'n'\r'ns a",
hia 7] "BlockStatus":false,
Zz "HasBlockedImages":false,
o3 "ReceivedOrRenewTime": "2026-04-20T2Z2: 12 1O4+0Z2 00",
wH "jl_pps": [
ow ] 1,
Jv ’ "InferenceClassification”:"Focused”,
Tn "CanDelete":true,
"Tammerlotification™:
ype=CopylfMessage  message Id=382092588903 1937 threadld=38209825£&903 1937",
"ExtensikleContentData™:
"pEyrs=com: ss=atmention; threadid=eyJfdHIwZSTET1RocVhICIsImlkIjoiNzgyMDkyNTYZ
OTAzMTkzNwJS; 2id=f9=T7e56b-£Fh32-327d-8217-1dc486729cdlb nt 1d=VCPH"
}
] r
"ResponssCode": "NoError ™,
"ResponseClass":"Success"




(= spotit

037 :threadld=3R2N925AF9N03 1937,

1.
"REesponseCode™: "NoError",

"PesponseClass": "Success”
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G 7/

Date: Sun, 22 Feb 2026 16:07:11 +0000
From: Keanu Nys <notifications ytOwwleu.engage.mail.microsoft>

To: TestUser {adﬁlﬁv@vtnww.unmlﬂluauft.vnm:

Message-ID: <fedbz30c /el DET“4H 17al@eu.engage.mail .microsoft>
neferences: <netu ”Ikhf 54183553 / 2845243 j@engage.claud.micr soft>
Subject: B

¥ 5658 H—4 62d5b25e0448bf";
ThaIEEt=UTF—n

Thl'_d"l T'“'T"l‘_‘: SLWOLKS/ =:-' g4l155! /3738054845243393@engage.cloud.microsoft

5= ll’m, SIS arnost thr 1 ¢ eyJIdHIWZSTI6I1RocmVhZCIsIml kT —| O j_]_'ujggm.r]uj:: KyNTY2O0TAzZMTkzNyJ9;

el1d=f%=7¢ ) - - - _
X-Auto-Re

X—-SMTPAFPI:

Email Header
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Viva Engage - Investigating special view (- spotit
@

p=y; s=com;ss=atmention;tst=mediapost; threadid=eyJ...; eid= f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b

- e e =



Viva Engage - Investigating special view

@
p=V; Product
-y (yammer)?
s=com; Scenario Type

- com (CopyOfMessage), dd (DailyDigest), df (Discovery), dfm (directFollower), ed (engageDigest),
ma (MandatoryAnnouncement), story, gd (questionsDigest), gm (questionMessage)

ss=atmention; Scenario Sub-type
- threadstarter, reply, mandatoryannouncement, atmention

tst=mediapost; Thread Starter Type

- article, mediapost

threadid=eyJ...; Thread ID
- baseé4({"_type":"Thread","id":“<id>"})

eid=f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b

Email ID

“[” /

(7 spotit
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[ owa.60321.m.0b978acl.js X
I

- )

- » W= {B:

- d.jK}{ "setYammerDataTohull™, e => {
= e.YammerData = null

- jar v = a(345558);
let € =[[“@yammerteamlab5.:Dm“,]"@yammerqa.ccm“, "@yammer.com”, "@eu.yammer.com”, "@engage.mail.microsoft”,
- function R{e) {
let t = {(e.From ? e.From.Mailbox?.EmailAddress : e.Sender?.Mailbox?.EmailAddress)?.toLlowerCase();
- return !!'t &% C.som=(e => t.indexOf(e) > -1)

-y

Eeu.engage.mall.microsoft™];

] } e ': Combe" Starter SME ‘ Large enterprise ® 24/7 Support ~ £ Webmail | ‘ & Login ’ ‘
- function ¥{e} { teamblue B

- if {!e)

= return !1; Domains~ Hosting~ Websites & Apps~ E-mail+ Tools~ Servers- Managed Services~ Partners ~ Q Search
- if (void @ == e.YammerData

- if (e.ParentFolderId?.
- v.A){e.ParentFolderld.
- return (@,

- o.IF){ "Yammer_onJu
= logEvery: 1

- 1,

- wie),

= -alg Register it before someone else does
= if (!R(e}) :

- return (@,

- o.IF)}{"Yammer_Inva
= logEvery: 1 .CC
- }}J

- "'”:E}J
= 11;

- w(ed

yammerteamlabs.com Check

yammerteamlabs




— Microsoft Azure

Home * Microsoft | Custom domain names

yammerteamlabs.com

Custom
Status Verified
Federated
Primary domain

In use

Overview Monitoring Properties

Basic info

Engaqge Notifications
notifications@yammerteamlabs.com

Member

User principal name notifications@yammerteamlabs.com

Object ID

Created date time

User type Member

o520

7%
(S 4

spotit



iy,

=
I
el
2)

Method *

POST

Request Uri *

Body type

M JSON

https://graph.microsoft.com/v1.0/me/sendMail

Body
t

" g
i"subject": “Test email from yammerlabs domain®,

Body 1

"contentType": "Text",

"content"

L

" "This is the regular email body"

“toRecipients": [

{

"emailAddress"; {
"address": "AdeleV@ytOww.onmicrosoft.com"

}
}
.

“internetMessageHeaders™: [

{

Access token id *

90

“name

"value'

" "X-MS-Outlook-YammerExtensibleContentData",

" "s=dfm;ss=atmention;tst=mediapost;threadid=eylfdHIwZSI6lIRocmVhZClsImlkljoiMzgyMDkyNTY20TAzMTkzNyJ9;eid=f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b"

“name
"value

" "X-MS-Engage-Notification”,

": "network/69484183553/user/704291889153/type/storyline_influencer_user_mention/email/f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b"

(7 spotit
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&\3"" 7

Inbox W / T1 Test email from yammerlabs domain

Today

0 Engage Notifications
— T

soon as




Test email from yammerlabs domain
Request Response

Pretty Raw Hex JSOM Web Tokens o = = Pretty Raw Hex Render

POST /graphgl?operationfame=NestedThreadClients HTTP/Z HTTF/Z2 Z00 QK
Host: www.yammer .com 2 Content-Length: 24
Content-Length: 889 3 Content-Type: application/json;cl
X-Pecquest-Id: 15-4285-a=87-f262590ak378d 1 Varvy: Origin
Authorization: f 5 Access-Control-Allow-Origin: http)
Ko bl ] & X-RBequest-Id: £=29284=8-5al5-4285-
SBOe Server-Timing: oplame;desc="leste
. CJdzc xBeqgld; desc="£292584=8-5al5-4285-
SDI'I'}", we can't open this messal O35PE _ | . . ] ° Timing-Allow-Origin: https://outl
& ¥-Analytics-Client-Properties: CICAggUOBRooCAEiJGTSZTdAdIN” 9 ¥-Pobots-Tag: none
_”SITESSHQE BEthE’ﬁﬁbﬂiE'?'WHSEEEPi Aocept-Language: en-U3,en;q=0.9 2 ¥-Lodbrok-Cell: prod central l-c5
= Sec—Ch-TUa: "Chromium";w="1489", "Not)A;Brand";w="I4" Eeport-To:
Sec—-Ch-TUa-Mobile: 20 {"max_age":3600, "endpoints": [{"ur
Sec—-Ch-TUa-Platform: "Windows" rod central 1"}]}
¥-Ecs-Etag: "alctugqui4E4BZZg+WaTHoeDouNUTEhWEypEThgMEEEWR A= 2 Iel: {"report to':"default", "max
Uzer-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; xE4) A4Ap] 3 Strict-Transport-Security: max-ag
Aocept: application/j=son 1 ¥X-Content-Type-Options: nosniff
Content-Type: application/json 5 ¥-Cache: CONFIG NOCACHE
Origin: https://outloock.cloud.microzoft o XK-Msedge-Ref: BEef A: DEIT7TEETOAFC
Sec-Fetch-5Site: cross-site 20Z2E-07-21T21:55:432
Sec-Fetch-Mode: cors Date: Tue, 21 Jul Z0Z& 21:55:43 G
Sec-Fetch-Dest: empty 2
Aocept-Encoding: gzip, deflate, br ]
Priocritvy: u=1l, 1i "data: {
"thread”:null

"operationMName": "MNestedThreadClients™,

"rariables™:{
"threadld":"eyJfdHIwZS3TETlFocmVhICIsImlkIjoiMzgyMDky?
"sortRepliesBy": "UPVOTE RANE THEMN CREATED AT",
"includeHiddenForNetworkInDiscovery":true,
"includeSenderBadges":trus,
"includeOriginWNetworkEadge":true,




Hi Alice, We are seeing some suspicious sign in attempts...

Viva Engage<notifications@eu.yammer.com> “a & o~ [
VE
To: @ pentesting2 Sun 22/02/2026 18:48

Bob The Builder sent you a message.

Hi Alice,

Exte r n a l \We are seeing some suspicious sign in attempts to your account.

Flease update your password as soon as possible using this link<https:/f
. WWW.google.comi=.

Make sure to only ever use the authorized password reset portal from our
organization. Never use any other website to reset your passwaord!

If you noticed any suspicious activity on your account recently, let us know
as soon as possible.

Kind regards,
IT Security Department

cc: pentesting2

sted in these messages? Linsubscribe
Terms of Uze




Inbox Hi Alice, We are seeing some suspicious sign in attempts...

Keanu Nys
Hi Alice, We are seeing s5...  20/04/2026

Keanu Nys mentioned you in ... Inbox

Posted in Helpdesk Ticket 1338

kn' Keanu Nys

@1

20 Apr -
Hi Alice,
We are seeing some suspicious sign in attempts to your account.

Please update your password as soon as possible using this link.

Internal

Make sure to only ever use the authorized password reset portal from our

—. organization. Never use any other website to reset your password!

If you noticed any suspicious activity on your account recently, let us know as soon as
possible.

Kind regards,
IT Security Department

ite a comment

Change view
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intelligence
dashboards

Subscriptions
email delivery

business

reports

(= spotit

Power BI Home

ﬁ * Save €200 on FabCor SQLCon B

Home

Recommended

Explore basic Power Bl concepts
B

THE DEFINITIVE

100

MOST USEFUL
PRODUCTIVITY TIFS

° Recent

?; Favorites B ™ y apps

&% From external orgs

= Filter

Name Type Location Endorsen

report1 Report My worksp...




report1 Data updated 7/13/26 ~
report1 Data updated 7/13/26 ~

Subscriptions

Subscriptions
P Keep track of your data by subscribing to this report.

Keep track of your data by subscribing to this report.

Manage all [7

Manage all [7
o ot

L More options
» Subscription Name 1

Email subject

£ Unsaved changes

We can have a custom subject

Subscription name * Message

Subscription Name 1 Hello world!

Recipients *
Report page @

'ra Adele Vance

Page 1

Attach full report

Permission to view the report in Power Bl
None ®

Scheduled date and time Link to report in Power Bl
Start date * End date ¢ ®

7/23/2926 & Select a date & Report page preview
L

Repeat *

Activator
Monthly

Trigger action based alerts with Activator 7

Every month on day(s) *

Subscription must be saved before sending

@ Last day of month

m New subscription
m Mew subscription




We can have a custom subject

= Microsoft Power Bl<no-reply-powerbi@microsoft.com> o &

. To: @ Keanu Nys Thu 23/07/2026 23:01
report1 Data updated 7/13/26 ~

Subscriptions

Keep track of your data by subscribing to this report.

Manage all (7 Subscription Name 1

~ | Subscription Name 1
Hello world!
Subscription name
Subscription Name 1 You're receiving this email because AdeleV@ytOww.onmicrosoft.com subscribed

you to the ‘Page 1' page of the ‘report1’ report. The image above was generated on
July 23, 2026 21:01 UTC.

Recipients

Adele Vance

More options

Email subject Your opinion matters

We can have a custom subject

Message Help us improve subscription emails by sharing your

Give feedback >
thoughts.

Hello world!

Report page @
Page 1
Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmeond, WA 98052
Generic m_ Microsoft
Can'’t be removed,
but adds

Send now

= Reply #~ Forward
New subscription
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@
exist in the tenant s Action Required: Your Power Bl Subscription Paym...

 Guestusers paid licenses...

Subscription name *

Action Re

Recipients '
@ External user trial capacity. Learn more [7
Attach full report

PDF (pdf)
Sendto *

= Email

Scheduled date and time

Start date * End date

Repeat *

Daily




—_—--

Microsoft Azure ooo R = Microsoft Azure

3 i e » + . . . . N
Home * Microsoft | Users * Users * Testy Usery Home * Microsoft | Users * Users * Testy Usery

Testy Usery - Testy Usery

Properties Properties

¢ fon : —
O Refresh A" Got feedbacki f_) Refresh B Got feedback?

All Identity Job Information Contact Information Parental controls Settings On-premig Street address

City

This view only contains properties that can be updated. Learn more .
‘ ! prop P State or province

0 Search "Identity” properties ZIP or postal code

Showing 6 results under “ldentity Country or region

Display name * Testy Usery Business phone

First name Mobile phone

Last name Email pentestingd@spotit.be

User principal name * testuser @ | ytOww.onmicrosoft.com Vl |E Other emails

+— Add or et other emails

listed? Learn more 3
Fax number

User type Member Mail nickname testyusery

Cancel Cancel

UPN Email
verified domains unverified domains




Subscriptions We can have a custom subject

Keep track of your data by subscribing to this report.

- i <no- = i i > & — =
Manage all Ij - Microsoft Power Bl<no-reply-powerbi@microsoft.com ooa C|

To: ® pentesting4 Thu 23/07/2026 23:46

~ Subscription Name 1 P Bl
ower

&y Unsaved changes

Subscription Name 1

Subscription name *

Subscription Nai

Recipients *@ oo oyowent crosofteon Hello from another tenant!

@ AL @ B Lﬁ?"}’ You're receiving this email because AdeleV@ytOww.onmicrosoft.com subscribed
you to the 'Page 1' page of the 'report1’ report. The image above was generated on
July 23, 2026 21:46 UTC.

Attach full report

MNone

More options Your opinion matters
Email subject

We can have a custom subject tHhelp uhstimprove subscription emails by sharing your Give feedback >
oughts.

Message
Hello from another tenant! .
Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

Report page © : Microsoft

Page 1

m New subscription

< Reply 7 Forward




Microsoft Billing - Microsoft Billing

Properties Properties

'i'_:) Refresh & Got feedback? 'T_:) Refresh A2 Got feedback?

All Identity Job Information Contact Information Parental controls Settings On-premisg All Icdlentity Job Information Contact Information Parental controls Settings On-premise;

This view only contains properties that can be updated. Learn more @ This view only contains properties that can be updated. Learn more =

Search "Identity” properties 0 Search "Contact Informati...
Showing 6 results under “Identity’ Showing 11 results under "Contact Information”
Display name * Microsoft Billing Street address
First name Microsoft City

Last name Billing State or province

I%| ZIP or postal code

User principal name * billing @ | ytOww.onmicrosoft.com
F

Country or region
Domain not listed? Learn more 3
Business phone
User type Member Mobile phone

Authorization info - - . - .
Edit Certificate user IDs Email billing@microsoft.com

Other smails

Cancel




Su bscr‘lptIOI'IS Test with modified email attribute sender

Keep track of your data by subscribing to this report.

_ Microsoft Power Bl <no-reply-powerbi@microsoft.com> AT EB|
Manage all (7

To: ® pentesting4 Fri 24/07/2026 00:09

s Subscription Name 2 P BI
ower

& Unsaved changes

Subscription Name 2

Subscription name *

Subscription Mame 2

1
Recipients *(@ Hello from another tenant!

@ Testy Usery You're receiving this email because billing@microsoft.com subscribed you to the
‘Page 1' page of the ‘TestReport2’ report. 1he image above was generated on July
Attach full report 23, 2U2b 22:09 UTC.

None

More options Your opinion matters

Email subject

Help us improve subscription emails by sharing your

Give feedback >
thoughts.

Test with modified email attribute sender

Message

Hello from another tenant! Privacy Statement
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

E Microsoft

Report page © u LTO3OTL

Page 1

“ Reply * Forward
m MNew subscription




TestReport2

4

Untitled
Soorecard....

TestReport2

Data updated 7/24/26

Mame

TestReport2

Location

My workspace

Page name

Page 1

Contact
Microsoft Billing

Data updated
24/7/26, 00:06

Format string locale
Auto (en-US)

pen semanty

= Filter

Q. Sear|

Filters on th

ad

Filters on all

Workspaces

Balance
Reminder
¥

Untitled
Soorecard...

Balance Reminder

File

View

Data updated 7/24/26 ~

Reading view Mobile layout

Build viedals with your data

L Copilot

Open semantic model

= Filters

2, Search

Filters on this page

Add data fields here

Filters on all pages

Add data fields here




(= spotit

Test with modified email attribute sender

Microsoft Power Bl <no-reply-po ic oft.com>

To: pentesting4

Power Bl

Subscription Name 2

Hello from another tenant!

You're receiving this email because billing@
‘Invo sage of the 'Balance Reminder’ report. The image above was generated on
July 24, 2026 22:14 UTC.

oft.com subscribed you to the

Your opinion matters

Help us improve su ption emails by sharing your .
P usimy p = 9y Give feedback >
thoughts.




o Copilot 88 Explore this data (3 Ask a question &zl Data/dril 3 Text box <b Shapes Buttons (@ Visual interactions & Refresh Sa

Left arrow Visualizations

; Build visual
Right arrow

1

Action Required: Your Power Bl Subscription Payment Is Reset

Overdue Biick

BE
% M

Information

Help

H &
E »

Q&A (retiring Dec 2026)

Your account has an overdue balance. Continued non

B 5l B X [fE
=)
il

Ko [ © F M
CWEHOCREE

uspension of your Power Bl subscription and loss of access to your reports and Bookmark

B

Values

RECipiE‘ntE r@ Invoice Number NV-2026-157834 Clear all slicers Add data fields here

Blank

Apply all slicers

Navigator 4 Drill through

'ra Adele Vance o victimuser@ytOww.onmicrosoft.com e ach

Keep all filters (on®)

Add drill-through fields here

your payment, please sign in to th

iF: o Billing > Invoices & payments. I
Attach full report :

e disregard this notice may t

PDF (.pdf)

MNone

[5) PDF (pdf) Qj ,

@y Microsoft PowerPoint (pptx)




A

il
-

s
Copilot

Onelake
catalog

Waorkspaces

Balance
Reminder

Balance Reminder Data updated 7/14/26 ~

File

=
@

D O o) @

|

View ~ Reading view  Mobile layout  Open semantic model

Save

Save this report

Save as

Save a copy of this report r Power Bl Subscription Payment

Print

Print current page

Embed

Securely embed this report in a website or portal

Embed in SharePoint Online

Get a link to securely embed this report in a SharePojg

Publish to web @
Embed this report tor poblic access by anyone on the Internet

Export to PowerPoint

Export this report as a PowerPoint presentation

Export to PDF
Export this report to a PDF file

Download this file

Download this file

payment !Jl?d\'? disregard this notice

In our system,

View invoice

Embed code

Link you can send in email

https:ﬂ’app.powerbi.com,fview?r=eerIjoih"

HTML to paste on a website

<iframe title="Balance Reminder" width="

Size 600 x 373,5 px
Placeholder image

F Upload

Default Page Default

t Power Bl

Owner: Microsoft Billing
Workspace: My workspace
Status: Active




om - Outlook
Home end / Falder View Help
D/| [:1, T - M A New Group Search People A H]
T = | ® A8 Browse Groups | [B] Address Book Sa .
: e et . e
S Filker Email ~ e .-'-\d:i-ln'. Balance Reminder | Data updated 7/13/26 ~

New Respend Quick Steps = Groups Find Speech | Add-ins

MNew  Mew 7 Tags
Email ltems - ! -

Search Cument Mailbox O | Curment Mallbax = @ File ~ View ~ Reading view Mobile layout Open semantic model Iy Copilot o8] =
Al Unread Unread; E - S e s S ini e s o i ST I Format image
fidn't find anything to shav
Format visual
s Action Required: Your Power Bl Subscription Payn'&ﬁlnt Is
Overdue :

Onelike Dear Customer, Image General

catalog

O Search

reaching out be: )
Power Bl subsc 1. To avoid any interruption to y 40 ? Style
0 ng bala t your earliest convenience
» Action
Your account has an overdue balance. Contin IN-PAYMENT M3y re

Scorecards son of your Bl subscription and loss of acoess to your repe

dashboards.

Detail Information

Real-Time

Admir

Wiorkloads navigate to Billing > Invoices & payments. If you have already submitted your

payment, ple. sre * notice — it may take up to 3-5 business days to ref

Workspaces
9]
=
My
workspace f you have questions abou

RRo or reach out to your account m

The Microseft Power Bl Team

T
Invoice II

All folders are up to date,  Connected ta: Micrasaft Exchange (I}
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Retirement of the SharePoint SendEmail AP|

Automate, custom code, custom workflows, and web parts within SharePoint.

The SendEmail API is referenced via REST in the following way ("/_api/sp.Utilities.Utility.SendEmail”) while for CSOM, it would be "Utility.SendEmail”.

Important

» Please ensure that you follow the guidance and identify and update any use of the API prior to the deprecation date of October 31st, 2025.|No further emails
will be sent after this date.

» Please review the updates that are sent to the Microsoft 365 message center related to the retirement of this API.

s SharePoint workflows will not be affected by this change. Please refer to SharePoint 2013 Workflow retirement.

Steps to follow

1. Identify usage of the utility.SendEmail APl within custom code, custom workflows, or through Power Automate including "SharePoint Send HTTP Request flow action in Powe

Automate”.




SharePoint Search this site

g Mews Post Title 1 = Save and close

< Preview --- «/ Changes saved [ Share - =& Post and send

Toolbox
News Post Title 1

"a TestAccount

Retail Manager

Web parts Stock images

Drag or select items from the Toolbox to add them to
the canvas.

Normal 18

Frequently used
This is the main content of the news.

n B &
We can use rich text and HTML, including links to external sites

Text Image CQuick links News
[] :
= Microsoft

O oo
= 0o
Add a caption

Hero
We can also include inline images.

Al

|5;+;

Agent link

Text, media, and content

ECHIN

Banner Button

Comments @ ) off -

Call to Divider

action
The comments section will be displayed after the page is published.




Send this news post as an email

@ Your news is posted.

To: Keanu Nys X enter email address

Mews Post Title 1

News Post Title 1

;a TestAccount

This is the main content of the news.

We can use rich text and HTML, including links to external sites.

& Microsoft

We can also include inline images.

[ View as link Send test email

Skip

POST |/ api/SP.Publishing.RichSharing/SharePageByEmailStream HTTP/Z

Host: ytUww.sharepoint.com

Coockie: S5PA RT=eyJzcGFfcnQi0ilxLkFSTUIwWWInkSpeVVFLUANVOS Q¥ zh DF ITU0UWg =W
HpOe lEwUkdEfY3NShEIOTI Zr QzZzZTFEL L pONT1IEWA R MDN U2 Dhe X =dOOTILSGF SV FogMDogOdis L41TR
VZ4PmY3IAFEOUEhrejgS553 Zx Y eFTajN350I2ekFEU3cz2UUL45D I Ue 3 BEVEAYLUhEc LIGYIEYTYLREY
1 EaVnVpVmnZ3VIVORDEZ UlTpfal owlkFmZGVThnEaVYz Z2TGADLGEEAZ L XEL1EUHEPaz ZkNEREMEJEZ

"message .o ;
"recipientEmails": [

"redbhyvtelveOww, onmicrosoft. com'™
1.
"subject":"lews Post Title 1,
"url":"https://yvtOwv.sharepoint.com/SitePages/ews-Post-Title-1l.aspx",
TpageItemId™: 3
"goeenarioTag™: "SendPageBEvEmallStream™,
"pageContent™:"{  "htmlSnap=shot' ":\ "<div class= "newsWrapper
ame= "ocolor—-scheme " content= Tlight T=in <Imeta name=
L= "Teg6l8di-Idlc-4632-asT7I-9390785595e3a c93328de-3368-4cEb-—as8L-dlak.
ColorYellow { background-color: yellow: } n .highlightColorGreen {
background-color: purple; }''n .highlightColorMarcon { background-color:
lor: #bhadB0a; } n .fontColorGreen { color: #L107clO; } n .fontColorBElu=
HE n .fontColorNeutralTertiary { color: H#YESESE: 1} n .fontColorlesutra
ize: 18px: } n .fontSizeXLarge { font-size: Z0px: 1} n .fontSizeXLargesP
iv.tableWrapper {overflow: auto:} n table.zimpleTable3tvylell=utral th,
able.bandedRowTableStylelleutral td, n table.borderHeaderTable3tyleThems t

PPy




SharePoint - Email News Post HTTP Request (- spotit

@
POST /_api/SP.Publishing.RichSharing/SharePageByEmailStream HTTP/1.1

Host: xxxxx.sharepoint.com

Cookie:...
Content-Type: application/json

1 n

‘message’:"...",
"recipientEmails":["recipient@example.com"],
"subject":"News Post Title 1",
‘scenarioTag":"SendPageByEmailStream”,

ey

"pageContent":"{\"htm|Snapshot\":\"<html>...</htmI>\"}
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News Post Title 1

TestAccount

News Post Title 1

This is the main content of the news.

We can use rich text and HTML, including lin

&" Microsoft

We can also include inline images.




Assign licenses to users

Customer Lockbax

Customer Lockbox (A)

DO NOT USE - Microsoft MyAnalytics (Full)

This app is assigned at the organization level. It can’t be assigned per user.

Data Classification in Microsoft 365

Defender Platform for Office 365

This app is assigned at the organization level. It can’t be assigned per user.

Exchange Cnline (Plan 2)

Flow for Office 365
Graph Connectors Search with Index
Immersive spaces for Teams

Information Protection and Governance Analytics - Premium

This app is assigned at the organization level. It can't be assigned per user.

Information Protection for Office 365 - Premium

News Post Title 1

50

SharePoint Online<no-reply@sharepointonline.com>

To: ® Keanu Nys

Cc: Bob The Builder <testnonexist@ytOww.onmicrosoft.com=

ews Post Title 1

sender




Power Virtual Agents for Office 365

Project for Office (Plan ES) News Post Title 1

urview Discovery
F' D F . . = .
SharePoint Online < no-reply@sharepointonline.com>
50

L L b |

RETIRED - Commercial data protectip—"
All Identity Job Information Contact Information

To: @ Keanu Nys

Cc:|HR <hr@microsoft.com >

RETIRED - Microsoft Communicatio

_ - This view only contains properties that can be updated. Learn more [
RETIRED - Places Core
) ] o 2 Search "Contact Informati...
Retired - Microsoft Data Investigatis
Showing 11 results under "Contact Information”

SharePoint Online (Plan 2) I

Street address

Skype for Business Online (Plan 2) | City

State or province

ZIP or postal code News Post Title 1

Country or region

Sllll_a:rl'
To-Do (Plan 3)

Viva Learning Seeded Business phane
] Mobile phone
Whiteboard (Plan 3)

Email hr@microsoft.com

Other emails = Add or edit other emails

Fax number

Mail nickname testemail




ews P«

TestAccoun

Send this news post as an email

To: perteztingi@sputit.bel

Ce:

recipientEmails
ccEmails
bccEmails

"messacge": """,
"recipientEmails": [
"redbhyvtelvelww. onmicrosoft. com™
1,
"subject":"lews Host Title 17,
"url":"https://vtPDwv.sharepoint.com/SitePages/News-FPost-Title—-1.
"pageItemId™: 3
"goenarioTag™: "SendPageEvEmailstrean™,
"pageContent™: "tmwlSnapshot' "\ "<div class= "newsWrapper
"ocolor-scheme " content= "light "xlhn <Imeta
"TeEEl8di-Idlq-4632-as72-9350785895e3a c93328de-33E668-42cEh-as]
orYellow { backgpound-color: wellow: }.'n  .highlightColorGre
ckground-color: purple; }''n .highlightColorMarcon { backgro
#hadB0a:; }''n \.fontColorGreen { color: #107clO; 1}
n .fontColorl { color: HY9ESESE: 1} n
18px: 1} n .fo ] [ font-=size: ZOpx: 1} n
iv.tableWrapper {ove n table.simpleTable3tvylell=ut
able.bandedPRowTab leStyylellsutral t£d,"'n table.borderHeaderTables

"l'l:'l'?EEaE_I'E' . rr;
"recipientEmails": [
"pentesting3fspotit.he”

1.

"subject":"lNews FPost Title 17,

"url":

"https://vtlww.sharepoint.com/SitePages/News-F

ost-Title-1l.aspx",

"pageltemId™: 3,

"gsoenarioTag":"SendPageEvEmailstream™,

"pageContent'™:

"{ "htmlZnapshot ":  "<div class=
">zhtml =mlns:wv=

"newsWrapps
"arn:schemas-microsoft-—
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News Post Title 1

SharePoint Online<no-reply repointonline.com>
To: pentesting3

HR <hr@microso

News Post Title 1

This is the main content of the news.

We can use rich text and HTML, including link

Microsoft

We can also include inline images.




e can also include inline images.

nera

Request

Pretty

Ho

ted thro

( border="0"
style="border-sp
<tbody>

<tr>

<td align="center">

acing: @px;width: 1@0%;margint © auto">

style="font-weight: 400;font-size 12px;word-break: break-word;margin: ©px;max-w

This email is generated through MSFT's use of Microsoft 365 and may
contain content that is controlled by MSFT.

<p
</p>
</td>
</tr>
</tbody>
‘table>

(= spotit

n—line:none
arePoin i

tem, Blir
=atd date
margin:



(= spotit

( A
style>
ﬂ'tw table:has(table:has(td > p)):not(table:has(table:has(table:has(td > p)))){
o e I : . display: none;
<td align="left" style="padding: Opx;margin: @px">
<table cellpadding="0@" cellspacing="0" border="0" align="center"”

style="border-spacing: @px;width: 180%"> \ style )

<tbody>

<tr>

<td align="center" style="font-size: 12px;line-height: 16px">
<div> Turl™:

<table cellpadding="0" cellspacing="8" border="0"
style="border-spacing: @px;width: 100%">
<tbody>
<tr>
<td align="center"
style="padding-top: S5px;text-align: center;max-y
<table cellpadding="0" cellspacing="0"

border="06"
style="border-spacing: @px;width: 180%;margi
<tbody>
<tr>
<td align="center">
<p
style="font-weight: 400;font-size: 12px;word-break: break-word:margin: @px;max-wid
This email is generated through MSFT's use of Microsoft 365 and may
contain content that is controlled by MSFT.
</p>
</td>
<ftr>
</tbody>
</table>
</td>

L J
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SharePoint Online<no-reply@sharepointonline.com>

SO
To: ® TestAccount

Cc: HR <hr@microsoft.com>

Yoﬁr Voice Ma ;eréz elp Us‘Shape‘a
Workplace R

1 min read

T

At HR, we are committed to continuously improving your experig
of employment, including well-being, compensation, and benefj




We have launched a short confidential survey to better understand:
* Your overall well-being at work
* Your experience with your compensation and benefits package
* What is working well
* Where we can improve

Your feedback will directly inform future decisions and enhancements. This is your
opportunity to influence how we shape our programs and support systems moving
forward.

The survey takes approximately 5 to 7 minutes to complete.

The more employees who participate, the clearer the picture we have and the more
effectively we can act. We strongly encourage everyone to take part using the button

below.
Share your feedback

Thank you in advance for sharing your perspective and helping us continue to
strengthen our workplace.

HR Department

(-7 spotit

S



SharePoint Online<no-r harepointonline.com> 2 N Reply ®\ Replyall Forward

SO

_~) spotit

E“" 7

Yoﬁr,ﬂ e N ;tefs: elp Us'Shape a Bet/r
Workplace N -

1 min read

At HR, we are committed to continuously improving your experience across all areas
of employment, including well-being, compensation, and benefits. To make
meaningful improvements, we need your honest feedback.

We have launched a short confidential survey to better understand:
¢ Your overall well-being at work
. * Your experience with your compensation and benefits package
¢ What is working well
¢ Where we can improve

Your feedback will directly inform future decisions and enhancements. This is your
opportunity to influence how we shape our programs and support systems moving
forward.

The survey takes approximately 5 to 7 minutes to complete.

The more employees who participate, the clearer the picture we have and the more
effectively we can act. We strongly encourage everyone to take part using the button

below.
Share your feedback

Thank you in advance for sharing your perspective and helping us continue to
strengthen our workplace.

HR Department
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Bob The Builder wants to access ‘Restricted Doc.docx'

SharePoint Online <no-repl arepointonline.com>

To: ® TestAccount

Bob The Builder wants to access this file

m- Restricted Doc

personal > . stricted

What access should this person have?

—Can

Can't down

Decline requ

Manage

y

spotit
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I [ S |
LICLESS [0 DFIS JULE

What access should this person have?

(@) Edit—can make changes, share and download
() Review—can add comments and download

) L s vrtensr el Ao e o
) View—can view and download

) Can't download—can view but not download

Decline request ‘ Give access

Vlanage requests
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
.headerBackgroundMsoTable {
border-spacing: 0Opx;
width: 100%;

=rapplication/ld+json" id="ActionableMessageCardsScript">

r

th="100%" cell ing="0" cell

align="center":>
'center" style="border-spacing: Opx;width: 600px;margin-right: auto;

Opx;/margin: Opx">
r ——>

"border-spacing: Opx;width: 100%">

0
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,
TN t - 'l —
</53LCyle>

il

<script type="application/ld+json" id="ActionableMessageCardScript"> {

.l
L]
L]

r

} </script></head> \
<body style="margin: Opx">
{:Lllﬁfx’ "sender": "no-reply@sharepointonline.com"

"originator®: "abd1l7b4b-e363-497a-90dc-ala63b3b95c5"
"adaptiveCardSerialized"
"type": "AdaptiveCard"
"$schema”: "http://adaptivecards.io/schemas/adaptive-card.json"
"version": "1.0"
"constrainwidth"
"padding"
"top": "None"
"right": "None"
"bottom": "None"
"left": "None"

Ilbodyll

"type": "Container™

"verticalContentAlignment™: "top"
"padding"




"items"

"type": "ActionSet"
"horizontalAlignment™: "left™
"actions"

"type": "Action.Http"

"method": "POST"

"url": "https://ytOww-my.sharepoint.com/personal/adelev ytBww onmicrosoft _com/ api/Web
/QuickActionChangeRequestStatusAdaptiveCard”

"headers"

"name": "OData-Version"
"value": "4.8"

"Accept"
"application/json; odata.metadata=none"

"Tenant-Id"
"e8aB89d1-2ad8-4950-862d-61bPB2cb25d4"

UFs

Content-Type"
"application/json"

"body": "{\"refreshStatus\":{\"uniqueld\"”:\"2€ e’ ", \"status'\":1, \"signature

I

roletvpe

A: sh'y ", \"isfAutoInvoke' " :false, "\ "hasprofilepicture'\ " :true

[roleTypeDropdown.value}}\","replyMessage\":\"{{adjudicatorNote.value}}\ "} }
"title": "Give access"
"1sPrimary"”

"isVisible"




ek,

;\‘#V

== | Learn Documentation v

Outlook Outlook add-ins

Outlook REST API

2 Find by title

Outlook Documentation
> REST APIs
Add-ins
~ Actionable Messages
Overview

Get Started

s

Universal Action Model
* Concepts

Security Requirements
Adaptive Cards

Actionable Email Developer
Dashboard

Connectors Developer
Dashboard

Training & Labs ~  Q&A~  Topics v

Qutlook JavaScript APl Outlook administration Troubleshooting & support ~  Resources

Learn > Qutlock > ‘ ) Ask Learn

Designing Outlook Actionable
Message cards with the Adaptive
Card format

Outlook Actionable Messages cards are designed using the Adaptive Card format. The Adaptive
Card format is a simple yet powerful declarative layout format that provides a lot of flexibility,
allowing for visually rich cards. In this topic we'll cover the Outlook-specific features of the

Adaptive Card format.

Actionable Message Designer

The Actionable Message Designer= provides a drag-and-drop experience to quickly build and
tweak adaptive cards. There you will find Adaptive Card samples that can help you get started
crafting your own cards and also allows you to send those cards to your own Microsoft 365 email

account to see how they look in Outlook.

(v spotit



»# New card Select host app: itlook

IE| Host App Docs F:': Templating Docs E) Undo

RO ELEMENTS
Your password has expired
Container
=) ImageSet
=1 Fact
Il Column
lements
WA TextBlock
RichTextBloc
~l Image

CARD PAYLOAD EDITOR
Media

=) Input.Time

=l Input.Number

Input.Toggle

|D Copy card p

oad

Emulate

Pre

ELEMENT PROPERTIES

Multi-line

=7 spotit



r Templating Docs

L J

)
/

Undo

@ Copy card payload

Your password has expired

+ D
- r

Current password *

CARD PAYLOAD EDITOR

to continue usi ng your account.

(=7 spotit

kﬁw 4

Preview mode

ELEMENT PROPERTIES

password
nitially visible
Current password
Placeholder
Multi-line
Style (not set)

M aximmm
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CARD PAYLOAD EDITOR
12
13

-
"Please upd your pa d ntinue using your account.™,

true,

"Current password”,

"adaptive-card?action=valid




Adaptive Cards - Registering a Provider
@

@ spotit




Adaptive Cards - Registering a Provider
@

@ spotit




Adaptive Cards - Registering a Provider
Y

Not validated

Only internal
recipients
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GraphSpy

Compose Email D 4

Outlo¢

94

To redbyte@ytOww.onmicrosoft.com

Subject = Test Adaptive Card 1

<html>
<head> I

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

[<script type="application/adaptivecard+json"> ]
1

("type”: "AdaptiveCard”, )

Loadir "$schema": "https://adaptivecards.io/schemas/adaptive-card.json",

"version”: "1.@",
"originator”: "b2cd4702-a118-4be7-9b43-f1089df54a1d",
"hideOriginalBody": true,
kfbody": [ y
1

Attachments

Choose files  No file chosen




(= spotit

Test Adaptive Card 1

@
¥ To ® Keanu Nys

Your password has expired

d to continue using

| Mext |

— Reply 2 Forward




| \ SPOtIt
Publishing Information
Target Domains *

https:/fwww.example.com

"subject":"Tour p word
furl'™:
Sender email address from which act "https:/

no-reply@sharepointonline.com

J/vtluww. sharepoint. cor
-Title-1.

w"

T\ "htmlSnapshot ' M: Meshtmlx>
"Content-Types
Test User Email Addresses * /html;

charset=utf-58
victim@examp

rr
£..0m

dlaptive-card.
rn l . I_-I "

In

has

o ldder
"Medium

M e



_____________________________{.

Publishing Information

Target Domains *

https:/fwww.example.com

Sender email address from which act

no-reply@sharepcintonline.com

Test User Email Addresses *

victim@example.com

"I'I:'I'E'SSELQ'? LU .
"recipientEmails": [
"ideleViytclww.onmicrosofn,
1,
"subject":"Tour password expire
"url" .
"hittps://vtlww.sharepoint.com/?
ost-Title-1.aspx",
"pageItemId™:3,
"secenarioTag": "SendPageEvEmaill
"pageContent™:
Y "htmlSnapshot ' ": Tehtml=" "1
http-—-equiv= "Content-Types f
xt/html; charset=utf-8 R /T
"application/adaptivecard+ison
"type s TAhdaptiveCard
fschema e "hittps://adapt]
mas/adaptive-card. json ", n
" 1.0 rouhn "or

"hideQriginalEBody
f: [Lwn { n
"TextEBElock ", n
"Tour password has =3
"weight s "1
"size - "Meq

Your password expired!

SharePoint Online<no-reply@sharepointonline.com> © -

To: ® TestAccount;

Cc: HR <hr@microsoft.com>

Your password has expired

Wed 29/07/2026 21:43

Please update your password to continue using your account.

<~ Reply € Reply all

~~ Forward




(= spotit

This is a testl

TestAccount- : Lonmicrosoft.com =

To: +3 others

~— Forward

"ExtendedFieldURTI": {
rr t—‘_lfr]_:l'f' [ - rrE._
Td™: e
"Propertylames"":"Ti 5
"PropertyType":"String™

=pointonline. com ", "To " "
wwW.onmicrosoft. com . sntit b . e L ¥ "hrimicrosoft ., oo
erialized.":""{ “rors rinator, no config fetched. "]

"{'Sourc




Bob The Builder wants to access ‘Restricted Doc.docx’ Hsenderﬂn “r-IG_Peplvlﬁsharﬁeﬂgi”tunliﬂe . corn“
'originator”: "abd17b4b-e363-497a-90dc-ala63b3b95c5"

SharePoint Online <no-reply@sharepointonline.com > @« & -~ . - - - -
adaptiveCardSerialized

To: @ TestAccount Sun 26/07/

"type": "AdaptiveCard"
"$schema": "http://adaptivecards.io/schemas/adaptive-card.json"

- "wversion": "1.8"
. "constrainWidth™

Bob The Builder wants to access this file

"padding"

IFtDp" ”HOHE"
Restricted Doc "right": "None"
personal > .. > Restricted ”bﬂtt DI'I'I" ”["JCIFIE" n
"left": "Mone"

llde}rll

What access should this person have?

(®) Edit—can make changes, share and download " type " "Container"
O Review—can add comments and download = =

O View—can view and download

O Can't download—can view but not download

Decline request m




Your password expired, external! Your password expired!
SharePoint Online<no-reply@sharepointonline.com= , : . ,
oY P SharePoint Online <no-reply@sharepointonline.com>

To: AdeleV@ytOww.onmicrosoft.com; @ Keanu Nys
To: ® TestAccount; & Keanu Nys Wed 29/07/2026 21:43

Cc: HR <hr@microsoft.coms=
Cc: HR <hr@microsoft.com>

Your password has expired

Please update your password to continue using your accoun )
Your password has expired

‘ Please update your password to continue using your account.
‘ FakeP@sswOrd!

<~ Reply 4, Reply all ~~* Forward

@ Target URL is not allowed.

<~ Reply €~ Reply all ~# Forward
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4 4 I

. & .
Scenario Details Contact Information
Scenario Description *

e e e e e e e e L e e First Name * Last Name *

The Adaptive Card shows the ticket summary (ID, subject, priority/category, owning queue, assigned engineer) 3 | KEa N

additional technical details in Outlook and submit a comment back to our ticketing portal via Action.Http, witho b1

ticket so Spotit engineers can continue triage with customer context.

Email Address * Phone Number *

Detailed Instructions to Test Your Actionable Message *

S I .

6. Enter a test comment (e.g. Test comment from Microsoft review, please ignore) and click Submit comment. @spoht.be

7. Confirm that Outlook shows the success/refresh card response from our endpoint.

8. Repeat with the second sample payload o s to confirm the same flow for a different ticket type. I
Bzl e Information to Verify Your Actionable Messages A

10

Screenshots (Optional)

Card Payloads JSON samples} The screenshot must have a reselution of 512w x 384h px and less than 300 kb in size. Supported formats: .png, jpg, jpeg, .gif

{

hot ¢ hot
“type": "AdaptiveCard", Screenshot 1 Screenshot 2 T 3 4 reenshot 5

“$schema": "http://adaptivecards.io/schemas/adaptive-card.json",
“version™: "1.3%,

“originator™: "cd’ SRS
"hideOriginalBody": true,

Change \ Upload ‘ Upload Upload Upload

Please preview your cards on both desktop and mobile screens using our Adaptive Cards Designer.

s your email promotional or has promotional intent or solicitation?

Additional Comments
Which cloud environments would you like to deploy your actionable messages integratio

@® WW (Worldwide) (O GCCHigh (O DOD Additional Comments
\ ticket needs attention, T NN N I N ————
The Adaptive Card shows the ticket summary (ID, subject. priority/category, owning queue, assigned engineer) and a short description of what happened. Recipients can expand
additional technical details in Outlook and submit a comment back to our ticketing portal via Action.Http, without leaving their mailbox. Comments are posted to the corresponding

ticket so Spotit engineers can continue triage with customer context.

| accept the terms and conditions of the App Developer Agreement *

k Cancel | Register Provider

v




O
My Providers

Manage your actionable message provider registrations

© Organization-scoped providers require approval from your tenant adminis

Provider Mame Scope Status
SiTicketProviderGlobal Global
TestProvider Test Users Approved

My Providers

Manage your actionable message provider registrations

© Organization-scoped providers require approval from your tenant adminis

(-7 spotit

+ New Provider

/Verification details

This section is only applicable when your scope of submission to enable actionable messages is Global.

In this section, you need to provide details for Microsoft to verify the actionable message and the corresponding actions that

are invoked from the email sent by your provider/service.

Additionally, send a valid email coming from your production serversl(or a server with similar DKIM/SPF/From:/Return-Path:

Provider Mame Scope Status
SITicketProviderGlobal Global Approved
t TestProvider Test Users Approved
e,

o

-

headers) including the markup) to onboardoam@microsoft.com.

his procedure will enable Microsoft to determine that the

solution complies with all the guidelines and requirements listed in Registration Criteria.

* Make sure that the markup is correct prior to sending the email.

* Microsoft 365 removes all markup when forwarding an email. Do not forward the email but send it directly.

Registration criteria

Keep these criteria in mind when you submit your solution for approval for Global scope, since it can have a broad impact on

users in Microsoft 365.

J

Token Type

AAD-PFAT

AAD-PFAT

Submitted

Jul 27, 2026

Jul 16, 2026
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root@debian-phishing:/opt/defcon34# python3 ./evil-adaptive-card-server
.py ——port 5010 —--proxy http://127.0.0.1:8080

¥ Quickssteps - 9 < VivaInsights = S 7uth file does not exist yet. Creating it...

Auth file success does not exist yet. Creating it...

Using proxy: http://127.0.0.1:8080

Starting Flask application...

Inbox W

root@debian-phishing:/opt/defcon344# cat auth.json | jg .[-1].session cookies )
{
"ESTSAUTH" :
"ESTSAUTHLIGHT" : ’
"ESTSAUTHPERSISTENT" :
J

Auth file: auth.]json
Auth file success: auth-success.json
Access the alternating\image endpoint at: http://127.0.0.1:5010/alterna

+tina_Jimacio

* Debugger is active!
* Debugger PIN: 828-374-937

L

No unread messages

Clear filter




1. User enters password -
Forwarded to Attacker

42

-

3.1 Password incorrect? =
3.2 Password correct? > SUCCESS

v

2.Validate Password
Against Entra ID

(7 spotit

)

A 4

Office Update.docx

6. Finish Pretext:
Return document/link/...

A

Repeat until success

4. Poll Entra ID for

MFA status

A 4

5. Return Session
Cookies + Access Token

A



SharePoint Online<no-reply@sharepointonline.com>

Satya shared a file with you2 To: ® TestAccount

Cc: HR <hr@microsoft.com>
SharePoint Online<no-reply@sharepointonline.com>

To: ® TestAccount

Cc: HR <hr@microsoft.com>
Satya shared a file with you

@ SharePoint @ Satya Nadella
Satya shared a file with you AR

Safya Nade!la Office Update.docx

m= ord Document

rosoft > Shared Documents

Office Update.docx
Word Document Shared: Just now
Shared

)pen the file to re

Shared: Just now ) .
Preview file

m File protected by Microsoft Azure Information Protection

Please sign in to access the file

\_J

Password

< Reply 4\ Reply all ~ Forward ‘

‘ Sign in

€\ Reply & Reply all > Forward




Satya shared a file with you2 Satya shared a file with you2

\ Satya Nadella
Office Update.docx Satya.nadelia@microsoit.com

| [ e B

Office Update.docx

vV : ment
Shared: Just now mA a s

Shared: Just now

Preview file

File protected by Microsoft Azure Information Protection

New Office Location — Shortlist Update
Approve sign in request

ella Chief Executive Officer . All Eny

Open your Auth

w2 o Team,

| wanted to share a brief update on our search for a new headquarters. Over the past
several months, Facilities and the leadership team have evaluated a wide range of
sites against our growth plans, accessibility needs, and day-to-day collaboration

goals.
Didn’t receive a sign-in request? Swipe down to . . . ) .
refresh the content in your app We are now finalizing the last decisions and have narrowed the field to a shortlist of

three options. Each location offers a distinct balance of commute convenience
workspace design, and long-term capacity for our teams.

We will share the recommended site and next steps shortly. Thank you for your
patience and for the thoughtful input many of you have already provided throughout
this process.
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Urgent Notice 1 - Azure DevOps Compliance Violation

(= spotit

Microsoft added a comment to Urgent
Notice 1

eloper,

We have ort concerning one or more repositories hosted
on the Azure s platform under the "E-corp” directory.

Upon re , It app b ntain content that may breach |

on may &

Submit an appeal

Thank you ft

fety Team




Inbox Hi Alice, We are seeing some suspicious sign in attempts...

Keanu Nys
Hi Alice, We are seeing s5...  20/04/2026

Keanu Nys mentioned you in ... Inbox

Posted in Helpdesk Ticket 1338

kn' Keanu Nys

@1

20 Apr

Hi Alice,
We are seeing some suspicious sign in attempts to your account.
Please update your password as soon as possible using this link.

Make sure to only ever use the authorized password reset portal from our

organization. Never use any other website to reset your password!

If you noticed any suspicious activity on your account recently, let us know as soon as
possible.

Kind regards,
IT Security Department

Write a comment

Change view




Power Bl <no-reply-powerbi@microsoft.com > TestAccount

Action Required: Your Power Bl Subscription Payment Is Overdue

IZ:E:ZI If there are problems with how this message is displayed, click here to view it in a web browser.

¢

Balance Reminder pdf

51 KB

Action Required: Your Power Bl Subsc
Payment Is Overdue

Dear Customer,

Your Microsoft Power Bl Pro subscription has an overdue paymeni
on August 1, 2026.

Please view your invoice via the link below or refer to the attached
the outstanding balance at your earliest convenience to avoid sery
https://app.powerbi.com/view?r=eyrljoiMmVjY2E2 MzEtYTI0Z %
4300NTJiLTg4ZGItNTkwMDNNWM20GFlliwidCI6lmU4YT%
4140WOxI WEhZDgtNDk1MCO4N KL TYxYAWMMNiMjVkNClsim

Regards,
The Microsoft Power Bl Team

You're receiving this email because billing@microsoft.com subscri
‘Invoice’ page of the 'Balance Reminder’ report. The image above
July 14, 2026 21:45 UTC.

Your opinion matters

(%] app.powerbi.co

Help us improve subscription emails by sharing your Give feedback >

thoughts.

Action Required: Your Power Bl Subscription Payment Is
Overdue

Your account has an overdue balance. Cont

to Billing > Invoices & payments. |f

o




SharePoint Online<no-r harepointonline.com> 2 N Reply ®\ Replyall Forward

SO

_~) spotit

E“" 7

Yoﬁr,ﬂ e N ;tefs: elp Us'Shape a Bet/r
Workplace N -

1 min read

At HR, we are committed to continuously improving your experience across all areas
of employment, including well-being, compensation, and benefits. To make
meaningful improvements, we need your honest feedback.

We have launched a short confidential survey to better understand:
¢ Your overall well-being at work
. * Your experience with your compensation and benefits package
¢ What is working well
¢ Where we can improve

Your feedback will directly inform future decisions and enhancements. This is your
opportunity to influence how we shape our programs and support systems moving
forward.

The survey takes approximately 5 to 7 minutes to complete.

The more employees who participate, the clearer the picture we have and the more
effectively we can act. We strongly encourage everyone to take part using the button

below.
Share your feedback

Thank you in advance for sharing your perspective and helping us continue to
strengthen our workplace.

HR Department
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SharePoint Online<no-reply@sharepointonline.com>

Satya shared a file with you

) setvaNadela

— 1

Office Update.docx

Shared: Just now

Preview file

File protected by Microsoft Azure Information Protection

Pleaze sian in to access the file

Password

‘ Sign in

< Reply & Reply all > Forward




Email Control

(-7 spotit

Technique Email

Azure DevOps  azuredevops@

Viva Engage (Int.) notifications_<xxx>@engage.

Viva Engage (Ext.) notifications@
Power Bl no-reply-powerbi@

SharePoint no-reply@

Title Bod
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MSRC SECURITY STORE -1

DATE: 08/08/26 TRX#. 044256

Vulnerability Reported

Classified as: ............ NOT AN ISSUE

CVE Assigned
Quietly Fixed Anyway

Researcher Credit
Bounty Awarded

. TOTAL RESEARCHER VALUE: Thanks™

Please keep quiet while we fix the non-issue,
Have a great day!

‘ b #RedBytel337




B e

https://www.linkedin.com/in/keanunys/ _MSRC SECURITY STORE =

DATE: 08/08/26 TRXE. 044256

Vulnerability Reported
https://x.com/RedByte1337 Classified as: ............ NOT AN ISSUE

CVE Assigned
Ouietly Fixed Anyway

https://github.com/RedByte1337 Researcher Credit

Bounty Awarded

#redbyte1337

Please keep quiet while we fix the non-issue,
Have a great day!

#RedBytel337

ek,

(=7 spotit


https://www.linkedin.com/in/keanunys/
https://x.com/RedByte1337
https://github.com/RedByte1337

