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Tenant 1 Tenant 2

Replace complete sign-
in box with image

Replace hyphen 
with S



No more custom fonts :(



.ext-banner-logo {
position: relative;
top: 47px; 
left: -18px; 
z-index: 10; 
width: 325px; 
max-height: 90px;
margin-top: -64px;

}

Custom Banner Image:



.ext-banner-logo {
position: relative;
top: 47px; 
left: -18px; 
z-index: 10; 
width: 325px; 
max-height: 90px;
margin-top: -64px;

}

Custom Banner Image:





“CSS Positioning Properties” 
are now blocked



Source: https://techcommunity.microsoft.com/blog/microsoft-entra-
blog/microsoft-entra-id-enhances-security-of-branded-sign-ins/4537471

https://techcommunity.microsoft.com/blog/microsoft-entra-blog/microsoft-entra-id-enhances-security-of-branded-sign-ins/4537471
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MsTeams Group



1. Sends emails from interesting email 
address

2. Can send emails to custom external 
recipients

3. Majority of the email body can be 
controlled

4. Email subject can be customized

5. Limited or no warning message

1
2

3

4

5
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• Allows sending custom emails for nearly anything:
• Pushed Commits

• Pull requests

• Pipeline Builds

• Release Deployments

• Work item comments

• ...



No email 
validation at all!



azuredevops@microsoft.com



















• No unique classes or ids to select on 
• Pseudo selectors in CSS of mails don’t work

• :has()
• :nth-child()
• ...

• Outlook client only applies CSS to elements 
after <style> tag declaration





Variables

Comment 
Body

API

CSS







• “Requires Social Engineering” 

→Out-of-scope
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• Rebranding of Yammer

• Enterprise social network 
built into Microsoft 365



• Before creating messages, we need 
a “community”

• Can be created by any low privilege 
user



Custom logo







No sender displayed?

Interactive response 
options

Change view?



notifications_<xx>
@engage.mail.microsoft

Generic Microsoft banner
Can’t be removed, 

but adds more credibility

Message truncated at 
~200 characters



• Viva Engage requires members to exist in the tenant

• Guests also supported

• We can just invite them

Disable tenant invite mail



• Externals can’t be added to communities before they accept 
tenant invite...

• But they can be manually
added to M365 group 



No need to accept



notifications@<xx>.yammer.com

Links are expanded

Custom Viva Engage view 
not included?













Email Header
“X-MS-Outlook-YammerExtensibleContentData”



p=y; tst=mediapost;s=com;ss=atmention; threadid=eyJ...; eid= f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b



p=y;

tst=mediapost;

s=com;

ss=atmention;

threadid=eyJ...;

eid= f9e7e56b-6b32-3e7d-8217-1dc4867e9d2b

Product

Scenario Type

Scenario Sub-type

Thread Starter Type

Thread ID

Email ID

→ y (yammer)? 

→ com (CopyOfMessage), dd (DailyDigest), df (Discovery), dfm (directFollower), ed (engageDigest), 
ma (MandatoryAnnouncement), story, qd (questionsDigest), qm (questionMessage)

→ threadstarter, reply, mandatoryannouncement, atmention

→ article, mediapost

→ base64({"_type":"Thread","id":“<id>"})
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• Microsoft’s data visualization / business 
intelligence tool

• Mainly for building dashboards & reports
of business data sources

• Subscriptions
• Built-in email delivery for reports





no-reply-powerbi@microsoft.com

Generic Microsoft banner
Can’t be removed, 

but adds more credibility



• Recipients need to exist in the tenant

• Guest users only work on paid licenses...



UPN only supports 
owned/verified domains

“Email” attribute does allow 
setting unverified domains!













• Supports:
• Images

• Text

• Links

• Shapes

• Tables

• Custom Buttons

• ...
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...



POST /_api/SP.Publishing.RichSharing/SharePageByEmailStream HTTP/1.1

Host: xxxxx.sharepoint.com

Cookie: …

Content-Type: application/json

{

"message":“...",

"recipientEmails":["recipient@example.com"],

"subject":"News Post Title 1",

"scenarioTag":"SendPageByEmailStream",

…,

"pageContent":"{\"htmlSnapshot\":\"<html>...</html>\"}
} 



Our own email address



Now it sends from
“no-reply@sharepointonline.com”

But it adds sender email in CC...





No server-side 
validation!

Only internal users 
allowed, not even guests

“recipientEmails”: [...],
“ccEmails” : [...],
“bccEmails” : [...]









no-reply@sharepointonline.com
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Interactive forms 
inside emails...?





















Not validated

Only internal 
recipients





























Outlook Server Attacker Web Server Entra IDUser

1. User enters password -
Forwarded to Attacker 2. Validate Password 

Against Entra ID

3.1 Password incorrect? → INVALID
3.2 Password correct? → SUCCESS

Authenticator App

42

4. Poll Entra ID for 
MFA status

5. Return Session 
Cookies + Access Token

Repeat until success

6. Finish Pretext: 
Return document/link/...







07 -













Technique Email Title Body Content Types

Azure DevOps azuredevops@microsoft.com 90% 85% HTML

Viva Engage (Int.) notifications_<xxx>@engage.mail.microsoft 100% 80% Rich Text

Viva Engage (Ext.) notifications@yammer.com 100% 50% Text + URLs

Power BI no-reply-powerbi@microsoft.com 100% 80% Text + URLs + PDF

SharePoint no-reply@sharepointonline.com 100% 100% HTML

Email Control

Adaptive Cards Interactive input fields and buttons in mails





• LinkedIn
• https://www.linkedin.com/in/keanunys/

• X
• https://x.com/RedByte1337

• GitHub
• https://github.com/RedByte1337

• Discord
• #redbyte1337

https://www.linkedin.com/in/keanunys/
https://x.com/RedByte1337
https://github.com/RedByte1337

