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Abstract
This paper presents the a systematic and theoretical study

of denial-of-service vulnerabilities in Regular Expressions
with Backreferences (REwB). We introduce the Two-Phase
Memory Automaton (2PMFA), an automaton model that pre-
cisely captures REwB semantics. Using this model, we de-
rive necessary conditions under which backreferences induce
super-linear backtracking runtime, even when sink ambiguity
is linear, a regime where existing detectors report no vulnera-
bility. Based on these conditions, we identify three vulnera-
bility patterns and validate them in practice. Using the Snort
intrusion detection ruleset, our evaluation identifies 48 previ-
ously unknown REwB vulnerabilities with quadratic or worse
runtime. We further demonstrate practical exploits against
Snort, including slowing rule evaluation by 0.6-1.2 seconds
and bypassing alerts by triggering PCRE’s matching limit.

1 Introduction

Regular expressions (regexes) are a foundational mechanism
for pattern matching and input validation across software
systems. They are widely used to validate and filter untrusted
input, including network intrusion detection systems [18, 37],
web application firewalls [17, 21, 22], and server-side input
validators [3, 10]. However, many modern regex engines rely
on backtracking-based matching that can exhibit super-linear
time complexity on certain regex pattern and input pairs [7].

This algorithmic complexity vulnerability, known as Reg-
ular Expression Denial of Service (ReDoS) [7, 12, 13], has
caused significant real-world outages, including a 34-minute
downtime of Stack Overflow in 2016 [20] and a 27-minute
global outage of Cloudflare services in 2019 [23]. The
prevalence of ReDoS vulnerabilities across software ecosys-
tems is well-established through prior empirical studies (e.g.,
[15, 28–30, 39, 41, 47]), which have collectively identified
hundreds of vulnerable regex patterns in production code.

3. Affiliated with Google at the time of publication.
4. Affiliated with Nexien at the time of publication.

While prior work provides evidence that ReDoS vulnera-
bilities are widespread, the existing theoretical basis for Re-
DoS focuses on Kleene regexes (K-regexes)—regexes con-
structed using only concatenation, alternation, and repetition
operators—and their corresponding Non-deterministic Finite
Automata (NFAs) [2,45–47]. Yet, modern regex engines, such
as those used in Python, Perl, PHP (uses PCRE or PCRE2),
Ruby (uses Onigmo), and Java, commonly support backrefer-
ences and other extended constructs [4, 7], which cannot be
represented by NFAs and therefore fall outside the scope of
existing NFA-based complexity analyses. Prior work has ex-
amined the expressive power of regexes with backreferences
(REwB) [6,8,33,34], and it is known that regex matching with
backreferences is NP-complete [1]. However, this worst-case
complexity result does not characterize which specific REwB
patterns lead to super-linear backtracking behavior, nor does
it provide practical algorithms for detecting such patterns or
constructing attack inputs. The prevalence of such patterns in
real-world deployments also remains unknown.

To address this gap, we extend ReDoS theory and detec-
tion to support REwB, providing a systematic investigation
of ReDoS vulnerabilities caused by backreferences. We in-
troduce Two-Phase Memory Finite Automaton (2PMFA), a
new model that faithfully captures real-world REwB seman-
tics, including self-references. Using 2PMFA, we formally
show that for certain REwB patterns, a single backreference
evaluation can incur non-O(1) cost. When combined with a
non-O(1) number of backreference evaluations, this leads to
super-linear runtime behavior that fundamentally differs from
that of K-regexes.

Building on these insights, we formally derive necessary
conditions under which REwB induce super-linear backtrack-
ing runtime due to non-O(1) per-backreference cost and a
non-O(1) number of backreference evaluations. By combin-
ing these conditions, we introduce three ReDoS-vulnerable
REwB patterns for the first time. Based on the patterns, we de-
velop a ReDoS detector for REwB as well as attack-automaton
generators. Collectively, these contributions enable the iden-
tification of REwB-related ReDoS vulnerabilities that were
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previously invisible to existing detectors.
We evaluate our detection framework on 11K+ Snort [37]

intrusion detection rules, and uncover 48 previously undocu-
mented REwB-induced ReDoS vulnerabilities. Through dy-
namic analysis, we validate our detector’s findings and demon-
strate that exploiting backreferences in combination with infi-
nite degree of ambiguity (IDA) patterns produces substantially
larger slowdowns and enables ReDoS attacks with shorter in-
puts compared to exploiting IDA alone. Finally, we present
four concrete exploits against Snort, together with malicious
input strings and realistic attack scenarios, that either slow rule
evaluation by 0.6–1.2 seconds or bypass alerts by triggering
PCRE’s matching limit.

In summary, this paper makes the following contributions:
• We introduce the Two-Phase Memory Finite Automaton

(2PMFA), a new model that captures REwB semantics,
and enables formal complexity analysis of backreference
runtime under backtracking (§4).

• We prove necessary conditions under which REwB incur
super-linear time complexity in a manner that fundamen-
tally differs from K-regexes (§5).

• We proposed one of the first theories to characterize
backreference-induced ReDoS patterns, each of which is
sufficient to induce super-linear time complexity. We de-
velop a ReDoS-vulnerable REwB detector and an attack-
automaton generator (§6).

• Our evaluation on Snort’s intrusion detection rules uncovers
previously unknown 48 REwB-induced ReDoS vulnerabil-
ities and demonstrates realistic exploit scenarios against
Snort, highlighting our findings’ real-world impact (§7).

Significance: Our study systematically analyzes ReDoS vul-
nerabilities induced by backreferences. We show that back-
references introduce a fundamentally distinct source of super-
linear behavior that existing NFA-based detectors cannot cap-
ture. We recommend that developers and operators of security-
critical systems audit REwB using our patterns. More broadly,
we advocate for automaton models that incorporate non-O(1)
transition costs, such as 2PMFA, as a foundation for analyzing
irregular regex features.

2 Background

This section introduces the regex constructs central to our
work (§2.1), then reviews the algorithmic and complexity
foundations of ReDoS that we later extend (§2.2).

2.1 Regular Expressions and Backreferences
A regular expression (regex) r formally describes a language—
a set of strings over an alphabet Σ—through concatenation
rr, alternation r|r, and repetition r∗, with parentheses (r)
for grouping [26]. For example, the regex /ab∗c/ matches
‘abbbc’ but rejects ‘aabbc’. Regexes constructed solely
from these operations are called Kleene regexes (K-regexes).

Definition 1: K-regexes and REwB

The syntax of K-regexes over an alphabet Σ is given by
the six constructs below. REwB are obtained by extending
this syntax with the two highlighted constructs: capturing
groups and backreferences.

r ::= rr concatenation | r∗ repetition
| r | r alternation | (r) grouping
| σ symbol (σ ∈ Σ) | ε empty string
| (ir)i capturing group | \i backreference

Irregularity and Backreferences Modern engines extend
K-regexes to Extended regexes (E-regexes) with (1) syntac-
tic sugar (e.g., one-or-more-repetition r+, bounded quantifier
r{m,m}, and character classes [σ -σ ]), and (2) new construc-
tions like backreferences and lookarounds. While features
in the first category preserve regularity, those in the second
increase expressive power beyond regular languages, making
E-regexes potentially irregular. [4, 8].

This paper focuses on Regexes with Backreferences
(REwB), which refer to K-regexes plus backreferences. In
REwB, a capturing group (ir)i records the substring matched
by r, and a subsequent backreference \i matches that sub-
string. For example, the regex /(1a∗)1b\1/ captures a se-
quence of ‘a’s in group 1 via (1a∗)1, then requires the back-
reference \1 to match the identical sequence. This regex ac-
cepts ‘aaabaaa’ (where ‘aaa’ is captured and repeated) but
rejects ‘aaabaa’ (captured ‘aaa’ ̸= trailing ‘aa’).

A special case is self-backreferences [5], in which \i occurs
within its own capturing group (i · · · )i; at each iteration the
backreference matches the substring captured in the preceding
iteration. Figure 1 illustrates the matching behavior of self-
backreferences for the regex (1\1b | a)∗1 on input ‘aababb’.
The capture table (right column) stores the most recently
committed substring for each group. Initially, group 1 is empty
(∅), so \1 fails and ‘a’ is matched via the right branch 1 .
In subsequent iterations, \1 matches the previously captured
substring: ‘a’ at step 2 , then ‘ab’ at step 3 , and so on,
enabling the pattern to match progressively longer substrings.

2

(1 \1 b | a )1* aababb

regex: 2-phase capture group

1: ∅

input:
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(1 \1 b | a )1*

(1 \1 b | a )1*
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ab

ab
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Figure 1: Matching /(1\1b | a)∗1/ against ‘aababb’. The cap-
ture table stores the committed value from the prior iteration
alongside the substring being captured in the current iteration.
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Figure 2: (1) NFA and (2) Sink-NFA of regex /ab∗c/. (3)
NFA and (4) Sink-NFA of regex /a∗b∗/. (5) NFA and (6)
Sink-NFA of regex /(a|a)∗/.

Automata Equivalence. K-regexes are equivalent in expres-
sive power to regular languages and can be converted to
non-deterministic finite automata (NFAs) via the Thompson-
McNaughton-Yamada construction [31, 43], and vice versa.
An NFA is a 5-tuple A = (Q,Σ ,∆ ,q0,F), where Q is a finite
set of states, Σ is the input alphabet, ∆ : Q× (Σ ∪{ε})→
P (Q) is the transition function, q0 ∈ Q is the initial state,
and F ⊆ Q is the set of accepting states. Figure 2(1) shows
the NFA for regex /ab∗c/: starting from q0, the automaton
consumes ‘a’, loops on ‘b’, then accepts after ‘c’.

REwBs cannot be converted to NFAs because they are ir-
regular. More specifically, matching a backreference requires
comparing the current input against a previously captured
substring of arbitrary length. Such unbounded dependency
cannot be represented by memoryless finite-state automatons.

2.2 ReDoS and Regex Complexity

Regular Expression Denial of Service (ReDoS) [7, 12, 13]
is an algorithmic complexity attack in which a crafted input
triggers high runtime complexity—polynomial or exponential
in input length—in a backtracking-based regex engine. Such
inputs can cause service degradation or outage, as seen in
notable incidents at Stack Overflow [20] and Cloudflare [23].

2.2.1 Matching Algorithms

A regex engine compiles a pattern into an intermediate repre-
sentation and simulates it against input strings. Two principal
algorithms underlie most implementations [7]. Thompson’s
algorithm [43] performs a breadth-first, lockstep simulation
that tracks all active NFA states simultaneously, guaranteeing
O(|Q|2 · |s|) time—linear in input length—but cannot support
features requiring memory of previously matched content.
Spencer’s algorithm [40] performs a depth-first search, ex-
ploring one path at a time and backtracking on failure; it
accommodates the full E-regex feature set (e.g., backrefer-
ences, lookarounds) but exhibits worst-case exponential time
complexity |Q|O(|s|) on pathological inputs.

Most regex engines—including Perl, Python re, Java
java.util.regex, PCRE, and Onigmo—adopt Spencer-
style backtracking because it supports backreferences. En-
gines prioritizing worst-case performance (e.g., Go, Rust) use
Thompson-style matching and cannot handle backreferences.

2.2.2 Ambiguity

For an NFA A, the degree of ambiguity [45] with respect
to a string s, denoted AbgS(A,s), is the number of distinct
accepting paths for s. The degree of ambiguity for strings of
length n is AbgN(A,n)=maxs∈Σn AbgS(A,s), and the overall
degree of ambiguity is Abg(A) = maxn∈N AbgN(A,n).

The NFA for /ab∗c/ in Figure 2(1) has finite ambiguity:
for any input ‘abnc’, exactly one accepting path traverses
the ‘b’-loop n times. In contrast, NFAs can exhibit infinite
degree of ambiguity (IDA), where Abg(A) = ∞. The NFA for
/a∗a∗/ in Figure 2(3) has n accepting paths for input ‘an’—
any partition between the two loops yields a valid match. The
NFA for /(a|a)∗/ in Figure 2(5) has 2n accepting paths, since
each ‘a’ can match either branch of the alternation.

2.2.3 Sink Automaton

To analyze worst-case behavior of a backtracking-based
matching algorithm, Weideman et al. [46] introduced the
sink automaton Sink(A), constructed by adding a new accept-
ing state qsink with ε-transitions from every original state
and a universal self-loop. The sink ambiguity SinkAbg(A) =
Abg(Sink(A)) captures all partial matching attempts, not just
complete matches. Figure 2(2), (4), and (6) show the sink
automata for the three example regexes.

2.2.4 Complexity Characterization

Two theorems connect sink ambiguity to backtracking run-
time:

Theorem A (Backtracking Runtime Bound [46]). For
any ε-loop-free NFA A, its backtracking runtime satisfies
BtRtN(A,n) ∈ O(SinkAbgN(A,n)).

Theorem B (Two-Overlap-Loop Characterization [2, 45]).
For any ε-loop-free NFA A, SinkAbgN(A,n) ∈Ω(n2) if and
only if A contains a two-overlap-loop structure—two loops
sharing a common path segment with overlapping accepted
symbol sets.

For example, the NFA in Figure 2(3) contains two ‘a’-
loops connected by an ε-edge; its sink automaton in Fig-
ure 2(4) exhibits Θ(n2) ambiguity. The NFA in Figure 2(5)
has two a-loops on the same state, yielding 2Θ(n) sink ambi-
guity in Figure 2(6). When an NFA is trim (i.e., all states lie
on some accepting path), IDA is equivalent to the presence
of a two-overlap-loop structure [45]. Combined with Theo-
rem A and Theorem B, this establishes that two-overlap-loop
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structures are both necessary and sufficient for super-linear
backtracking runtime in K-regexes. This forms the basis for
existing static ReDoS detectors [24, 46, 47]. However, these
theorems assume each NFA transition executes in O(1) time.
This assumption breaks for backreferences, where a single
transition may compare substrings of length O(n), invalidat-
ing the runtime bound of Theorem A.

3 Motivation and Problem Statement

Here we motivate the need for ReDoS analysis beyond K-
regexes, present our threat model, and pose research questions.

3.1 Motivating Example

Backreferences are actively used in security-critical regex
deployments. As of November 2025, the Snort intrusion de-
tection system’s registered ruleset contains 11,266 unique
regexes, of which 282 (2.5%) use backreferences to describe
malicious packet signatures. In Snort and similar intrusion
detection systems, these regexes can be evaluated on every
inspected packet, making their worst-case performance a secu-
rity concern: a slow regex evaluation can degrade throughput
or cause the system to skip rules entirely.

However, as discussed in §2.2.4, exisiting ReDoS theory
provides no guidance on whether REwBs are vulnerable. Ex-
isting detectors may discover slow REwB inputs empirically
(e.g., via fuzzing [39]), but do not provide structural guaran-
tees nor characterize backreference-induced patterns.

To illustrate the gap, consider the regex /(1a∗)1\1b/ This
regex contains no two-overlap-loop structure, and its sink am-
biguity is O(n)—existing detectors would report it as safe.
Yet its backtracking runtime is Θ(n2). Intuitively, on a non-
matching input ‘a2n’, the engine tries matching (1a∗)1\1
against each prefix ‘a2k’ of input for k ∈ {n,n−1, . . . ,1,0}.
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Figure 3: Matching time for a regex from the Snort ruleset,
evaluated on a benign input and two adversarial inputs ex-
ploiting infinite degree of ambiguity (IDA) and a combination
of IDA with backreferences.

When the group captures k symbols, the backreference per-
forms an O(k) string comparison before failing, yielding total
cost ∑

n
k=0 k = Θ(n2). We formalize this analysis in §5.

Such gap has practical consequences, including missed
vulnerabilities and underestimation of attack severity. Figure 3
illustrates this effect using a regex from Snort 2 rule with
sid:26544. It compares matching times on three classes of
strings: benign inputs, inputs that exploit only IDA, and inputs
that exploit both IDA and a backreference.

When only IDA is exploited, runtime grows quadratically.
When both IDA and the backreference are exploited together,
runtime grows cubically and super-linear behavior is triggered
with shorter inputs. This demonstrates that backreferences
represent an additional and previously uncharacterized attack
surface for ReDoS.

3.2 Threat Model

We adopt a variation of the standard ReDoS threat model from
prior work [7, 16], with assumptions tailored to REwB.

Attacker capabilities. The attacker controls the input string
evaluated by the victim’s regex. This reflects the common use
of regexes to process untrusted input in web applications [3,
10] and network intrusion detection [47]. The attacker can
also analyze the target regex—for instance, Snort’s rulesets
are publicly available—to identify exploitable patterns and
craft adversarial inputs.

Victim environment. The victim uses a backtracking-based
regex engine that supports backreferences. This covers regex
engines such as Python re, Perl, Java java.util.regex,
PCRE, PCRE2, Onigmo and so on [7]. Notable exceptions
are those used by Rust and Go, which use Thompson-style
NFA simulation and do not support backreferences in their
default engines. We note that some engines (e.g., PCRE) em-
ploy mitigations such as matching limits; as we show in §7,
an attacker can deliberately trigger these limits to cause the
engine to abort matching, which itself can be exploited to
bypass detection rules.

Attack goal. The attacker seeks to cause one of two outcomes:
(1) resource exhaustion, where a crafted input forces the regex
engine into super-linear evaluation, degrading service avail-
ability; or (2) detection bypass, where the input triggers the
engine’s matching limit, causing it to skip the remainder of
the regex and fail to flag malicious content.

3.3 Research Questions

Our motivating example reveals that backreferences can in-
duce super-linear backtracking runtime even when existing
ReDoS detectors based on NFA-based analyses predict linear
behavior. This leads to three research questions. We address
RQ1 in §5, RQ2 in §6, and RQ3 in §7.
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RQ1 Theory: Under what conditions do REwB cause super-
linear backtracking runtime, and can we characterize
the structural patterns responsible?

RQ2 Detection: Can we develop algorithms that automat-
ically identify vulnerable REwB, and generate corre-
sponding adversarial inputs?

RQ3 Prevalence and Impact: How prevalent are REwB-
induced ReDoS vulnerabilities in real-world regex de-
ployments, and what is their practical impact?

RQ3a How many REwB in a real-world deployment are
vulnerable to backreference-induced ReDoS?

RQ3b How does matching runtime scale on adversar-
ial inputs, and does combining backreference pat-
terns with IDA worsen the impact?

RQ3c Can REwB vulnerabilities be exploited in a de-
ployed intrusion detection system?

4 Two-Phase Memory Finite Automaton

To analyze the backtracking behavior of REwB, we need an
automaton model that captures both backreference semantics
and self-referencing behavior. Schmid introduced the Memory
Automaton (MFA) [38], which extends NFAs with a memory
table that stores captured substrings and replays them on
backreference transitions. However, MFA does not support
self-references (§2.1).

We propose the Two-Phase Memory Finite Automaton
(2PMFA), which extends MFA with a two-phase memory
design that cleanly separates the committed capture (from the
previous iteration of a repeated group) from the in-progress
capture (being recorded in the current iteration). This sepa-
ration enables self-references: when \i is encountered inside
group i, the engine matches against the committed phase while
the in-progress phase continues recording (Figure 1).

4.1 Model Definition

Definition 2: Two-Phase Memory Automaton

A 2PMFA is a 6-tuple A = (Q,Σ , I,∆ ,q0,F) where:
• Q is a finite set of states,
• Σ is a finite input alphabet,
• I is a finite set of capture group identifiers,
• ∆ ⊆ Q×T (A)×Q is the transition relation, with

T (A) = {σ ∈ Σ} ∪ {ε} ∪
{

(i, )i, \i
∣∣ i ∈ I

}
,

• q0 ∈ Q is the initial state, and
• F ⊆ Q is the set of accepting states.

A transition ∆(q, t) ∋ q′ moves from state q to q′ on la-
bel t, where labels fall into five categories: a symbol σ ∈ Σ

consumes one input character; ε consumes nothing; (i opens
capture group i (begins recording); )i closes capture group

i (commits the recording); and \i replays the string most
recently committed by group i.

4.2 Matching Semantics

A 2PMFA is matched against an input string s via a backtrack-
ing algorithm that maintains a memory function M mapping
each capture group to start and end indices into s. The algo-
rithm explores transitions depth-first, recursively backtracking
on failure—mirroring Spencer-style regex engines (§2.2.1).
Symbol and ε transitions behave as in MFAs. Group i opening
records the input index in M((′i). Group i closing commits
M((′i) and the input index to M((i) and M()i). A backrefer-
ence transition \i compares s[ j ..< j+l] against the committed
capture s[M((i) ..<M()i)], where l = M()i)−M((i), and ad-
vances the input index by l on success. The full pseudocode
and the self-reference semantics are given in Appendix A.

Two properties of this algorithm are critical for the com-
plexity analysis in §5:
1. Non-constant transition cost. A backreference transition

costs O(l) time for a captured substring of length l, which
can be as large as O(n). All other transitions cost O(1).

2. Repeated evaluation via backtracking. Backtracking can
cause the same transition to be evaluated multiple times
across different search branches.

Both properties are absent in standard NFA simulation and
are the root cause of backreference-induced ReDoS.

4.3 Path Notation

We establish path notation used throughout the complexity
analysis (§5) and vulnerability pattern classification (§6).

Definition 3: 2PMFA Path

Given a 2PMFA A = (Q,Σ , I,∆ ,q0,F), a path π from q′0
to q′m is a sequence

q′0
t ′0−→
s′0

q′1
t ′1−→
s′1
· · · q′m−1

t ′m−1−−−→
s′m−1

q′m

here each step satisfies q′k+1 ∈ ∆(q′k, t
′
k) and t ′k matches s′k.

• Accepting path: π is accepting if q′0 = q0 and q′m ∈ F .
• String of a path: S(π) = s′0s′1 · · ·s′m−1.
• Loop path: A path from q back to q is denoted π∗ (empha-

sizing its role as a repeatable loop).
• Backreference cost: When a step has label t ′ = \i, it

matches s′k of length up to O(n) and costs O(|s′k|) time
(contrasting with σ and ε transitions, which cost O(1)).

• Path overlap: We say π1, · · · ,πm overlap when their strings
are formed by the same repeated substring. Formally,
Ovlp(π1, · · · ,πm) iff ∃sovlp ∈ Σ ∗,u1, · · · ,um ∈ N, s.t. for
k ∈ {1, · · · ,m}, S(πk) = suk

ovlp.
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Figure 4: Sink automaton Sink(A) for the regex (1a∗)1\1 b.
The original automaton A has a single a-loop at q1; no two
overlapping loops exist.

5 Theoretical Analysis of REwB

This section lays out the theoretical foundations for ReDoS
vulnerabilities caused by REwB. We begin with a concrete
example showing that existing runtime bounds fail for REwB
(§5.1). We then identify two independent conditions that en-
able non-O(1) per-backreference matching cost (§5.2). From
these conditions, we derive sufficient conditions under which
the existing runtime bound still holds (§5.3), and necessary
conditions under which it is violated (§5.4).

5.1 Why Existing Bounds Fail
Recall from §2.2 that for K-regexes, Theorem A bounds back-
tracking runtime by sink ambiguity, and Theorem B shows
that super-linear sink ambiguity requires two overlapping
loops (the IDA condition). The following example demon-
strates that neither conditions is necessary for super-linear
runtime when backreferences are present.

Example 1

Let A be the 2PMFA for /(1a∗)1\1b/. Then, AbgN(A,n) ∈
O(1), SinkAbgN(A,n) ∈ O(n), yet BtRtN(A,n) ∈Θ(n2).

Proof. Figure 4 shows Sink(A). The original automaton A
contains a single loop (the ‘a’-loop at q1); no two overlap-
ping loops exist.

Ambiguity is O(1). A accepts only strings of the form ‘anb’.
For such an input, there exists exactly one accepting path:

q0
(1−→ π

∗
a

)1−→ q2
\1−−→
an/2

q3
b−→ qF , where S(π∗a ) = an/2.

Thus, AbgN(A,n) ∈ O(1).

Sink ambiguity is O(n). On input ‘anb’, the sink automaton
admits the following families of accepting paths:

(i) Entering qsink directly from q0 via ε (1 path):

q0
ε−→ π

∗
sink1

, where S(π∗sink1
) = anb.

(ii) Looping k times at q1 and then entering qsink from q1
or q2 (2(n+1) paths):

q0
(1−→ π

∗
a2

ε−→ π
∗
sink2

and q0
(1−→ π

∗
a2

)1−→ q2
ε−→ π

∗
sink2

,

where S(π∗a2
) = ak, S(π∗sink2

) = an−kb, k ∈ N0..n.
(iii) Capturing ak, matching the backreference, and enter-

ing qsink from q3 (⌊n/2⌋+1 paths):

q0
(1−→ π

∗
a3

)1−→ q2
\1−→
s\1

q3
ε−→ π

∗
sink3

,

where S(π∗a3
) = s\1 = ak, S(π∗sink3

) = an−2kb, k ∈
N0..n/2.

(iv) The unique full accepting path through qF (1 path):

q0
(1−→ π

∗
a4

)1−→ q2
\1−−→
an/2

q3
b−→ qF

ε−→ qsink.

In total there are (3n/2) + 2 accepting paths, so
SinkAbgN(A,n) ∈ O(n).

Runtime is Θ(n2). Consider the input ‘an’ (no trailing ‘b’;
the match will ultimately fail). With a greedy loop, the engine
first tries capturing all n symbols, then backtracks one symbol
at a time. Table 1 summarizes the cost of each attempt. When
the loop captures ‘ak’ (k > n/2), the backreference fails in
O(1) time because fewer than k symbols remain. When k ≤
n/2, the backreference performs a full O(k) string comparison
before the suffix b mismatches. The total cost is:

n+
(n

2
−1

)
+

n/2

∑
k=1

k+1 =
n2

8
+

7n
4
∈ Θ(n2).

The two root causes of this quadratic blowup are:
1. Non-O(1) per-backreference cost. The backreference \1

matches a captured substring of length up to n/2, so a
single evaluation costs O(n).

2. Non-O(1) evaluation count. Backtracking causes \1 to
be evaluated Θ(n) times (once per loop iteration that is
retried).

Together these yield O(n) ·O(n) = O(n2) runtime, violating
Theorem A despite O(n) sink ambiguity. We formalize each
condition in §5.2.

5.2 Conditions for Super-Linear REwB
Example 1 revealed two independent factors that cause Theo-
rems A and B to fail: a single backreference evaluation may
cost non-O(1) time, and a backreference may be evaluated a
non-O(1) number of times. We now formalize each condition
as a lemma.

Per-evaluation cost. In a standard NFA, every transition con-
sumes exactly one symbol or ε , so each step costs O(1). A
backreference transition \i, however, performs a string com-
parison against the captured content of group i, which may
have length up to O(n). Lemma 1 identifies the structural
condition that permits this.
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Table 1: Runtime analysis for (1a∗)1\1 b on input an. A dash
indicates that the backreference fails in O(1) time (remaining
input shorter than capture).

Attempt Loop captures \1 matches Cost

0 an — n
1 an−1 — 1
...

n/2−1 an/2+1 — 1
n/2 an/2 an/2 n/2

n/2+1 an/2−1 an/2−1 n/2−1
...

n−1 a1 a1 1
n ε ε 1

Lemma 1: Non-O(1) Per-Backreference Cost

For an ε-loop-free 2PMFA A, if a backreference transition
\i can match a string of non-O(1) length, then capture
group i must contain either: a loop, or a backreference
that itself matches a string of non-O(1) length.

Proof. Among the five transition types in a 2PMFA , only a
backreference can match strings of unbounded length (i.e.,
non-O(1)); all others match at most one symbol. Given this,
there are two cases in which a backreference \i matches a
string of non-O(1) length.

Case 1: Capture group i contains no backreference tran-
sitions (i.e., every transition inside the group matches O(1)-
length strings). We show by contradiction that some transition
must appear more than once on a path through the group. If
each transition appeared at most once, then because the total
number of transitions is O(1), any captured string would have
length O(1)—a contradiction. If a transition appears more
than once along a path, the path must take the form:

πleft q t−→
s

q′ πpump q t−→
s

q′ πright

which exhibits a subpath πpump from q back to q (i.e., a loop).
In Figure 5(a), the backreference \1 incurs non-O(1) cost
when matching capture group 1 that contains such a loop.

Case 2: Capture group i contains a backreference that
matches strings of non-O(1) length. For this to occur, the
inner backreference must reference another capture group
that itself contains a loop (reducing to Case 1 or a further
backreference capable of matching non-O(1) strings, or the
capture groups form a chain of references that ultimately
terminates at a loop, or a cyclic referenced backreference. In
Figure 5(a), the backreference \2 incurs non-O(1) cost when
matching a capture group that contains \1.

Evaluation count. Even when each backreference evaluation
is cheap, the number of evaluations may be super-linear due
to backtracking. Lemma 2 formalizes this.

Lemma 2: Non-O(1) Backreference Evaluations

For an ε-loop-free 2PMFA A = (Q,Σ , I,∆ ,q0,F), if a
transition δ = ((q, t) 7→ Q′) ∈ ∆ is evaluated a non-O(1)
number of times, then there exists a path in A in which δ

appears after or inside a loop.

Proof. There are two cases where δ is evaluated a non-O(1)
number of times.

Case 1: δ is evaluated across non-O(1) backtracking
branches. This implies that there exist a non-O(1) num-
ber of distinct paths from q0 to q. We prove by contradic-
tion that within such paths, there must exist a transition
δ1 = ((q1, t1) 7→ Q′1) that appears more than once before δ .
Assume instead that each transition appears at most once
along any such path. Then the maximum number of paths
from q0 to q would be ∑

|∆ |−1
k=0 Pk

|∆ |−1, which is O(1) with
respect to the input length—contradicting the assumption.
Therefore, δ1 must occur multiple times on some path, im-
plying the existence of a subpath from q1 to q1, i.e., a loop
before δ . In Figure 5(b), the backreference \1 may be evalu-
ated a non-O(1) number of times after such a loop.

Case 2: δ is evaluated non-O(1) times within a single back-
tracking path. This means that along a single path starting
from q0, the transition δ appears non-O(1) times. Conse-
quently, the path must contain a subpath from q back to q (i.e.,
a loop) in which δ is contained. In Figure 5(c), the backrefer-
ence \1 may be evaluated a non-O(1) number of times within
a loop.

(1 )1 (2 )2 \2\1
loop non-O(1) time non-O(1) time(a)

(b)

\1\1
loop

non-O(1) evals
loop

(c) non-O(1) evals

Figure 5: Structural conditions for super-linear backreference
behavior. (a) A backreference incurs non-O(1) cost when
its capture group contains a loop (left) or another non-O(1)
backreference (right). (b)–(c) A backreference is evaluated
non-O(1) times when it appears after a loop (b) or inside a
loop (c).

5.3 Conditions for Bounded Runtime
The Lemmata 1 and 2 identify what can go wrong. We now
show that if neither condition is fully triggered on each transi-
tion, the classical runtime bound (Theorem A) continues to
hold for REwB.
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Theorem 1: Safe Backreferences

For an ε-loop-free 2PMFA A running on strings of
length n: if every backreference in A either (i) captures a
string of length O(1), or (ii) is evaluated a total of O(1)
times, then BtRtN(A,n) ∈ O(SinkAbgN(A,n)).

Proof sketch. (Full proof in Appendix B.) We define the func-
tions for computing sink ambiguity (SinkAbgS, Algorithm 2)
and backtracking runtime (BtRtS, Algorithm 3). When all
backreferences match substrings of O(1) length, BtRtS can
be scaled by a constant factor to obtain a function that is
asymptotically equivalent to SinkAbgS. If additional back-
references match substrings of non-O(1) length but are eval-
uated only O(1) times, we further augment BtRtS with an
additional term. We prove that the asymptotic growth of this
term never exceeds that of the original function. Consequently,
the augmented BtRtS remains bounded above by a constant
multiple of SinkAbgS. Therefore, under conditions (i) and
(ii), the backtracking runtime is asymptotically bounded by
sink ambiguity.

5.4 Necessary Conditions for Vulnerability
Taking the contrapositive of our own Theorem 1, we obtain the
structural conditions that must hold whenever backreferences
cause the runtime to exceed the sink-ambiguity bound.

Theorem 2: Necessities for REwB Vulnerability

For an ε-loop-free 2PMFA A running on strings of
length n: if BtRtN(A,n) /∈O(SinkAbgN(A,n)), then there
exists a backreference transition \i satisfying both:
C1. Non-O(1) cost. Capture group i contains a loop or

a backreference that matches a string of non-O(1)
length. (Lemma 1; Figure 5(a))

C2. Non-O(1) evaluations. \i appears after or inside a
loop. (Lemma 2; Figure 5(b–c))

Proof. The contrapositive of Theorem 1 is: if BtRtN(A,n) /∈
O(SinkAbgN(A,n)), then some backreference simultane-
ously matches non-O(1)-length strings and is evaluated non-
O(1) times. Applying Lemma 1 to the first conjunct yields C1.
Applying Lemma 2 to the second yields C2.

Theorem 2 reduces vulnerability detection to a structural
search problem over 2PMFA paths. Any REwB whose back-
tracking runtime exceeds its sink ambiguity must contain a
backreference satisfying both C1 and C2. In particular, when
the sink ambiguity is O(n) (i.e., no two-overlap loops exist
and existing detectors report no vulnerability), under certain
conditions, C1 and C2 together can still produce non-O(n)
runtime—as demonstrated by Example 1. We exploit this
characterization in §6 to derive three concrete vulnerability
patterns and prove that each is sufficient to induce super-linear
runtime.

Role of two-overlap loops. When Theorem 1 does hold (i.e.,
backreferences are safe), super-linear runtime still requires
super-linear sink ambiguity. Under the assumption that The-
orem B is also true for 2PMFAs, this is equivalent to the
presence of two overlapping loops—the classical IDA con-
dition. In other words, safe backreferences do not introduce
new vulnerability patterns beyond double-overlap loops.

Scope and completeness. The conditions in Theorem 2 are
necessary but not sufficient: not each backreference satisfying
C1 and C2 induces super-linear runtime. The three patterns
we derive in §6 are each proven sufficient, but may be in-
complete. They are necessary only when the sink ambiguity
is O(n) and no non-O(1) backreferences in capture groups.
Additionally, extending the structural equivalence between
sink ambiguity and overlap loops (Theorem B) from NFAs
to 2PMFAs remains open; we conjecture that backreferences
do not introduce additional sink ambiguity, but leave formal
proof to future work.

Answer to RQ1 (Theory)

REwB cause super-linear backtracking runtime when a
backreference satisfies two conditions simultaneously:
(C1) its capture group contains a loop, enabling non-O(1)
match length per evaluation; and (C2) it appears after or
inside a loop, enabling non-O(1) total evaluations during
backtracking. When both conditions hold, the product
of per-evaluation cost and evaluation count yields super-
linear runtime, even when sink ambiguity remains O(n).

6 Vulnerable REwB Patterns

In §5, we set the necessary conditions under which backref-
erences cause the backtracking runtime to exceed the sink-
ambiguity bound (Theorem 2). In this section, we derive three
concrete vulnerability patterns from those conditions and
prove that each is sufficient to induce super-linear runtime,
even when the sink ambiguity is O(n)—i.e., when no double-
overlap-loop (IDA) pattern exists. We begin by classifying
the patterns (§6.1), then prove their sufficiency (§6.2), and
finally show that the three patterns exhaustively cover the
cases implied by Theorem 2 (§6.3).

6.1 Pattern Classification

Theorem 2 requires two conditions to hold simultaneously for
a backreference to cause unbounded runtime:

C1 Non-O(1) per-evaluation cost (Lemma 1): the refer-
enced capture group must contain a loop πpump (or an-
other non-O(1)-length backreference), enabling the cap-
tured string to grow with input length. Figure 6(1) shows
the generalized sub-pattern: a capture group delimited by
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(3) πpump = πloop

πbridgeπprefix πsuffix

(1

πleft

)1

πright

\1

(4) πpump πloop

πbridgeπprefix πsuffix

(1

πleft πright

)1

πfence

\1

(5) πpump πloop

πbridgeπprefix πsuffix

(1

πleft πright

)1

πfence

\1

(1) πpump

(1

πleft

)1

πright

(2) πloop

πbridge

\1

Ovlp(
    πloop,   
    πbridge,
    \1)

Figure 6: Sub-patterns for C1 (1) and C2 (2), and the three
vulnerability patterns (3–5) derived by composing them.

(i and )i, with a left path πleft, a loop πpump, and a right
path πright.

C2 Non-O(1) evaluation count (Lemma 2): the backrefer-
ence must appear after or inside a loop πloop, so that it
is evaluated a non-O(1) number of times during back-
tracking. Figure 6(2) shows this sub-pattern: a loop πloop
connected to the backreference via a bridge path πbridge.

Additionally, because we restrict attention to the O(n) sink-
ambiguity regime (no IDA), the loop πloop, bridge πbridge,
and the backreference must all accept a common overlap
string sovlp. Without this overlap, the loop cannot produce
a non-O(1) number of distinct path decompositions prior
to the backreference while staying non-IDA. Intuitively, the
overlap allows the input to be partitioned in multiple ways
between πloop and the backreference—e.g., for an input sn

ovlp,
the loop may consume between 0 and n copies, while the
backreference matches the corresponding captured substring.

The two conditions can be composed in exactly three struc-
turally distinct ways, depending on (i) whether πpump and
πloop are the same loop or distinct, and (ii) whether πloop lies
inside or outside the capture group. We define each pattern:

Pattern 1: Backref-to-Overlap-Loop

A 2PMFA contains Pattern 1 if it has a path of the form

πprefix
(i−→ πleft π

∗
pump πright

)i−→ πbridge
\i−→ πsuffix

where πpump serves as both the pump loop (C1) and
the evaluation loop (C2), and the overlap condition is:
Ovlp(πleft, πpump, πrightπbridge).

Figure 6(3) illustrates Pattern 1. Here, a single loop plays
both roles: it inflates the captured string (satisfying C1) and,
because the backreference appears after the same loop, gen-
erates multiple backtracking paths (satisfying C2). Because
only one loop is involved, no double-overlap-loop structure
exists, and existing ReDoS detectors may not flag this pattern.

Pattern 2: Loop-Before-Backref-to-Loop

A 2PMFA contains Pattern 2 if it has a path of the form

πprefix
(i−→ πleft π

∗
pump πright

)i−→ πfence π
∗
loop πbridge

\i−→ πsuffix

where πpump and πloop are distinct loops, πpump is in-
side the capture group (C1), πloop is outside the cap-
ture group (C2), and they are separated by a non-
overlapping fence path πfence. The overlap condition is:
Ovlp(πleft, πpump, πloop, πbridge).

Figure 6(4) illustrates Pattern 2. The fence path πfence is crit-
ical: it separates the two loops so that they do not form a
double-overlap-loop (classical IDA pattern). This is precisely
what makes this pattern invisible to IDA detectors and unique
to REwB.

Pattern 3: Backref-to-Loop-and-Loop

A 2PMFA contains Pattern 3 if it has a path of the form

πprefix
(i−→ πleft π

∗
pump πfence π

∗
loop πright

)i−→ πbridge
\i−→ πsuffix

where πpump and πloop are distinct loops that both
reside inside the capture group, separated by a non-
overlapping fence πfence. πpump provides the non-
O(1) captured length (C1), and πloop provides the non-
O(1) evaluation count (C2). The overlap condition is:
Ovlp(πleft, πpump, πloop, πrightπbridge).

Figure 6(5) illustrates Pattern 3, which lies structurally be-
tween the other two. As in Pattern 2, two distinct loops are
separated by a non-overlapping fence, preventing IDA. As in
Pattern 1, all relevant loops reside inside the capture group.

Overall, three patterns evade existing IDA detectors. Pat-
terns 2 and 3 contain two loops but separate them with a non-
overlapping fence, breaking the double-overlap-loop structure.
Pattern 1 contains only a single loop altogether. In each case,
the vulnerability arises specifically from the interaction be-
tween the loop(s) and the backreference—a mechanism that
previously established runtime analyses, which assume O(1)
per-transition cost, cannot capture.

6.2 Super-linear Runtime Proofs
We now prove that each pattern is sufficient to cause super-
linear runtime.
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Theorem 3: ReWB Super-Linear Runtime

For an ε-loop-free 2PMFA A, if A contains Patterns 1 to 3,
then BtRtN(A,n) /∈ O(n).

Proof sketch. (Full proofs in Appendix C). We sketch the
proof for a simplified instance of Pattern 2 (two separated
loops, πloop outside capture group; Figure 6(4)). Consider
the simplified path (iπ

∗
pump)i πfence π∗loop \i πsuffix and the in-

put sn′
ovlp sfence s2n′

ovlp, where S(πpump) = S(πloop) = sovlp ̸=
S(πsuffix), S(πfence) = sfence. The (iπ

∗
pump)i matches sn′

ovlp. In
each backtracking, π∗loop matches sk

ovlp for k ∈ {2n′,2n′ −
1, . . . ,1,0}. In each backtracking where k ∈ {n′, . . . ,0}, \i
matches a substring of length n′ · |sovlp|. Therefore the total
backreference cost is n′ ·n′ · |sovlp| ∈Ω(n′2).

6.3 Exhaustiveness of the Classification
We now argue that Patterns 1–3 exhaustively cover the struc-
tural configurations implied by Theorem 2, under the restric-
tion that the non-O(1) captured length in C1 arises from a
loop (rather than from recursive backreferences within the
capture group, which we leave to future work).

Theorem 2 requires two loops to co-exist: a pump loop
πpump inside the capture group (C1) and an evaluation loop
πloop before or around the backreference (C2). Figure 6 sum-
marizes the case analysis. Three structural decisions deter-
mine the pattern:

D1. Are πpump and πloop the same loop? If yes, a single loop
satisfies both conditions, yielding Pattern 1. If no, we
proceed to D2.

D2. Does πloop reside inside or outside the capture group?
Since πpump is inside the capture group (by C1), πloop
can be either inside or outside. If outside, we proceed to
D3(a); if inside, to D3(b).

D3. Do πpump and πloop overlap?
(a) πloop is outside the capture group. If the two loops over-

lap, they form a classical IDA (double-overlap-loop)
pattern, which is already detectable by existing tools and
falls outside our scope (O(n) sink ambiguity). If they are
separated by a non-overlapping fence πfence, we obtain
Pattern 2.

(b) πloop is inside the capture group. By the same argument,
overlapping loops yield IDA. Non-overlapping loops
separated by πfence yield Pattern 3.

One remaining case is when C1 is satisfied not by a loop
but by a backreference nested within the capture group (i.e.,
cycle-referencing between capture groups). Such recursive
patterns are complex, rarely encountered in practice (none
appeared in our evaluation; §7), and their analysis involves
undecidable intersection problems for 2PMFAs [9, 11]. We

therefore leave their characterization to future work and note
that our classification is exhaustive for the loop-based case,
which covers all vulnerabilities found in our evaluation.

Answer to RQ2 (Detection)

We identify three structural vulnerability patterns (Pat-
terns 1 to 3) derived from the necessary conditions in
Theorem 2. Pattern 1 uses a single loop inside the capture
group; Patterns 2 and 3 use two distinct loops separated
by a non-overlapping fence (outside and inside the cap-
ture group, respectively). Each pattern evades existing
IDA-based detectors yet induces Ω(n2) runtime. For each
detected pattern, we construct an attack automaton from
which adversarial inputs can be systematically extracted.

7 Evaluation

We evaluate by answering the three parts of RQ3 (§3.3).

7.1 Methodology

Implementation. We implemented our detector REwBGuard
by extending the Java library dk.brics.automaton [32],
which provides NFA construction, compilation of K-regexes
into NFAs, and standard NFA operations (union, intersec-
tion, minimization, emptiness checking). Our extensions add:
(1) construction of 2PMFAs from practical REwB syntax,
including two-phase memory capture and backreference eval-
uation; (2) detection algorithms for Patterns 1–3 (§6); and
(3) attack-automaton generators that produce adversarial in-
puts for each detected pattern. We also implemented a tradi-
tional IDA detector following Wüstholz et al. [47] to serve
as a baseline.

Dataset. We evaluate on regexes extracted from the Snort 2
registered ruleset (versions 2983–29200) [19], a widely used
network intrusion detection system. The dataset contains
11,266 unique regexes, of which 282 (2.5%) contain backref-
erences. We excluded 8 regexes that failed to compile due
to unsupported features (primarily lookaround assertions and
flag modifiers) or that triggered detection errors when the
tool could not compute intersections in the presence of back-
references. This yields 274 testable REwB regexes. Table 2
summarizes the dataset statistics and detection results.

Regex engines. We measure matching runtime on four pro-
duction engines: PCRE 8.39 (used by Snort), Python 3.8.10’s
re module, OpenJDK 11.0.27’s java.util.regex module,
and Onigmo 6.2.0. All are Spencer-style backtracking engines
that support backreferences.

Environment. All experiments ran on a server with an Intel
Xeon Gold 5218R (2.10 GHz), 196 GB RAM, and Ubuntu
20.04.6 LTS (kernel 5.4.0-216).
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7.2 Prevalence of REwB Vulnerabilities

Table 2 summarizes the detection results. Among the 274
testable REwB regexes, REwBGuard identifies 48 previously
unknown backreference-induced ReDoS vulnerabilities—
none of which are flagged by the IDA-only baseline. All
48 match one of our three patterns; we confirmed each by
manual inspection (no false positives observed).

Table 2: Dataset statistics and detection results. Pattern k only:
Pattern k without co-occurring IDA. Pattern k + IDA: Pat-
tern k co-occurring with IDA. IDA-only: IDA-flagged regexes
by the baseline [47] that do not match any of Patterns 1–3.

DATASET

Total regexes 11,266
Containing backrefs 282 (2.5%)
Excluded (unsupported features) 2,942
Tested REwB 274

DETECTION RESULTS (AMONG 274 TESTED REWB)

Only + IDA Total

Pattern 1 1 8 9
Pattern 2 11 28 47
Pattern 3 0 0 0

Patterns 1–3 (ours) 12 36 48

IDA-only (baseline) [47] 1,314
All vulnerable 1,362

Pattern distribution. Pattern 2 (Figure 6(4)) accounts for the
majority of findings (47 of 48). This is unsurprising: many
Snort regexes place an “any-character” quantifier such as .*
before a backreference, which naturally forms the external
loop πloop required by Pattern 2. The overlap constraint is
easily satisfied because such loops accept any symbol, and
a non-overlapping fence πfence frequently separates the two
loops. Pattern 1 accounts for the 9 cases. Pattern 3, which
requires two distinct loops within a single capture group,
does not appear—consistent with the observation that cap-
ture groups in Snort regexes tend to be syntactically simple,
typically containing at most one quantifier.

Co-occurrence with IDA. Of the 48 REwB vulnerabilities, 36
co-occur with an IDA pattern. The remaining are exclusively
backreference-induced: their sink ambiguity is O(n), so they
are invisible to any IDA-based detector. As we show in §7.4,
the co-occurring cases are particularly dangerous because the
two vulnerability sources compound.

Detection time. Figure 7 reports detection time consumed by
REwBGuard across all 274 regexes. Pattern 1 is the cheapest
to detect (mean < 0.001 s), as it requires locating only a sin-
gle loop. Pattern 3 is faster than Pattern 2 (mean 0.003 s vs.
0.008 s) because loop pairs are searched within the restricted
scope of a capture group. Pattern 2 incurs the highest over-
head, with a worst case of approximately 2.0 s for the most

complex regexes. These times are acceptable for offline au-
diting and CI/CD integration but may be too high for online,
per-packet analysis—a tradeoff consistent with other static
ReDoS detectors [24, 47].
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Figure 7: Static analysis time for detecting Patterns 1–3 across
all 274 REwB. Most regexes are analyzed in under 0.1 s.

7.3 Comparison with Prior ReDoS Detectors

We compare REwBGuard with prior state-of-the-art “dy-
namic” or “hybrid” detectors: ReDoSHunter [28], Regula-
tor [30], and Rengar [44]. Unlike static NFA-based analy-
sis tools, these methods employ fuzzing-style techniques to
probe runtime behavior and are primarily designed to detect
classical IDA vulnerabilities. Nevertheless, by approximating
backreferences as capture-group contents, they can sometimes
reveal backreference-induced issues via double-overlap-loop
detection, albeit at the cost of introducing false positives.

Methodology. We run all detectors on REwB patterns from
the Snort 2 registered dataset, with a one-minute timeout
per regex (the default for ReDoSHunter and Rengar), during
which they generate as many attack inputs as possible. We fil-
ter out duplicate or irrelevant attacks using lightweight scripts,
then sample 224 of 282 regexes for manual inspection. For
each attack, we determine (1) whether it targets a backrefer-
ence, (2) whether it is a true or false positive, and (3) whether
the vulnerability is also detected by our REwBGuard.

Results. The results are summarized by the Venn diagrams in
Figure 8, where counts are reported at the regex level (a single
regex may contain multiple vulnerabilities). Existing dynamic
tools detect a subset of REwB vulnerabilities, but their lack
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Figure 8: The number of regexes identified as containing
backreference-induced vulnerabilities by each detector.

of backreference-specific analysis results in 15 false nega-
tives. Conversely, Rengar identifies 2 vulnerable regexes that
ours initially misses. Both cases use named backreferences,
which are not yet supported by REwBGuard. After rewriting
them as equivalent numbered backreferences, REwBGuard
successfully detects the vulnerabilities.

The results also demonstrate the trade-off introduced by ap-
proximating backreferences as capture-group contents. This
abstraction leads to false positives: Rengar and ReDoSHunter
report 23 and 4 false positives, respectively, whereas our
approach produces none. For example, consider the REwB
/(1(2a∗)2)1ba∗\1c\2a∗d/. Replacing backreferences with
the corresponding capture contents and removing capture
transitions yields the K-regex /a∗ba∗a∗ca∗a∗d/. While this
transformation enables detection of the true vulnerability in
a∗\1, it also introduces spurious double-overlap loops \2a∗,
leading to false positives.

7.4 Runtime Impact

We now measure how the detected vulnerabilities manifest as
runtime degradation on real engines.

Methodology. For each of the 48 vulnerable regexes, we
generate adversarial inputs from the corresponding attack
automata. For regexes with both IDA and Pattern 1-3 vul-
nerabilities, we construct three families of inputs if possi-
ble: (1) inputs exploiting only the REwB pattern (Pattern k-
only), (2) inputs exploiting only the co-occurring IDA pattern
(IDA-only), and (3) inputs exploiting both simultaneously
(Pattern k+IDA). For each family, we vary the pump length
to produce inputs of increasing size. Each regex–input pair
is executed 10 times per engine; we report the mean wall-
clock matching time. To characterize the growth rate, we fit
the length-runtime data points to a degree-4 polynomial via
least-squares regression and identify the dominant term.

Results. Figure 9 shows representative results for a regex ex-
hibiting both Pattern 2 and IDA. On all four engines, both the
Pattern 2-only and IDA-only attacks yield quadratic runtime
(Θ(n2)), consistent with our theoretical prediction. When both
vulnerabilities are triggered simultaneously, runtime increases
to cubic growth (Θ(n3)), demonstrating that their effects com-
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Figure 9: Matching time on PCRE, Python, Java, and Onigmo
for a representative Snort regex, under three attack strategies:
Pattern 2 only, IDA only, and their combination.

pose multiplicatively. The corresponding log–log fits (not
shown) further support this observation, with slopes of ap-
proximately 2 for Patterns 1–3 and approximately 3 for the
combined IDA+P1–P3 attacks. On PCRE, the IDA-only and
Pattern 2-only attacks produce modest super-linear growth.
The combined Pattern 2+IDA attack, however, triggers pro-
nounced non-linear behavior, with matching times exceeding
1 s for inputs of length ∼3,000. This discrepancy arises be-
cause PCRE mitigates IDA by extracting required or starting
characters at compile time, allowing it to skip many failing
positions. Backreferences, however, disable this optimization.
The other three engines do not have such mechanism. The
remaining regexes exhibit qualitatively similar trends.

7.5 Exploitability in Snort

Finally, we assess whether the detected vulnerabilities are
exploitable in a deployed system. We target Snort 2.9.20,
which uses PCRE for regex-based packet inspection.

Setup. We implemented a TCP client–server pair running
on two separate virtual machines on the same physical host
(Snort does not inspect localhost traffic). Depending on the
rule being triggered, either the request or the response contains
the crafted payload, which Snort inspects against its loaded
rules. To obtain precise timing, we instrumented the PCRE
library to record per-match wall-clock time.

Exploit strategies. We identified four concrete exploits (Two
exploits 1 and 2 are detailed in Appendix D) that demonstrate
two distinct attack strategies. All exploits have been disclosed
to the Snort development team.
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Strategy 1: Performance degradation. Exploit 1 targets
regexes whose combined Pattern 2 and non-anchored match-
ing (implicit IDA) yields Ω(n3) matching time. With attack
strings of approximately 3,000 characters, PCRE matching
takes 0.7–1.2 seconds per packet, which is orders of magni-
tude slower than the microsecond-scale budget of a packet
inspection system. At network line rates, this is sufficient to
degrade Snort’s throughput or force it to drop packets.

Strategy 2: Alert bypass. Exploit 2 craft two-part attack
packets. The first part triggers extensive backtracking, ex-
hausting PCRE’s configurable matching limit. Once the limit
is reached, PCRE aborts the match and Snort skips the rule.
The second part carries the actual malicious payload (e.g.,
an ActiveX instantiation or an XSLT entity injection), which
Snort no longer inspects. This enables complete evasion of
the targeted detection rule.

Answer to RQ3 (Prevalence and Impact)

(a) Among 278 testable REwB in Snort, we detect 48
backreference-induced vulnerabilities, 15 of which are in-
visible to IDA-based detectors. (b) Backreference patterns
alone induce Θ(n2) runtime; when combined with IDA,
runtime compounds to Θ(n3) or worse. (c) We demon-
strate two exploits: one causes 0.7–1.2 s matching delays
per packet, and another bypasses detection entirely by
exhausting PCRE’s matching limit.

8 Related Work

ReDoS Detection. Static detectors [24, 25, 36, 46, 47] model
regexes as NFAs and search for structural patterns (e.g., two-
overlap loops) that imply super-linear backtracking. Our
work falls within this category. Dynamic tools [30, 35, 39]
fuzz regex engines to find slow inputs, while hybrid ap-
proaches [28, 29, 44] combine both paradigms. To the best of
our knowledge, all existing methods assume O(1)-cost transi-
tions and operate on K-regex semantics, making them blind
to the backreference-induced vulnerabilities we identify. For
a comprehensive survey, see Bhuiyan et al. [7].

Complexity Foundations. Weber and Seidl [45] connect
NFA ambiguity to two-overlap-loop structures, and Weide-
man et al. [46] show that sink ambiguity upper-bounds back-
tracking runtime. These form the basis for existing detec-
tors but assume O(1)-cost transitions. Our 2PMFA extends
this framework to non-O(1) cost transitions, and our Theo-
rems 1 and 2 generalize the runtime–ambiguity relationship
to REwB.

Backreferences. Aho [1] proved that matching with back-
references is NP-complete. Kumabe et. al. [27] proved that
the problem cannot be solved in O(|s|2|I|−ζ ) for string length
|s|, number of capture identifiers |I|, and a constant ζ > 0.
Subsequent work studied REwB expressiveness [6, 8, 33, 34].

However, none addresses which REwB patterns cause super-
linear backtracking or how to detect them—the questions this
paper answers. Recently, Terauchi [42] proposed a technique
to transform a subset of REwB into ReDoS-safe regexes, ex-
tending classic DFA-based “regex fixing” approaches to those
REwB representable by Deterministic Memory Finite Au-
tomata (DMFA). However, the approach does not characterize
when a REwB admits a DMFA; many practical patterns fall
outside this class (e.g., /(1(a|b)∗)1\1/ in Example II.4 [42]),
thus cannot be transformed. Moreover, it provides only a
sufficient condition for safety (constant-degree ambiguity)
without identifying the underlying sources of vulnerability.
Our theorems instead derive necessary 2PMFA characteristics
for super-linear behavior, enabling systematic detection and
pattern extraction when no safe transformation exists.

9 Discussion and Conclusion

This paper presents a systematic study of ReDoS vulnerabili-
ties caused by backreferences. We introduced the Two-Phase
Memory Finite Automaton (2PMFA) to formally analyze
backreference-induced complexity, and derived necessary con-
ditions under which REwB sees super-linear runtime despite
appearing safe to prior tooling. From these conditions we
identified three novel vulnerability patterns, developed de-
tection and attack-generation algorithms, and uncovered 48
previously unknown vulnerabilities in the Snort intrusion de-
tection ruleset. 15 of which are invisible to existing IDA-based
detectors. We demonstrated practical exploits that degrade
Snort’s packet inspection by 0.7–1.2 s or bypass detection by
exhausting PCRE’s matching limit.

Limitations. Our pattern classification targets cases with
linear sink ambiguity where runtime exceeds this bound: it
neither covers nor rules out super-linear sink ambiguity from
backreferences. False negatives remain for vulnerabilities
arising from cyclic backreference chains (§6.3)—this scenario
does not occur in the Snort data. Our detection algorithm
cannot soundly decide overlap among all 2PMFA paths, which
is an undecidable problem [9]. We evaluate on a single corpus
(Snort); while Pattern 2’s .∗\i idiom is common across regex-
heavy applications, the prevalence of backreference patterns
in other domains remains to be confirmed.

Implications. Operators of systems that evaluate regexes
on untrusted input should audit REwBs with our patterns
rather than relying solely on IDA-based tools. Engine de-
velopers should consider complexity guards that account for
non-constant transition costs, as tightening matching limit
alone can itself become an attack vector.

Future work. Extending 2PMFA to other irregular regex fea-
tures, characterizing cyclic backreference vulnerabilities, and
developing semantics-preserving repair strategies for vulnera-
ble REwB are natural next steps.
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Ethical Considerations

This paper studies ReDoS risks in the ruleset of the Snort
2.9.20 intrusion detection system. The primary ethical consid-
eration is the dual-use nature of vulnerability-discovery tech-
niques, which may be used both to identify vulnerabilities and
to facilitate their exploitation. We conducted a stakeholder-
based ethics analysis [14] and disclosed our findings to the
relevant maintainers before publication.

Stakeholders. Direct stakeholders include software develop-
ers and maintainers, regex engine developers, system opera-
tors, adversaries, and the research team. Indirect stakeholders
include end users of affected software, the broader software
ecosystem, and the security research community.

Potential Harms and Mitigations. Our techniques could
reduce the effort required to identify ReDoS vulnerabilities
and construct resource-exhaustion attacks. Mitigating identi-
fied vulnerabilities may also impose engineering and opera-
tional costs. To reduce these risks, we focus on vulnerability
characterization and detection techniques rather than attack
automation, explicitly discuss the scope and limitations of our
methods, and avoid testing against production systems.

Responsible Disclosure. Prior to publication, we disclosed
our findings to the Snort maintainers and Cisco PSIRT, pro-
viding details of the affected regexes, supporting artifacts, and
representative examples. Cisco PSIRT assigned a tracking
identifier to the report and engaged the Snort developers to
review our findings. We participated in technical discussions
with the maintainers and conducted additional validation on
Snort 3, which utilizes PCRE2, based on their feedback.

Following their review, Cisco PSIRT acknowledged the
observed slowdown and potential evasion behaviors, but in-
dicated that these reflect intentional performance safeguards
and accepted performance–security trade-offs in Snort. Cisco
PSIRT stated that such trade-offs should be managed through
user-selected deployment policies and configurations rather
than modifications to the regex rules themselves. While we
continue to believe that the demonstrated slowdowns and
potential detection-evasion effects warrant attention, Cisco
PSIRT did not request an embargo or delay of publication.

Benefits and Judgment. Our techniques enable more system-
atic identification of ReDoS-prone regexes and can inform
both application-level remediation and regex-engine-level de-
fenses. We believe the benefits of improving the robustness

of intrusion detection system rulesets and regex-based soft-
ware outweigh the associated risks. All experiments were con-
ducted in a controlled laboratory environment using locally
deployed software, without collecting user data or involving
human subjects.

Open Science

The artifacts are available at https://zenodo.org/
records/20762298. The artifact package includes:
1. Detector: The usenixsec26_rebasil contains the com-

plete implementation of our detector REwBGuard (used
to be named as REBASIL or SLMAD). It takes regexes
as input and analyzes whether a given regex follows the
IDA pattern or one of the three non-IDA patterns. If so, it
generates corresponding attack strings.

2. Dynamic Validation: The usenixsec26_atkre focuses
on dynamic runtime measurement. It invokes different
regex engines to match the regexes against the attack
strings generated by the detector, measures the execution
time, and fits the relationship between input length and
runtime using a polynomial curve.

3. Plotting Scripts: The scripts in the usenixsec26_-
atkre/plot are used to generate the plots in this paper.

4. Data: We provide sample input, output, and intermedi-
ate datasets. It contains regexes extracted from Snort
2 Registered rule set, detected vulnerabilities and gen-
erated attacking strings by usenixsec26_rebasil, as
well as measured runtimes and the fitted polynomial by
usenixsec26_atkre
Taken together, the artifact provides all materials neces-

sary to inspect, understand, and reproduce the theoretical and
empirical results presented in this paper. Additional details
regarding artifact organization, setup, and usage are provided
in the README files accompanying each repository.
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Appendices

A 2PMFA Matching Algorithm

Algorithm 1 defines the backtracking-based matching algo-
rithm BtRun(A,s) for a 2PMFA A on input string s. The al-
gorithm maintains a memory function M : {(′i, (i, )i | i ∈ I}→
N0..|s| ∪{⊥} that implements the two-phase capture group
table using start and end indices into s. All entries are ini-
tially ⊥ (unset). We write f1 ◁ f2 for the function that agrees
with f2 on its domain and falls back to f1 elsewhere (i.e.,
f1 ◁ f2 = f2∪{x 7→ y | f1(x) = y ∧ f2(x) =⊥}).

Self-reference semantics. When \i is encountered before
group i has ever been closed (i.e., M()i) =⊥), the behavior
depends on the engine’s semantics. Under ∅-semantics (the
default in PCRE, Python, and Java), the match fails . Under
ε-semantics, the uninitialized capture is treated as the empty

Algorithm 1 Backtracking matching for 2PMFA.
Require: 2PMFA A = (Q,Σ , I,∆ ,q0,F), input s ∈ Σ∗

1: BtRun(A,s) = BtRun′(A,s,q0,0,M⊥)
2: function BtRun′(A,s,q, j,M)
3: if q ∈ F ∧ j = |s| then
4: return true
5: end if
6: for each (q, t,q′) ∈ ∆ do
7: α ′← false
8: switch t do
9: case σ ∈ Σ and j < |s| and s[ j] = σ

10: α ′← BtRun′(A,s,q′, j+1,M)
11: case ε

12: α ′← BtRun′(A,s,q′, j,M)
13: case (i
14: α ′← BtRun′(A,s,q′, j, M◁{(′i 7→ j})
15: case )i
16: α ′← BtRun′(A,s,q′, j, M◁{(i 7→M((′i), )i 7→ j})
17: case \i and MtBr(s, j,M, i)
18: l←M()i)−M((i)
19: α ′← BtRun′(A,s,q′, j+l,M)
20: end switch
21: if α ′ then
22: return true
23: end if
24: end for
25: return false
26: end function

27: function MtBr(s, j,M, i)
28: if M()i) =⊥ then
29: return bMtBrE {self-ref: ∅- vs. ε-semantics}
30: end if
31: l←M()i)−M((i)
32: return l ≤ |s|− j ∧ s[ j ..< j+l] = s[M((i) ..<M()i)]

33: end function

string, so the backreference trivially succeeds. In Algorithm 1,
the Boolean flag bMtBrE selects between these two behaviors.

B Proof of Theorem 1

Proof. Algorithm 2 presents the algorithm for computing
sink ambiguity (SinkAbgS). Recall that the degree of ambi-
guity counts the number of accepting paths, and that a sink
automaton adds an ε-transition from every state in Q to a
new accepting state qsink (§2.2). Algorithm 2 aggregates all
possible ways of reaching qsink from each state.

Algorithm 3 computes backtracking runtime (BtRtS). For
all transitions except backreferences, the runtime variable τ

is incremented by a constant (Lines 10, 13, 16, 19). For a
backreference transition, τ is incremented by the length of
the captured substring (Line 23).

We now aim to scale up BtRtS(A,s) to BtRtS ↑ so that
it becomes a constant multiple of SinkAbgS(A,s). In other
words, we seek to construct BtRtS↑ such that , ∃ constant ξ :

BtRtS(A,s)≤ BtRtS↑ (A,s)≤ ξ ·SinkAbgS(A,s)

First, BtRtS currently returns a boolean indicating whether
A accepts s, and it stops early upon acceptance. We can re-
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move this early-stopping behavior to scale it up. The if state-
ments at Lines 3 and 25 can be deleted, and the boolean return
can be omitted.

Second, we move the constant additions out of the loops.
To begin, we consider only backreferences that can match
strings of maximum length O(1). This corresponds to the first
constraint of Theorem 1. Let MaxFBrL(A) denote the max-
imum finite backreference length among all backreferences.
Formally,

MaxFBrL(A) = 1+
max

backref δ∈∆ ∧ δ match O(1) length
length that δ can match

Algorithm 2 Sink Ambiguity w.r.t. string (SinkAbgS)
Require: An 2PMFA A = (Q,Σ , I,∆ ,q0,F)
Require: A string s ∈ Σ∗

Require: A current state q ∈ Q
Require: An index j ∈ N0..|s| of s

Require: A memory function M : {(′i,(i,)i | i ∈ I}→ N0..|s|

SinkAbgS(A,s) = SinkAbgS′(A,s,q0,0,∅)

SinkAbgS′(A,s,q, j,M) = 1+ ∑
((q,t)7→Q′)∈∆

∑
q′∈Q′

{
SinkAbgS′(A,s,q′, j+1,M) j < |s| ∧ s[ j] = t
0 otherwise

t∈Σ

SinkAbgS′(A,s,q′, j,M) t = ε

SinkAbgS′(A,s,q′, j,M◁{(i 7→ j}) t is (i

SinkAbgS′(A,s,q′, j,M◁{(i 7→M((′i), )i 7→ j}) t is )i{
SinkAbgS′(A,s,q′, j+M()i)−M((i),M) MtBr(s, j,M, i)
0 otherwise

t is\i

We can scale BtRtS′ by replacing each 1 + l with
MaxFBrL(A). We can further scale up by removing all
“τ := τ + τ ′+ · · ·” statements at Line 10, 13, 16, 19, 23, and
putting a statement “τ := τ + τ ′+MaxFBrL(A)” called E at
the end of “for q ∈ Q” loop (just above the Line 28).

After adding E, in each call to BtRtS′, E may be evaluated
up to the maximum number of ways to transition from a
given current state to other states. Let MaxOut(A) denote
such maximum number, formally:

MaxOut(A) = max
q∈Q

∑
((q,t)7→Q′)∈∆

|Q′|

We can further scale up by replacing E1 with “τ := τ + τ ′”,
and replacing the “τ := 0” at Line 1 with “τ := MaxOut(A) ·
MaxFBrL(A)”. Note that MaxFBrL(A),MaxOut(A) ∈ O(1)
with respect to |s|.

Next, we consider backreferences that can match strings
of non-O(1) length. The second constraint of Theorem 1
requires that “these backreferences are evaluated a to-
tal of O(1) times.” Let ∆IBr = {δ | backref δ ∈ ∆ ∧
δ matches string of non-O(1) length}. Define IBrRCt(A) as

Algorithm 3 Backtracking Runtime w.r.t. string (BtRtS)
Algorithm BtRtS(A,s)
Require: An 2PMFA A = (Q,Σ , I,∆ ,q0,F)
Require: A string s ∈ Σ∗

1: (τ,α) := BtRtS′(A,s,q0,0,∅)
2: return τ

Algorithm BtRtS′(A,s,q, j,M)
Require: An 2PMFA A = (Q,Σ , I,∆ ,q0,F)
Require: A string s ∈ Σ∗

Require: A current state q ∈ Q
Require: An index j ∈ N0..|s| of s
Require: A memory function M : {(′i,(i,)i | i ∈ I}→ N0..|s|
1: τ := 0
2: for ((q, t) 7→ Q′) ∈ ∆ do
3: if q ∈ F ∧ j = |s| then
4: return (τ, true)
5: end if
6: for q′ ∈ Q′ do
7: switch t do
8: case t ∈ Σ

9: (τ ′,α ′) :=

{
BtRtS′(A,s,q′, j+1,M) j < |s| ∧ s[ j] = t
(0, false) otherwise

10: τ := τ + τ ′+1
11: case ε

12: (τ ′,α ′) := BtRtS′(A,s,q′, j,M)
13: τ := τ + τ ′+1
14: case (i
15: (τ ′,α ′) := BtRtS′(A,s,q′, j,M◁{(′i 7→ j})
16: τ := τ + τ ′+1
17: case )i
18: (τ ′,α ′) := BtRtS′(A,s,q′, j,M◁{(i 7→M((′i), )i 7→ j})
19: τ := τ + τ ′+1
20: case \i

21: l :=

{
M()i)−M((i) M()i) ̸=⊥
0 otherwise

22: (τ ′,α ′) :=

{
BtRtS′(A,s,q′, j+ l,M) MtBr(s, j,M, i)
(0, false) otherwise

23: τ := τ + τ ′+1+ l
24: end switch
25: if α ′ then
26: return (τ, true)
27: end if
28: end for
29: end for
30: return (τ, false)

the maximum total evaluation count of infinite backreferences.
Formally,

IBrRCt(A) = |∆IBr| · max
δ∈∆IBr

total number of evaluation of
δ during one matching

Note that IBrRCt(A) ∈ O(1) with respect to |s|. In each eval-
uation, a backreference transition can match a string of length
at most O(|s|) (i.e., up to the entire input string). Instead of
computing the time consumed by backreferences in ∆IBr re-
cursively, we directly add the scaled-up time, IBrRCt(A) · |s|,
to the result in BtRtS.

Algorithm 4 presents the scaled-up version of BtRtS, de-
noted BtRtS ↑. By comparing SinkAbgS′ and BtRtS ↑′, we
observe that they are structurally identical, differing only by
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Algorithm 4 Backtracking Runtime w.r.t. string, Scaled Up
(BtRtS↑)
Require: An 2PMFA A = (Q,Σ , I,∆ ,q0,F)
Require: A string s ∈ Σ∗

Require: A current state q ∈ Q
Require: An index j ∈ N0..|s| of s

Require: A memory function M : {(′i,(i,)i | i ∈ I}→ N0..|s|

BtRtS↑ (A,s) = BtRtS↑′ (A,s,q0,0,∅)+ IBrRCt(A) · |s|
BtRtS↑′ (A,s,q, j,M) =

MaxOut(A) ·MaxFRefL(A)+ ∑
((q,t)7→Q′)∈∆

∑
q′∈Q′

{
BtRtS↑′ (A,s,q′, j+1,M) j < |s| ∧ s[ j] = t
0 otherwise

t∈Σ

BtRtS↑′ (A,s,q′, j,M) t = ε

BtRtS↑′ (A,s,q′, j,M◁{(i 7→ j}) t is (i

BtRtS↑′ (A,s,q′, j,M◁{(i 7→M((′i), )i 7→ j}) t is )i{
BtRtS↑′ (A,s,q′, j+M()i)−M((i),M) MtBr(s, j,M, i)
0 otherise

t is\i

constant factors. Therefore,

BtRtS↑′ (A,s,q, j,M) =

MaxOut(A) ·MaxFBrL(A) ·SinkAbgS′(A,s,q, j,M)

Plugging this into BtRtS↑ in Algorithm 4, and subsituting
SinkAbgS from Algorithm 2, we obtain

BtRtS↑(A,s) = MaxOut(A) ·MaxFBrL(A) ·SinkAbgS(A,s)
+ IBrRCt(A) · |s|

Since BtRtS(A,s)≤ BtRtS↑(A,s), we have

BtRtS(A,s)≤MaxOut(A) ·MaxFBrL(A) ·SinkAbgS(A,s)
+ IBrRCt(A) · |s|

We now consider three possible cases for SinkAbgS and
show that there exists a constant ξ such that

BtRtS(A,s)≤ ξ ·SinkAbgS(A,s)

Case 1 SinkAbgS(A,s) ∈ Ω(|s|). Since IBrRCt(A) · |s| ∈
O(|s|), adding it to an Ω(|s|) term does not change the asymp-
totic scale. Therefore, ∃ξ : BtRtS(A,s)≤ ξ ·SinkAbgS(A,s).

Case 2 SinkAbgS(A,s) ∈ O(1) (constant). We argue by con-
tradiction that, in this case, A cannot contain any reachable
loop. If a reachable loop existed, it would combine with the
sink loop to create a two-overlap-loop structure, causing the
sink automaton to be IDA, i.e., SinkAbgN(A,n) /∈O(1). This
contradicts the assumption.

Without reachable loops, A cannot contain any loop in capture
group or cyclic reference in loop. Consequently, no capture
group can match a string of non-O(1) length, and the same
holds for backreferences. Thus |∆IBr|= 0, then IBrRCt(A) =
0. Hence, ∃ξ : BtRtS(A,s)≤ ξ ·SinkAbgS(A,s).

Case 3 SinkAbgS(A,s) ∈ Complement(Ω(|s|)) \ O(1). In
other word, SinkAbgS(A,s) is less than O(n) but greater than
Ω(1).

In this case, we first show by contradiction that A must con-
tain a reachable loop. If A had no reachable loops, then along
any path, each transition could appear at most once. The total
number of possible paths from q0 to any state q ∈ Q, de-
noted as |Π |, would then be bounded by ∑

|∆ |
k=0 Pk

|∆ |, which
is a constant with respect to |s|. In the Sink(A), every state
has an ε-transition to the sink state, so |Π | equals the num-
ber of paths from q0 to the sink state, i.e., the degree of sink
ambiguity. This would imply that SinkAbgN(A, |s|) ∈ O(1),
contradicting the assumption of this case.

Next, we show by contradiction that every reachable loop in A
must contain a backreference that matches a non-O(1)-length
string. Suppose there exists a reachable loop consisting only
of the following types of transitions: symbol, ε , capture-open,
capture-close, or backreferences that match only O(1)-length
strings. Then, the double-overlap structure created by such a
loop together with the sink loop would yield at least Ω(|s|)
sink ambiguity, contradicting the assumption.

Because no reachable loop can be formed solely from O(1)-
transitions, at least one backreference in A must match strings
of non-O(1) length via cyclic referencing. Such a backrefer-
ence is therefore evaluated non-O(1) number of times and
matches non-O(1)-length substrings. This violates the theo-
rem’s precondition, so this entire case does not need to be
considered.

Considering the two valid cases above, we obtain

∃ξ : ∀n ∈ N : ∃ s ∈ Σ
n : BtRtN(A,n) = BtRtS(A,s)

≤ ξ ·SinkAbgS(A,s)
≤ ξ ·SinkAbgN(A,n)

Therefore, BtRtN(A,n) ∈ O(SinkAbgN(A,n)).

C Proof of Theorem 3

C.1 Proof for Pattern 1
Proof. Pattern 1 contains a path of the form

πprefix
(i−→ πleftπ

∗
pumpπright

)i−→ πbridge
\i−−→

sref
πsuffix

Let sprefix = S(πprefix). Assume that there exists a string
sovlp such that S(πleft) = sul

ovlp, S(πpump) = sup
ovlp, S(πright) =

sur
ovlp, and S(πbridge) = sub

ovlp. In addition, assume there exists
a string snsuffix such that S(πsuffix) ̸= snsuffix.

For any n′ ∈ N, construct the input string

s = sprefix s2(ul+n′up+ur)+ub
ovlp snsuffix
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During execution, the prefix path πprefix first matches sprefix.
The loop π∗pump then greedily matches as many copies of sovlp
as possible. During backtracking, the number of iterations of
πpump is reduced by up at each step until it reaches zero. When
π∗pump matches between n′up and 0 copies of sovlp, the bridge
path πbridge matches sub

ovlp, after which the backreference \i is
evaluated against

ul +n′up+ur, ul +(n′−1)up+ur, · · · , ul +up+ur, ul +ur

copies of sovlp. In all cases, the suffix path πsuffix rejects on
snsuffix or sovlp, forcing continued backtracking.

As a result, the backreference is evaluated n′ times. The
total time spent evaluating the backreference is

|sovlp|
n′

∑
k=0

(ul + kup +ur) = |sovlp|(n′+1)(n′up/2+ul +ur),

which is Ω(n′2). Since the total input length is

|s|= |sprefix|+(2 · (ul +n′up +ur)+ub)|sovlp|+ |snsuffix|,

it follows that n′ ∈Θ(|s|). Therefore, the backreference time
is Ω(|s|2), and the overall matching time is not O(|s|).

C.2 Proof for Pattern 2
Proof. Pattern 2 consists of a path of the form

πprefix
(i−→ πleftπ

∗
pumpπright

)i−→ πfenceπ
∗
loopπbridge

\i−−→
sref

πsuffix

Let sprefix = S(πprefix). Assume that there exists a string

sovlp such that S(πleft) = sul
ovlp, S(πpump) = s

n′1
ovlp, S(πloop) =

suo
ovlp, and S(πbridge) = sub

ovlp. Let sright = S(πright) and sfence =

S(πfence). In addition, assume that there exists a string snsuffix
such that snsuffix ̸= S(πrightπsuffix).

Construct the input string

s = sprefix s
ul+n′1
ovlp sright sfence s

n′2uo+ub+ul+n′1
ovlp snsuffix,

where n′1 ·n′2 /∈ O(|s|) (for example, n′1,n
′
2 ∈Θ(|s|)).

During execution, the prefix path πprefix matches sprefix, af-

ter which the capture group matches the substring s
ul+n′1
ovlp sright.

The fence path πfence then matches sfence. Subsequently, the
loop π∗loop greedily matches as many copies of sovlp as possi-
ble. During backtracking, the number of matched copies is
reduced by uo at each step until it reaches zero.

When π∗loop matches between n′2uo and 0 copies of sovlp, the
bridge path πbridge matches sub

ovlp. The backreference \i then
attempts to match the prefix of the previously captured string,

namely s
ul+n′1
ovlp . In all cases, the remaining suffix and the path

πsuffix reject on snsuffix or sovlp, forcing further backtracking.
As a result, the backreference \i is evaluated Θ(n′2) times,

and each evaluation incurs a cost of Ω(ul +n′1). Consequently,
the total time spent evaluating the backreference is Ω(n′1n′2).
Since n′1n′2 /∈ O(|s|), the overall matching runtime is not in
O(|s|).

C.3 Proof for Pattern 3
The proof for Pattern 3 is analogous to that for Pattern 2.

D Snort REwB ReDoS Exploits

Exploit 1

Rules SID 20156 Review 11, SID 20494 Review 19
Files snapshot-29200/rules/file-pdf.rules,
snapshot-29200/rules/file-identify.rules

PCRE Regex
([A-Z\d_]+)\.write\x28.*?\1\. getCosObj\x28

Attack String
.write(.getCosObj(%PDF-Z.write(Z

(Repeat the 1st ‘Z’ 1000 times, the 2nd one 2000 times.)
Effect Slowing down 0.7-1.2 seconds.
Explanation The substring ‘.write(.getCosObj(’ satisfies
the content constraint of the rule with SID 20156. The sub-
string ‘%PDF-’ triggers the rule with SID 20494, causing the
file.pdf flowbit to be set. When the regex attempts to match
the remaining portion of the input, it incurs O(n2) time per match
due to Pattern 2. Because the regex is not anchored, the PCRE
engine attempts to start matching at each ‘Z’ character. Each
attempt results in an O(n2) match. Consequently, the overall
time complexity becomes O(n3).

Exploit 2

Rules SID 10417 Review 10
Files snapshot-29200/rules/browser-plugins.rules

PCRE Regex
(\w+)\s*=\s*(\x22JNILOADER\.JNILoaderCtrl\x22|\
x27JNILOADER\.JNILoaderCtrl\x27)\s*\x3b.*(\w+)\
s*=\s*new\s*ActiveXObject\s*\(\s*\1\s*\)(\s*\.\
s*(LoadLibrary)\s*\(|.*\3\s*\.\s*(LoadLibrary)\
s*\()|(\w+)\s*=\s*new\s*ActiveXObject\s*\(\s*(\
x22JNILOADER\.JNILoaderCtrl\x22|\x27JNILOADER\.
JNILoaderCtrl\x27)\s*\)(\s*\.\s*(LoadLibrary)\s
*\(|.*\7\s*\.\s*(LoadLibrary)\s*\()

Attack String
A=’JNILOADER.JNILoaderCtrl ’;Z=new ActiveXObject
(A);Z.LoadLibrary(’org.evil.Malicious ’);

(Repeat both ‘Z’s 2000 times.)
Effect Exceeds the backtracking limit, thereby bypassing alert.
Explanation Capture group 3 and its corresponding backrefer-
ence place this regex in Pattern 2. In addition, the combination
of capture group 3 with the preceding /.*(\w+)/ introduces
an IDA pattern. When the regex is matched against the attack
string, the greedy /.*/ initially consumes all occurrences of Z
because it appears before /(\w+)/. The engine must then re-
peatedly backtrack until (\w+) can match the entire sequence of
Z characters, allowing the backreference /\3/ to match. In prac-
tice, PCRE reaches its backtracking limit before completing this
search and aborts the match. Additionally, the input string is a
snippet of malicious JavaScript code that can load arbitrary Java
classes via ActiveX, illustrating a realistic exploitation scenario.
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