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0x01  Intro to Python Class Pollution



Python 101: “Everything is an Object”

Objects are Python’s abstraction for data.
All data in a Python program is represented by objects or by relations
between objects. Even code is represented by objects.
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Python 101: “Everything is an Object” %

__class__: <class "module">

= user: <mod.User object>
#(main.py

class |User:

is_admin = False-————__::::::::::_““““\\
e it (self, nane) : |

SElf.name = name __init_ : <Function User.__init_ > —elEss ¢ elEes Mol

self.settings = |
theme”: "Light", S o BT manction v

"email": True

init

\ _ class__: <class "function">
__class__: <class "__main__.User"> Dict

user | = Usexr("Alice")

settings: <dict> email: True
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Python 101: “Objects Form a Graph”

:
— Dunder Attributes
maln.
Py (Double Underscore)

class |User:
is_admin =|False

def Init_ (self name):
self.name = name

- __init__: <Function User.__init_ > _: <class "bool">
self.settings |= {
"theme™: "light",

"email": True

Function User.__init__

_ class__: <class "function">

| stcewser |
N X . _ class__: <class "__main__.User"> Dict
user|= User("Alice") class_ <class dict>
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Python 101: “Objects Form a Graph”

#|main.py
class |User:
is_admin =|False

def __init___(self, name):
self.name = name
self.settings = {
"theme": "light",
"email": True

user | = Usexr("Alice")

s Usexr: <mod.Usexr object>

__class__: <class "module">

User: <class User>

T amue

__class__: <class "type">

———>

__init__: <Function User.__init_ >

__dict__: <mappingproxy>

Cisoamin: ool o
—> Function User.__init__
— TN

e _ Class__: <class "__main__.User">

settings: <dict> —

Dunder Attvibutes
(Double Underscore)

_ class__: <class "bool">

_ class__: <class "function">

Dict

__class__: <class "dict">

theme: "light"

email: True
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Python 101: Direct Assignment

# main.py SR | . i user object
def update_theme(user, input): B User: <class User

user.settings["theme"] = input

T amue

__class__: <class "type">
def update_name(user, input): —
__init__: <Function User.__init_ > e

__dict__: <mappingproxy>
is_admin: <bool>
—> Function User.__init__

_ class__: <class "function">
m

lass "__main__.User">

user.name = input

Dict

Fixed
Path!

_ class__: <class "dict">

email: True

9
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Python 101: Dynamic Relection

# main.py SR | . i user object
def update_theme(user, input): B User: <class User

user—settings["theme"] = input !

> Class User
getattr(user, ) | Classuser |
__class__: <class "type">

——
__init__: <Function User.__init_ > e —class__: <class "bool">

def update_name(user, input):

__dict__: <mappingproxy>

gser—hame——input is_admin: <bool>
T —
Setattr(user ! ! 1nput) _ class__: <class "function">

m

e _ Class__: <class "__main__.User">

Dict

_ class__: <class "dict">

DyYnamic
Path!

email: True
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Python 101: Dynamic Relection

name: “Bolo”
; . : S ST <_main_User object- |
{settings: {theme: “dark”}}

User: <class User>

# main. py T e
def update(user, input):

for key, val in input.items():
_ class__: <class "bool">

q q q N init__: <F ti U . init
if isinstance(val, dict): —Imt_: <unction Pser. Init_>
__dict <mappingproxy>

update(user[key]

is_admin: <bool> —
if isinstance(user, dict) BEme  Function User. init
else getattr(user, key), val) classEnisclasspifunceaonis
elif isinstance(user, dict): 'm
useI[key] = val e _ Class__: <class "__main__.User">
else:
setattr(user, key, val)

Dict

_ class__: <class "dict">

email: True

0x01 Intro to Python Class Pollution 1



Warm-Up Quiz: How Far Can User Input Reach?

it

__dict__: <mappingproxy>
s ool S

T amue

__class__: <class "type">

__module_ : "__class__"

Module _ main

__class__: <class "module">

user: <__main__.User object>

User: <class User>

_ class__: <class " >

Function User.__init_ >

> Function User._ init__

__class__: <class "function">

— I
theme: "light"

0x01 Intro to Python Class Pollution
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How Far Can User Input Reach? The Class

‘Privilege Escalation!

{ __d488_= {'ls_admin:
Trvel}

Module _ main__

__class__: <class "module">

user: <__main__.User object>

mmmm User: <class User>

__class__: <class "type">

__module_ : "__class__"

__init__: <Function User.__init__ >

__dict__: <mappingproxy>
—>

is_admin: <bool>

__class__: <class "__main__.User">

settings: <dict> —

Flase -? Trve

_ class__: <class "bool">

init

Function User

__class__: <class "function">

__class__: <class "

theme: "light"

0x01 Intro to Python Class Pollution
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—_—

More Hidden Paths in Python’s Object World

secret_key = "SECRET_KEY"

class User:
def __init__ ( , ) :
.name =
.settings = {
"theme": "light",
"email": True

function.__globals__

_ class__: <class "module">

__class__: <class "module">
user: <__main__.User object>

__dict__: <mappingproxy> —

User: <class User>

secret_key: <string>

user: <__main__.User object>

oiie _ssin_ — I
e 4

User: <class User>

-="

secret_key: <string> &

Function User._ init__

__class__: <class "function">

A reference to the dictionary that holds the function’s global variables
- the global namespace of the module in which the function was defined.

0x01 Intro to Python Class Pollution
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How Far Can User Input Reach? The Module

__class__: <class "module">

user: <__main__.User object>

User: <class User>

Module _ main__

‘| '\'\"i ‘.on ss! __class__: <class "module">

__dict__: <mappingproxy>

user: <__main__.User object>

User: <class User> -

{ dass_:
{—i'\H——: Class User secre“' ke\' =Y m\' ke\'
{__gbba‘s_: __class__: <class "type">

secre-\-_ke\,: “my ke\” __module__: "_class_"

}}} __dict__: <mappingproxy>

r name: "Alice"

. . Function User.__init__
is_admin: <bool>
__class__: <class "function">
e
S
= il
%(' = '- B __module__: "__main__"
) —

settings: <dict>
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How Far Can User Input Reach? It Doesn’t Stop There

runtime Integrity Tampering =

privilege Escalation!
Authentication Bypass!
Stored XSS!

Dos!

SSR¥!

Sandbox Bypass!

Remote Command €xecution!

0x01 Intro to Python Class Pollution
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How Far Can User Input Reach? It Doesn’t Stop There

privilege €scalation!
Authentication Bypass!
Stored. %SS!
DoSs!

SSe+!

Runtime Integrity Tampering =»
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How Far Can Us:

J]
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A Brief History of Python Class Pollution

https://blog.abdulrah33m.com/prototype-pollution-in-python/

01/2023 Prototype Pollution in Python
Class Pollution has 04/01/2023

been intoduced
> TL;DR

The main objective of this research is to prove the possibility of having a variant of Prototype Pollution in
other programming languages, including those that are class-based by showing Class Pollution in
Python.

A Warning: This is a topic that | am should be working on, the post will be frequently updated with the
new results. While I've found examples of the vulnerable merge function implemented in various open-
source projects, | still haven't found a full exploit leading to an RCE.

Python Class Pollution was introduced by
Abdulraheem Khaled (Abdulrah33m)

0x02 The First Class Pollution Taxonomy



A Brief History of Python Class Pollution

https://blog.abdulrah33m.com/prototype-pollution-in-python/

@ 012023 Prototype Pollution in Python
Class Pollution has ——

been intoduced

> TL;DR

The main objective of this research is to prove the possibility of having a variant of Prototype Pollution in
other programming languages, including those that are class-based by showing Class Pollution in
Python.

A Warning: This is a topic that | am should be working on, the post will be frequently updated with the
new results. While I've found examples of the vulnerable merge function implemented in various open-
sourer wojects, | still haven't found a full exploit leading to an RCE.

No end-to-end Python Class Pollution was introduced by
Demonsgtvation Yet. Abdulraheem Khaled (Abdulrah33m)

0x02 The First Class Pollution Taxonomy 21



rief History of Python Class Pollution

01/2023
Class Pollution has
been intoduced

02/2023

Paper on Python Class
Pollution vs. JS
Prototype Pollution

Research and Explore of Prototype Pollution Attack
in Python

Ziyi Onvmg

ollege
Beiing Universy of P

hdckinghogate

Abstract—With  more  and
orguniations moving thee Busines mtrmtractare (0 the
St (1 obines o AV kiR ceicanme 4

)y pror python is a popular

can be prevented. Fialt, we momart practices
regarding pro taia polluion atacks and previde some
ebdanee s hlp deelopers aoid this seuriy rvbiem.

Keywords—Protonype  pollution,  Object  inheritance,
Valnerabift, Apphcaton seturiy

L INTRODUCTION

Pribon is s widely used inerpreed programming
Ianguage that is casy to learn and use. However, like other
rogramming anguages, Python also

ch as received a lot of atention recently is

e prototype chain pollution attack. The prototype chain

pollution attack was fi
Jicndcsmead opllston ok By ion fryh Seselopmett
the danger of this attack has gradually emerged

"Prototype pollution” refers fo a_vulnerability
JavaScript that allows an attacke

intended si
research o Tang o ol Jovs 'nm ymrmlvpe s.Mm pollution
type, at an exploit

iR 1o pelhke srokengs whjeos p IS e
ccuonL]. This lnersilty cists ot ony in JavaSript
but also in other dyn: uages including Python. This
aack explots e Fython. micpreiers atibte. ookup
mechanism to modify attributes of global variables and built-
in objects. An attacker can taint the default
function by passing a malicious object in the parameter, and
then execute arbitrary code using the tainted propertes

This paper aims to discuss the mechanism,
implementation and preventive measures of _Python
prototype chain pollution attacks. This artcle first introduces
the prttype chan mechanism of Pytbon and how 10 us the
prototype chain to_ realize tack. We then discuss
defenses against Python pmlm»pe mam pu]hﬂ n ascs,
including techniques such as metaclasses, dec
scoom ool Py, . compar s, ki i

berspace
and I<Ie\.unm|ummmvln

buptcducn

diffcaces between Pyton nd JomScipt in tee of
protoype chain polluion stacks s defenss. And provide
o Ao shatogis, Tho erget audine fox s vila
Python develﬂpel\ sty e, . socaty
engincer

11. RELATED CONCEPTS AND TECHNOLOGIES

A Python
Py a high-level, object-oriented, interpreted
progamming anguage cresied in 1991 by Guido van
to leam, has high code readability,
cppors ol pogemesing pardigms, and has o wealth
of librarics and tools. It is widely used in web development,
datn science, antifial inelligence, machine leaming,
‘automated testing and other ficlds.

B /m'xd«/rpl
cript i 8 scrpting language oriinally creted by
\lmvmp\ in 1995 and h
languages for web 1mm<nd dmmp‘m\ i m, e
characterisics of dyns and flexibility. It
o ¢ acd n w prowaces .mlmdmum e, bom
verification, and user interaction. It can also be used in back-
o developmen, g developenent nd ot feld.

C. Prototype chain

A prototype chain is a linked list of objects where each
obect sl b s pototype object. Tse lnks form 3
prototype chain that allows obiects o share properties and
Eoehoti. 1 an object needs 0 ook up & propecty or method,
it goes up the prototype chain until it finds the desired
property or method

D. Pollution attack

Pollution attack is an attack method that changes the
behavior of the program by tampering with the properties
and methods of tne ohjet. I the prootype chain pollton
attack, the attacker will use the prototype chain to find rules
to_inject malicious code and control the behavior of the
program.

E. Metaclass
Meaclas isan advanced conept n Pybon it llows
control th
Peovor of clasec: Unke evaSerp, Poihon e ol
instcad of a prototype chain for object-oricnted programming.

ACCTCS ‘23, by Ziyi Ouyan

Synthetic

examples and

Theoretical
only)
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A Brief History of Python Class Pollution

01/2023
Class Pollution has
been intoduced

@ 02/2023

@ 0:4/2024
The first real-world CVE
(CVE-2024-5452) &
end-to-end exploit of
Class Pollution!

Paper on Python Class

Pollution vs. JS

Prototype Pollution

https://huntr.com/bounties/486add92-2

75e-4a7b-92f9-42d84bc759da

RCE via Property/Class Pollution due to state change endpoint
in lightning-ai/pytorch-lightning

Reported on Apr 9th 2024

Description

This vulnerability's root cause is deserializing user input and miss handling of dunder attributes by
the deepdiff library. pytorch-lightning uses deepdiff.Delta objects to alter application
state based off of actions taken on the frontend. The intended function is to only allow
maodification of specific state variables. Deepdiff also makes effort to sanitize and protect its input.
deepdiff.Delta features a sandboxed pickle deserializer, and they have a specific limited
whitelist that prevents code execution there. It also makes an effort to prevent delta's from
altering dunder attributes, but this is bypassable via quotes. Because of this, we can construct a
serialized delta that passes the deserializer whitelist and contains dunder attributes. The
the delta is processed, it can be used to access other modules, classes and instances,
attributes. Using this arbitrary attribute write, it is possible to manipulate the pytorch.
state to gain total RCE. Any self hosted pytorch-lightning app is vulnerable even in it:
configuation, since the delta endpoint is enabled by default.

CVE reported by @chilaxan tha
lead to RCE via Class Pollution

&

0x02 The First Class Pollution Taxonomy
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A Brief History of Python Class Pollution

The First Large-Scale Systematic Study of Python Class Pollution Vulnerability

Zhengyu Liu, Jiacheng Zhong, Jianjia

Muxi Lyu, Zifeng Kang, and Yinzhi Cao

{zliu192, jzhong29, jyul22, mlyud, zkang?, yinzhi cao} @jhu.cdu
Johns Hopkins University

Abstraci—Class pollution is a recently discovered, yet under-

heritance model and refoction mechaniam, Befor this paper,
only two real-world vulnerabilities related to class pollution—
including one reported to the Common Vulnerabilities and
Exposures (CVE) database—were discovered. Furthermore,
there was no existing tool capable of detecting such vulnerabil-
ites, m alom a systematic study of vulnerable code patterns,
exploi techniques, and real-world prevalence.

l.n uu paper, we design and implement Pyrl, the first
framework for detecting class pollution vulnerabilities in real-
world applications via a novel, static operational taint analysis
Our key insight is that class pollution consist
of vulnerable code primitives—get” and “set”—for fetching
and setting items and attributes. Different combinations of
these primitives s (o trps of “gst’ and thres “set’)further
lead to six unique

comblnatisas ask ine-gesined, aprutional tont lahel that
are initiated, transformed, propagated, and merged according
to the analysis cont

applied Pyrl to over half a million real-world Python
‘programs from GitHub and PyPL resulting in the detection of
47 zero-day, exploitable class pollutions. Our findings include
critical vulnerabilities in widely used applications, such
Azure CLI by Microsoft and Mesop by Google, both of which
have been acknowledged and patched. We have responsibly
reported all identified vulnerabilities to me mrrﬂlwnd ling
developers—who fixed five of them—and CVE Num
Authorities (CNAs)—who assigned seven ch denttrs.

1. Introduction

Python has become one of the most widely adopted
programming languages with applications that span ma-
chine learning, data science, and software engincering. This
widespread adoption is driven by the rich ecosystem of
Python, with more than 630,000 packages available in the
official package repository, PyPI [1], and more than one
billion daily package downloads. Furthermore, the rise of
Python-based Machine Learning (ML) libraries, such as Py-
Torch, also contributes to Python's popularity. For example,
a recent survey showed that Python overtook JavaScript as

-used language on GitHub in 2024
thon's easy-to-use characteristic comes from two fun-
damental design features: the uniform data model and the
el sefcaton meehanic Under Pyl Gt
ed as an object, whether it is a
numbes 3 aing, a lass, a foncton, or a mociue. Fach
object is associated with 2 set of built-in atributes, known
as “dunder” (double-underscore) attributes, which specify its
type hierarchy and metadata. The reflection mechanism, on
the other hand, supports inspecting and modifying objet
at runtime using dynamically determined names and values.
‘This allows programs to easily adjust their structure and
behavior during exceution.

Unfortunately, the combination of these two fundamental
features leads 1o a new vulnerability type, known as cla
pollution [3]. That is, an adversary leverages a sequence
reflective attribute lookups with attacker-controlled “dunder”
names to traverse objects and modify atiributes in unin-
tended classes or modules. It was first introduced in 2023
in a blog post 3], which also disclosed a real-world vul-
nerability in the pydash library [4]. Since the initial release,
there has been only one more vulnerability discovered and

real-world vulnerabilities is the lack of any detection tools
for class pollution, to the best of our knowledge. On the
one sk, eisting Pyton wlnerabiley anlyss tols (G151
are designed to deec

‘many detection tools [9]-[15] are present for vulnerabiliti
that are similar to class pollution, particularly JavaScript
prototype pollution, where properties are u\hemzd and pol-
luted ‘via the prototype chain. However, those tools do
not apply to Python class pollution due 1o funds
differences in the programming languages, crent
inhertance models prototype-based vs clas baved, object
structures, attribute resolutions, and reflection m ns.
Be\\md vuln:mhxllw detection, the study of Python class
pollution in general is also limited in academic research,
wilh only two wocat woks foauing cn the wpeci of
exploitation and defense. In 2023, Ouyang [16] demon-
strated the feasibility of class pull\mun attacks through a
small, synthetic example. In 2024, Zhang [17] explored an
expoiation echnique trgeting global varibles polluion
ussed two possible defenses. 1, both studies

S&P ‘26, by Liu et al.

our Work!

. 05/2026 & 08/2026
The first systematic study of CP:
- The first taxonomy
- The first detection tool (Pyrl)
- The first large-scale measurement
(seven CVEs and 47 zero-day vulns

0x02 The First Class Pollution Taxonomy
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A Brief History of Python Class Pollution

The First Large-Scale Systematic Study of Python Class Pollution Vulnerability

Zhengyu Liu, Jiacheng Zhong, Jianjia Yu, M

xi Lyu, Zifeng Kang, and Yinzhi Cao

{zliu192, jzhong29, jyul22, mlyud, zkang?, yinzhi cao} @jhu.cdu
Johns Hopkins Unive

Abstract—Class pollution is a recently discovered, yet under-
explored Pathon Vulnerability that allows attackers to o polue
nten bjects by exploiting the class-
nmmm m»dd and refction mechanism. Befors hi paper,
only two real-world vulnerabilities related to class pollution—
including one reported to the Common Vulnerabilities and
Exposures (CVE) database—were discovered. Furthermore,
there was no existing tool capable of detecting such vulnerabil-
ities, let alone a systematic study of vulnerable code patterns,
exploitation techniques, and real-world prevalence.

In this paper, we design and implement Pyrl, the first
framework for detecting class pollution vulnerabilities in real-
world apphc:m\ns via a novel, static axlemnrmal taint an
Our ight is that class pollution consists of two types
of vlllmrahle Code primitives“get® and “set—for fetching
and setting items and attributes. Different combinations of
these primitives (two types of “get”s s) further
lead to six unique vulnerabilty types according to our first
taxonomy of class pollu rI's operational taint analy
tracks attacker-controlled inputs on these primitives and their
combinations using fine-grained, operational taint labels that

ted, transformed, propagated, and merged according
to the analysis context.

We applied Pyrl to over half a million real-worl mm

and PyPL, resulting in the dete

plmmm class pollutions. Our findings lmlud:
critical vulnerabilities in widely used applications, such as
Azure CLI by Microsoft and Mesop by Google, both of which
have been acknowledged and patched. We have responsibly
reported all identified vulnerabilities to me mmsmdm:
developers—who fixed five of them—and CVE Num
Authorities (CNAs)—who assigned seven ch denttrs.

1. Introduction

Python has become one of the most widely adopted
programming languages with a,.pmamne that span ma-
chine learning, data science, and software engincering. This
widespread adoption is driven by the rich ecosystem of
Python, with more than 630,000 packages available in the
official package repository, PyPI [1], and more than one
billion daily package downloads. Furthermore, the rise of
Python-based Machine Learning (ML) libraries, such as Py-
Torch, also contributes to Python's popularit

2 recent survey showed that Python overtook JavaSeript as

the most-used language on GitHub in 2024 [2]
Python’s easy-to-use characteristic comes from two fun-
damental design features: the uniform data model and the

flexible reflection mechanism. Under Python's uniform data

treated as an object, whether it is a

number, a string,  class, a function, or a module. Each

object is associated with a set of built-in attributes, known

as “dunder” (double-underscore) attributes, which specify its

type hierarchy and metadata. The reflection mechanism, on
g o

and values,
‘This allows programs to easily adjust hei st and
behavior during executio
Unfortumatel, the combination of these two fundamental
tures leads to a new vulnerability type, known as clas
pollution [3]. That is, an adversary leverages a sequence of
reflective attribute lookups with attacker-controlled “dunder’
names to traverse objex attributes in unin-
tended classes or modules. It introduced in 2023
in a blog post LJ Which alo disclosed a reak-world vl
nerability in the y 14]. Since the initial release,
there has been only
documented with a CVE
One major reason for
real-world vulnerabilities
for class pollution, to the best of our knowledge. Un the
one side, exising Python vulnerability
are designed to defect c!
‘well-defined sinks (c.g., eval) as opposed to specific object
assignments as sinks in class pollution. On the other side,
‘many detection tools [9]-[15] are present for vulnerabiliti
that are similar to class pollution, particularly JavaScript
prototype pollution, where properties are inherited and pol-
luted via the prototype chain. However, those tools do
not apply 10 Python class pollution due to fundamental
differences in the programming languages, e.g., different
inheritance models (prototype- . class-based), object
ttribute resolutions, and reflection mechanisms.
Beyond vulnerability detection, the study of Python class
pollution in general is also limited in academic research,
with only two recent works focusing on the aspects of
exploiaton and defense. In 2023, Ouyang L16] demon-
ass pollution attacks through a
example. In 2024, Zhang [17] explored an
exploitation technique targeting global variables pollution
and discussed two possible defenses. However, both studies

anal
n vulncmb)lme with

S&P ‘26, by Liu et al.

https://class-pollution.github.io/
ovuy Work!

(All You Ever Wanted To Know Abou
Python Class Pollution

Paper Tool Dataset

What is Python class pollution?

Python class pollution is a vulnerability class where untrusted input allows attackers
to modify unintended Python runtime objects. It arises from two core Python
Ianguage features: (i) a uniform object model, where every value is an object
and objects expose references to their classes, metadata, and related runtime
stale through hmlt in attributes such as _class_, _base_, _dict_, and
__globals d (i) flexible reflection mechanisms, such as dynamic
getattr and smm, which allow programs to access and modify attributes
using runtime-determined names.

The combination of these two language features becomes dangerous when a

program performs a sequence of reflective attribute or item lookups using attacker-

controlled names. These lookups may cause the program to traverse from an ordinary object to unintended
runtime objects through those built-in attributes, and then modify their content that later affect program
behavior. These modifications violate runtime integrity and can lead to severe consequences, including remote
code execution (RCE), authentication bypass, cross-site scripting (XSS), denial of service (DoS), and token
leakage.

wikj
page!
05/2026 & 08/2026
The first systematic study of CP:
- The first taxonomy
- The first detection tool (Pyrl)

- The first large-scale measurement
(seven CVEs and 47 zero-day vulns)

0x02 The First Class Pollution Taxonomy
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Python Class Pollution Taxonomy

e How do we get in? Pollution Primitives

o The atomic “Get”/“Set” operations and “Get”/“Set” primitives
o Six class pollution types (five of them are new!)

e How do we cash out? Exploitation Primitives

o Pollution Targets
o Class Pollution Gadgets
o Consequnces

0x02 The First Class Pollution Taxonomy
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Python Class Pollution Taxonomy

e How do we get in? Pollution Primitives

o The atomic “Get”/“Set” operations and “Get”/“Set” primitives
o Six class pollution types (five of them are new!)

0x02 The First Class Pollution Taxonomy
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Pollution Primitives

# main.py ‘ object
def update(user, input):

for key, value in input.items():
if isinstance(value, dict):
if isinstance(user, dict):
update(user[key], value)
else:
update(getattr(user, key), value)
elif isinstance(user, dict):
user[key] = value
else:
setattr(user, key, value)

—

&

. key/name

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if not\ast-layer!
# main.py

def update(user, input):
for key, value in input.items():
if isinstance(value, dict):
if isinstance(user, dict):
update(user[key], value)
else:
update(getattr(user, key), value)
elif isinstance(user, dict):
user[key] = value
else:
setattr(user, key, value)

‘object

. key/name

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if not\ast-layer!
# main.py

def update( . ):
for key, value in .items():
if isinstance(value, dict):
if isinstance(user, dict):
update (user[key], value)
else:
update(getattr(user, key), value)

elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

xN

object

Get Primitive

key/name

‘ result

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if not\ast-layer!

def update( . ):
for key, value in .items():
if isinstance(value, dict):
if isinstance(user, dict):
update (user[key], value)
else:
update(getattr(user, key), value)
elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

Object Type/ General Object Mapping Object
Access Type e.g., a = obj(x=1) e.g., a={":1}
Attribute (a.x) v (1) (AttributeError)
Item (a[“x"]) (TypeError) v (1)
Two isolated

namespaces!

0x02 The First Class Pollution Taxonomy
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Pollution Primitives

Constrained-Get Primitive

OR ’
/
/
/
/
//
/
//
Agnostic-Get Primitive X

/

k4

3
~
~

Get Primitive

/
/
/
result

key/name
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Pollution Primitives

I ~

Item-Get \‘\\

Constrained-Get Primitive

OR ’
/
/
/
/
//
/
//
Agnostic-Get Primitive X

/

k4

~
*

Adomic 6et Operation

~
~

Get Primitive

/
/
/
result

key/name
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Pollution Primitives

More Adomic et Operations!

TABLE 1: Systemization of reflected get operations in Python from builtins and standard libraries. “Features” describe
the operation type, applicable data types, origin, and lookup order. “Capabilities” describe whether the lookup can access

dunder names, methods, or other values. In the “Prevalence” column, “# Inst.”
and packages where the get operation appears in the 50K most-downloaded PyPI packages.

official documentation.

© Code

B3 Features

Apply

getattr(obj, name) oS
j.__dict__[name] / oM/S
obj.__getattribute__(name) oIS

vars (obj) [name]

Oo/M/S

inspect.getmembers (obj) om/s
= ttribute__ (obj, name) Oo/M/S
attrgetter (name) (ob3) om/s
.getattr_static(obj, name) om/s

dxr(obj) [index]
inspect .getmember
dict [key]
dict.get (
dict.pop(
dict.setd

Object; M: Mappin;

dict.setdefault returns the value if key

oM/S

Attr/ltem O/M/S
obi}) Attr/ltem O/M/S

S: Sequence; @: Fully Supported: “onditionally Supported (#2 and #4 apply for class objects with __
xists. EXPR: Any operation from #1—#18 where only the key name is attacker-controlled and all other expressions are sanitized.

Origi

Builtins
Builtins
Builtins
Builtins
Inspect
Builtins
Operator
Inspect
Builtins
Inspect

Builtins
Builtins
Builtins
Builtins
Builtins
Operator
Operator
Operator

Builtins
Builtins

Order

First
Second
Second
Second
Second

First
Second

First
Second
Second

First
Second
Second
Second
Second

First
Second

Fir:

First

First

Dunder

% Capabilities

Method

Other

and “# Pack.” show the number of instances
“Spec.” records references to

& Prevalence
#inst.  #Pack.

719.1K
153K

[30]31]
32]
133]
134]
135]
136]

Not Supported:

key/name

Get Primitive

result

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if not\ast-layer!
# main.py

def update( . ):
for key, value in .items():
if isinstance(value, dict):
if isinstance(user, dict):
update (user[key], value)
else:
update(getattr(user, key), value)

elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

xN

object

Get Primitive

key/name

‘ result

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if not-last layer?

# main.py key/name
def update(user, )
for key, value il .1rtems():
if isinstance(value, dict)% xN e It
if isinstance! , dict):
update (user[key], value)
else: result
update(getattr(user, key), value)
elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

0x02 The First Class Pollution Taxonomy
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Pollution Primitives
if i is \ast layer!
# main.py

def update{user, input):

for key, value in .items():
if is/.nstance(va. ue, dict): xN
if [isinstance/( , dict):
tipdate ( "Ley], value)

elske:
Jpdate (getatir(
elii isinstarce(
user "'key] = value
else:
setatti({user, key, value)

, key), value)
, dict):

key/name

Get Primitive

result

key/
name

object . ’ ’

val

0x02 The First Class Pollution Taxonomy



Pollution Primitives
if i is \ast layer!
# main.py

def update(user, input):
for key, value in .items():
if isinstance(value, dict):
if isinstance( , dict):

update ( [key], value)
else:
update(getattr( , key), value)

elif isinstance(user, dict):
user[key] = value

else:
setattr(user, key, value)

xN

key/name

Get Primitive

result

key/
name

val

object

Set Primitive

0x02 The First Class Pollution Taxonomy
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Pollution Primitives

Item-Set

S xN

Dual-Set Primitive S Get Primitive

result

/
/
/
/

Attr-Set

key/

Attr-Set Primitive N
N name

Item-Set \\\
Item-Set Primitive Set Primitive

val
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Pollution Primitives

TABLE 2: Systemization of reflected set operations in
Python from builtins and standard libraries. The header
follows Table I}

| Features | Prevalence |

© Code

437.8K 3.1K| |20]
2143K 12K| |39]
114K 1.6K| |40]
104K 2.3K| [40]

obj.__dict___[name]=val

setattr (obj, name, val)
object.__setattr__ (obj, name,val)
obj.__setattr__ (name,val)

dict [key]=val 7.7M 36.8K| |28]

687.8K 22.7K| |41]

dict.update (key=val)
dict.setdefault (key, val)
dict.__setitem__ (key, val)
operator.setitem(dict, key,val)
operator.__setitem__ (dict, key,val)

111.IK ~ 8K| |32]
77K 22K| |42]
27 12 |43]

0 0] [44]

90 47| 138]
16 7| 137]

Legend: A: Attribute; I: Item; O: Object; M: Mapping; S: Sequence; B: Builtin;
O (under Origin column): Operator; EXPR': Any operation above where only the
key name and value are attacker-controlled and all other expressions are sanitized.
EXPR¥: Same as EXPR', but excludes assignment statements (i.e., the first and fifth
rows).

exec (£"EXPRT", {"o":0bj})
eval (£"EXPR? ", {"o":0bj})

g
2]
B
=]
B
B
B
B
B
B
B
B
(0]
(0]
B
B

mMore Atomic Set Operations

Set Primitive

0x02 The First Class Pollution Taxonomy
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Class Pollution Taxonomy

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

most capable type!

€ach fype has digtinct
poliution capability!

4
Least capable hype!

0x02 The First Class Pollution Taxonomy
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Class Pollution Taxonomy T

__class__: <class "module">

__dict__: <mappingproxy>

Agnostic-Get x Dual-Set - pict

secret_key: <string> -
user: <__main__.User object>
ﬁ User: <class User>

> T

Agnostic-Get x Item-Set

— Bool

- — __class__: <class "bool">
. __: <Function User.__init_ >

|

.

Constrained-Get x Dual-Set —class_: <class "function">

__9globals__: <dict>

Agnostic-Get x Attr-Set

Function User.__init__

__class__: <class "__main__.User">

Constrained-Get x Item-Set —>

_ class__: <class "dict">

theme: "light"

email: True

Constrained-Get x Attr-Set @
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Class Pollution Taxonomy

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

e Class User

class__: <class "type">

__module_ : "__class__"

_dinit_ : <Function User.__init_ >

__dict__: <mappingproxy>

__class__: <class "__main__.User">

__module_ : "__main__"

settings: <dict>

L.

—>

Bool

_ class__: <class "bool">

Function User.__init__

__class__: <class "function">

__9globals__: <dict>

|
Qe 0
| \(‘\“/\;';'\531 ‘ | / ’
Y « A4
=

5%
o
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Class Pollution Taxonomy

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

The only one knolwn before!

Nelwly identified. in this
work!

0x02 The First Class Pollution Taxonomy
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Python Class Pollution Taxonomy

e How do we cash out? Exploitation Primitives

o Pollution Targets
o Class Pollution Gadgets
o Consequnces

0x02 The First Class Pollution Taxonomy
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Pollution Targets

What are valuable targets, and how can it change program behavior?

- Direct use: pollutes a.b and the program uses a.b latter

0x02 The First Class Pollution Taxonomy
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Pollution Targets

What are valuable targets, and how can it change program behavior?

- Indirect use: Python implicitly uses the polluted objects

e classes
class C:
def __ Iit\_( ) :
Polluting C.v | Attvibute Lookups
@classmethod
def other( ) :
cls.v

0x02 The First Class Pollution Taxonomy 47



Pollution Targets

What are valuable targets, and how can it change program behavior?
- Indirect use: Python implicitly uses the polluted objects

e® classes e Modules

mod_a
def f():
globaljv

‘Polluting mod._a.v v

from mgd_a import v;
\Y;

0x02 The First Class Pollution Taxonomy
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Pollution Targets

What are valuable targets, and how can it change program behavior?
- Indirect use: Python implicitly uses the polluted objects

e® classes e Modules e Functions

def £&. v="helloworld"):
def Q) :

'Po“u-"il\g pass
. globalg [V’
f_g —[ ] from mgd_a import v; ’PO“U‘\'i'\g

i . WwdefaMs_ [«v’)
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Pollution Targets

What are valuable targets, and how can it change program behavior?
- Indirect use: Python implicitly uses the polluted objects

e classes e Modules e Functions e Function Closures

def f(v):
def g(3=

'PO“U"'i"g return g
g.__cosure  [i).cel' contents

0x02 The First Class Pollution Taxonomy
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Pollution Targets

What are valuable targets, and how can it change program behavior?
- Indirect use: Python implicitly uses the polluted objects

e classes e Modules e Functions e Function Closures

def f(v):
def g(3=
opo“u.‘-i"g \;eturn g
g.__closure _[i).cell contents We need 6adgets!
sink(v)
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Class Pollution Gadgets

Definition: A class-pollution gadget is a piece of existing code that reads a
polluted value to a security-sensitive sink.

0x02 The First Class Pollution Taxonomy
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Class Pollution Gadgets

Definition: A class-pollution gadget is a piece of existing code that reads a
polluted value to a security-sensitive sink.

Where does it come from?

e Standard libraries => Universal Gadgets
e Third-party dependencies
e Application code

0x02 The First Class Pollution Taxonomy
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Universal RCE Gadgets #1: webbrowser, antigravity

cpython/blob/3.14/Lib/webbrowser.py

_browsers
_tryorder

{3 class GenericBrowser:
[] def __init__ (self, cmd):

jg g

&

self.name, *self.args = shlex.split(cmd)

def open(url):
register_standard_browsers()

i def open(self, url):
for name in _tryorder:

argv = [self.name] + [

browser = _browsers[name.lower()] arg.replace("%s", url)
if browser.open(url): for arg in self.args
return True 1

subprocess.Popen(argv)

def register_standard_browsers(): return True

global _tryorder

for ecmd in os.environ["BROWSER"].split(os.pathsep):
_browsers[cmd.lower()] = GenericBrowser(cmd)
_tryorder.append(cmd)

0x02 The First Class Pollution Taxonomy
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Universal RCE Gadgets #1: webbrowser, antigravity

cpython/blob/3.14/Lib/webbrowser.py

_browsers
_tryorder

def open( ):

Trigger code:

import webbrowser
webbrowser.open(url)

oY

import antigravity

0x02 The First Class Pollution Taxonomy
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Universal RCE Gadgets #1: webbrowser, antigravity

cpython/blob/3.14/Lib/webbrowser.py

_browsers = {}

_tryorder = []

def open(url): Polluirble via Class Pollution:
os.environ[“BRrowser”] =
“gh -c ‘echo plwned’”

for cmd in os.environ["BROWSER"].split(os.pathsep):

0x02 The First Class Pollution Taxonomy
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Universal RCE Gadgets #1: webbrowser, antigravity

cpython/blob/3.14/Lib/webbrowser.py

_browsers = {}
_tryorder = []
def open(url): Flow 1o Hhe sink!

subprocess.Popen(argv)

for cmd in os.environ["BROWSER"].split(os.pathsep):

0x02 The First Class Pollution Taxonomy
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Consequnces

Based on different sinks, class pollution could lead to:

e Data-flow Hijacking
o Injection-based vulnerabilities, e.g., RCE, XSS, etc.
o Authentication bypass, e.g., by overwriting secret keys
o DoS, e.g., overwriting a callable target with a non-callable value

e Control-flow Hijacking
o Manipulating security checks
o Gadget chaining: activate additional gadgets

0x02 The First Class Pollution Taxonomy
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0x03 ' Pyrl: Detecting Class Pollution In-the-Wild
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Challenges

Why Existing Tools Miss Class Pollution?
e No more classic sinks!

Existing Python taint analysis tools (Pysa, Pyt, CodeQL) follow a
source-to-sink model designed for classic injection vulnerabilities.

e Requires tracking multiple intertwined data flows at the same time!

From input to resolved objects, keys and values.

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

Key Insight: Operational Taint Analysis

e Using a set of fine-grained, expressive labels that track from attackers’
input to sinks through “Get” and “Set” primitives.

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

I T_INPUT®
I T_ENUM
I T_KEY
I T_0B)
I G_ATTR®

I G_ITEM®

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “
Split
Operation

B T _KEY

B T OB

B G_ATTR®

B G_ITEM®

Pearl ) They are operational)

# main.py
def update(user, input):
for key, value in input.items():
if isinstance(value, dict):

if isinstance( , dict):

update( [key], value)
else:
update(getattr( , key), value)
elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “
B T INPUT®
Enumerate
Operation
B T _OB)
B G_ATTR®
B G_ITEM®

Pearl”) They are operational)

def update(user, input):
for key, value in input.items():
if isinstance(value, dict):

if isinstance( , dict):

update( [key], value)
else:
update(getattr( , key), value)

elif isinstance( , dict):
[key] = value
else:

setattr( , key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “
B T_INPUT®
B T_ENUM
Getlterp
Operation
B G_ATTR®

” %y
Pearl”) They are operational)
# main.py
def update(user, input):
for key, value in .items():
if isinstance(value, dict):
if isinstance( , dict):
update(usexr[key], value)
else:
update(getattr(user, key), value)
elif isinstance( , dict):
[key] = value
else:
setattr( , key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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1 - v “ ” Ty
Our Solution: Pyrl (/p3:rl/, “Pearl”) Theyy are operationall
B T_INPUT® # main.py
def update(user, input):
B T_ENUM for key, value in .items():
if isinstance(value, dict):
if isinstance( , dict):
GetAttr update(user[key], value)
Operation else:
update(getattr(user, key), value)
elif isinstance( , dict):
[key] = value
else:
[ G_ITEM“ setattr( , key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”) They are operationall

B T_INPUT® T_OBJ A (G_ATTR*Y G_ITEM®)

def update(user,.input):

B T_ENUM T_OBJ A G_ITEM®

B T KEY if fisinstance| , dict):

update(usexr[key], value)
else.
update{getattr(user, key), value)

Branching T_OBJ A G_ATTR®

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

What arve their

elif isinstance( , dict):
user[key] = value
else:

setattr(usexr, key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

elif isiistance( , digt):
user[key] = value
else:

setattr(usex, key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

elif isiistance( , digt):
user[key] = value
else:

setattr(usex, key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Our Solution: Pyrl (/p3:rl/, “Pearl”)

Agnostic-Get x Dual-Set

Agnostic-Get x Item-Set

Agnostic-Get x Attr-Set

Constrained-Get x Dual-Set

Constrained-Get x Item-Set

Constrained-Get x Attr-Set

else:
setattr(usexr, key, value)

0x03 Pyrl: Detecting Class Pollution In-the-Wild
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Applying Pyrl In-the-Wild

Dataset:
e 69,361 GitHub repos (>100 stars) (crawled in Jan 2025)
e 602,114 PyPI packages (crawled in March 2025)
e Total: 671,475 real-world Python programs

Alerts reported Manually verified True zero-days

CVEs assigned

868 84 47

7
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Class Pollution Distribution

Pollution Primitive breakdown

Constrained-Get x Attr-Set
Agnostic-Get x Dual-Set
Agnostic-Get x Item-Set
Agnostic-Get x Attr-Set
Constrained-Get x Item-Set

Constrained-Get x Dual-Set

0x02 The First Class Pollution Taxonomy
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Class Pollution Distribution

Pollution Primitive breakdown

Constrained-Get x Attr-Set

Agnostic-Get x Item-Set
Agnostic-Get x Attr-Set
Constrained-Get x Item-Set

Constrained-Get x Dual-Set

I 677

- E

| b4 The only one known before!
J 2

|

0x02 The First Class Pollution Taxonomy
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Class Pollution Distribution

Pollution Primitive breakdown

Agnostic-Get x Dual-Set

Al others are
nelly identified in Hhis
work}
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See our Wiki and Gihtub repo!

Results

https://class-pollution.github.io https://github.com/jackfromeast/python-class-pollution

README
Class Pollution Wiki

Vulnerability Catalog

Overview The full list of confirmed vulnerable Python packages. Assigned CVEs and end-to-end exploitation
Taxonomy walkthroughs are on the Showcases & CVEs page.

Get & Set At .

ot & Set Atomics Each application name in the table below links to its directory under cp-collection/ in the
Pollution Primitives repository, which contains the metadata and the proof-of-concepts for that case.
Pollution Targets

Classes Vulnerable packages

Modules

Functions Application Reach  Stars Version Get Foundby  Status

Gadgets ComfyUl Remote latest Constrained Pyrl Reported .
RCE Gadgets Python Class Pollution
ragfiow Remote latest Constrained Pyrl Reported
XSS Gadgets

Auth Bypass Gadgets smalageiits Remote V140 Sanshralned il Reported This repository contains Pyrl (/pa:rl/, "Pearl"), an automated detection tool for Python class pollution, together with

DoS Gadgets taipy Remote v4.03 Constrained Pyrl Fixed the datasets, pollution probing tools (lib/polluter), and the source of the project website.

Tool
sd-webui-

Pyrl controlnet Remote latest Constralnied Pyl Reported Python class pollution is a vulnerability class where untrusted input modifies unintended Python runtime objects via

Polluter bl reflective attribute or item lookups. Successful exploitation can lead to RCE, authentication bypass, XSS, DoS, and
stable-diffusion-
Showcases & CVEs et Toros Remote latest Canstrained L Reparted token leakage. See the project site and the wiki for the taxonomy, targets, gadgets, and showcases.
Catalog
mesop Remote X 0.13.0 Constrained Pyrl Reported
Showcase Walkthroughs

Install

Defonse docarray Remote & latest Constrained Pyrl Reported

d; a Remote . 0.61.0 A ti Pyrl Reported . . .
i emete onoste i epore Pyrlis a Python package ( pyrl ) that drives CodeQL. You will need:

fastapi-amis-
Remote . latest Constrained Pyrl Reported
admin « Python >= 3.10

pytest-sftpserver  Remote 13.0 Agnostic Pyrl TOoDO o The CodeQL CLI on your PATH (or referenced from the config)
open-interpreter  Local 63.5€ Constrained Pyrl Reported e uv (recommended) or pip
minGPT Local 24.3K Constrained Pyrl Reported

Clone and set up the environment:
zipline Local 19.8€ Constrained Pyrl Reported
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0x04 | Real-World Zero-Day Case Studies
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Two-way data bindings between frontend user
interactions and backend program states

components update =
>

Framework
Backend

/ Type: .
[ hello@worid |

0x04 Real-World Zero-Day Case Stuides
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Case Study #1: Django-Unicorn (CVE-2025-24370)
Adtacker-contyolled!

Two-way data bindings between frontend user -
interactions and backend program states o
e def set_property( , hame_str, value):
// names = .split(".")
se for idx, name in enumerate(names):
components update - if hasattr( , hame):
- E if idx == len(names) - 1:
setattr( , hame, )
0 else:
= getattr( , hame)
Framework elif isinstance( , dict):
Backend if idx == len(names) - 1:
// Type: \\ \\\ corflponent[name] = value
N else:
[ hello@world ] \\\ component = component[name]

N

Agnostic-Get x Dual-Set

0x04 Real-World Zero-Day Case Stuides T\,pe!
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Consequence #1: Denial-of-Service via Decorator Corrp

ink_ . globals__time
d = POLLUTED

@timed
def _call_method_name( ) ->

Any:

© Jdemojexplot (-zsh)

ash (python) E
Mveny) + exploit

)+ demo main) x bash run.sh

+] Installing dependencies

C J A new release of pip available ->
1 To update, run

+] Starting Novaart deno at http://localhost: 5000

*] Exploit scripts available in exploit/

- poc-ree.py (RCE via os.environ.BRONSER + a
ntigravity)
poc-dos. py (Dos via timed decorator overwr

ite)
- poc-auth-bypass.py  (Auth bypass via SECRET_KEY ove

- poc-xss-stored. py (Stored XSS via MORPHER_NAMES +
json_script)
poc-xss-reflected.py
r overwrite)
poc-xss-errorpage.py  (Stored XSS via Django error pa
ge template)
- run-all.py (Run all exploits sequentially)

lected XSS via bs4 sanitize

R

Press CtrlsC to stop
Performing system checks

System check identified no issues (0 silenced)

May 13, 2026 - 04:38:09

D version 5.2.14, using settings 'settings
Starting development server at http://0.0.0.0:8000/
Quit the server with CONTROL-C

WARNING: This is a development server. Do not use it in a pr
oduction setting. Use a production WSGT or ASGI server inste
ad.

For more information on production servers see: https://docs
djangoproject..com/en/s.2/howto/deployment/

ution

@ NovaMart —Moder E-Comm: X+ v

@ 127.0.0.1:8000 b % » A0 2

NovaMart

'SUMMER COLLECTION 2025
Discover What's New

Curated products from top brands. Free shipping on orders

over $99.

Al Categories

Featured

Price:
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Consequence #2: Stored XSS by Overwriting BeautifulSoup Entity Map

in-__.__ globalg__.sys.modw
les.bgd.dammit.entitySubstitu
Hon.CHARAGTER TO_XML_ENTI
TY.¢=
<imglsrc=1 onervor=alert >
CHARACTER_TO_XML_ENTITY = {
: "apos",
e "quot" ’
"&": "amp" ’

n<n: "1t",
"gt",

v

bash (python) © - .Idemofexplot (-zsh)

- deno main) x bash run.sh Mvenv) » exploit
[+] Installing dependencies

[ 1 A new release of pip available ->
r 1 To update, run
[+] Starting NovaMart demo at http://localhost:8000

[*] Exploit scripts available in exploit/:

(RCE via os.environ.BRONSER + a

(DoS via timed decorator overwr

- poc-auth-bypass.py ~ (Auth bypass via SECRET_KEY ove
rwrite)
poc-xss-stored.py (Stored XSS via MORPHER_NAMES +

json_script)
oc-xss-reflected.py ~ (Reflected XSS via bs4 sanitize
r overwrite)

poc-x: (Stored XSS via Django error pa

un-a (Run all exploits sequentially)
[¥] Press CtrlsC to stop
Performing system checks

Systen check identified no issues (0 silenced)

May 13, 2026 - 04:38:43

Django version 5.2.14, using settings 'settings'
Starting development server at http://0.0.0.0:8000/
Quit the server with CONTROL-C

WARNING: This is a development server. Do not use it in a pr
oduction setting. Use a production WSGI or ASGI server inste
ad.

For more information on production servers see: https://docs

ject.con/en/s.
GET / HTTP/1.1" 200 61871
"GET /static/unicorn/js/unicorn.min.js HTTP/1.1" 304 0

@ NovaMart —Modem E-Comm: X + v

© 127.0.

w* » A0 2

'SUMMER COLLECTION 2025
Discover What's New

Curated products from top brands. Free shipping on orders
over $99.

Al Categories

Featured
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Consequence #3: Authentication Bypass by Overwriting Django Secret Key

©@® O NovaMart—ModemE-Com: X +

€ > G O 127.001:8000 * BRI O i

‘SUMMER COLLECTION 2025
Discover What's New

Curated products from top brands. Free shipping on orders
over $99.

in-__.__ globalg__.sys.modw
\es django femplate.backends
-.django.settings.Seceer_vey

m\_secret _key

SECRET_KEY ¢

tegory:  All Categories

Default: ' * (Empty string)

Featured

A secret key for a particular Django installation. This is used to provide cryptographic signing, and should be set to a unique, unpredictable value. 0

django-admin startproject automatically adds a randomly-generated SECRET_KEY to each new project.

Uses of the key shouldn't assume that it's text or bytes. Every use should go through force_str() or force_bytes() to convert it to the desired type.

Django will refuse to start if SECRET_KEY is not set.
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Consequence #4: RCE by Polluting Location Cache and OS ENV BROWSER

bash (python)

D demofexplot (-z3h) -
- - 4 @ NovaMart —Mode E-Comm: X + -
}+  demo main) x bash run.sh Mvenv) » exploit main) x |
[+] Installing dependencies. .. S5 G O 127.001:8000 S % % A O 2
[ 1 A new release of pip available >
] To update, run: NovaMart
[+] Starting NovaMart demo at http://localhost:8000
[*] Exploit scripts available in exploit/
poc-rce.py RCE via os.environ.BROWSER + a

ntigravity)

- poc-dos.py (DoS via timed decorator overwr
ite)

SUMMER COLLECTION 2025
- poc-auth-bypass.py (Auth bypass via SECRET_KEY ove
)]

H 1
Discover What's New
- poc-xss-stored.py (Stored XSS via MORPHER_NAMES +

json_script)

Curated products from top brands. Free shipping on orders
over $99.
poc-xss-reflected.py  (Reflected XSS via bs4 sanitize
r overwrite)

rwr

- poc-xss-errorpage.py
ge template)
- run-all.py

(Stored XSS via Django error pa

(Run all exploits sequentially)
[*] Press Ctrl+C to stop
Performing system checks. ..

System check identified no issues (0 silenced)
May 13, 2026 - 04:37:20

Django version 5.2.14, using settings 'settings’
Starting development server at http://0.0.0.0:8000/
Quit the server with CONTROL-C

WARNING: This is a development server. Do not use it in a pr
oduction setting. Use a production WSGI or ASGI server inste
ad.

For more information on production servers see: https://docs

All Categories
.djangoproject . com/en/5.2/howto/deployment/
0

Featured
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Case Study #1: Django-Unicorn (CVE-2025-24370)

Consequence #4: RCE by Polluting Location Cache and OS ENV BROWSER

&\'ep 1:
__ini_ . globalg_.location cache. Cache data.tod
o = [“antigravity”, “any”)

Trigger the universal RCE gadget in
webbrowser/antigravity std library

Step 2:

ind-__._ globalg__.sys.modules.os.environ

= #foin/sh -c \"™touch Amplplwned \" #%bs”

0x04 Real-World Zero-Day Case Stuides

84



Case Study #2: Taipy (CVE-2025-30374)
Attacker-controlled!

- - gui._get_data_scope() -‘
ae

Req #1 e

AR
@ ~ https://github.com/Avaiga/taipyAlflob/5c56F125qphab02a260eee88503e
‘-) se e480ac933f7e/taipy/gqui/utils/_atVWributes.py#L5B-L58
B def _attrsetter(obj: object, Elatalyes: str, JERME: object):
\\ var_name_split = attr_str.split(sep=".")
Server-side \\ for i in range(len(var_name_split) - 1):

Programs sub_name = var_name_split[i]
obj = getattr(obj, sub_name)

setattr(obj, var_name_split[-1], value)

Conglvained-Get x
Adtr-Set Type!
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Case Study #2: Taipy (CVE-2025-30374)
Attacker-controlled!

- - gui._get_data_scope() -‘
ae

Req #1 e

AR
@ ~ https://github.coli/Avaiga/taipyilflob/5c56f125aPpab02a260eee88503e
‘-) ae e480ac933f7e/taipy/qui/utils/_atV¥ributes.py#L5B-L58
B def _attrsetter(fJJ]: object, Elatayey: str, JERME: object):
\\ var_name_split = attr_str.split(sep=".")
Server-side \\ for i in range(len(var_name_split) - 1):

Programs sub_name = var_name_split[i]
obj = getattr(obj, sub_name)
setattr (fI§], var_name_split[-1], value)

However, the obj (from data scope) by default only has a very Conglvrained-oet x
limited number of objects and cannot directly lead to RCE. M“""s 2 ‘T‘ ‘P E\
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Case Study #2: Taipy (CVE-2025-30374)
Can we trigger other APIs to bring move useful

objects 1o the scope?
ae
AR Req #1 se . . .
@ ~ https://github.coli/Avaiga/taipy/blob/5c56f125a2bab02a260eee88503e
‘-) ae e480ac933f7e/taipy/qui/utils/_attributes.py#L53-L58
B def _attrsetter(fJJ]: object, Elatayey: str, JERME: object):
\\ var_name_split = attr_str.split(sep=".")
Server-side \\ for i in range(len(var_name_split) - 1):

Programs sub_name = var_name_split[i]
obj = getattr(obj, sub_name)
setattr (fI§], var_name_split[-1], value)

However, the obj (from data scope) by default only has a very Conglvrained-oet x
limited number of objects and cannot directly lead to RCE. M“""s 2 ‘T‘ ‘P E\
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Case Study #2: Taipy (CVE-2025-30374) From Req #2

def table_on_edit(self, state, var_name, payload):
setattr(state, var_name,
self._get_accessor().on_edit(getattr(state, VEFaELE), payload))

class State(SimpleNamespace):
Req #2 def __getattribute_ (self, name: str) -> t.Any:
with self._notebook_context(gui), self._set_context(gui):
encoded_name = gui._bind_var(name)
return getattr(gui._bindings(), encoded_name)

go

. \
Server'5|de \ def _bind_var(self, var_name: str) -> str:
if var_name in self._get_locals_bind().keys():
Programs bind_context = self._get_locals_context()

if not hasattr(self._bindings(), encoded_var_name):
bind_locals = self._get_locals_bind_from_context(bind_context)
self._bind(encoded_var_name, bind_locals[var_name])

return encoded_var_name

Bring move values+to
" l ‘ \ def _bind(self, name: str, value: t.Any) -> None:
swpe- setattr (ARG EiEI e <I®], name, value)
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Case Study #2: Taipy (CVE-2025-30374)

def table_on_edit(self, state, var_name, payload):
setattr(state, var_name,

self._get_accessor().on_edit (fETiasdtr i ALY, payload))

AR Req #2 se
‘\')) . P -
L .o Bring more values ‘o
\
Server-side \ the scope-

Programs
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Case Study #2: Taipy (CVE-2025-30374)

def table_on_edit(self, state, var_name, payload):
setattr(state, var_name,

self._get_accessor().on_edit (fETiasdta it ALY, payload))

A Req #2 se
‘\')) a P o
- ] None Bring more valuesto
\
Server-side \ the datz scope.

Programs
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Case Study #2: Taipy (CVE-2025-30374)

def table_on_edit(self, state, var_name, payload):
setattr(state, var_name,

self._get_accessor().on_edit (fETiasdla it ALY, payload))

A Req #2 se
‘\')) . _ o
- ] None Bring more valuesto
\
Server-side \ the datz scope.
Programs ‘|
\
X ftowever, it will be immediately set
\ state.var_name to None.
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Case Study #2: Taipy (CVE-2025-30374)

def table_on_edit(self, state, var_name, payload):
setattr(state, var_name,

self._get_accessor().on_edit (fETiasdla it ALY, payload))

A Req #2 se
‘\')) . P o
- ] None Bring more valuesto
\
Server-side \ the datz scope.
Programs ‘|
\
X ftowever, it will be immediately set
\ state.var_name to None.
\\
\
\
\ % Race Condition Time!
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Case Study #2: Taipy (CVE-2025-30374)

def _get_dataframe_attributes(self) -> "_Builder":
self.__gui._evaluate_expr(

ll{ll
+ f"{self.__gui._get_call_method_name('_compare_data')}"

+ ...

Req #1 .oy
O Req #2

g

Pollutable vig Class Pollution

5o

def _get_call_Method_name(self, name: str):

ey A\
Server-side ' turn " (SRS . {name}
\ return f" -{name}"

Programs |

def evaluate_expr( self, gui, expr, lazy_declare,

lambda_expr):
with gui._get_authorization():

exEr_evaluated Elleval (expr if is_edge_case else
D 0

RCE sink!
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Case Study #2: Taipy (CVE-2025-30374)

Consequence: RCE by Chaining Race Condition and Class Pollution

LK X J P
python3 demo-chatbot/main
[2025 08-25 00:24:41.441] [Taipy] [INFO] 'allow_unsafe_werkzeug' has been set to

[zozs 08-25 00:24:41.441] [Taipy] [INFO] ‘async_mode' parameter has been overrid
den to 'threading'. Using Flask built-in development server with debug mode

[2025-08-25 00: 4:41.532][Taipy] [INFO] * Server starting on http://127.0.0.1:
003

% Serving Flask epp “Taipy'
* Debu :

Setting attribute context to The following is a conversation with an AT assist
ant. The assistant is helpful, creative, clever, and very friendly.

Human: Hello, who are you?

AI: I am an AI created by OpenAI. How can I help you today

Setting attribute conversation to <taipy.gui.utils._map_c dict _MapDict object a
t 0x13ccfb970>

Setting attribute current_user_message to

Setting attribute past_conversations to []

Setting attribute selected_conv to None

Setting attribute selected_row to [1]

WARNING: root:

—— 1 warning(s) were found for page '/' in variable 'page’

- Warning 1: Table: property 'style' has been renamed to ‘row_class_name'.

&P uaoe wimn airox

157:~/D 0

(base) jackfromeast@acBook-Pro-157:

no-dot. pyl|

$ python3 rce-

¢« > ¢

© ® & 7 ® TaipyChat

Taipy Chat

Previous activities

Conversation
Who are you?

Hi! | am GPT-4. How can | help you today?

Write your message here...
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Real-world Patches for Class Pollution

e Guard during the “Get” Process
o Blocking specific dunder attributes (e.g., __globals__) or dotted keys
m Pydash’ (commit 2015f0a), Taipy (commit 20cc955)
o Blocking keys with underscore prefixes/suffixes

m Pydash? (commit 6ff0831), Django-Unicorn (commit 1761420), DeepDiff (commit
c69c06c¢), Mesop (commit 748e20d), Azure CLI (commit 05a5d8f)

o Whitelisting certain allowed attributes only

m ComfyUl (commit 3b4b171)
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Real-world Patches for Class Pollution

e Guard during the “Set” Process

o Perform type validation, which checks the resolved object's type before
assignment, rejecting writes to unexpected targets.

m Smolagents (commit 33a942e)

0x05 Mitigation and Defense

97



Conclusion

e Python class pollution is an ecosystem-wide security problem rooted in the
language design feature

e Our taxonomy reveals six distinct vulnerability types with diverse
exploitation paths, and even the least powerful primitive leads to XSS and
RCE in the wild.

e Pyrl and the wiki page (dataset, taxonomy) are open-sourced for the
community to systematically detect, triage, and exploit class pollution at
scale.
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Thank \you for your )
\

(All You Ever Wanted To Know About)
Python Class Pollution

Wi Paper Tool Dataset

What is Python class pollution?

Python class pollution is a vulnerability class where untrusted input allows attackers
to modify unintended Python runtime objects. It arises from two core Python
language features: (i) a uniform object model, where every value is an object
and objects expose references to their classes, metadata, and related runtime
state through built-in attributes such as __class__, _ base dict__, and
__globals__; and (ii) flexible reflection mechanisms, such as dynamic
getattr and setattr, which allow programs to access and modify attributes
using runtime-determined names.

The combination of these two language features becomes dangerous when a
o O program performs a sequence of reflective attribute or item lookups using attacker-
controlled names. These lookups may cause the program to traverse from an ordinary object to unintended
WI kl Page Tool & Dataset Pa er. S& P ‘26 runtime objects through those built-in attributes, and then modify their content that later affect program
p ° behavior. These modifications violate runtime integrity and can lead to severe consequences, including remote
code execution (RCE), authentication bypass, cross-site scripting (XSS), denial of service (DoS), and token
leakage.

How does it work?

Consider a common recursive update function intended to set nested fields of an object based on user input:

def update(obj, data):
for key in data:
datalkey]

getattr(obj, key), val)

Zhengyu Liu: zliu192@jhu.edu .

# Attacker payload:

Jiacheng (Gavin) Zhong: superboyzjc@gmail.com | =

If data is attacker-controlled, it can be crafted to access unintended objects by traversing Python’s built-in
attributes. In the example above, the attacker uses the key __class__ to retrieve the class object of user via
getattr , then setsits __getattribute__ method to a non-callable string. Since Python implicitly invokes
__getattribute__ for all attribute accesses, this triggers a runtime exception on any access to User
instances, resulting in a denial-of-service (DoS).

To further exploit class pollution toward severe consequences, e.g., RCE, XSS, authentication bypass, we need to
consider (i) pollution primitives (how can attacker-controlled input resolve and modify objects), (ii) pollution
taraets (what are the valuable taraets to pollute and how will they affect the Pvthon runtime). and d
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