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$ Registries

What even is an 
OCI Registry?

▸ HTTP API that stores and serves artifacts, most commonly container 

images and model files

▸ Like a web server hosting any other content

▸ Available Artifacts described by a manifest
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Example to download model blob:
curl -sSL https://registry.io/v2/model/blobs/sha256:9f2a3c8d…e41 -o 
model.gguf



Most software implements their own OCI client
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Ollama

● Exposes APIs with zero authentication

● Commonly bound to 0.0.0.0 to facilitate access

● Users can

○ pull models

○ push models

○ request inference
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Docker Model Runner

● Introduced to Docker Desktop in March 2025

● Run models locally and interact with service 

from containers

● Reachable from any container via 

model-runner.docker.internal

● Reachable locally on port 12434
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DMR - Pulling a Model
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DMR - Pulling a Model cont.
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DMR- Pulling a Model cont.
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DMR - Pulling a Model cont.
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Abusing the Auth Flow
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DMR - SSRF Demo 

https://docs.google.com/file/d/1yQPKIe--UH_g1rCGUv86NkDml_zhv4Es/preview
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Hunting SSRF in Ollama

● Ollama validates realm before sending tokens 
cross-origin

`server/auth.go`
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Hunting SSRF in Ollama

● 307 Redirects

`server/download.go`
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Credential Theft
Access Galore
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Ex: (O)llama Whisper
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Ex: (O)llama Whisper
- Attacker reads any file on the server (e.g. /etc/shadow, SSH keys)
- No login required: Ollama has no auth by default
- Ollama commonly listens  on 0.0.0.0
- Bug: a file "digest" isn't checked for ../, so the path escapes its 
folder
- Trigger: three normal API calls with a booby-trapped digest
- In Docker = runs as root → reads the whole filesystem
- Unpatched : works on latest release (0.31.1) and main, disclosed 
to Ollama multiple times
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Ex: (O)llama Whisper PoC

https://docs.google.com/file/d/1W2kG2jLMcFXZceD9coxw_EabmgRL91ty/preview
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Ex: (O)llama Whisper Current State
- Disclosed to Ollama several times ( starting  April 5 2026 )
- received a CVE 
- Publicly Exposed Ollama servers:

- Jan 2026: 175,000 over 130 countries 
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Container Escape
Abusing Docker Model Runner’s inference backends
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MLX-LM

Apple’s open source library 
for running LLMs on Apple 
Silicon
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Docker Model Runner Sandbox

`pkg/inference/backends/mlx/mlx.go`
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Docker Model Runner Sandbox

`pkg/inference/backends/mlx/mlx.go`

Its empty



NO SOCKET, NO PRIVS, NO PROBLEM   //   OCI 03 / 25

Ex: Free Willy…errrr Docker PoC

https://docs.google.com/file/d/1qRwqpMKMvSvhS0MPVvO_FTuG0idW5UKr/preview


But Wait there's more…

Some of the other OCI primitives we’ve 
discovered
▸ SSRF Family: 3XX redirects, 401 auths, etc 

▸ Producer-controlled metadata XSS Family:  stored XSS

▸ Referrers API / attestation / signature Family: DOS, Injection, bypasses

▸ Tar layer extraction Family: LFI , RFI, RCE

▸ Image config / build directive Family: RCE, DOS, RFI, LFI

▸ Parser / ACL / mediaType / digest differentials Family: injection, data leak, bypasses

▸ Cross-class compositions: above chained

Turns out, OCI can be used to perpetuate almost any traditional attack type, not just SSRF / RFI. You 

just need to find a way to embed it into your OCI artifact
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No Socket. No Privs.
No Problem.
$ questions?▊

David Rochester  ·   @davidrxchester  ·   Nicholas Gould   ·   @gouldnicholas
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