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1.
The State of Phishing



1.1 The State of Phishing

The Adversary's Comfort Zone

A 4

/
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Submit Credentials |
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! Reverse Proxy / Credential Harvester
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Fake Login Page : Token / Credentials
|
|

R Attacker



Me, sending a standard
phishing email and get reported




1.2 The State of Phishing

The Main Critical Limitations

Limited MFA Bypass Post-Login Visibility
Fails unless the victim is Zero visibility into the
actively proxied in real time. post-authentication session

phase.

Operator interaction

No module dispatch, no live
social  engineering, no
guided payload delivery.



2.

Browser-in-the-Middle



2.1 Browser-in-the-Middle
Attack Scheme that defeats MFA

Original Communication

Victim

Browser

T :

Target Server

T

Attacker
Browser



2.2 Browser-in-the-Middle

Remote Desktop

Protocol
(o )
(o )
(o )
BitM Web-Based Client
Server

Protocol Bridge



2.3 Browser-in-the-Middle

Victim Browser

<div id="screen">
<!-- Attacker Browser -->

</div>
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2.3 Browser-in-the-Middle

Victim Browser Example

. Sign in - Google Accounts X o 1
© Not Secure  hitps://google.defcon.lab/ff90bc47/?tid=IPnpR9-3A5nCVeyXwjQ37g
é \
S.gn .n [ Email or phone
Use your Google Account
y 9 Forgot email?
Not your computer? Use a Private Window to sign in. Learn more
about using Guest mode
Create account
English (United States) ~ Help Privacy Terms
" <
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2.4 Browser-in-the-Middle

Attack Flow

1.

Phishing Link Delivery

Attacker Victim
@ 1. https://gooogle.com e
|
|
|
|
|
7 \
(o ]
—3
(o ] —
\N_7
BitM Victim
Ser_ver Browser
|
|
|
‘
Attacker Legitimate
Browser Server
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2.4 Browser-in-the-Middle

Attack Flow . Victim

1. https://gooogle.com

&

1. Phishing Link Delivery

. O . /
2. Remote Browser Connection: Instead of loading a fake cme 2. httpsi/igooogle.com
cloned site, the victim instantly connect to a live, interactive ( = ] <
stream of the attacker's remote browser. N7/
BitM Victim
Ser_ver Browser

Attacker Legitimate
Browser Server
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2.4 Browser-in-the-Middle
Attack Flow

1. Phishing Link Delivery

2. Remote Browser Connection: Instead of loading a fake
cloned site, the victim instantly connect to a live, interactive
stream of the attacker's remote browser.

3. Direct Target Interaction: The attacker's remote browser
communicates directly with the legitimate target website.

Attacker

1. https://gooogle.com

Victim

Attacker
Browser

&

2. https://gooogle.com

3. https://google.com

Victim
Browser

a
»

Legitimate
Server
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2.5 Browser-in-the-Middle
Breaking the Hardened Web

|
|
|
|
Injections Blocked I E Framing Neutralized
|
|
|

Cookies Locked Down

15



3.

Reinventing BitM



3.1 Reinventing BitM
The BitM Operational Gap

e

The Academic Blueprint

The PoC Bottleneck

= Remote Browser Stream - Single Victim
= Native MFA Bypass = Lack of stability

The Tactical Gap

Non-Modular
No Persistence
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3.2 Reinventing BitM

Session Constraints

Logout invalidates victim'’s session

Client-side Desync

Static Metadata

Isolated Clipboards

Headless Browser Detection

Browser Fingerprints

I'm not a robot
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Time to level up...

Classic Phishing Browser-in-the-Middle
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4. e

Persistent P'Rmﬁ
Browser-in-the-Middle



Challenges

- The Foothold Challenge: Transforming a volatile phishing session into
a persistent browser-based control channel.

- Real-Time Realism: Eiminating interaction latency to flawlessly mirror a
legitimate user experience.

- Infrastructure Scalability

- Expanding the Offensive Surface: Engineering novel attack
vectors to automate and control live sessions.
- Weaponize Firefox extensions
- Weaponize WebSocket channel

21



4.1 Persistent Browser-in-the-Middle
WebRTC Streaming Layer

Cu

High-Performance Transport Dynamic Resolution Mapping
® WebRTC Engine ® On-the-Fly X11 Resizing
® Low-Bandwidth Resilience ® Pixel-Perfect Canvas

> 4

Near-Lossless Quality

® selkies Integration
® Zero-Delay Feedback

® Lossless Visual Stream
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4.2 Persistent Browser-in-the-Middle
WebRTC Streaming Layer - Native Cursor Hijacking k

— 4

BitM Selkies JavaScript Hook Victim Browser
————— > ——— -

Linux Cursor Runtime Hooking Native Alignment
(X11/Debian Style) Hides base64 cursor CSS Local Render
Default Selkies behavior leaks Drops the remote cursor Client-side CSS maps standard
the BitM host OS cursor style graphics and strips server-side properties (e.g. cursor: pointer)

(e.g., Linux X11). artifacts. to force local OS rendering.
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4.3 Persistent Browser-in-the-Middle
WebRTC Streaming Layer - Native Cursor Hijacking k

2

// if (window.webrtcInput && typeof window.webrtcInput.updateServerCursor === 'function') {
// window.webrtcInput.updateServerCursor(cursorData);
/S

if (cursorData.curdata) {
switch (cursorData.curdata) {

case DEFAULT_CURSOR:
overlayInput.style.cursor = cursorData.type || 'default';
break;

case TYPE_CURSOR:
overlayInput.style.cursor = cursorData.type || 'text';
break;

case POINTER_CURSOR:
overlayInput.style.cursor = cursorData.type || 'pointer';
break;

default:
overlayInput.style.cursor = "default";
break;

1.

Server-Side Decoupling: Disabled the
legacy server-to-client cursor update.

Dynamic Client-Side Rendering:
Intercepted the victim's cursor
state (curdata) and dynamically
injects the matching CSS cursor

type.
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4.4 Persistent Browser-in-the-Middle

The WebSocket Control Channel

>_ Attacker Server

N

& Victim Browser

TLS WEBSOCKET (WSS) CHANNEL

Force Download Files

Push and execute automated, silent file downloads on the target
host.

Client-side Sync

Dynamically synchronizes the attacker’s browser tab title and
favicon with the victim’s browser.

Real-time JavaScript Injection

Forces execution of arbitrary JavaScript commands directly
inside the active victim’s browser and manipulating DOM.
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4.5 Persistent Browser-in-the-Middle
The WebSocket Control Channel - Client-side Sync

o

3 ¥

ame —>
BitM

Attacker Browser Tl

Victim Navigation
Interception WebSocket

Captures victim’s navigation, S R A R UEtel

tab states, and URL changes
in real time.

Victim Browser

Real-Time Client
Synchronization

Instantly forces matching
tab titles and favicons on
the client side.

26



4.6 Persistent Browser-in-the-Middle

The BitM Advantage

Owning the execution server grants unrestricted, real-time visibility over every interaction.

Total Interaction Visibility Operational Supremacy

- Active Session Takeover: Allows the
operator to take the full control over
the victim’s session.

- Native Keylogging

- Victim Session Recording: Enables
real-time screen capture and full
session recording.
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4.7 Persistent Browser-in-the-Middle
The Hardened Kiosk Jail

The Baseline BitM Strategy

Forcing the victim into a hardened, single-application sandbox using native browser containment.

The Lockdown The Operational Impact
- No Address Bar & Navigation - Sandbox: Forces interaction solely
- No Window Controls with  the  target application,
- No Browser Menus (toolbars, preventing the victim from exiting the
settings, and context menus) browser.

- Maximized Realism: the session
seamlessly mimics a native desktop.
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4.8 Persistent Browser-in-the-Middle
The Hardened Firefox Kiosk Jail

The Advanced P-BitM Strategy

“Y \ Moving beyond native Kiosk limitations to forge a surgically tailored, unbreachable browser
environment.

Engine Lockdown
Surgical Ul Tailoring
- Enterprise Policies: Disable default

- Direct CSS Manipulation Firefox features and block dangerous
(userChrome.css): Create a internal protocols (like about: and
custom ad-hoc phishing file:///).
browser. - User Preferences (user.js): Force

specific operational settings.



4.9 Persistent Browser-in-the-Middle
Weaponizing Firefox Extensions

“N

Server-Side Vantage Point Native Core

Custom Firefox extensions Weaponizing standard API layers

Total Traffic Governance

Act as a proxy
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o.
P-BitM

The First Operational Framework




5.1 P-BitM

Core Infrastructure

S

Attacker

(3 ADMIN DASHBOARD

\4

Admin
Dashboard
(localhost)

Admin
Backend

=

SQLite DB

©) ©) ©)
M ™/ ™
Victim Victim Victim

<
_gjO

_J
S

Traefik Proxy
(public)
-
‘ & CAMPAIGN CONTAINER
Y
| PUBLIC API

—= | AN &

a |

Tracking API

Tracking API WebSooket Private API
-
P
‘ & CAMPAIGN CONTAINER
@ap
PUBLIC API
i A @

WebSocket

&]%_f

Private API

A VICTIM CONTAINERS

& @

Vietim Vietim
Container Container
Vietim Viotim
Container Container
2\ VICTIM CONTAINERS
Vietim Victim

Container Container

¥
Vietim Victim
Container Container

</
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5.2 P-BitM

Engineering a Scalable BitM Platform

Victim Containerization

On-demand isolation: One isolated
Docker  container per target
campaign and victim.

Zero crosstalk: Dedicated isolated
browser with its own session state.

J

REST: Campaign orchestration and
backend state automation.

APIs

Data Channels: Private endpoints to
manage exfiltrated session state.

>

. >

WebRTC Streaming Layer

Selkies WebRTC: High-performance
real-time transport layer.

Near-lossless latency: Near-lossless
visual stream for long-running
sessions.
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6.

Operator Console &
Live Session Control



6.1 Operator Console & Live Session Control

Gophish-style Campaign Management

Target & Scheduling

Define user groups, target
profiles, and automated
launch windows for
targeted campaigns.

DNS & SMTP

Handle automated email
delivery to initial targets
using  custom  SMTP
profiles and dedicated
domains.

Tracking

Continuous monitoring of
email delivery, open rates,
and malicious link
interaction.

Target Domain Binding

The platform spins up a
headless browser instance and
shares the remote desktop to
the victim.
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6.2 Operator Console & Live Session Control

Admin Dashboard

Campaign Management Real-Time Session Control

Streamlines the creation,

centralized interface.

deployment, and
tracking of targeted phishing operations from a

Provides live monitoring and direct interaction
with active victim browser sessions as they
happen.

Modular Extension Engine
Create custom Firefox extensions and tailored

client-side modules to expand operational
capabilities.
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‘what P-BitM
ctually do...

£

Timetos




6.3 Operator Console & Live Session Control
Admin Dashboard - Campaign Creation + MFA Bypass - DEMO 1

fooo -+ = smvasmbons

<

> c

x o+

© NotSecure  htps://127.0.0.1:8443/campaigns.

N

| P campaigns

A

RESOUR!

& Email Templates

CcEs

@ Landing Pages

< SMTP Profiles

ATTACK:

s

4  Modules

© Plugins

TARGET:

s

42, Target Lists

9

3

Toggle Theme

Logout

<

Campaigns

Manage your phishing campaigns

No campaigns yet

Create your first phishing campaign to get started

+ Create Campaign

~+ New Campaign

v @ Soogle x +

€ 9 © % googlecom

Google

+

Google Search I'm Feeling Lucky

Google offered in: ltaliano

About  Advertising  Business  How Search works

Privacy ~ Tems  Settings
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6.4 Operator Console & Live Session Control
Admin Dashboard - Real-Time Monitoring - DEMO 2

00 v % HiMDube B + T © Sonn-Gogercoms X+
€ 5 C  ©NotSecue hutps[127.0.0.1:8443/campaigns/cfdd93b8 & 3 @ ©Notseue i X
% < > Campaigns > DEF CON 34
[ campaigns < eaie DEF CON 34 () Stop Campaign | | &, Export
Resources

£ Created: 12Jul2026,21:25 O Duration: 45s

B Email Templates

@ Landing Pages

Live Now 1active View All > G
<J SMTP Profiles
Victim DEF CON 34 ° At
i . Signin
victim.defcon34@gmail.com
ATTACKS Use your Google Account
4 Modules
o h
© Plugins Live Session Forgot email?

Not your computer? Use a Private Window to sign in Learn more

£, Target Lists

= All Targets 2 OfSearchictine, e R TE— wo pay  Tems
Status Victim Tracking Link First Activity Last Activity
Victim DEF CON 34
@Active  victim.defcon34egmail.com https://google.defcon. lab/cfdd. 24sag0 155 ago Monitor (4
15110112991
Toggle Theme
§ John Doe
O Offline https://google.defcon.lab/cfdd..  (© NA NA View ®

john. doe@example . com
[> Logout
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Weaponizing Firefox
Extensions



7.1 Weaponizing Firefox Extensions

The Architecture of Firefox Extensions

DOM Access
Content Scripts = = = = = — — — - -
I
l
|
\
Native APIs
Background Context = = = = = = = = = -

browser .webRequest
browser.downloads
browser.cookies

Web Page

Network / Storage / Downloads
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7.2 Weaponizing Firefox Extensions
Dynamic Credential Interception & Cookie Harvesting

POST /login
Web Page / Login Form @ = = = = = = = = = > Target Auth Server

Intercept Request Intercept Response

Creds & Cookie
Background Context = = = = = = = = - - > Exfiltration

browser .webRequest.onBeforeRequest

browser .webRequest.onHeadersReceived
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7.3 Weaponizing Firefox Extensions
In-Flight Data Manipulation

Page Loading
WebPage = = = = = = = = = — > Web Page with IBAN

Replace IBAN

_—e—— o == = =)

Native APIs
Background Context = = = = = = —

browser.tabs.executeScript

o
11
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7.4 Weaponizing Firefox Extensions
Preventing Sandbox Bypasses by Restricting Firefox Shortcuts

Web Page

| Keydown event
|
\

Shortcut detected
Background Context =~ = = = = = = — > Prevent Shortcut
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7.5 Weaponizing Firefox Extensions

File Hijacking & Download Interception

Download Button
WebPage @ - = = = = = = = = = >

Standard Download Stream
Invoice.pdf

Native APIs

Background Context =~ = = = = = = — — — > File Exfiltration & Manipulation

browser.downloads.onCreated
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7.6 Weaponizing Firefox Extensions

<

foeeo - & oMo x +

(]

Py

>

© NotSecure  hitps:[127.0.0.1:8443/campaigns/dafcabecvictims/a1sb3d2f

a15b3d2f
Campaigns & o= @
Victim DEF CON 34
B victim. defcon34@gmail.com
172.217.23.67
Email Templates [ ¥°]
Landing Pages

33 Live Control

Stream Screenshot

Webcam

SMTP Profiles

© 70s08PM |8
Modules .

Plugins

Target Lists

Toggle Theme

Logout

¥ & Home- Google Drive

© Notsecure

Welcome to Drive

PHISHING URL

https://google.defcon.lab/d4fc: ©

2. People ~

& Export

Live Keylog © Recording

&, Export Q  Search keylog.

[SESSION STARTED: 2026-07-
13T17:05:50.458016+00: 00]
Campaign: d4fcab6c | Victim: al5b3d2f

[-—- 2026-07-13 17:06:20 -—-]
victim.defcon34 [shift] [shift] @gmail.com
[alt] [ctrl] v

[--- 2026-07-13 17:06:36 -—-]
330584

[-—- 2026-07-13 17:06:57 -]
[ol] Toipll lobifil

Modified ~

© Location -
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7.7 Weaponizing Firefox Extensions
Persistence Logout

POST /logout
WebPage @ - = = = = = = = = = > Target Auth Server

Intercept Request

= = = =

Native APIs
Background Context =~ = = = = = = — — — >

browser .webRequest.onBeforeRequest

Deleting cookies to
simulate logging out
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7.8 Weaponizing Firefox Extensions
Persistence Logout - DEMO 4

©®® v & BiMDashboard

]

Toggle Theme

(> Logout

\

D R L e ———

> Campaigns > DEF CON 34

Status Victim Tracking Link

ilinDEE CON34

First Activity Last Activity

v @ Sinin-GoogleAccounts X+

G @ Notsecure

R Campaigns < eatve DEF CON 34 O Stop Campaign &, Export
RESOURCES
B Created: 13 Jul 2026,19:45 ~(© Duration: 26s
& Email Templates G
Landing Pages o SI nin
® B ® Live Now 1active View All > 9
Use your Google Account
<] SMTP Profiles
Victim DEF CON 34 © oD
victim.defcon34@gmail.com [ |
ATTACKS
Forgot email?
4 Modules l;l
Not your computer? Use a Private Window to sign in. Learn more
O Plugins Live Session about using Guest mode
TARGETS
£, Target Lists
Engiish (Urited States) Help  Privacy  Terms
2 All Targets Q Search victims... All Status v
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8.
Hook like a BeEF

Arbitrary JavaScript Execution
via WebSocket Streams



8.1 Hooking like a BeEF
Old but Gold

Persistent WebSocket Channel

Establishes a WebSocket channel allowing the operator to
push dynamic, unconstrained JavaScript payloads directly
into the victim's browser context in real time.

Hardware & Environment Access

Abuses built-in HTMLS capabilities and native browser APIs

to capture live media
environmental metadata.

streams

and harvest

host
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8.2 Hooking like a BeEF
The ClickFix Technique

Dynamic DOM Manipulation: [ G https://google.com -‘

Overlaying the current page layout to inject

. L. Verify you are human by completing the action below.
highly realistic, context-aware error prompts
or fake update alerts.

Verifying... CLOUDFLA

To better prove you are not a robot, please:

1. Press & hold the Windows Key &£ + R.
2. In the verification window, press Ctrl + V.

. . . . . 3. Press Ent keyboard to finish. ; i
SOCIG' Englneerlng Dellvery: https://google.com needs fessi=ntenonivoukeyooarciiogin s tion before proceeding.

You will observe and agree:

ForCing the browser to display urgent @ am not a robot - reCAPTCHA Verification ID: 146820
operational instructions that prompt the user
to execute malicious commands on their -

host system.

Ray ID: 9aa58257fd76e378

Performance & security by Cloudflare y

51



8.3 Hooking like a BeEF

Toggle Theme Credential Harvesting ~ 1param

(> Logout

O MyDrive

foeeo - & oMo x +  Home - Google Drive
< © O NotSecurs  hitpsy127.0.01:8443/campaigns/dafcabeeictims/alsb3d2t © Not secure
< [alt] [ctrl v
Welcome to Drive
[--- 2026-07-13 17:06:36 -—-]
330584
R campaigns
[-—- 2026-07-13 17:06:57 -—-] 2 People - £ Modified ~ © Location ~
[alt] [ctrl] [shift]
[—- 2026-07-13 17:07:17 ——1
[alt] [ctrl] [shift] M defconjpg
Email Templates -
Landing Pages
SMTP Profiles
<> Console le Outputs 8 Data O Files 1, Upload @ Cookies |~ Timeline
Attack Preset Library + Add Custom Script
4  Modules
CAMPAIGN MODULES
© Plugins
Fake KYC Verification Network Scanner
Clickfix
9 ) Display entity verification
I i
Execution 1param
£, Target Lists Social Engineering  1param Reconnaissance 3 params
Credential Harvester
opup to ha
&

B cefeonjog

52



8.4 Hooking like a BeEF
The Fake KYC Bait

Real-Time Identity Harvesting:

Injecting a rogue, convincing Know Your Customer (KYC)
verification overlay to trick the user into allowing access
to the webcam and microphone.

Hardware API Hijacking:
Programmatically invoking and controlling the victim’s
webcam and media streaming capabilities directly
through the WebSocket channel.

O IDENTITY VERIFICATION

Verifying your identity

Keep your face inside the oval and hold still

qul‘r.‘

B \
D ]

\
g1

Scanning... 3s
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8.5 Hooking like a Be

foee - & oMo x +

(]

© NotSecure  hitps[127.0.0.1:8443/campaigns{dafcabecvictims/a1sb3d2f

a15b3d2f
R campaigns e o= @
Victim DEF CON 34
M victim.defcon34egmail.com
T 172.217.23.67
Email Templates [ ¥°]

4  Modules

© Plugins

Py

>

£, Target Lists

Landing Pages

33 Live Control

SUCElil | Screenshot | | Webcam

SMTP Profiles

7:15:35 PM

(]
(=]

Toggle Theme

Logout

 Home - Google Drive

© NotSecure

Welcome to Drive

Q_ Searchin Drive
PHISHING URL 3

https://google.defcon.lab/d4fc: © ' . D Type -
v Suggested files

&, Export B defeonjpg

Live Keylog e Recording

&, Export Q  Search keylog.

[SESSION STARTED: 2026-07-
13T17:05:50.458016+00: 00]
Campaign: d4fcdb6c | Victim: al5b3d2f

[-—- 2026-07-13 17:06:20 -—]
victim.defcon34 [shift] [shift] @gmail.com
[alt] [ctrl v

[--- 2026-07-13 17:06:36 -—-]
330584

[-—- 2026-07-13 17:06:57 -—]
[ol4] Toip1l lopifil

2 People = [ Modified -

© Location -

54



8.6 Hooking like a BeEF

Phishing-in-the-Middle:
Injecting completely rogue authentication prompts or fake session-
expired overlays directly over legitimate web apps.

Credential Harvesting:
Capturing username, password, and other sensitive contextual
information in real time as the user interacts with the page.

7

|

—==

SignIn

Enter your credentials to continue

Username or Email

Password
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8.7 Hooking like a BeEF

foee - & oMo x +

< e

© NotSecure  hitps:[127.0.0.1:8443/campaigns/dafcabecvictims/a1sb3d2f

© Plugins

Py

£, Target Lists

Toggle Theme

(> Logout

a15b3d2f

SUCElil | Screenshot | | Webcam

DEF CON 34
R campaigns e o= @
Victim DEF CON 34
M victim.defcon34egmail.com
172.217.23.67
Email Templates €9
Landing Pages
33 Live Control
SMTP Profiles
or
4  Modules e

 Home - Google Drive

© Notsecure

PHISHING URL

https://google.defcon.lab/dafc: ©

& Export

Live Keylog © Recording

&, Export Q  Search keylog.

[SESSION STARTED: 2026-07-
13T17:05:50.458016+00: 00]
Campaign: d4fcdb6c | Victim: al5b3d2f

[-—- 2026-07-13 17:06:20 -]
victim.defcon34 [shift] [shift] @gmail.com
[alt] [ctrl v

[--- 2026-07-13 17:06:36 -—-]
330584

O MyDrive
[-—- 2026-07-13 17:06:57 -—-]

[o14] ot [ohifil

B defconjpg

B cefeonjo

Welcome to Drive

£ Modified ~

© Location -
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8.8 Hooking like a BeEF
Network Scanner- DEMO 8

@@ v & BiMDashbord x +

€ 5 C onaseue
= §
P Campaigns G

Hi Victim

@ e sorsiognatcon -

RESOURCES

B Email Templates

[FEeT—

@ Landing Pages

I SMTP Profiles ostpmmmet [ ]
ATTACKS

4 Modules

© Plugins

TARGETS

£, Target Lists

<> Console 4 Modules = ModuleOutputs [ Data () Files M, Upload (@ Cookies | Timeline

s c
Campaign: cfdd93bg | Victim: 20265735

[——- 2026-07-12 19:26:27 -
[alt] [ctrl [shift]
[—— 2026-07-12 19:26:46 -—]
victim.defcon34 [shift] [shift] @ [shift] gmail.com
[ 2026-07-12 19:27:17 -—]
[shift] Super [shift] Secret [shift] Password
[ 2026-07-12 19:29:23 -—]
[alt]

Attack Preset Library

CAMPAIGN MODULES

Fake KYC Verification e —
isplays a KYC identit Clickfix
i Scans target hosts and ports from
Lo the browser using fetch timing
webcam Executon 1 param
Toggle Theme SocialEngineering 1 param il [ L

Credential Harvester

Displays fake login popup to

# harvest credentials

Credential Harvesting

1param

(> Logout

@© Sionin - Google Accounts

© Not Secure

G

Hi Victim

O Showpassword

Forgot password?

Engis (Unitod States) ~ Hep

Priacy.

Torms




9.
Blue Teaming P-BitM



9.1 Blue Teaming P-BitM

Identifying Indicators of Compromise and Behavioral Anomalies

Anomalous Protocol Behavior T,l,

Flagging unexpected WebRTC  session
establishments originating from arbitrary web
contexts and detecting persistent WebSocket
traffic patterns.

Client-Side Content Integrity < / >

Monitoring  high-frequency  JavaScript DOM
mutation events indicative of modular injection
frameworks, and detecting file hash mismatches
resulting from in-transit download modifications.

)
Geolocation Telemetry GI

Analyzing authenticated sessions originating from
anomalous IP addresses immediately following a
phishing interaction, and alerting on geographically
inconsistent access patterns.

Intentional loCs o

Enforcing actively hunting for P-BitM's
hardcoded infrastructure fingerprint
embedded across all responses.
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10.
Future Roadmap



10.1 Future Roadmap

Evolving the Persistent Browser-in-the-Middle Ecosystem

%* % * O

Password Manager
Spoofing

&P 3%

Al-Driven Phishing Flows Community-Driven Modules

Chromium-based Support
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Open Source Core Release



Open Source Core Release

Evolving the Persistent Browser-in-the-Middle Ecosystem

A core version of P-BitM designed to be immediately deployable and
community-extensible will be released as open-source after DEF CON 34

Core Framework

m Base Modules & Firefox Extension

I} Documentation

$ git clone https://github.com/P-BitM-Framework/P-BitM
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Thanks DEF CON'

Giacomo Lenzini

.G olLenzo2109@proton.me
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