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Blind Enumeration of Private Card Names via Sort
Oracle and ID Discovery

Disclosed by
BobAshEf

e Engagement Trello

e Disclosed date 20 Jul 2026 about 2 months ago
e Points 5

e Priority P4 Bugcrowd's VRT priority rating

e Status Resolved This vulnerability has been accepted and fixed

Summary by Trello

Privilege Escalation Vulnerability in Trello

Summary by BobAshEf

A chained broken-access-control flaw let a non-privileged attacker enumerate titles of private
Trello cards they couldn't view. Sort oracle: Card content is access-controlled, but "Sort by Card
name (alphabetically)" still sorts unauthorized "mirror cards" into their correct position —
enforcing authorization on the read path but not the sort path. By inserting probe cards and


https://bugcrowd.com/h/BobAshEf
https://bugcrowd.com/engagements/trello

observing whether the target sorts before or after each, an attacker can binary-search the
alphabet and reconstruct the hidden title without reading it. GraphQL aliasing on
updateCardName batches ~50 probes per request; extraction is case-insensitive (MongoDB
collation). ID discovery: Short URLs use only 8 chars of [A-Za-z0-9]. Unauthenticated requests
distinguish real cards ("unauthorized") from fake ("not found"), aren't rate-limited, and /batch
accepts ~350 sub-requests vs its documented 10 — so valid IDs can be harvested at scale by
guessing. Impact: Chained, these enable mass enumeration of private card titles, privilege
escalation, revocation bypass, and real-time title monitoring. Severity depends on what users store
in titles.
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Description

Sort oracle Vulnerability

This vulnerability allows non-privileged attacker to enumerate card names of any card he have its
id. Using a sort oracle in the list sort alphabetically functionality.

e Now | use ASCII alphabet, but the alphabet could be extended with caution(because the sort is
collation sort in mongodb) to cover more.

Using mirror cards Normally if you paste a card url id from another board you do NOT have
access to, then it will appear as a mirror card but unauthorized.

e Here | have copied a link of my boards from another account into this account("Attacker") the
card name is "abc".

e After clicking list options(three dots) => then clicking "Sort by.." => then clicking "Card name
(alphabetically)".

e You can see that even the unauthorized mirrored card is sorted correctly, allowing an attacker
to construct its full name.
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Full steps to reproduce

We need an account for "attacker" and another account for victim(just to get card ids).

Signup steps for attacker and victim accounts

1-Go to https://trello.com/ to make a new account, click the login button .



Log in Get Trello for free

rn more.

2-Then click Create account below
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] Remember me o

Continue

Or login with:
O Passkey
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= Microsoft

.' Apple
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Can't loa in? « Create an account

3-Then Enter the email for your account 4-Then After it will ask you if you really want to create
account, click yes. 5-It will go with you on an onboarding page, click next button. 6-Then it will ask
for account verification via email. 7-Verify your email, it will ask you to enter your name and
password.

Victim steps



1-Signup an account for the victim using the steps above with name(ex. Bob Victim ). 2-Then your
account will open on your default board 3-Add any list, then add any card(make the name ASCII,
ex. "Top Secret") 4-Then click to open the card, then clicking "three dots" then "share", then you

can see the card id (copy this as we will use it in the python script)

[E) Comments and activity

O Top Secret

Add

g bobashef33 added

= Description

%j Power-ups 4 Automations

The Attacker steps

1-Signup an account for the victim using the steps above with name(ex. Bob attacker ). 2-Then your
account will open on your default board 3-Now open burp suit, intercept any request with cookie
key "cloud.session.token" (copy this as we will use it in the python script to enumerate the card
name).



POST /gateway/api/session/heartbeat HTTP/2
Host: trello.com
Enokie: atlCohort=
"bucket dll"‘“hucke:edAtLT{“:'»L-J—l“ 26 :17:39.9142Z" , "version”
“index":3, "bucketId":0}}; atl xid.ts= 1?0' ) 244; atl xid.currents=

5 o
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1d:594-ATC-127&token: Hfh—irPllﬁ com-ed13190eccb0a2e97519cel766881h61;
_rdt_uuid=17667622¢ 52889.a3115288-f25b-4dbc-b932-cchbec3bak 62 ;
atlUserHash=1393648612; lqng-en—!*; hasAccount=atlassian; dsc=
e721a@b9%ebe44ae937877765b8708fad7dabd11c8f687779b7a4d@31ces4c90ee;
loggedIn=1; aald=712020%3Aa081d167-c448-4aB8a-9a97-686ad09c5ac8;
idMember=696265c713bbbeedb6f4166b0;  cid=
m5_b71lULU-TblnglUjfezHRb3Zf_HhKK-_Xj pGM17eHwZnlIyc2kl-z5scfYfi-Tx_26uu
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6rfXuOLTO9nu2rvZ fabnMD5377d90-RxvSM2YfLlnp3K-JGKxreNnMH4LouPlry2hrvftt
ykb7jt8vXmb5b7 hqziser%]Jg?f%wE—nxrmf'763#]___{19Pk1 XPBqrkp5eUiXFPpY
J“Gazpdh—adﬁ__ugl 5r5f -a-X_ mvl_ 5r5f -a-X_ mvl 5r5f ue Xv7nwl_ 5r5
f -a-X_ mvl Br”f_—ﬁ X __mvaA; cloud.session.tokens=
yJraWQiOiJzZXNzaW9uLXNlenZpY2UvcHIvZCOxNzM4NzkOODcOIiwiYWxnIjoiULMyNT
¥1fQ.eyJhc3NvY21lhdGlvbnMiOltdLCIzdWIi01iI3MTIwMjABYTALMWOxXNjctYzQOOCOQY
ThhLTLhOTctNjg2YWOwWOWM1YWM4TiwiZWihaWxEb21haW410111idWdjcm93ZG5pbmphLmi
vbSIsImltcGVyc29uY¥YXRpb24i01tdLCIjemVhdGVkI joxNzY4MjMxMTY3LCIyZWZyZXNoV
GLtZW91dCIEMTc20DMWNTMxOCwidmVyaWZpZWQi0nRydWUsImlzcyI6InNLc3Npb24tc2V
ydmljZSIsInN1c3Npb251ZCYxMmVmLTV1ZWUtNDgyYS1iMmUzLWI20DZ jNDYzMjIyMyJ9.
1tQ-s0En7 jNovnRQ53UWHoVciNFtLJoxnIMAVLrkrcfO-gE1u6jXA%9¢c *K”Qf%vipﬂ“xﬁh
sh-FzpNIwe8z yDu@J-M238-0Y¥iel2rFyBebilIf RUsnakxTSFmhlq47c4DzXqWGII8A4s
htAkhOrhgnaOOw3w0XiueVj9eV7zw_LVSzm5KfTewuertehG2w5bwec3AmegsGIGjedUagR
TQE”UCW3w13b5H4LKadHIhJT;.URU_lWEW‘MQARUIYWSHHLLUH-AW

4-Download the python-poc from the submission attachments. 5-Open config.json file, then paste
the attacker "cloud.session.token" and paste the card url

"cloud.session.token": "PASTE ATTACKER SESSION TOKEN",
"target cards urls":
"PASTE CARD URL"

6-Run the script sort-oracle.py , execute these commands in order inside the poc folder




# skip those if done before

python3 -m venv venv

source venv/bin/activate

pip install -r requirements.txt

# run this(make sure it runs in venv)

python ./sort-oracle.py

Watch as the card name being enumerated.

A full poc-video of the steps.

sort-oracle-poc.mp4
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The script could enumerate more than one card name in parallel, it utilize graphq|l
updateCardName functionality with Aliasing to batch updates in a single request.

ID Discovery

Facts


https://bugcrowd.com/engagements/trello/submissions/853b2312-1209-47e7-9d52-b19e43b10cc9/attachments/8cae9bbc-bb0b-4325-97c3-41cd5779daba

e Trello uses 8 alphabets and numbers [A-Za-z0-9] in the construction of any card "short url", like
this "https://trello.com/c/gMw1aaaa"

e These short urls are low-entropy compared to the number of cards Trello has.

¢ When a non-authenticated user (without a cookie) try to get any card content, the response is
"unauthorized" if the card exists and the response is "not found" if the card id does not exist.

o if the user is not authenticated (without a cookie), the rate-limit does NOT apply.

e The batch endpoint in Trello REST api says that it accepts maximum of 10 urls, but for some
reason this is NOT the case, it can accept as many as the request url accepts.

Combining these facts, multiple random card-ids could be batched in single request, then
by checking the response of each an attacker could easily get random card ids by pure
chance

POC

1-Download the python-poc from the submission attachments 2-Run the script
find_rnd_card_short_links.py , execute these commands in order inside the poc folder

# skip those if done before
python3 -m venv venv
source venv/bin/activate

pip install -r requirements.txt

# run this(make sure it runs in venv)

python ./find_rnd_card_short_links.py

Watch as it prints the valid card ids

(venv) bola@kali:~/Desktop/b-b/trello/sort-report/python-poc$ python ./find rnd card short links.p

Generated 10000 unique random IDs.
Found valid ID: https://trello.com/c/TZDmRgtK
Generated 10000 unique random IDs.
Generated 10000 unique random IDs.
Generated 10000 unique random IDs.
Generated 10000 unique random IDs.
Generated 10000 unique random IDs.
===Found valid ID: https://trello.com/c/XDzVredh
Generated 10000 unique random IDs.
Found valid ID: https://trello.com/c/x77B4eEl
Generated 10000 unique random IDs.
Generated 10000 unigue random IDs.
Found valid ID: https://trello.com/c/6MNXET2N
Generated 10600 unique random IDs.
Generated 10000 i > random IDs.

e Note : the script does not use any tokens, it works as non-authenticated user.

Impact



Using the sort oracle the impact is dependent on 1-The sources the attacker could obtain card ids
from. 2-The data the user store in card name.

Chaining random card ids generator with the sort oracle valn, an attacker could enumerate
multiple card names at once, and with parallelism the attacker could breach multiple
private card names searching for other users sensitive data.

Bypassing Access Control

e Privilege Escalation: If a "Private" card is linked inside a "Team" board, its ID is exposed. This
vulnerability allows unauthorized members to read the private title via the link, bypassing ACLs.

e Bypassing Revocation: Removed members who retain Card IDs can continue monitoring Card

Titles indefinitely, nullifying the "Remove Member" security feature for card names.

Real-Time

e This exploit allows for continuous monitoring of Card IDs to capture changing sensitive data
in card names(for example if a card is known to change name to another sensitive info after
some time, a revoked user could store the card id and enumerate it multiple times).

Other Flaws 1-Batching Multiplier (ID Discovery): The /batch endpoint accepts up to 350 sub-
requests in a single HTTP transaction. This allows an attacker to probe a lot of Card IDs per
minute in single request without rate-limiting. 2-GraphQL Aliasing (Extraction Speed): The
GraphQL endpoint allows for aliased queries (checking 50 characters in one mutation). This
allowed parallel card names extraction in python-poc(single request to update and single request
to sort).

Notes

e Now | use ASCII alphabet, but the alphabet could be extended with caution(because the sort is
collation sort in mongodb) to cover more.

e To comply with the program's policy, | have strictly tested this against my own accounts and
cards. No customer data was accessed or enumerated.

e The attached Proof of Concept (PoC) utilizes a binary-search optimization to extract characters
with the minimum number of requests.

e The sort mechanism appears to rely on MongoDB's collation sort, which is case-insensitive.
Consequently, the current PoC extracts the text in a case-insensitive manner (e.g., "Pass" and
"pass" sort identically).

The PoC script is intentionally rate-limited to prevent server strain, but the lack of strict server-side
complexity limits allows for significant parallelization.

If further demonstration is needed, please let me know.

Activity
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