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Phantom Labs chained modern prompt injection techniques with classic dictionary attacks to gain
Administrator credentials to code interpreter sandboxes deployed around the world.

##

How We Escaped the Copilot Studio Sandbox

The rise of AI agents has been accompanied by an equally rapid rise in sandboxes. Upload a
spreadsheet, let the agent write and run some Python, and get an answer back. What could
possibly go wrong? Surely the sandbox would keep you protected, right?

At Phantom Labs®, we’ve come to believe that many of these sandboxes offer guardrails more
than real security boundaries. They may introduce friction for attackers, but with enough patience
—and a little creativity—the cracks often begin to show. We believe this represents a broader
security challenge for the AI industry, which is why we’ve been evaluating the security boundaries
of agent sandboxes, including AWS AgentCore, OpenAI Codex, and Dataverse Plugins.

https://www.beyondtrust.com/blog/entry/pwning-aws-agentcore-code-interpreter
https://www.beyondtrust.com/blog/entry/openai-codex-command-injection-vulnerability-github-token
https://www.beyondtrust.com/blog/entry/dataverse-security-plugin-sandbox-risks


This post focuses on Microsoft Copilot Studio.

Starting with a stock agent that any licensed maker can build, with nothing but the “code
interpreter” toggle flipped on, we escaped the Python sandbox, talked its AI guardrail into
approving our own exploit, read the sandbox’s source code straight off the box, and walked away
with its TLS private key, environment variables, and a hardcoded list of 140 EU institutions. Then,
we reused a password we had cracked during earlier research and got local administrator on the
box.

As far as we can tell, this static Administrator credential works across every Copilot Studio code
interpreter sandbox. One half of the attack relied on a modern technique by bypassing an LLM,
while the other relied on a technique as old-school as it gets: a dictionary attack.

##

Background & Context

What is Microsoft Copilot Studio?

Copilot Studio is Microsoft’s low-code, no-code builder for AI agents. It lives within the Power
Platform ecosystem, alongside Power Apps and Power Automate, using Dataverse—the same data
layer behind Dynamics 365—as its foundation.

The value proposition is straightforward: users don’t need to be professional developers to build
and deploy an AI agent. Instead, you describe what you want, connect the agent to data sources,
configure a few actions, and publish.

Not gatekeeping citizen developers behind an engineering team is a real productivity win, and it’s
one of the reasons why these tools have been adopted so quickly. However, that accessibility
comes with a trade-off. When the person building and deploying an AI agent isn’t expected to be a
security engineer, much of the responsibility shifts to the platform itself. Makers trusting that
enabling a Microsoft feature like “run some Python next to my data” is safe.

That assumption is exactly what we wanted to test.

https://copilotstudio.microsoft.com/
https://www.beyondtrust.com/blog/entry/copilot-studio-ai-agents-security-risks


FIGURE 1: The architecture of Copilot Studio, showing its relationship to the Power Platform,
Dataverse, and Entra ID. Agents can be published to multiple channels and connected to tools like
the Python code interpreter.

What is the Python code interpreter?

The Python code interpreter is a tool that can be attached to a Copilot Studio agent. Its main
purpose is data analysis: a user uploads a file (e.g., a CSV), asks a question in natural language, and
behind the scenes the agent generates Python code to answer it. The flow looks like this:

-

The user submits a prompt, typically with a file.

-

A large language model (in our testing, GPT-4.1 mini) generates Python code to satisfy the request.

-

That code runs in a sandbox right next to the uploaded file.

-

The model reads the output and returns a friendly answer to the user.

There isn’t just a sandbox in the way; an AI model also writes the code and decides whether it’s
safe to run. In practice, the security model has three layers: the Python sandbox itself, the AI
guardrail responsible for approving generated code, and the standard Windows container and
user separation underneath. This research examines what happens when all three layers fail.



FIGURE 2: The code interpreter toggle in Copilot Studio. Flip “Enable code interpreter” on, set
content moderation to taste, and your prompt can “do complex operations, generate content
using code, and write into a dataverse table.”

##

Technical Deep Dive

Inside Copilot Studio’s Builder InterfaceBehind Copilot Studio’s friendly builder interface, a code
interpreter request lands on a Windows Server 2022 container running on Microsoft Azure
infrastructure.

Internally, the platform is codenamed Plex, while the code interpreter subsystem is known as
MiddleEarth, and is built by Microsoft’s Power AI Operations (PAIO) team. None of this branding is
exposed publicly, but these internal names appear throughout the environment once you’re
inside.

*The container runs two components that matter: *



-

A .NET reverse proxy (YARP) listening on port 9001, which strips a route prefix and forwards
requests to

-

a single python server.py gRPC worker on port 9002, running as a low-privileged account called
ContainerUser.

That Python worker is where your code runs. The sandbox itself is implemented in two Python files
—sandbox.py and workerservice.py—but the important detail is that user code runs inside the same
Python interpreter as the worker.

There is one long-lived Python process per container, and it serves one request after another. The
sandbox is therefore not a separate process or VM; it is a set of restrictions applied to code
running in the worker’s own interpreter.



FIGURE 3: Architecture of a Copilot Studio code interpreter container. Gateway to YARP sidecar
(:9001) to a single long-lived Python gRPC worker (:9002), with the sandbox running in-process
inside that worker, and a connector callback path back out through the gateway.

Talking our way out of the sandbox with Python

Our first step was an obvious one. We asked the model to list the C drive with os.scandir or
os.listdir, which it refused. The sandbox blocked those calls and the AI guardrail refused to
generate code.

FIGURE 4: Asking the model to list C:\ with os.scandir gets a polite refusal: “The requested
operation involves reading files from the root directory ’C:', which is not allowed in this secure
sandbox environment.”

We asked for the same thing in a different way:

import glob

for item in glob.glob("C:\\*"):

    print(item)

Apparently glob wasn’t on the blocklist, and out came the filesystem: C:\app, C:\DockerShim,
C:\Python, C:\TrustedRootCerts, C:\Users, C:\WcSandboxState, C:\Windows, and friends. Progress!

FIGURE 5: The same request via glob.glob succeeds and lists the container’s root directory.

Listing is nice, but our real objective is to read files and eventually run commands. This is where a
very old technique earns its keep. Python’s introspection capabilities allow code to climb from any
object, up to the base object type and back down into every class that has been loaded, including
ones that hold references to modules the sandbox tried to take away from you. Ned Batchelder



famously described this problem in his 2012 article, “Eval really is dangerous”, and the technique
still works beautifully.

The sandbox tried to stop this with a filter on the literal text __, the double underscore that dunder
attributes use. That is a text filter, and text filters lose to string concatenation:

cls = getattr(x, "__cla" + "ss__")

From there, it becomes straightforward: get to object, ask it for subclasses(), and go shopping.
There are hundreds of subclasses in that list, and several of them are exactly what an attacker
wants. One is a file loader you can use to read any file on disk. One wraps the real os module
(os._wrap_close), which hands you popen and the real environment. You never call import. The
modules are already loaded in the shared interpreter, and introspection walks you right to them.

Reading the sandbox’s own source code

FIGURE 6: Reading C:\app\sandbox.py from the sandbox by locating a loaded module with a raw
file-read primitive. The response is the sandbox’s own source, comments, and the beginning of its
BLOCKED_IMPORTS list.

This marked the turning point in our research.

Once we could read the sandbox’s own source code, its blocklist stopped being a mystery for us.
We could see exactly which modules it tried to remove, which built-in functions remained available
(it kept getattr, type, object, and others, which is all you need), and how the process environment
was copied into the sandbox with a single os.environ.copy().

The AI guardrail wakes up

Up to this point, our primary obstacle had been the Python sandbox, and it was steadily losing
ground. But the more we poked, the more we started running into the other defender: the GPT-4.1
mini guardrail that reads the generated code and decides whether it is safe.

Two characteristics immediately stood out.

https://nedbatchelder.com/blog/201206/eval_really_is_dangerous


-

First, it appeared to become increasingly restrictive over time. It got more sensitive the more we
tripped it, more aggressively rejecting requests.

-

Second, and more importantly, it was non-deterministic. The exact same payload would be
blocked on one run and pass on the next. We weren’t interested in relying on chance. We wanted a
technique that would work every time. Instead of attempting to evade the guardrail, we decided to
present it with something it couldn’t meaningfully analyze in the first place.

The XOR prompt injection technique that changed everything

We wrapped our escape logic inside a class named PromptExecutor (a legacy execution path that
the worker runs at a less-restricted scope) and XOR-encoded the actual payload into an array of
integers.

From the LLM guardrail’s perspective, the generated code contained nothing suspicious: a
PromptExecutor, some boilerplate, and a big list of numbers. There is no malicious intent for the
model to detect. Only after the code had been approved and was already executing inside the
container did we XOR the numbers back into a string and execute it (Yes, XOR in 2026).

FIGURE 7: The full technique in one screenshot. A PromptExecutor uses the string-concatenation
dunder walk to reach object.subclasses(), pulls the real modules out of the shared interpreter,
and drives execution through the worker’s own code path. The payload config is the XOR-encoded
integer array (the model cannot read it). The response is Status: 200 ... string_value: "user
manager\containeruser". That is command execution as ContainerUser, outside the Python
sandbox.



This is the “prompt injection” we referred to earlier, and it’s worth being precise about what it
means here. We didn’t jailbreak the model with clever words, nor did we discover some secret
prompt. Instead, we exploited the structural limitation of using a language model as a security
filter. A language model cannot reliably determine whether code is safe is the code’s meaning has
been deliberately obscured. Encode the payload so that its intent only becomes visible after
execution has begun, and the AI reviewer waves it through, every single time.

Once we had reliable, repeatable execution, the rest of the investigation became a matter of
deciding what information to collect.

What fell out of the Sandbox

Once we could run whatever we wanted, we pulled:

-

The complete code interpreter source. Not just sandbox.py, but the worker service, the gRPC
plumbing, and the .NET shims around it.

-

A TLS private key. The container ships with a certificate (SandboxFabricSslCert.pfx) that is not
password protected. To be fair to Microsoft, this is a transport certificate for the worker’s own
gRPC channel (CN of wus107.prd.sbx.dynamics.com), not an Entra credential, so it is not a skeleton
key to the cloud. But it is enough to impersonate the worker’s transport.

-

About 75 variables of the environment. This is where it gets useful, we got Azure AD non-public
application IDs, the Service Fabric cluster topology, the sidecar host and internal IP, certificate
subject names, and the cluster’s identity. It was a map of Microsoft’s internal infrastructure.

-

A hardcoded list of 140 EU institutions. Baked into a telemetry DLL that ships in every container
image is an allowlist of 140 tenant IDs that get special, EU-compliant telemetry routing. It reads like
a directory of the European public sector: the likes of Europol, the European Central Bank, Frontex,
CERT-EU, and the European Defence Agency are all in there.



FIGURE 8 (LEFT): The environment dump, pulled with the same introspection walk (this one
reaches the real os and reads environ). Azure AD app and tenant IDs, the sidecar host and IP, and
certificate paths come straight out.

FIGURE 9 (RIGHT): Reading the passwordless TLS material with linecache. The response ends with -
----BEGIN PRIVATE KEY----- and OK C:\app\certs\SandboxFabricSslCert.key.

And then we noticed something in the environment that stopped us in our tracks. The Service
Fabric application name was PowerPlatform.Plex, and the host was wus107.prd.sbx.dynamics.com.
We had seen this exact architecture before. This was the same Plex sandbox platform we had
already taken apart in our Dataverse plugin sandbox research (covered in our previous blog and in
our TROOPERS 26 talk, “Popping Microsoft’s Sandbox: What Falls Out of a Dataverse Container”).
Same platform, same base image, different product on top. This discovery brings us to the second
half of the attack.

https://www.beyondtrust.com/blog/entry/dataverse-security-plugin-sandbox-risks
https://troopers.de/troopers26/talks/3retq9/


One password to rule them all: From ContainerUser to Administrator

To understand what happened next, we need to briefly revisit our earlier Dataverse plugin
research. While doing due diligence on those sandbox containers, we noticed something unusual.
The local Administrator account’s NTLM hash was identical on every container. Not similar, but
identical. Same hash across environments. We spun up a container in a completely different
tenant to be sure. The result was identical every time.

The hash was f96505b75f956fa74867ef0c80843146, and it was baked into the base image.
Naturally, we did the obvious thing and threw it at a GPU, fully expecting to leave it running for
hours and probably come back with nothing.

It fell in about five minutes to a straight dictionary word. The password was “ContainerPw”.

When we recognized that Copilot Studio’s code interpreter ran on that same Plex base image, we
tried the same password on the Copilot Studio sandboxes. It worked. The sandbox escape gets
you running as ContainerUser; ContainerPw gets you from ContainerUser to local Administrator. And
because it is the same static credential everywhere, that is not “we got admin on a container.” It is
“we got admin on the container model,” across every environment and every tenant. In essence
that means, if we can speak to an agent, we can get admin on its container.

FIGURE 10: The NTLM hash cracked by “hashcat” in 5 mins!

End to end, the attack chain consists entirely of documented, stock features:

-

Build a Copilot Studio prompt, enable the code interpreter capability, and target it through the
standard test API.

-

Submit a PromptExecutor whose real payload is XOR-encoded, so the guardrail approves code it
cannot read.

-

Inside the box, decode and run: you now have command execution as ContainerUser, outside the
Python sandbox.

-

Log in as Administrator with ContainerPw, spawning admin processes with CreateNoWindow
(without it, they crash on the restricted window station). That is full local Administrator.

From local Administrator, reaching NT AUTHORITY\SYSTEM is a well-worn path (a service with a user-
controllable image path will do it), but the admin credential is the real story here, so we will leave
SYSTEM as a footnote.

https://www.beyondtrust.com/blog/entry/dataverse-security-plugin-sandbox-risks


Video demonstrating us running a negative control, getting denied writing to admin-protected
registry values, then using admin credentials to successfully write and retrieve the registry values.

##

The Risk That Should Worry You: Copilot Studio Containers are Multi-Tenant

The most important finding for defenders is that these are multi-tenant containers. There is one
shared Python process per container with no per-tenant isolation inside it. We were unsure if
gateway restrictions meant there was tenant isolation being enforced upstream before the
worker. During our previous Dataverse Plugin sandbox escape research, MSRC confirmed the
“Plex” containers were treated as “hostile multi-tenant environments”. The env var in the Code
Interpreter containers, “CS_CLUSTERRING=mt” (mt for multi-tenant), heavily suggests we were on a
multi-tenant cluster ring too.

We also wanted to clarify some of the mitigations we heard from MSRC around our code
interpreter escape:

-

Container lifetime. We were told these containers recycle every two to five minutes. In practice
we stayed on individual boxes for around 30 mins. The architecture also supports this behavior:
we think these are warm-pool containers that boot once and then wait to be assigned traffic.

-

Outbound connectivity. We were told these containers have no outbound connectivity. Our
testing identified three paths:

-

Prompt Responses: Data can be transmitted directly back through the prompt response itself.
This is ultimately how we were able to dump the entire codebase, registry values, env vars etc.

-

Agent Connectors: The worker is built around Copilot Studio’s connector framework (the
connector_client in workerservice.py routes outbound HTTP back out through the gateway). This is
not arbitrary SSRF, since the gateway validates that this is a real configured connector, but “no
outbound connectivity” is not accurate either. An attacker who can configure connectors on the
agent can widen that outbound path.

-

DNS: DNS is enabled on the box, which means an attacker can get bidirectional communication to
any domain. If you’re curious, we’ve outlined exactly what this DNS mechanism looks like in our A
WS Bedrock AgentCore escape blog.

##

How to Reduce Copilot Studio Sandbox Risk

We want to be honest about the uncomfortable parts of this blog: almost all of the exploitable
surface here lives on Microsoft’s infrastructure, not yours. You cannot patch the sandbox, you
cannot change the base image, and you cannot rotate ContainerPw. This one is largely on the
vendor. Unfortunately, only Microsoft gets access to the telemetry signals from the containers.

https://www.beyondtrust.com/blog/entry/pwning-aws-agentcore-code-interpreter
https://www.beyondtrust.com/blog/entry/pwning-aws-agentcore-code-interpreter


That said, organizations still face real operational risk, and there are steps you can take to reduce
your exposure.

Recommendations

-

Inventory your agents and identify which ones have the code interpreter prompts configured.
Most organizations simply do not know.

-

Treat the Copilot Studio code interpreter sandbox as untrusted execution, not as a safe box.

-

Consider using the “Early Release Cycle” power platform environments to be among the first to get
sandbox escapes patched.

-

Avoid uploading sensitive business data to agents that have the code interpreter enabled. If
exposing that data within a shared environment would create unacceptable risk, keep it away from
this feature.

-

Apply least privilege to users who can build and publish code-interpreter agents. This is a maker
capability, and makers are not security engineers.

-

Track Microsoft’s disclosures and push your Microsoft representatives on hardening timelines.

##

What the Copilot Sandbox Escape Reveals

The Copilot Studio sandbox proved to be a speed bump, not a wall. The Python layer fell to a
technique that has been publicly documented since 2012. The newest and most sophisticated
layer, an AI model responsible for deciding which code is safe, proved to be the weakest link,
because it can be asked to approve code with intent it cannot interpret.

Underneath both of those layers sat a static password that Microsoft shipped in the base image,
which means one broken sandbox is not one broken sandbox. It is all of them.

Why does this matter beyond one Microsoft feature? Because every major cloud provider is now
shipping AI agent platforms with code execution, the architecture is converging, and the mistakes
are structural rather than incidental. An AI guardrail that leaks or that answers the same question
differently each time is not a Copilot Studio bug; it is a category of defense that does not hold. A
shared multi-tenant execution box with a static credential is not a Copilot Studio bug either; it is a
pattern that will keep reappearing as long as “sandbox” is treated as a checkbox instead of a
boundary you have to earn.

Phantom Labs will keep evaluating these security boundaries and publishing what we find,
because organizations building on top of these platforms deserve to know how much protection



these sandboxes actually provide. If you’re interested in the full attack chain, the parts we omitted
from this blog, and the supporting tooling, join us at our upcoming DEFCON talk.

##

Disclosure Note

This research was conducted responsibly and reported to the Microsoft Security Response Center
(MSRC) with full technical detail and reproduction steps, tracked alongside our related Dataverse
sandbox findings. At the time of writing, the issue is confirmed reproducible and MSRC states it
has been “fixed”, with no CVE assigned. Only “early release cycle” Power Platform environments
have been patched for the MRO sandbox escape, and the admin credentials appear to still be
functioning despite MSRC closing this ticket out as complete.

|

Date

|

Event

| | |

March 30th 2026

|

Phantom Labs submits **VULN-180290 **to MSRC regarding sandbox escape via MRO/Dunder
technique.

| | |

April 15th 2026

|

MSRC confirms **VULN-180290 **behavior.

| | |

May 20th 2026

|

MSRC scores **VULN-180290 **as “Moderate” and closes ticket, stating: “The engineering team
has begun to rollout out a fix to address your reported issue.”

| | |

June 12th 2026

|

Phantom Labs submits **VULN-19509 **regarding static admin credentials in Plex sandbox
images.

| | |

June 18th 2026

|

https://hackertracker.app/defcon34/content/66642


MSRC closed** VULN-19509 **ticket as low severity.

| | |

June 18th 2026

|

Phantom Labs informs MSRC of decision to disclose static admin finding VULN-19509 at
TROOPERS26 as ticket has been closed. MSRC requests phone call later that day. MSRC informs
Phantom Labs of intention to reopen case.

| | |

June 22nd 2026

|

MSRC reopens VULN-19509, confirming behavior.

| | |

July 10th 2026

|

MSRC marks ticket VULN-19509 as closed, stating: “A fix has been implemented for the issue you
reported.”

| |

##

Explore More Research from Phantom Labs®

Phantom Labs® researchers "think like attackers" to expose privilege escalation paths and identity
attack vectors, helping defenders proactively uncover misconfigurations and detect threats in
complex hybrid and cloud environments. Using advanced graph modeling, Phantom Labs
researchers map attack paths to privileged access across cloud and on-premises infrastructure.

Explore the latest research from Phantom Labs

##

Continue Reading

-

Related research: Dataverse security: plugin sandbox risks

-

Related talk (TROOPERS 26): “Popping Microsoft’s Sandbox: What Falls Out of a Dataverse Containe
r”

-

Copilot Studio Primer: A Security Researcher’s Guide to Understanding Copilot Studio AI Agents

-

AWS Sandbox Escape: Pwning AI Code Interpreters in AWS Bedrock AgentCore

https://www.beyondtrust.com/channel/phantom-labs
https://www.beyondtrust.com/channel/phantom-labs
https://www.beyondtrust.com/blog/entry/dataverse-security-plugin-sandbox-risks
https://troopers.de/troopers26/talks/3retq9/
https://troopers.de/troopers26/talks/3retq9/
https://www.beyondtrust.com/blog/entry/copilot-studio-ai-agents-security-risks
https://www.beyondtrust.com/blog/entry/pwning-aws-agentcore-code-interpreter


-

OpenAI Codex Sandbox Abuse: How Command Injection Vulnerability in OpenAI Codex Leads to Gi
tHub Token Compromise

##

FAQs

What is the Copilot Studio Python code interpreter?

It’s an opt-in capability in Microsoft Copilot Studio that lets an AI agent write and run Python to
answer a user’s request, typically for analyzing an uploaded file such as a CSV. The generated code
runs server-side in a sandboxed Windows container on Microsoft’s infrastructure.

Is this a sandbox escape or a prompt injection attack?

Both, chained together. We escaped the Python sandbox using classic introspection (walking
object.subclasses() to reach modules the sandbox tried to remove), and we defeated the AI
guardrail in front of it by XOR-encoding our payload so the model approved code it could not
actually read.

Who is affected?

Any organization using Copilot Studio agents with the code interpreter enabled runs that code on
Microsoft’s shared, multi-tenant sandbox containers. The escape and the static credential are
platform-side, so the exposure applies broadly rather than to a specific customer
misconfiguration.

Was customer data exposed?

The containers are multi-tenant with no per-tenant isolation inside the shared process, and we
recovered internal infrastructure data and a hardcoded roster of 140 EU institutions from the
container image. In the sibling Dataverse sandbox we confirmed cross-tenant code execution. The
practical risk is that data uploaded to a code-interpreter agent sits on a shared box that a licensed
user can break out of.

What is ContainerPw?

It is the static local Administrator password baked into the Plex sandbox base image. The
Administrator NTLM hash was identical across every container we tested, and it cracked in
minutes to the dictionary word ContainerPw. The same credential worked on both the Dataverse
plugin sandbox and the Copilot Studio code interpreter sandbox.

How do I detect or mitigate this?

You cannot patch Microsoft’s infrastructure, but you can inventory which agents have the code
interpreter enabled, keep sensitive data off those agents, and restrict who can build them. On the
telemetry side, process creation with command-line logging is the highest-signal detection; file and
registry reads inside these containers are not audited.

https://www.beyondtrust.com/blog/entry/openai-codex-command-injection-vulnerability-github-token
https://www.beyondtrust.com/blog/entry/openai-codex-command-injection-vulnerability-github-token


How is this related to your Dataverse sandbox research?

Copilot Studio’s code interpreter and the Dataverse plugin sandbox both run on the same internal
platform, codenamed Plex, on the same base container image. That shared lineage is why the
ContainerPw credential we cracked during the Dataverse work also unlocked the Copilot Studio
sandboxes.

Has Microsoft fixed it?

We reported two issues to the Microsoft Security Response Center (MSRC), for the sandbox escape
and static admin credentials. MSRC have confirmed, reproduced and issued a “fix” for both issues.
At the time of writing, both issues remain abusable. See the disclosure note below and check for
updates before relying on any particular status.
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