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Approval mechanisms have become a primary safeguard for consequential actions in LLM-agent software.
Yet the action shown for approval is often not the object ultimately consumed: workflow reload, transcript
projection, argument rebinding, and durable-state lookup may reconstruct it before execution. Existing field-
flow and check-coverage analyses can establish that expected fields were inspected, but not that the inspected
object version reaches the sink or that no replacement intervenes between check and use. Consequently, a
locally complete repair may still leave a residual authorization bypass after reconstruction.

We address this problem through three designs. (1) We formulate reconstruction-stable authorization
(ReSA) over representation transitions, sink dependencies, consumed versions, and grant scope. (2) We derive
obligations that judge candidate repairs and expose residual sink suffixes. (3) We implement the analysis
in APAS-Finder and freeze predictions before an independent sink oracle observes execution. Predictions
agree with all 28 controlled outcomes. Four matched pairs require opposite judgments despite identical
field-flow and check coverage; a CodeQL composite recovers all eight when supplied object flow, dominance,
interference, and the same grant contract. Two analysts agree on all four model-validation dispositions and
19/20 sink dependencies. On released consumers, five repairs prevent 60/60 tested out-of-scope effects, while
three mechanism contrasts expose the predicted residual effects. Repair sufficiency therefore depends on the
reconstructed action consumed, not merely on an approval record or earlier checked representation.

CCS Concepts: • Software and its engineering→ Software testing and debugging; Formal methods; •
Security and privacy→ Systems security; • Computing methodologies→ Artificial intelligence.

Additional Key Words and Phrases: software testing, security testing, LLM agents, tool workflows, approval
workflows, mutation testing

1 Introduction
LLM-agent software increasingly performs actions with durable consequences: writing files, in-
voking tools, resuming workflows, and calling external services. Approval is a primary safeguard
for these actions. A user reviews a proposal, the system records a grant, and execution resumes
under that authority. The safeguard is effective only if the grant remains attached to the action that
ultimately reaches the authority-bearing sink.

In practice, approval and execution are rarely separated by one call. The approved action may be
persisted and reloaded, projected through a transcript, rebound to tool arguments, or recovered
from a durable record. Existing checks typically compare approval metadata or security-relevant
fields at one boundary. This direct representation is attractive because it is local, but it hides the
cross-representation question: which checked object survives reconstruction and is eventually
consumed?

After scrutinizing released approval consumers, we obtained two empirical insights. First, visible
approval state can remain intact while a later reconstruction selects a different action: the replace-
ment preserves the expected schema, tool selector, and approval identifier yet changes the affected
resource or operation. Second, identical field coverage can lead to opposite outcomes. A check
is effective when execution consumes the protected object, but insufficient when a later reread,
rebinding, or reselection substitutes another version. Thus, the central question is not only which
fields were checked, but also which checked object reaches use and what can intervene along the way.
The Lobster workflow path exposes the distinction. One execution checks a workflow and

later rereads mutable workflow state before shell dispatch; a post-check replacement changes
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Fig. 1. Approval-to-execution divergence under post-review reconstruction. Grant 𝐺 still authorizes write(a.
txt), but later mutable state reconstructs and executes write(b.txt).

the target that reaches the sink. Another execution consumes the checked immutable snapshot
and neutralizes the same replacement. Both expose the same fields and local check, but produce
opposite authorization outcomes. They differ in the object that survives to use and in whether
reconstruction can intervene between check and use.

Post-check mutation itself is classical, but approval consumers present a distinct analysis target:
one semantic action moves across workflow, transcript, tool-call, and durable-state representations
while checks reason locally. Consequently, field flow and check coverage cannot determine whether
the checked version reaches the sink, whether later selection replaces it, or whether the final action
remains in scope. Figure 1 illustrates this divergence.

Motivated by these insights, we formulate reconstruction-stable authorization (ReSA): every action
that reaches the sink under a grant must remain within the grant’s authorized semantic scope. We
then develop a reconstruction-aware analysis over representation transitions, security-relevant
dependencies, trust facts, and existing checks. The analysis generates obligations at selection
edges controlled by the attacker and discharges an obligation only when the approved meaning
is preserved to the consumed object or atomically validated at use. If a candidate repair fails, the
analysis reports the remaining reconstruction suffix to the sink. In this way, repair reasoning shifts
from the presence of a local check to the custody of the action that is actually consumed. The
formulation builds on interprocedural, object-sensitive, and static security analysis while making
consumed versions, authorization scope, and check/use preservation explicit [12, 13, 16].
We implement the analysis in APAS-Finder. Its hybrid front end proposes source-anchored

transitions and field facts; a reviewed model supplies the semantic facts that source analysis cannot
establish; and the checker automatically derives obligations, repair sufficiency, and residual suffixes.
We call a schema-valid replacement that preserves visible approval state but changes the executed
meaning an approval-preserving action substitution (APAS). APAS-Finder freezes its judgment
before an independent executor observes the final sink effect, separating structural prediction from
behavioral validation.

We evaluate APAS-Finder on durable grants, approval-tool rebinding, transcript projection, and
workflow reload. Predictions match all 28 topology–repair outcomes. Four matched pairs hold
field flow and check coverage constant while changing consumed object, epoch, preservation, or
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scope; our analysis distinguishes all four, as does a CodeQL composite when the relevant APIs and
grant contract are explicit. Two analysts agree on all four model-validation dispositions and 19/20
sink dependencies. Released-code experiments add three blind consumers, five repairs that prevent
60/60 tested effects, and three residual-effect contrasts: PromptSpeak partial binding, Lobster
check-then-reread, and SSH check-then-reread.

Contributions.
• We formulate ReSA and a reconstruction-aware repair analysis that derives obligations
relative to approval and judges candidate repairs using consumed object versions, trusted
preservation, check/use atomicity, and grant scope.

• We implement APAS-Finder as a hybrid pipeline for source-anchored candidate extraction,
fail-closed model validation, and automatic repair analysis, including residual suffixes for
incomplete repairs.

• We evaluate the analysis through 28 controlled repair configurations, four matched abstrac-
tion pairs, independent human modeling, three blind released consumers, and five executed
repair controls; the controls prevent 60/60 tested out-of-scope effects while preserving
approved execution.

2 Problem and Threat Model
2.1 Security property
Let 𝐴𝑟 denote the action shown during review, 𝐺 the resulting approval grant, 𝑐 the execution
context, and𝐴𝑓 the final action presented to the authority-bearing sink. The function Sem(𝐴) maps
an action𝐴 to its normalized security meaning, including the affected resource, operation, principal,
and policy context. It deliberately excludes nonce state, expiry, and execution multiplicity, which
belong to grant history. Let 𝑆𝐺 be the set of security meanings authorized by𝐺 , and let Exec(𝐺, 𝑐,𝐴)
be true exactly when the sink executes 𝐴 under grant 𝐺 in context 𝑐 . Define the realized semantic
set X(𝐺, 𝑐) = {Sem(𝐴) | Exec(𝐺, 𝑐,𝐴)}. We require

ReSA(𝐺, 𝑐) ≜ X(𝐺, 𝑐) ⊆ 𝑆𝐺 . (1)

Broadly, a grant is either exact, with 𝑆𝐺 = {Sem(𝐴𝑟 )}, or scoped over several explicitly bounded
meanings. We call Equation (1) reconstruction-stable authorization (ReSA). Approval presence,
identifier equality, and schema validity are insufficient because none identifies the action consumed
at the sink.
ReSA captures action integrity for one execution rather than execution count. Let Hist(𝑐) =

⟨𝑒1, . . . , 𝑒𝑚⟩ be the ordered grant history through the candidate use, 𝑁𝐺 (Hist) its successful uses of
𝐺 , and 𝑏𝐺 ∈ N ∪ {∞} the use budget (one-shot means 𝑏𝐺 = 1). Freshness additionally requires a
valid nonce/expiry and 𝑁𝐺 (Hist(𝑐)) ≤ 𝑏𝐺 . This separation matters: duplicate execution can violate
freshness while preserving the exact approved meaning. Replay is APAS only if it also changes
that meaning.

2.2 Reconstruction-mediated APAS
A reconstruction boundary transforms one action representation into the next using context available
after review. Let 𝐴0 = 𝐴𝑟 , and for boundary 𝑖 ∈ {1, . . . , 𝑘} let 𝑅𝑖 be its transformation and 𝜎𝑖 its
post-review context:

𝐴𝑖 = 𝑅𝑖 (𝐴𝑖−1, 𝜎𝑖 ), 𝐴𝑓 = 𝐴𝑘 .

The function Obs(𝐺,𝐴) returns the approval observables carried with action 𝐴, such as status,
grant identifier, and tool selector. The predicate Valid(𝐺, 𝑐) states that grant 𝐺 remains valid in
context 𝑐 .
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Fig. 2. Representation transitions and object custody determine whether approval survives reconstruction. A
mutable reread consumes 𝑣1 after checking 𝑣0; a retained immutable snapshot consumes the checked 𝑠0.

A schema-valid 𝐴𝑓 is a reconstruction-mediated approval-preserving action substitution (APAS)
when

Valid(𝐺, 𝑐) = true, Obs(𝐺,𝐴𝑓 ) = Obs(𝐺,𝐴𝑟 ),
Exec(𝐺, 𝑐,𝐴𝑓 ) = true, Sem(𝐴𝑓 ) ∉ 𝑆𝐺 ,

(2)

and at least one 𝑅𝑖 uses attacker-controlled 𝜎𝑖 to select a sink-relevant value. Together, these
conditions isolate a changed but apparently approved action that reaches the authoritative sink.
A semantically unchanged replay, an in-scope change, or a forged packet rejected downstream
therefore is not APAS. Figure 2 contrasts the two decisive cases: rereading mutable state and
consuming the protected object.

2.3 Adversary and trusted base
The attacker controls one declared post-review input to a consumer: approval arguments, transcript
fields, proposal state, or workflow bytes reachable through a shared process or filesystem root. At
that boundary, the attacker may submit schema-valid replacements and may retry, reorder, or replay
protocol operations. Every evaluated witness identifies the controlled boundary and its deployment
precondition. The Lobster witness, for example, requires a local or concurrent workflow writer
between halt and resume; this condition does not apply to the other topologies.

The approval store, server-side MAC key, and final executor form the trusted base. The attacker
cannot modify them, extract the key, or forge a valid MAC. Cross-process tests additionally assume
access to the declared shared root and a known synthetic workflow identifier. Experiments use
only synthetic identities, targets, credentials, and sinks.

2.4 Success oracle and impact
Operationally, mutationReached means that the sink executed an action 𝐴𝑓 with Sem(𝐴𝑓 ) ∉ 𝑆𝐺 .
Changed target, content, operation, caller, or policy fields can redirect a write or another privileged
effect. Lifecycle and replay mutations are scored separately against freshness rather than folded
into Sem(𝐴). The concrete impact depends on the downstream tool. Our experiments establish
reachability only to synthetic local sinks; an approval response or a mutation rejected before the
sink does not satisfy the oracle.

3 Methodology
3.1 Reconstruction-aware analysis
Overview. Fundamentally, repair analysis must determine whether every attacker-controlled

selection of a sink-relevant value is protected before use. Rather than treating each checked
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representation independently, APAS-Finder follows the action to the object consumed at the
sink. It first reconstructs the representation path, then generates and discharges approval-relative
obligations through trusted preservation or atomic validation, and finally reports repair sufficiency
and every surviving suffix. The abstraction therefore models object custody instead of check
presence alone.

Graph and inputs. We represent a consumer as a directed representation-transition graph 𝐺𝑅 =

(𝑉 , 𝐸). Each vertex in 𝑉 is an action representation, and each edge 𝑒 ∈ 𝐸 transforms its source
representation into its destination. A path starts at the reviewed action 𝐴𝑟 and ends at the final
sink action 𝐴𝑓 . Let 𝐸𝑚 ⊆ 𝐸 contain edges that read mutable post-review context, and let 𝐸𝑎 ⊆ 𝐸𝑚
contain those whose context the stated attacker controls.
For every edge 𝑒 , let Sel(𝑒) be the set of fields whose values the edge can select from its inputs.

The analyst supplies Sel(𝑒), the edge’s write set, mutability, attacker control, and normalization.
The analyst also supplies the set 𝐷 of fields on which the sink’s security meaning depends, the
grant scope 𝑆𝐺 , and source or trace anchors for these facts. Expected classifications, repair locations,
residual paths, and sink outcomes are not inputs. This formulation uses graph-reachability dataflow
analysis but specializes its facts to approval-relative reconstruction [5, 16].

The supplied facts describe local implementation events rather than repair outcomes. In contrast,
the checker composes them across joins, reselections, and repair placements. This has two conse-
quences: it determines whether a repair closes every sink path and locates the first uncovered suffix
when it does not. Thus, the seven RQ1 repairs share graph facts yet produce different judgments.

Operationally, annotators obtain Sel(𝑒) from assignments, argument construction, deserialization,
and lookups, and obtain 𝐷 by tracing the sink’s authority-bearing arguments and scope predicates
backward. Every fact names a source location or observed read; missing or conflicting evidence is
unknown. AST or dataflow tools can propose reads, but analysts confirm scope, attacker control,
trusted preservation, and check/use atomicity. Atomicity is accepted only when validation and use
are linearized by the same transaction or lock, or occur in one interference-free critical section over
the consumed object. Consumption of an authenticated immutable object without fallback rereads
is recorded separately as trusted preservation. Otherwise the corresponding fact is unknown.

The complete security projection 𝑃𝐷 (𝐴) is the normalized tuple of fields in 𝐷 , containing exactly
the information that decides Sem(𝐴) ∈ 𝑆𝐺 . Its normalization rules and version are inputs and must
agree at approval and use; the analyzer does not infer semantic equivalence from byte equality.

Hybrid front end and responsibilities. APAS-Finder separates modeling and inference into three
stages, each addressing a different source of uncertainty. extract proposes anchored transitions, field
accesses, sink calls, and immutable copies. validate rejects contradictions and queues unresolved
scope, attacker control, preservation, atomicity, and opaque links for review. Given a valid model,
analyze generates obligations, evaluates repairs, and emits anchored residual suffixes. Unknown
facts remain unknown; a reviewed version-pinned model can then be rechecked as code or repairs
change.

Authorization obligations. For an edge 𝑒 , define the generated obligation set

Gen(𝑒) = {(𝑒, 𝑓 ) | 𝑒 ∈ 𝐸𝑎 ∧ 𝑓 ∈ Sel(𝑒) ∩ 𝐷}. (3)

Intuitively, each 𝑜 = (𝑒, 𝑓 ) ∈ Gen(𝑒) records that edge 𝑒 can select sink-relevant field 𝑓 from
attacker-controlled context. The value must be protected before use; execution determines whether
the potential gap is feasible.
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Repair discharge. Let𝐻 be the protections provided by a candidate repair. For protectionℎ ∈ 𝐻 and
path 𝜋 , Pres(ℎ, 𝜋) means that the sink consumes the checked immutable version or an authenticated
immutable copy preserving every field in 𝐷 . Content equality alone does not establish preservation.

A protection covers field 𝑓 , written 𝑓 ∈ Cov(ℎ), when it checks the authorization-relevant value
of 𝑓 . The predicate Atomic(ℎ, 𝜋) means that ℎ validates the complete projection of the version
consumed on 𝜋 and uses it in one interference-free epoch. Let 𝐻𝜋 [𝑒, sink] contain protections after
edge 𝑒 and no later than sink use. We define

Dis𝜋𝐻 (𝑒, 𝑓 ) ⇐⇒ ∃ℎ ∈ 𝐻𝜋 [𝑒, sink] such that
𝑓 ∈ Cov(ℎ) ∧

(
Pres(ℎ, 𝜋) ∨ Atomic(ℎ, 𝜋)

)
.

(4)

Equation (4) provides two complementary mechanisms: preserve a trusted checked version to use,
or atomically validate and consume the complete final projection. The first controls object identity;
the second excludes intervening writes, rebinding, rereads, and reselection. Hence identical field
coverage can yield opposite judgments when only one repair protects the object that reaches
use [13, 20].

Analysis procedure and outputs. Let Π be the declared sink paths and 𝑄 ⊆ 𝐷 the approval
projection. For path 𝜋 = (𝑒1, . . . , 𝑒𝑘 ), the analyzer propagates outstanding obligations and returns
their sink suffixes:

𝑈 𝜋
0 = ∅,

𝑈 𝜋
𝑖 = {(𝑒, 𝑓 ) ∈ 𝑈 𝜋

𝑖−1 ∪ Gen(𝑒𝑖 ) | ¬Dis𝜋𝐻 (𝑒, 𝑓 )},

R(𝐻 ) ≜
⋃
𝜋∈Π

{(𝑜, suffix(𝜋, 𝑒𝑜 )) | 𝑜 ∈ 𝑈 𝜋
𝑘
}.

(5)

Equation (5) answers both whether an obligation survives and where its bypass begins: union
retains uncovered predecessors at joins, and R pairs each survivor with its generating-edge suffix.
The final judgment is

Judge(𝐻 ) =

unknown, 𝐷 ⊈ 𝑄 ∨ required facts are unknown,
sufficient, R(𝐻 ) = ∅,
insufficient(R(𝐻 )), otherwise.

(6)

Equation (6) distinguishes three outcomes: unresolved facts yield unknown, an empty residual set
yields sufficient, and every survivor is returned with its suffix. The result is relative to declared
paths, trust, and atomicity; execution at the final sink determines whether a candidate residual
path is feasible.

Worked derivation. Consider review->resume->reload->sink. Edge 𝑒1 reloads the workflow, after
which 𝑒2 resolves target, content, and operation from a mutable reference. Equation (3) generates
four obligations. Freezing at 𝑒1 discharges (𝑒1, workflow), but recurrence (5) carries the three
obligations generated at 𝑒2 to the sink, so Equation (6) judges the repair insufficient. An atomic
final check discharges all four, as does freeze_all_inputs when execution consumes only checked
immutable inputs. Thus, protecting the first reconstructed object need not protect values selected
later. Figure 4 shows the derivation.

Conditional guarantee. An instance Γ is faithful when Π covers every feasible sink path, 𝐷
decides membership in 𝑆𝐺 , Sel and 𝐸𝑎 cover every controlled selection in 𝐷 , and all preservation
and atomicity facts are correct. Then

Faithful(Γ) ∧ JudgeΓ (𝐻 ) = sufficient =⇒ ReSAΓ (𝐺, 𝑐), (7)
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Fig. 3. Structure-derived prediction and independent execution validation. The executor does not read frozen
predictions or labels; a separate scorer compares them with final sink effects.

where Γ = (𝐺𝑅, 𝐷,𝑄,Π, 𝐸𝑎, Sel, 𝑆𝐺 , Pres,Atomic). Under these assumptions, every out-of-scope
action differs on 𝐷 and leaves an obligation unless trusted preservation or atomic validation
discharges it. Thus, sufficiency over a faithful reviewed model implies ReSA for that model.

3.2 Prediction protocol
Prediction–execution separation. To separate prediction from observed behavior, the predictor

writes a sealed manifest M containing graph digests, intervention semantics, obligations, suffi-
ciency, and residual candidates; the scorer separately retains expected labels Y. A stateful executor
constructs approved state, applies a fresh mutation, runs reconstruction and checks, and records
the sink effect without reading either file. A third program joins prediction and observation by case
identifier. Exact and semantically equivalent controls traverse the same executor. Figure 3 shows
these boundaries.
Figures 3 and 4 make the information boundary explicit. The analyst supplies anchored im-

plementation facts; the analyzer derives and freezes obligations, residual candidates, and repair
verdicts before replacement.

3.3 Study instantiation
Semantic controls and fail-closed boundary. The semantic contract includes exact normalized

execution, explicitly scoped reuse, incomparable cross-target substitution, and a mutable edge
outside attacker control. These controls separate authorization from raw field equality and at-
tacker reachability from mere mutability. Placement controls exercise an early check followed by
reconstruction, a late atomic check, and a late check/use race.
Projection completeness is judged relative to declared sink dependencies. If a graph-declared

sink-influencing field is absent from the approval projection, the analysis returns unknown for an
incomplete projection rather than certifying the repair. The check therefore covers graph-visible
dependencies; graph construction supplies the dependency universe. Analysis-time abstention
avoids an unsupported safety conclusion, whereas a runtime fail-closed guard prevents execution.
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(𝑒1,𝑤), but resolving an independently mutable source at 𝑒2 leaves three residual obligations.

Released paths. For each version-pinned consumer, we reconstruct the approval-to-execution
path from published code. The audit identifies the approval-bearing representation, post-approval
reads or writes selecting security-relevant fields, the first boundary accepting the reconstructed
action, and the authority-bearing sink. For each transition, we record source anchors, checked
and consumed objects, attacker control, trusted preservation, and check/use atomicity. These facts
instantiate the graph without encoding a repair outcome.

We classify sink evidence as package-owned, delegated, recorder-backed, synthetic child process,
or packet-only. An approval response alone is not impact: a dynamic witness must carry an out-of-
scope action to the declared sink. Static auditing establishes the released path and its assumptions;
dynamic execution tests reachability. Evidence classes remain separate in aggregate reporting.
The experiments invoke shipped approval APIs with synthetic review events. This isolates

reconstruction behavior from operator-interface effects and does not model whether a human
would approve the original action. The artifact records version identifiers, source anchors, graph
facts, and sink ownership for every consumer.

Generative-AI assistance. ChatGPT and Codex were used during research to suggest experimental
contrasts, draft and revise JavaScript runners and scorers, review consistency, draft figures, and
edit prose. Authors selected the research questions and accepted or rejected suggestions; inspected
source anchors and every retained code change; froze predictions before execution; ran the experi-
ments; and checked raw sink effects, aggregate counts, and citations. No model response serves as
a runtime oracle, observation, ground-truth label, or statistical sample. Deterministic checked-in
programs regenerate reported aggregates from the frozen records. One analyst’s review notes were
converted to the submission schema with LLM formatting assistance; retained source anchors and
unknown facts, rather than model-generated labels, determine the reported human result.

4 Evaluation
To evaluate APAS-Finder, we ask whether reconstruction structure predicts repair outcomes, which
authorization facts make those predictions possible, and whether frozen diagnoses transfer to
released consumers. We organize the evidence into finite-model agreement, mechanism-isolating
controls, and released-code execution, with a separate unit and inference scope for each.
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Research questions.
• RQ1: Can reconstruction structure predict repair sufficiency and residual bypass paths
before execution?

• RQ2:Which authorization-relevant facts are required, and how do incomplete inputs affect
the resulting judgments?

• RQ3: Do frozen diagnoses and repair predictions transfer to released consumers?
We first establish the subjects, prediction protocol, execution oracle, and repair controls. We

then answer each research question with the corresponding evidence unit.

4.1 Experimental Settings
Subjects and experimental units. RQ1 evaluates seven repairs on four frozen graphs: 28 configura-

tions and 140 edge–field executions. RQ2 uses structure-ablated baselines, eight matched cases,
obligation and projection omissions, and six graph-fact perturbations. RQ3 transfers predictions to
three blind consumers, executes five reference controls, and tests three residual-effect contrasts:
PromptSpeak partial binding, Lobster check-then-reread, and SSH check-then-reread. Repetitions
test stability, not independent samples.

Independent graph-construction protocol. Two analysts independently reviewed APAS-Finder’s
prepopulated candidates for four version-pinned consumers. They received source, task speci-
fications, and extraction queues, but not author graphs, predictions, outcomes, or each other’s
submission. They source-anchored every decision, retained unknowns, and froze their models
before validation. We report pre-adjudication results and self-reported active time.

Prediction protocol. The evaluation follows Section 3.2. Predictions are frozen before execution
and joined to observations by case ID. Released subjects span package-owned, simulated, synthetic
child-process, delegated, recorder-backed, and packet-only sinks; we report these evidence classes
separately. Contract and legacy-runner checks remain artifact regressions rather than evaluation
units.

Execution oracle. For each run, the adapter creates an approved action 𝐴𝑟 and a schema-valid
candidate 𝐴′ that changes one security-relevant component. The candidate traverses the normal
approval path, and the adapter observes 𝐸 at the final boundary. The Boolean 𝑒𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛𝑂𝑐𝑐𝑢𝑟𝑟𝑒𝑑

records whether the sink produced an effect 𝐸;𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛𝑅𝑒𝑎𝑐ℎ𝑒𝑑 records whether that effect falls
outside the approved scope. The primary failure predicate is

𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛𝑅𝑒𝑎𝑐ℎ𝑒𝑑 = 𝑒𝑥𝑒𝑐𝑢𝑡𝑖𝑜𝑛𝑂𝑐𝑐𝑢𝑟𝑟𝑒𝑑

∧ Sem(𝐸) ∉ 𝑆𝐺 .

For exact approvals, 𝑆𝐺 is the singleton semantic action reviewed by the adapter; scoped controls
may accept changed actions that remain inside 𝑆𝐺 . The runner separately records mutation neutral-
ization when the original action executes, scoped reuse when a changed action remains inside 𝑆𝐺 ,
and rejection before executor when no execution occurs. Each mutation is repeated five times with
a fresh synthetic root. The artifact enumerates target, content, operation, scope, identity, lifecycle,
and replay families. APAS-Finder generates type-preserving replacements from semantic field
names for common target, content, operation, scope, caller, and session cases; adapters may add
sink-specific overrides when one logical operation expands to multiple package operations. This
keeps mutation generation reusable while making package-specific assumptions explicit, following
mutation testing’s emphasis on explicit operators and observable outcomes [9].
The oracle records preserved approval observables, the substituted projection component, the

first accepting reconstruction boundary, the final sink effect, and the scope verdict. These fields
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Exact approval: write(a.txt)    |    Target substitution: a.txt → b.txt

(a) Local protection (b) Whole-input snapshot (c) Check / use atomicity

Protection footprint
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ID binding ✓ – – – –
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Fig. 5. Repair mechanisms and topology-dependent sufficiency. Local protection leaves reconstruction un-
bound; snapshot consumption and atomic check/use protect the object reaching the sink.

separate reconstruction-mediated APAS from valid scoped reuse, prompt-induced selection without
a changed grant, stale verdicts, duplicate execution, and packet-only tampering.

Repair controls. The reference repairs define a compact design space for preserving approval
through reconstruction. A final-boundary repair binds a canonical security projection of 𝐴𝑟 to a
fresh nonce, expiry, principal/session, approval identifier, and tool/policy version; the executor
recomputes the projection from 𝐴𝑓 immediately before the consequential operation. A snapshot
repair instead authenticates the representation that later stages consume and forbids fallback reads
or redirection to the original mutable source. A composed repair may use an early projection for
efficient rejection and a final atomic check for the fields reconstructed later. The analyzer selects
among these candidates by which obligations they discharge, allowing the repair to match the
consumer’s reconstruction path.
Repairs fail closed on projection, identity, expiry, tool/call, or nonce mismatch. A final check

requires complete atomic use; a snapshot requires all later reads to consume the authenticated
object. Both require complete projection, canonicalization agreement, trusted custody, and atomic
lifecycle state.

4.2 Repair Prediction and Residual Localization (RQ1)
RQ1 asks whether declared reconstruction structure predicts both a candidate repair’s outcome and
the bypass suffix that remains before the repair is executed. We evaluate the complete intervention
matrix and then remove position, atomicity, or later-reconstruction facts from the analysis. The
resulting 28 configurations form a factorial mechanism test over four authored graphs and seven
interventions; they are not 28 independent programs.

4.2.1 Intervention outcomes. Figure 5 summarizes the topology-dependent repair judgments; the
case-level evaluation below retains all 28 interventions. The seven intervention IDs are:

approval_id_only; first_accepting_projection; freeze_first_input; final_projection_atomic;
final_projection_racy; freeze_all_inputs; first_plus_final.

A no-binding control is reported outside this denominator. The core evaluation asks whether
reconstruction structure predicts intervention outcomes before execution. From the four frozen
graphs, the analyzer generated 20 obligations and evaluated seven interventions per topology,
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Table 1. Repair-sufficiency predictions on the 28 frozen topology–intervention cases. FS and FU denote
false-safe and false-unsafe judgments. Residual reports exact residual-path output.

Analyzer TP TN FS FU Accuracy Residual

Final-sink-only 8 12 0 8 20/28 abstain 28/28
Atomicity-blind 8 8 4 8 16/28 abstain 28/28
First-edge 8 8 4 8 16/28 abstain 28/28
Reconstruction-aware 16 12 0 0 28/28 exact 28/28

Reconstruction-aware breakdown by topology
Durable-grant consumer 5 2 0 0 7/7 exact 7/7
Approval-tool rebinding 5 2 0 0 7/7 exact 7/7
Transcript projection 3 4 0 0 7/7 exact 7/7
Workflow replacement 3 4 0 0 7/7 exact 7/7

yielding 28 topology–intervention cases and 140 edge–field mutation executions. The stateful
executor did not read the prediction or label files. Prediction and execution agreed on repair
sufficiency in 28/28 cases and on the exact residual-path set in 28/28. Exact and key-reordered
semantic-equivalent actions remained executable throughout.
Two observations explain the agreement. First, atomic final projection blocked every mutation

in 4/4 topologies, whereas a non-atomic final check left an executable substitution in 4/4. Early
projection and first-input freezing worked for the two single-mutable-edge graphs but failed when
transcript or workflow reconstruction selected another mutable value. Lobster’s checked snapshot
is therefore freeze_all_inputs, not freeze_first_input: every later workflow read and resolved action
value must come from it. Second, the scorer recovered the exact suffix for every insufficient repair,
not only its binary outcome. The results connect each repair mechanism to the reconstruction it
does or does not dominate.

We froze the protocol and prediction matrix before execution. The manifest records graph-fact,
intervention-semantics, and source digests. The executor writes reconstruction traces and realized
sink effects, and a separate scorer joins prediction and observation by case identifier. The executor
distinguishes rejected (no sink execution), neutralized (the approved action executes from protected
state), and reached (an out-of-scope action executes). Both rejection and neutralization preserve
authorization, but only the former has no sink effect. This is independent behavioral evidence
produced under the shared declared semantics.

4.2.2 Comparison with structure-ablated rules. We compare four analyzers under a common output
contract: repair sufficiency, residual path, and repair location. An unavailable output is scored as
an abstention. All methods receive the same topology and intervention descriptors; none reads
outcomes. Final-sink-only accepts only a complete atomic final check; atomicity-blind final-binding
accepts any complete final projection; first-edge accepts protection at the first mutable edge and
assumes later preservation. ReSA applies the reconstruction-aware obligation rules defined in
Section 3. Accuracy counts non-abstaining verdicts; abstention is reported separately.
Table 1 reports the complete confusion counts. All methods make 28 binary predictions; only

diagnostic outputs abstain. Atomicity-blind is false-safe on four racy checks. First-edge is false-safe
where history->sink or reload->sink remains uncovered; the artifact retains every false-safe and
false-unsafe case ID.
The topology rows expose the composition behind the aggregate: the first two graphs contain

five sufficient and two insufficient interventions, while the two later-reconstruction graphs contain
three sufficient and four insufficient interventions. The aggregate 28/28 agreement is therefore a
complete factorial mechanism result, not an estimate from 28 independent consumers; its two-sided
Wilson 95% interval is approximately [0.88, 1.00].
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To hold the security effect constant across representations, we repeated the matrix with one
canonical mutation of target, content, and operation. All 28/28 exact controls remained valid. In
contrast, atomic final projection blocked the mutation in 4/4 topologies, while the racy check
allowed it in 4/4. The outcome therefore follows repair placement and reconstruction rather than
topology-specific field names.

Answer to RQ1. Reconstruction structure predicts not only whether each of the 28 repairs is
sufficient, but also the exact suffix through which every insufficient repair remains bypassable.

4.3 Required Authorization Information (RQ2)
RQ2 asks which authorization facts change a repair judgment when field flow and check coverage
remain fixed. Following an ablation design, we vary one semantic dimension or one declared input
at a time and observe the resulting prediction and sink effect.

4.3.1 Effect of object, version, epoch, and scope facts. Four matched pairs fix mutable fields, sink
dependencies, and check coverage while varying check/use epoch, consumed object, later rese-
lection, or grant scope. The contrast is decisive: a field-flow/check-coverage rule scores 4/8 and
separates 0/4 pairs, whereas ReSA scores 8/8 and separates 4/4. Prediction, execution, and scoring
remain separate programs.
For a competitive baseline, CodeQL 2.27.0 extracts dominance, object labels, trusted-copy calls,

intervening writes, and candidate targets. Both analyzers receive the same fields, grant scope,
and check/consume APIs; object relations, atomicity verdicts, labels, residuals, and outcomes are
withheld. With the shared grant contract, the composite also scores 8/8, separates 4/4, and reports
all unsafe residuals. This result locates the contribution precisely: conventional components can
implement the judgment when APIs are explicit, while ReSA supplies the approval-consumer
specification and repair diagnostic. Figure 6 shows the four isolated dimensions.

The unified extract--validate--analyze CLI uses these components as its front end. Entry-point
reachability and authorization-context ranking reduce the displayed review inventory to 183
functions, 321 call edges, and 2,487 field accesses across the four packages; the full inventory
remains available for recall auditing. On the released graph inputs, its shallow AST extractor
recovers 27/35 transition edges and 45/233 edge–field facts; the CodeQL structural queries recover
26/35 edges and 104/233 facts. These extractors do not receive the grant contract and therefore
do not emit repair verdicts. We report them as inputs to the analysis comparison, not as failed
end-to-end competitors: scope, trusted preservation, atomicity, and opaque cross-representation
links remain semantic facts that neither extractor infers reliably.

4.3.2 Effect of obligation and projection omission. We next perturb protections and graph inputs
rather than add more topologies. Table 2 reports the complete RQ2 matrix. Projection omission
removes one graph-declared field from the final check; obligation removal disables one executor-
side edge–field protection while retaining its analysis record. The hidden-field test adds a mutable,
sink-influencing policy_context dependency to graph facts but omits it from the approval projection.
Thus, its abstention tests fail-closed handling of a visible dependency, not discovery of an unknown
schema field.

4.3.3 Effect of graph-fact errors. The graph-fact sensitivity test perturbs one declared fact at a time.
Its three false-safe outcomes identify omitted reconstruction, mislabelled attacker control, and false
trusted preservation as review-critical inputs; a visible projection omission instead produces a safe
abstention. These tests measure the consequences of fact errors, not their prevalence.
Both analysts accept C03 and abstain on C01, C02, and C04, yielding 4/4 model-validation

disposition agreement. After canonical field names are aligned at the shared authority-bearing
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Fig. 6. Four authorization dimensions beyond field coverage: check/use epoch, consumed object, later recon-
struction, and grant-relative meaning. Changing one dimension can reverse the repair judgment.

Table 2. RQ2 abstraction, omission, and graph-input sensitivity results. A case is one frozen graph or matched
configuration; executions are independent mutations or controls scored against final sink effects.

Experiment Scale Observed result What the result tests

Matched abstraction pairs 4 pairs / 8 cases Coverage 4/8, 0/4 pairs; ours and Cod-
eQL composite 8/8, 4/4 pairs

Need for authorization facts beyond field
coverage; conventional components real-
ize them when APIs are explicit

Tool-assisted fact recovery 4 released consumers AST: edges 27/35, facts 45/233; CodeQL:
edges 26/35, facts 104/233

How much of the analyst-provided graph
can be recovered before semantic review

Projection omission 17 cases / 85 muta-
tions

Residual set exact 17/17; omitted field
reached 20/20, included fields blocked
65/65

Whether repair analysis identifies the
field left outside an otherwise complete
projection

Obligation removal 20 interventions Predicted candidate exposed 20/20; ex-
act controls valid 20/20

Whether each modeled protection mat-
ters with all other protections retained

Visible hidden field 4 graphs / 8 execu-
tions

Abstained 4/4; ignoring abstention
reached 4/4; exact valid 4/4

Fail-closed response when graph facts ex-
pose a sink dependency omitted from ap-
proval

Graph-fact perturbation 6 inputs 3 false-safe, 1 safe abstention, 2 correct Sensitivity to omitted reconstruction, at-
tacker control, trusted preservation, and
unrelated atomicity

Independent graph con-
struction

2 analysts / 4 graphs Dispositions 4/4; sink dependencies 19/
20 (F1 0.974); 1 valid + 3 abstentions
each; median 63 min

Model-validation reproducibility and re-
view cost

sinks, their sink-dependency sets overlap on 19 of the 20 fields in their union (precision 1.00, recall
0.95). Different graph boundaries leave only five matching edge–field keys across 95 and 79 facts,
so a pooled field-label 𝜅 would be uninformative. Median active review time is 63 minutes per case
(range 37--72).

Answer to RQ2. Field coverage alone cannot determine repair outcome: matched cases with the
same fields and checks diverge when object version, check/use epoch, trusted preservation, later
selection, or grant scope changes. Protection removal exposes the predicted path, while errors in
three security-critical graph facts can produce false safety. A CodeQL composite recovers all eight
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source-level judgments when these APIs and the grant contract are explicit. Independent modeling
reproduces all four model-validation dispositions and 19/20 sink dependencies.

4.4 Transfer to Released Consumers (RQ3)
RQ3 asks whether predictions frozen from released source paths survive actual execution. We
evaluate sink effects, installed repair controls, and blind source/trace localization separately, so
that each conclusion follows from the corresponding evidence class.

4.4.1 Released paths and observed effects. The direct/simulated-sink tier contains three witnesses.
md-feedback@1.5.6 carries 20/20 mutations to its package-owned file sink; PromptSpeak 0.3.0
carries 10/10 target/content mutations to its simulated executor and neutralizes the other 15/25;
Lobster 2026.9.7 carries 15/15 field mutations and 5/5 self-mutations through its published executor
to a synthetic child-process sink. Exact and no-grant controls behave as expected.
The AI SDK path is configuration-sensitive: without its documented secret, 15/15 mutations

reach the Octokit recorder; with HMAC, exact execution succeeds in 5/5 and all mutations fail
before executor entry. Signed replay remains possible in 5/5, separating integrity from freshness.
Agent Approve and Ng-annotate provide delegated effects; Pincushion is a packet-only negative
whose final gate blocks impact.

OpenClaw is the equality hard negative: 10/10 target/content changes remain within directory
scope, 5/5 operation changes are rejected, and APAS is 0/15. Its independent scope checker passes
69/69 cases. Eve and Patchwork retain the approved action and neutralize changed responses.
Three releases broaden the controls. With @sema-agent/core@7.10.0, its detached snapshot

preserves the reviewed write in 5/5, whereas consuming a mutable alias carries the attacker
write in 5/5. With ssh-mcp@2.8.0, the released transport rejects changed and expired commands;
against an isolated SSH service, rereading mutable input creates the attacker marker in 5/5, while
consuming the checked command creates only the reviewed marker. With @voyant-travel/action-
ledger@0.115.9, the complete fingerprint distinguishes 15/15 mutations, whereas a coarse projection
collides on 10/10 omitted-component mutations. Predictions match all five structural cases.

4.4.2 Installed repairs and blind transfer. Table 3 reports five repair controls and a PromptSpeak
insufficient-repair contrast. Sufficient interventions preserve exact execution and prevent 60/60
action mutations: 55 rejected and five snapshot-neutralized. The denominator is 15+20+5+5+15;
caller controls and signed replay are reported separately. The prospective configurations provide
the cross-project test.
The blind set validates topology, classification, boundary, and source/trace repair localization

on 3/3 version-pinned consumers; it does not install repairs. A clean rerun reproduces all counts,
including 12/12 vulnerable and 6/6 neutralized blind rows and Lobster’s 5/5 before versus 0/5 after
snapshot consumption.

The released-code evidence is purposive rather than representative. We distinguish three blind
consumers, five executed repair controls, and three residual-effect contrasts; packages without a
complete approval-to-sink path are not treated as safe negatives. The artifact records version pins,
inclusion criteria, source anchors, and exclusion reasons.

Answer to RQ3. Frozen diagnoses transfer to all three blind consumers. Five executed controls
realize the predicted safe outcome. Three mechanism contrasts leave the predicted residual effects
reachable: PromptSpeak partial binding, Lobster check-then-reread, and SSH check-then-reread.
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Table 3. Released-consumer repair evidence. “Installed” means the reference intervention was executed in
the experiment; blind localization is reported separately in text.

Consumer Sink evidence Predicted intervention Installed Exact Invalid-action outcome

md-feedback@1.5.6 Package-owned file sink Atomic canonical digest
before grant consump-
tion

yes, isolated fork 5/5 rejected 15/15

PromptSpeak 0.3.0 Package-owned simu-
lated executor

Complete arguments
and caller binding

yes, isolated fork 5/5 rejected 20/20

Lobster 2026.9.7 Released executor; syn-
thetic child sink

Consume attacker-
immutable checked
snapshot

yes, wrapper 5/5 reached 5/5 before; neu-
tralized 5/5 after

Agent Approve 0.1.24 Delegated OpenCode
hook

Atomic tool-and-
argument digest

yes, wrapper 5/5 rejected 5/5

AI SDK 7.0.58 Released SDK; local
recorder

Documented HMAC
over tool and input

yes, SDK path 5/5 rejected 15/15; replay
separate

PromptSpeak partial
binding

Same simulated execu-
tor

Target-only binding
(predicted insufficient)

yes, isolated fork 5/5 content reached 5/5;
complete binding re-
jected 5/5

Transfer total Five repair controls Frozen sufficient inter-
ventions

5/5 5/5 prevented 60/60: 55 re-
jected, five neutralized

5 Related Work
Loopjacking studies approval-to-effect mismatch in released agent products, including incomplete
approval representations and post-approval state substitution [28]. APAS-Finder complements
this product-level perspective with repair-oriented reasoning over existing consumers. Given
representation transitions, sink dependencies, consumed object versions, and authorization scope,
it derives obligations, evaluates candidate repairs, and identifies the residual sink suffix when a
repair does not cover the reconstructed action.

Complete mediation, least privilege, access-control calculi, and confused-deputy work establish
when authority must be checked and how it is delegated [1, 7, 18]. Recent agent-security studies
demonstrate execution-boundary failures and indirect prompt injection in tool-integrated sys-
tems [2, 3, 6, 26]. The closest concurrent proposals, Consent Integrity and CONTINUITY, bind
approved actions or security context across execution transitions [24, 27]. ReSA asks a complemen-
tary implementation-facing question: whether an existing consumer preserves that binding while
reconstructing the action and, if not, which repair leaves a residual sink suffix.
Program analyses provide the building blocks: interprocedural reachability, object-sensitive

points-to analysis, information flow, and typestate recover dependencies, identities, and protocol
states [4, 12, 13, 16, 17, 22]. ReSA combines reviewed facts into obligations, verifies the consumed
version, and reports repair-specific suffixes. This composition separates the matched cases in
Figure 6 despite identical field-flow and check coverage. Relative to CONTINUITY’s linter, it
outputs the object/version condition required by a repair and the residual path left in an existing
consumer.
A backward slice recovers candidate data paths, while object-sensitive points-to, dominance,

lockset, and typestate analyses populate model facts. ReSA relates those paths to approved scope,
semantic preservation, and grant-equivalent objects. Its suffix is conditioned on grant 𝐺 and repair
𝐻 and begins at an undischarged obligation. The CodeQL evaluation separately measures graph-fact
recovery and an explicit-API composite over the eight matched cases.

Runtime monitors and edit automata establish how event policies can mediate execution [11, 19].
ReSA specializes that enforcement question to approval consumers: it locates the consumed object,
determines whether preservation or atomic validation discharges each obligation, and reports the
remaining suffix.
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Linearizability and file-race analyses supply the established basis for the check/use condition [8,
10, 23]. ReSA combines that condition with approval scope and object custody to judge a candidate
repair.

AgentDojo, InjecAgent, and ToolSafe exercise prompt injection, changing state, and guarded tool
invocation [3, 15, 26]. ReSA instead derives repair obligations tied to the consumed action before
execution. Following repair-correctness work [14, 21, 25], the evaluation checks both rejection of
out-of-scope effects and preservation of exact approved behavior.
Replay and duplicate execution are freshness concerns separate from the relation studied here:

whether the action selected after approval remains inside the approved projection.

6 Discussion and Limitations
Three boundaries shape the interpretation. First, dynamic evidence establishes reachability rather
than human deception: deterministic mutations define the oracle, and approvals are synthetic.
Sink evidence also ranges from package-owned effects to binding-only observations. Second, the
analysis is relative to a reviewed graph. AST and CodeQL recover 27/35 and 26/35 edges, but
scope, trust, atomicity, opaque flow, and omissions require review. The analysts agree on all four
model-validation dispositions and 19/20 sink dependencies, yet choose boundaries with too few
common edge–field keys for a meaningful pooled 𝜅. Four cases and self-reported timing do not
establish population-level annotation reliability or unattended use.

Third, the semantics cover one exact or scoped grant rather than multi-action plans. The study
characterizes the tested repairs and consumers rather than ecosystem prevalence, omitted fields,
policy errors, or key compromise.

Ethics. The modeling study retains anonymized technical annotations and self-reported task
time from two analysts, but no demographic or sensitive personal data. All software effects remain
in isolated local targets or recorders, and repairs are not maintainer-confirmed.

7 Conclusion
We address approval-to-execution drift along three dimensions: ReSA defines the required seman-
tic relation, APAS-Finder derives repair obligations and residual suffixes, and independent sink
execution tests those predictions. Predictions match all 28 controlled cases; five controls prevent 60
tested out-of-scope effects, while three mechanism contrasts retain the predicted residual effects.
Across the selected released paths, the analysis identifies what each repair must protect and where
an uncovered path remains.

The practical message is simple: bind the action that will be consumed, not merely the approval
record that preceded it.

Data Availability
An anonymous package provides frozen annotator packets and submissions, source anchors,
validation and agreement scripts, executors, observations, scoring, and integrity metadata; finite-
model claims remain declaration-relative.
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