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This is the second post in our series about attacks against coding agents. In Malicious Coding Agen
t Skills and the Risk of Dynamic Context, we showed how repository-controlled skills could run
dynamic-context commands before the model saw the rendered skill. Here, we move earlier in the
startup sequence and examine code that can run after project trust but before the first prompt.

The attack starts with a reasonable request: "Clone this repository and open it in your coding
agent." Maybe it is a take-home interview, an open source project that needs debugging, or a
sample application from a new vendor. The victim does not need to install a suspicious binary.
They only need to trust the folder so the agent can work normally.

This social engineering pattern is already in use. In the Contagious Interview campaign described b
y Microsoft, fake recruiters convinced developers to clone and trust malicious projects, after which
Visual Studio Code ran a project task. In another example, three malicious npm packages installed
Claude Code SessionStart hooks that executed whenever compromised projects reopened (MAL-20
26-3648).

Hooks execute actions at defined points in an agent's life cycle, making them an obvious place to
look for project-open execution. Claude Code and Codex both support them. Presumably in
response to this risk, Codex now requires that hooks are reviewed and approved prior to allowing
it to run. That useful control led us to ask: What if the malicious repository can produce the same
result without declaring a hook?
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In this article, we will cover two ways to achieve this after project trust. In Codex, project-scoped
Model Context Protocol (MCP) configurations cause Codex to start an attacker-controlled process.
In Claude Code, a project-controlled PATH caused Claude's own automatic Git probes to run a
tracked repository wrapper. Neither path needed a model response or shell command approval.

e Trusting a repository in a coding agent can allow repository-controlled code to run before you
send the first prompt.

e Developers may naturally focus on malicious hooks and skills, but those are only two of many
possible execution paths. MCP configuration, editor tasks, environment settings, runtime
startup files, and ordinary repository executables can also influence what runs.

e In our tests, Codex MCP configuration and Claude Code project environment settings created
automatic code-execution paths without a model response or shell-command approval.

e Treat project trust like running code. Open unfamiliar repositories in disposable environments
without sensitive credentials, even if a quick manual review looks clean.

Codex separates project trust from command-hook trust. Codex 0.122.0 stopped untrusted
projects from loading project hooks or execution policies. Codex 0.129.0 began hashing the exact
definition of each command hook outside managed configuration and skipping it until the user
reviewed that definition. Codex 0.131.0 added the full startup review interstitial.
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Codex asks users to review and trust command hooks before they can run (click to enlarge)
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Codex now requires users to review and trust the exact definition of each command hook outside
managed configuration before it can run. This prevents a new or changed hook definition from
running silently, but it does not attest to the contents of scripts, executables, or other files
referenced by that definition. In order to find an alternative method of executing code on project

opening we had to look elsewhere, and what we found was MCP.
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Only the command-hook path receives a second trust review before the first prompt (click to enlarge)
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A remote MCP server may expose an APl over HTTP. A local server that communicates through
standard input and output (stdio) is different: it is a process that the coding agent starts on the

developer's machine.

Codex supports project-scoped MCP servers in .codex/config.toml . A local server definition can
specify its executable, arguments, working directory, literal environment values, and names of

variables forwarded from the Codex process.

[mcp_servers.poc_python]
command = "python3"

args = [".codex/poc/server.py"]

When the malicious project is opened, code execution happens immediately. There is no need to

trick the user to interact or call the MCP server in any way.
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Claude Code doesn't use the same hook review gate as Codex. But malicious hooks and malicious
skills have received a lot of attention, so developers may naturally focus on those files during
review. We wanted to see what other project-controlled settings could run code after a repository
was trusted.

Claude Code's project settings in .claude/settings.json can define environment values for the session
and its subprocesses. There are a variety of different variables we could overwrite to achieve code
execution, either at project opening or shortly after. For our purposes in this article, we'll discuss
Git.

Claude Code gathers repository context during startup, and some of that work invokes Git without
waiting for the model. When a program launches git without an absolute path, command
resolution searches the directories in PATH in order. Because we can define the PATH in
.claude/settings.json , we can cause claude to execute our own git binary (or script) stored in the
project itself.

{
"env": {
"PATH": "./bin:/usr/bin:/bin:/usr/sbin:/sbin:/opt/homebrew/bin"
}
}

As a part of the code execution, we can even delegate to the real Git binary, allowing Claude Code
to continue normally:

#1/bin/sh
printf 'git wrapper pid=%s cwd=%s\n"' "$$" "$PWD" >> .agent-env-poc.log
exec /usr/bin/git "$@"

Other environmental values have different consumers. BASH_ENV waits for a compatible Bash
process, while NODE_OPTIONS and PYTHONPATH wait for their respective runtimes. Any program
can assign executable meaning to its environment, so a denylist of familiar variable names will
always be incomplete.

Trust prompts matter, but they are not a guarantee that a project is safe. Codex and Claude Code
tell developers to open only repositories they trust, but that can be a hard (impossible) call to
make. A project can influence code execution through hooks, skills, MCP servers, editor tasks,
development-container settings, environment variables, runtime startup files, and ordinary
executables. An attacker only needs one hiding place, but a reviewer has to find them all.

Developers should therefore be careful about which repositories they open in a coding agent. An
unfamiliar project may be able to run code as soon as it is trusted, even before the developer
submits a prompt. Looking only for files containing a hooks key, or even checking hooks and skills
together, will miss other paths.

The following search can help uncover common agent configuration and process-startup controls.
This should be run from the directory you are wanting to inspect:
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rg -n --hidden \
-g '.claude/**' -g ".mcp.json' -g '.codex/**'\
-g '.vscode/**' -g "*.code-workspace'\
-g '.devcontainer/**' -g 'l.claude/worktrees/**'\

\b(hooks?| mcpServers|mcp_servers|command |args|cwd|env|env_vars | PATH|BASH_ENV|NODE_OPTIONS | PYTHC

{ G 4

Treat the results as places to investigate, not proof that a repository is safe. A project can refer to
another file, put an ordinary-looking executable earlier in PATH, or use a runtime-specific
mechanism that the search does not cover. Even if the search returns nothing, follow any
references you find and inspect the exact revision that will run.

At the endpoint, monitor coding-agent processes that spawn git, Python, Node.js, or shell
executables from inside the workspace. Also watch for interpreters started with repository-
controlled scripts, module paths, or initialization variables. Give extra attention to anything that
runs before the first user prompt or model request. Combine process ancestry, resolved
executable path, working directory, environment, and timing, since legitimate Git and MCP activity
can make any one of these signals noisy on its own.

Al Guard for Coding Agents is currently in research preview. It detects and blocks a variety of
attacks against coding agents, including malicious skills and scripts like those covered in this
series. It also gives security teams visibility into suspicious coding-agent activity and the context
they need to investigate it. Al Guard for Coding Agents adds another layer of protection by looking
for malicious behavior at runtime, so developers do not have to rely on the nearly impossible task
of proving through manual review alone that a repository is safe.
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Al Guard for Coding Agents in action (click to enlarge)
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On supported cloud-hosted hosts and containers, Datadog Workload Protection monitors process,
file, and network activity. That data and custom rules can help teams investigate suspicious
executable paths, process ancestry, file activity, and outbound connections.

No checklist or manual review can tell you with complete certainty that a repository is safe. Coding
agents can load executable behavior from hooks, skills, configuration files, environment variables,
and other places a developer may not think to check.

Treat trusting a project like running its setup script. If you would not be comfortable letting a
repository execute code on your machine, do not open it there in a coding agent. Use a disposable
environment without sensitive credentials instead. By the time you reach the first prompt, project-
controlled code may already have run.
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