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Collection of all materials concerning my Exchange PowerShell Remoting research. It includes
OffensiveCon 2024 video and 4 blog posts, which include all the technical details.

Chain of 3 gadgets (Arbitrary File Write + Arbitrary File Read + Local DLL Loading) to achieve the
RCE on Exchange is fully described in the 3rd blog post.

e OffensiveCon 2024 - Talk

e OffensiveCon 2024 - Slides

e Blog Part 1 - EXPLOITING EXCHANGE POWERSHELL AFTER PROXYNOTSHELL: PART 1 - MULTIVAL
UEDPROPERTY

e Blog Part 2 - EXPLOITING EXCHANGE POWERSHELL AFTER PROXYNOTSHELL: PART 2 - APPROVE
DAPPLICATIONCOLLECTION

e Blog Part 3 - EXPLOITING EXCHANGE POWERSHELL AFTER PROXYNOTSHELL: PART 3 - DLL LOA
DING CHAIN FOR RCE

e Blog Part 4 - EXPLOITING EXCHANGE POWERSHELL AFTER PROXYNOTSHELL: PART 4 - NO ARGU
MENT CONSTRUCTOR
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