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•Aspiring Security Researcher

•Bug Bounty Hunter

•CTF Player

•Uni Student @Comp.Sci.Eng.

•Ranked Top15 researcher @NCIIPC



 





APPLICATION USES A.I. ? COOL ☺



• The application uses Artificial Intelligence to map out the face of any particular user from the 
group photos

• Automatically find and categorize user images based on their face.

• Saves time by eliminating the need for manual photo searching.



USER SIGNUP WITH MOBILE/EMAIL

VERFIY WITH OTP (ONE TIME PASSWORD)

VERIFY & PASS LIVE FACE DETECTION FEATURE

AFTER BEING VERIFED SUCESSSFULLY YOU WILL BE REDIRECTED TO HOMEPAGE



Cannot be skipped and is necessary 
to complete in order to move forward





Face Detection Criteria Being Used:



1. The face should be of a human.

2. The human face should be looking 
straight.



Something seems odd in here ?



    Yes, it is flawed but what it is ? ☺



1. A.I. fails to detect the difference between a real 
live    detected human face and another 

deepfake.

2. Fulfilling the above two conditions anyone can 
simply import the picture and verify his/her 

identity and bypass this crucial step of security.



Testing Various Bypass Methods



•  Conducted a test with a physical photograph, it got blur 
and ended up being detected & rejected.

• Used a deepfake Image from the Intended feature 
(Imported from gallery) and it bypassed the check 





The deepfake Image I used to bypass the 
security check and got successfully 

verified as the user





WRITE UP FOR THE VULNERABILITY DISCUSSED



                ANY QUESTIONS ?

       REACH ME OUT AT TWITTER - @RAVENZBB


