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TL:DR overview

e Multiple cross-site scripting vulnerabilities in Joomla allow attackers to inject malicious scripts
via insufficiently sanitized user input, affecting both front-end and back-end components of the
CMS.

e The flaws stem from inconsistent output encoding across Joomla's template and component
system, where some input sources are sanitized while others are passed to the browser
unescaped.

e Successful XSS exploitation in Joomla's admin interface can lead to session hijacking, account
takeover, and malicious content injection—particularly impactful for high-traffic public
websites.

e Joomla users should apply security patches promptly and configure Content Security Policy
headers as an additional layer of defense against XSS exploitation.

Key Information

e Sonar's Vulnerability Research Team has discovered an issue that led to multiple XSS
vulnerabilities in the popular Content Management System Joomla.

e The issue discovered with the help of SonarQube Cloud affects Joomla's core filter component
and is tracked as CVE-2024-21726.


https://assets-eu-01.kc-usercontent.com/ef593040-b591-0198-9506-ed88b30bc023/8e59bcad-6e39-41dc-abd9-a0e251e8d63f/Sonar%20%282%29.svg?w=128&h=32&fit=clip&q=80
https://www.joomla.org/
https://sonarcloud.io/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2024-21726

e Attackers can leverage the issue to gain remote code execution by tricking an administrator
into clicking on a malicious link.

e The underlying PHP bug is an inconsistency in how PHP’'s mbstring functions handle invalid
multibyte sequences.
e The bug was fixed with PHP versions 8.3 and 8.4, but not backported to older PHP versions.

e Joomla released a security announcement and published version 5.0.3/4.4.3, which mitigates
the vulnerability.

Joomla

Joomla is a free and open-source Content Management System (CMS) used for building websites
and online applications. Roughly 2% of all websites use Joomla, which makes it one of the most
popular CMSs with millions of deployments worldwide.

The widespread usage of Joomla and the fact that most deployments are publicly accessible makes
it a valuable target for threat actors. Just recently, Joomla was targeted in an attack against differen
t organizations via an improper access control vulnerability (CVE-2023-23752).

In this article, we dive into an interesting XSS issue detected by SonarQube Cloud, which led us
down the rabbit hole to the discovery of a bug in PHP. We will explain how an inconsistency in
PHP’s mbstring functions can be leveraged by attackers to bypass Joomla’s input sanitization
introducing multiple XSS vulnerabilities.

Impact
Joomla versions 5.0.2/4.4.2 and below are prone to multiple XSS vulnerabilities. Attackers tricking
an administrator into clicking on a malicious link can gain remote code execution (RCE):

Joomla version 5.0.3/4.4.3 mitigates the issue regardless of the PHP version. The underlying PHP
bug was fixed with PHP versions 8.3 and 8.4, but not backported to older PHP versions.

We strongly recommend updating Joomla to the latest version as well as keeping your PHP
version up-to-date.

Technical Details

In our continuous effort to help secure open-source projects and improve our Code Quality
solution, we regularly scan open-source projects via SonarQube Cloud and evaluate the findings.
When scanning Joomla, SonarQube Cloud reported an interesting XSS issue:

<input type="hidden" name="forcedItemType" value="<?php 2
echo 1 $Sapp->getInput()->get('forcedIitemType', '', 'string'); ?>">

Change this code to not reflect user-controlled data.


https://developer.joomla.org/security-centre/929-20240205-core-inadequate-content-filtering-within-the-filter-code.html
https://www.joomla.org/announcements/release-news/5904-joomla-5-0-3-and-4-4-3-security-and-bug-fix-release.html
https://w3techs.com/technologies/overview/content_management
https://thehackernews.com/2023/12/new-hacker-group-gambleforce-tageting.html
https://thehackernews.com/2023/12/new-hacker-group-gambleforce-tageting.html
https://nvd.nist.gov/vuln/detail/CVE-2023-23752
https://sonarcloud.io/
https://www.joomla.org/announcements/release-news/5904-joomla-5-0-3-and-4-4-3-security-and-bug-fix-release.html
https://sonarcloud.io/

View this issue on SonarQube Cloud

This small code snippet is taken from a settings page on the admin panel. According to the raised
issue, the query parameter forceditemType is reflected in the output, which introduces an XSS
vulnerability.

Please notice that the third argument of the get method used to retrieve the query parameter is
set to string . This value determines which filters should be applied to the query parameter. Under
the hood, the get method uses the Joomla\Filter\InputFilter class to sanitize potentially malicious
input, which should prevent an XSS attack.

The filter logic is quite complex and uses a method called cleanTags to remove all HTML tags that
are not explicitly allowed. For query parameters, no tags are allowed at all.

Thus, for the following example input:

Copy to clipboard
some-text<script>alert(1)</script>

..., the <script> tags are removed, which results in this output:

Copy to clipboard
some-textalert(1)

The cleanTags method performs this sanitization by determining the position of any opening tags
(<) and then removing all data following until and including the corresponding closing tag ( > ):

some-text< >alert(1)< >

The characters before an opening tag (e.g., some-text in the example above) are extracted by

determining the offset of the opening tag ( $tagOpenStart ) via StringHelper::strpos and then using Stri
ngHelper::substr to extract it:

Copy to clipboard


https://sonarcloud.io/project/issues?resolved=false&types=VULNERABILITY&id=SonarSourceResearch_joomla-blogpost&open=AY3LbRnWdEw9LdiT4b6d
https://github.com/joomla-framework/filter/blob/3.x-dev/src/InputFilter.php#L308-L514
https://github.com/joomla-framework/string/blob/3.x-dev/src/StringHelper.php#L147
https://github.com/joomla-framework/string/blob/3.x-dev/src/StringHelper.php#L189
https://github.com/joomla-framework/string/blob/3.x-dev/src/StringHelper.php#L189

// Is there a tag? If so it will certainly start with a '<'.
$tagOpenStart = StringHelper::strpos($source, '<');
while ($tagOpenStart !== false) {

// Get some information about the tag we are processing

$preTag .= StringHelper::substr($postTag, 0, $tagOpenStart);

For the example string some-text<script>alert(1)</script>, the first call to StringHelper:substr returns
the string some-text, which is appended to the $preTag variable:

some-text<script>alert(1)</script>

*

StringHelper::strpos(..., '<');

I

StringHelper::substr(..., StagOpenStart);

\

SpreTag .= "some-text";

On the second iteration, the string alert(1) is added:

some-text<script>alert(1)</script>

StringHelper::strpos(..., '<");

N

StringHelper::substr(..., StagOpenStart);

V

SpreTag .= "alert(1)";

The $preTag variable used to collect all sanitized substrings is later returned as the final result:

Copy to clipboard

/...
return $preTag;

}



The StringHelper:strpos and StringHelper::substr methods are just wrappers around the respective
PHP mbstring functions mb_strpos and mb_substr .

When determining if this sanitization is safe, we noticed that both PHP functions, mb_strpos, and
mb_substr , handle invalid UTF-8 sequences differently. When mb_strpos encounters a UTF-8 leadin
g byte, it tries to parse the following continuation bytes until the full byte sequence is read. If an
invalid byte is encountered, all previously read bytes are considered one character, and the
parsing is started over again at the invalid byte:

continuation byte invalid byte!
leading byte expected continuation byte.
3 continuation bytes parsed bytes considered one
should follow character; reset parsing

Ny

bytes: 41 | 3c | 42 | 42

index: 0 L 2 3 = 5 6

Thus, the following call to mb_strpos returns the index 4 :

Copy to clipboard
mb_strpos("\xfO\x9fAAA<BB", '<'); // 4

This index is the position of the opening angle bracket < (3c) character within the string.

mb_substr , on the other hand, skips over continuation bytes when encountering a leading byte:


https://www.php.net/manual/en/book.mbstring.php
https://www.php.net/manual/en/function.mb-strpos.php
https://www.php.net/manual/en/function.mb-substr.php
https://en.wikipedia.org/wiki/UTF-8#Encoding
https://en.wikipedia.org/wiki/UTF-8#Encoding

leading byte
skip over next 3 bytes continue here

bytes: 41 3c | 42 | 42

index: 0 1 2 S 4

This means that for mb_substr, the first four bytes are considered one character and the opening
angle bracket < (3c) character has the index 2. Thus, the following call to mb_substr returns
"\xfO\x9fAAA<B" when using the index returned by mb_strpos :

Copy to clipboard
mb_substr("\xfO\x9fAAA<BB", 0, 4); // "\xfO\x9fAAA<B"

Because of this inconsistency between both functions, Joomla's sanitization extracts not only the
text before an opening angle bracket but also the opening angle bracket itself and the following
character when encountering this invalid UTF-8 byte sequence:



\XxfO\x9f AAA <BB

*

StringHelper::strpos(..., '<');

bytes: | £0 | 9£ | 41 | 41 | 41 42 | 42

index: 0 1 2 3 4 5 6

X
StringHelper::substr(..., StagOpenStart);

,

bytes: | £0 | 9f | 41 | 41 | 41 42 | 42

index: 0 il 2 3 4

%

v

SpreTag .= "\xfO\X9fAAA E’ ;

An attacker can insert multiple invalid UTF-8 sequences, which effectively offset the index returned
by StringHelper:strpos way beyond the opening angle bracket and thus include arbitrary HTML tags
in the sanitized output. This completely bypasses the sanitization applied by Joomla. Since this
issue affects Joomla's core filter functionality, which is used all over the whole code base, this leads
to multiple XSS vulnerabilities.

One of the resulting XSS vulnerabilities can for example be leveraged by an attacker to craft a
malicious link. When an administrator clicks on this link, the injected JavaScript payload can be
used to customize a template and insert arbitrary PHP code. Thus, an attacker can gain remote
code execution (RCE) by tricking an administrator into clicking on the malicious link.

Patch


https://book.hacktricks.xyz/network-services-pentesting/pentesting-web/joomla#rce

Joomla addressed the issue by replacing the usage of the mbstring functions with PHP's regular
string functions:

Copy to clipboard

// Is there a tag? If so it will certainly start with a '<'.
- $tagOpenStart = StringHelper::strpos($source, '<');

+ $tagOpenStart = strpos($source, '<');

while ($tagOpenStart !== false) {
// Get some information about the tag we are processing
$preTag .= StringHelper::substr($postTag, 0, $tagOpenStart);
+ $preTag .= substr($postTag, 0, $tagOpenStart);

The difference between these functions is that PHP's regular string functions are not multibyte
aware and operate on single bytes. Since multibyte awareness is not required for the applied
sanitization, these functions should be preferred.

We also reported the inconsistent behavior of the mbstring functions to the PHP maintainers,
since we consider it as unintended. The PHP maintainers provided a patch, which makes the
behavior consistent by not skipping over continuation bytes when encountering a leading byte.
Unfortunately, the issue was not classified as security-relevant, which means that the patch is not
backported to older versions of PHP.

More background information on the behavior of the PHP mbstring functions and the patch can
be found in the excellent explanation from Alex Dowad in the related commit message.

Timeline

Summary

In this article, we explained how SonarQube Cloud led us to an interesting XSS finding in the
popular CMS Joomla. During our analysis of the issue, we discovered an inconsistency in how
PHP’s mbstring functions handle invalid multibyte sequences. Attackers could leverage this
behavior to bypass the sanitization performed by Joomla’s core filter leading to multiple XSS
vulnerabilities.

Finally, we would like to thank the Joomla! Security Strike Team for quickly responding to our
notification, collaborating on a corresponding patch, and informing all users.

Also, thanks a lot to Alex Dowad for quickly addressing the issue from the PHP side!
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