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The Story of a Novel Supply Chain Attack
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Alex Birsan

Ever since I started learning how to code, I have been fascinated by the level of trust we put in a
simple command like this one:

pip install package_name
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Some programming languages, like Python, come with an easy, more or less official method of
installing dependencies for your projects. These installers are usually tied to public code
repositories where anyone can freely upload code packages for others to use.

You have probably heard of these tools already — Node has npm  and the npm registry, Python’s
pip  uses PyPI (Python Package Index), and Ruby’s *gems *can be found on… well, RubyGems.

When downloading and using a package from any of these sources, you are essentially trusting its
publisher to run code on your machine. So can this blind trust be exploited by malicious actors?

Of course it can.

None of the package hosting services can ever guarantee that all the code its users upload is
malware-free. Past research has shown that *typosquatting — *an attack leveraging typo’d
versions of popular package names — can be incredibly effective in gaining access to random PCs
across the world.

Other well-known dependency chain attack paths include using various methods to compromise
existing packages, or uploading malicious code under the names of dependencies that no longer
exist.

The Idea

While attempting to hack PayPal with me during the summer of 2020, Justin Gardner (@Rhynorate
r) shared an interesting bit of Node.js source code found on GitHub.

The code was meant for internal PayPal use, and, in its package.json  file, appeared to contain a mix
of public and private dependencies — public packages from npm, as well as non-public package
names, most likely hosted internally by PayPal. These names did not exist on the public npm
registry at the time.

With the logic dictating which package would be sourced from where being unclear here, a few
questions arose:

What happens if malicious code is uploaded to npm under these names? Is it possible that
some of PayPal’s internal projects will start defaulting to the new public packages instead of the
private ones?

Will developers, or even automated systems, start running the code inside the libraries?

If this works, can we get a bug bounty out of it?

Would this attack work against other companies too?

Without further ado, I started working on a plan to answer these questions.

The idea was to upload my own “malicious” Node packages to the npm registry under all the
unclaimed names, which would “phone home” from each computer they were installed on. If any
of the packages ended up being installed on PayPal-owned servers — or anywhere else, for that
matter — the code inside them would immediately notify me.

At this point, I feel that it is important to make it clear that every single organization targeted
during this research has provided permission to have its security tested, either through public bug
bounty programs or through private agreements. Please do not** **attempt this kind of test
without authorization.

https://incolumitas.com/2016/06/08/typosquatting-package-managers/
https://twitter.com/Rhynorater
https://twitter.com/Rhynorater


“It’s Always DNS”

Thankfully, npm allows arbitrary code to be executed automatically upon package installation,
allowing me to easily create a Node package that collects some basic information about each
machine it is installed on through its preinstall  script.

To strike a balance between the ability to identify an organization based on the data, and the need
to avoid collecting too much sensitive information, I settled on only logging the username,
hostname, and current path of each unique installation. Along with the external IPs, this was just
enough data to help security teams identify possibly vulnerable systems based on my reports,
while avoiding having my testing be mistaken for an actual attack.

One thing left now — how do I get that data back to me?

Knowing that most of the possible targets would be deep inside well-protected corporate
networks, I considered that DNS exfiltration was the way to go.

Sending the information to my server through the DNS protocol was not essential for the test itself
to work, but it did ensure that the traffic would be less likely to be blocked or detected on the way
out.

The data was hex-encoded and used as part of a DNS query, which reached my custom
authoritative name server, either directly or through intermediate resolvers. The server was
configured to log each received query, essentially keeping a record of every machine where the
packages were downloaded.

The More The Merrier

With the basic plan for the attack in place, it was now time to uncover more possible targets.

The first strategy was looking into alternate ecosystems to attack. So I ported the code to both
Python and Ruby, in order to be able to upload similar packages to PyPI (Python Package Index)
and RubyGems respectively.

But arguably the most important part of this test was finding as many relevant dependency names
as possible.

A few full days of searching for private package names belonging to some of the targeted
companies revealed that many other names could be found on GitHub, as well as on the major
package hosting services — inside internal packages which had been accidentally published — and
even within posts on various internet forums.

However, by far the best place to find private package names turned out to be… inside javascript
files.

Apparently, it is quite common for internal package.json  files, which contain the names of a
javascript project’s dependencies, to become embedded into public script files during their build
process, exposing internal package names. Similarly, leaked internal paths or require()  calls within
these files may also contain dependency names. Apple, Yelp, and Tesla are just a few examples of
companies who had internal names exposed in this way.

During the second half of 2020, thanks to @streaak’s help and his remarkable recon skills, we were
able to automatically scan millions of domains belonging to the targeted companies and extract

https://twitter.com/streaak


hundreds of additional javascript package names which had not yet been claimed on the npm
registry.

I then uploaded my code to package hosting services under all the found names and waited for
callbacks.

Results

The success rate was simply astonishing.

From one-off mistakes made by developers on their own machines, to misconfigured internal or
cloud-based build servers, to systemically vulnerable development pipelines, one thing was clear:
squatting valid internal package names was a nearly sure-fire method to get into the networks of
some of the biggest tech companies out there, gaining remote code execution, and possibly
allowing attackers to add backdoors during builds.

This type of vulnerability, which I have started calling dependency confusion, was detected inside
more than 35 organizations to date, across all three tested programming languages. The vast
majority of the affected companies fall into the 1000+ employees category, which most likely
reflects the higher prevalence of internal library usage within larger organizations.

Due to javascript dependency names being easier to find, almost 75% of all the logged callbacks
came from npm packages — but this does not necessarily mean that Python and Ruby are less
susceptible to the attack. In fact, despite only being able to identify internal Ruby gem names
belonging to eight organizations during my searches, four of these companies turned out to be
vulnerable to dependency confusion through RubyGems.

One such company is the Canadian e-commerce giant Shopify, whose build system automatically
installed a Ruby gem named shopify-cloud  only a few hours after I had uploaded it, and then tried
to run the code inside it. The Shopify team had a fix ready within a day, and awarded a $30,000
bug bounty for finding the issue.

Another $30,000 reward came from Apple, after the code in a Node package which I uploaded to
npm in August of 2020 was executed on multiple machines inside its network. The affected
projects appeared to be related to Apple’s authentication system, externally known as Apple ID.

When I brought up the idea that this bug may have allowed a threat actor to inject backdoors into
Apple ID, Apple did not consider that this level of impact accurately represented the issue and
stated:

 

Achieving a backdoor in an operational service requires a more complex sequence of events, and
is a very specific term that carries additional connotations.

However, Apple did confirm that remote code execution on Apple servers would have been
achievable by using this npm package technique. Based on the flow of package installs, the issue
was fixed within two weeks of my report, but the bug bounty was only awarded less than a day
prior to publishing this post.

The same theme of npm packages being installed on both internal servers and individual
developer’s PCs could be observed across several other successful attacks against other



companies, with some of the installs often taking place hours or even minutes after the packages
had been uploaded.

Oh, and the PayPal names that started it all? Those worked too, resulting in yet another $30k
bounty. Actually, the majority of awarded bug bounties were set at the maximum amount allowed
by each program’s policy, and sometimes even higher, confirming the generally high severity of
dependency confusion bugs.

Other affected companies include Netflix, Yelp and Uber.

“It’s Not a Bug, It’s a Feature”

Despite the large number of dependency confusion findings, one detail was — and still is, to a
certain extent — unclear: *Why *is this happening? What are the main root causes behind this
type of vulnerability?

Most of the affected organizations were understandably reluctant to share further technical
details about their root causes and mitigation strategies, but a few interesting details did emerge
during my research and from my communication with security teams.

For instance, the main culprit of Python dependency confusion appears to be the incorrect usage
of an “insecure by design” command line argument called --extra-index-url . When using this
argument with pip install library  to specify your own package index, you may find that it works as
expected, but what pip  is actually doing behind the scenes goes something like this:

Checks whether library  exists on the specified (internal) package index

Checks whether library  exists on the **public **package index (PyPI)

Installs whichever version is found. If the package exists on both, it defaults to installing from
the source with the higher version number.

Therefore, uploading a package named library 9000.0.0  to PyPI would result in the dependency
being hijacked in the example above.

Although this behavior was already commonly known, simply searching GitHub for --extra-index-url

was enough to find a few vulnerable scripts belonging to large organizations — including a bug
affecting a component of Microsoft’s .NET Core. The vulnerability, which may have allowed adding
backdoors to .NET Core, was unfortunately found to be out of scope in the .NET bug bounty
program.

Ruby’s gem install --source  also works in a similar way, but I was unable to confirm whether its
usage was the root cause of any of my findings.

Sure, changing --extra-index-url  to --index-url  is a quick and straight-forward fix, but some other
variants of dependency confusion were proven much harder to mitigate.

JFrog Artifactory, a piece of software widely used for hosting internal packages of all types, offers
the possibility to mix internal and public libraries into the same “virtual” repository, greatly
simplifying dependency management. However, multiple customers have stated that Artifactory
uses the exact same vulnerable algorithm described above to decide between serving an internal
and an external package with the same name. At the time of writing, there is no way to change this
default behavior.

https://github.com/dotnet/dotnet-buildtools-prereqs-docker/commit/56c6673d3aa6c6d9887a5a584b814b10da7b7177#diff-14d7481c475cdd006d8421a767a8af12330cd68de62b26551644b3e05a3a3891L47


JFrog is reportedly aware of the issue, but has been treating its possible fix as a “feature request”
with no ETA in sight, while some of its customers have resorted to applying systemic policy
changes to dependency management in order to mitigate dependency confusion in the meantime.

Microsoft also offers a similar package hosting service named Azure Artifacts. As a result of one of
my reports, some minor improvements have been made to this service to ensure that it can
provide a reliable workaround for dependency confusion vulnerabilities. Funnily enough, this issue
was not discovered by testing Azure Artifacts itself, but rather by successfully attacking Microsoft’s
own cloud-based Office 365, with the report resulting in Azure’s highest possible reward of
$40,000.

For more in-depth information about root causes and prevention advice, you can check out
Microsoft’s white paper “3 Ways to Mitigate Risk When Using Private Package Feeds”.

Future Research?

While many of the large tech companies have already been made aware of this type of
vulnerability, and have either fixed it across their infrastructure, or are working to implement
mitigations, I still get the feeling that there is more to discover.

Specifically, I believe that finding new and clever ways to leak internal package names will expose
even more vulnerable systems, and looking into alternate programming languages and
repositories to target will reveal some additional attack surface for dependency confusion bugs.

This being said, I wholeheartedly encourage you, no matter your level of experience, to take some
time and give that idea in the back of your mind a try — whether it is related to dependency
management security or not.
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