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In this week’s bonus footage of HackerKast, I showed Matt my new JavaScript port scanning magic
that I dubbed “Canadian Beacon” because it uses the new Beacon API. It was either that or Kevin
Beacon – I had to make a tough choice with my puns. It utilizes both the performance API and the
beacon API. It shows how you can use iframes and performance APIs to do basically the same
thing we used to be able to do with onload event handlers on iframes of yester-year. Not a huge
deal, because we can do this in a bunch of different ways already, but it shows how easy it is to do
JavaScript port scanning; and even if someone bothers to shut one variant down, this and other
variants will take their place. This is one of the major reasons Aviator has chosen to break access
to RFC1918 from the Internet. Only a few browser variants are vulnerable, Chrome and apparently
Firefox though I only got it working in Chrome. If you want to see a demo you can check out Canad
ian Beacon here.
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