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The Wayback Machine - https://web.archive.org/web/20160402035112/http://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2014-6271

|
| CVE-ID | | |

CVE-2014-6271
|

Learn more at National Vulnerability Database (NVD)
* Severity Rating * Fix Information « Vulnerable Software Versions « SCAP Mappings

| | | Description | | | GNU Bash through 4.3 processes trailing strings after function definitions in
the values of environment variables, which allows remote attackers to execute arbitrary code via a
crafted environment, as demonstrated by vectors involving the ForceCommand feature in
OpenSSH sshd, the mod_cgi and mod_cgid modules in the Apache HTTP Server, scripts executed
by unspecified DHCP clients, and other situations in which setting the environment occurs across a
privilege boundary from Bash execution, aka "ShellShock." NOTE: the original fix for this issue was
incorrect; CVE-2014-7169 has been assigned to cover the vulnerability that is still present after the


https://web.archive.org/web/20160402035112/http://nvd.nist.gov/nvd.cfm?cvename=CVE-2014-6271

incorrect fix. | | | References | | | Note: References are provided for the convenience of the
reader to help distinguish between vulnerabilities. The list is not intended to be complete. | | |

e BUGTRAQ:20141001 NEW VMSA-2014-0010 - VMware product updates address critical Bash
security vulnerabilities
e URL:http://www.securityfocus.com/archive/1/archive/1/533593/100/0/threaded

e FULLDISC:20141001 FW: NEW VMSA-2014-0010 - VMware product updates address critical Bash
security vulnerabilities

e URL:http://seclists.org/fulldisclosure/2014/0ct/0

e MISC:http://Icamtuf.blogspot.com/2014/09/quick-notes-about-bash-bug-its-impact.html

e MISC:http://packetstormsecurity.com/files/128517/VMware-Security-Advisory-2014-0010.html

e MISC:http://packetstormsecurity.com/files/128567/CA-Technologies-GNU-Bash-Shellshock.html

e MISC:http://packetstormsecurity.com/files/128573/Apache-mod_cgi-Remote-Command-Executi
on.html

e CONFIRM:https://bugzilla.redhat.com/show_bug.cgi?id=1141597

e CONFIRM:https://securityblog.redhat.com/2014/09/24/bash-specially-crafted-environment-vari
ables-code-injection-attack/

e CONFIRM:http://support.novell.com/security/cve/CVE-2014-6271.html

e CONFIRM:https://www.suse.com/support/shellshock/

e CONFIRM:http://support.apple.com/kb/HT6495

e CONFIRM:http://www.novell.com/support/kb/doc.php?id=7015701

e CONFIRM:https://kb.bluecoat.com/index?page=content&id=SA82

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=isg3T1021272
e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21685749
e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21685914
e CONFIRM:http://www.novell.com/support/kb/doc.php?id=7015721

e CONFIRM:http://www.oracle.com/technetwork/topics/security/bashcve-2014-7169-2317675.ht
ml

e CONFIRM:http://www.vmware.com/security/advisories/VMSA-2014-0010.html
e CONFIRM:https://kb.juniper.net/InfoCenter/index?page=content&id=JSA10648
e CONFIRM:https://support.apple.com/kb/HT6535

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21686084

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=isg3T1021279

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=ssg151004879

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=ssg151004897
e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=ssg151004898
e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=ssg151004915
e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21685541

e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21685604
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e CONFIRM:http://www-01.ibm.com/support/docview.wss?uid=swg21686131
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discovered, shared with the affected vendor, publicly disclosed, or updated in CVE. | | | Phase
(Legacy) | | | Assigned (20140909) | | | Votes (Legacy) | | | | | | Comments (Legacy) | | |

| | | Proposed (Legacy) | | | N/A | |
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