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WHO AM I?

a researcher in Ruhr-University Bochum, RUB, Germany

a student working towards his PhD

Listed in almost every Hall of Fame pages

@soaj1664ashar

some of You will wish For this feature ...
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a short story
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"Relax - we'll blame it on Curiosity."

http://cher-homespun.blogspot.de/2011/07/curiosity-killed-cat-but-satisfaction.html

After testing 3 to 4 random accounts from the pastebin's paste |
found

Incorrect Password

You attempted to login as the following user with an incorrect password.

.\ T _
Farebook User

AN Innocent question ...

Why is Facebook asking on somebody's account?
This is me

This isn't me

&

What would be your answer, if you are an attacker :-)

legitimate password recovery flow

You have an email address but FORGOT YOUR PASSWORD

Step (1)

Go To https://www.facebook.com/


http://cher-homespun.blogspot.de/2011/07/curiosity-killed-cat-but-satisfaction.html
https://www.facebook.com/
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Connect with friends and the It's free and always will be.

world around you on Facebook. - |

First Name Last Name

— Your Email
=— Seephotos and updates from friends in News Feed.

Re-enter Email

Click "Forgot Your Password?"

Step (2)

Enter Your Email, Phone, Username or Full Name

JH Facebook x | oh

- 5 D o l & Secure | www .facebook.com/login/identify ﬁ| | 2§ ~ Scarch with Google
* -
B Find Your Account
¥ Email, Phone, Username or Full Name 1
(o) > 3
+ 14
I can't identify my account m

Provide email address and click on "Search" button!

https://www.facebook.com/login/identify?ctx=recover

STEp (3)

Choose your "Password Reset Method" & click "Continue"


https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/login/identify?ctx=recover

Reset Your Password

How would you like to reset your password? —

@ [ Email me a link to reset my password

ashar.javed @rub.de MSc Ashar
Javed
() Text me a code to reset my password Facebook User
+}:=’n:?t=t}:*::gl
Mot You?
Mo longer have access to these? Continue &5

Step (4) a
Received password secret code via email

You requested a new Facebook password

Fram Facebook L'
To MSc Ashar Javed L'
Reply-To  Facebook L'
Date Today 15:51
Priority Mormal
facebook
Hi M5 Ashar,

You recently asked to reset your Facebook password,
Click here to change your password.

alternatively, yvou can enter the following password reset code:
835794

Didn't request this change?
If vou didn't request a new password, let us know immediately.

Change Password
This message was sent to ashar.javed@rub.de at yvour reguest
Facebook:, Inc., Attention: Department €15, PO Box 10005, Palo &lto, CA 24303

step (4) B

Entry-Point for the SECRET CODE RECEIVED:



Check Your Email

Check vaur email - we sent vou an email with a six-digit confirmation code. Enter it below to continue to
reset your password,

We sent your code to:
ashar.javed @rub.de

I didn't receive a code Cancel

Enter code that you have received in email & click "Continue"

Step (5)

Set "New Password"

Choose a new password

A strong password is a combination of letters and punctuation marks. It must be at least & characters long.

New Password: | | IEI

Confirm Password: | |

To make sure your account's secure, we can log you out of any other computers and phones. You can log
back in with your new passwaord.,

@ Log me out of ather devices
(™ Keep me logged in

Create a Strong Password

As you create your password, remember the following:
It should not contain your name.

It should not contain a commaon dictionary word,

It should contain one or more numbers,

It should have both upper and lower case characters.
It should be over & characters long.

It must be different from your old passwords.

step (6)

Welcome to Facebook, MSc. Ashar
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Informative email from Facebook

Facebook password reset

From Facebook LI
To MSc Ashar Javed L'
Reply-To  noreply o
Date Today 16:04
Priority Mormal
(facebook
Hi M5c Ashar,

Your Facebook password was reset using the email address ashar.javed@rub.de on Friday, September
13, 2013 at 4:04pm (UTC+02).

Cperating system:  Windows

Browser. Opera

IF address: ]
Estimated location:  Witten, NW, DE

If wou did this, you can safely disregard this email,

If you didn't do this, please secure vour account.

Thanks,
The Facebook Security Team

what if you lost or forgot both

Email Address

password
Facebook had a solution named
Trusted Friends (TF)

""TF is based on SOCIAL Authentication""

&


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90148/welcome.JPG

"Bringing Social to Security" is GOOD
BUT ...

Social Authentication: Harder than it Looks

Hyoungshick Kim, John Tang, and Ross Anderson

Computer Laboratory.
University of Cambridge, UK
{hk331, jkt27, rjald} Geam ac.uk

http://www.cl.cam.ac.uk/~rja14/Papers/socialauthentication.pdf

trusted friends feature

Introduced in October 2011 (https://www.facebook.com/notes/facebook-security/national-cyberse
curity-awareness-month-updates/10150335022240766)

Call Your Friends to Get Your Security Codes

We have sent codes-and instructions to your trusted friends below. Check your email at
andy.sparks@facebook.com for next steps and a link back to this page.

Enter a code
; =y | Enter a code
Jonathan Dustin Ho Jake Brill
Frank Enter a code

; Submit Codes

trusted friends
"It's sort of similar to giving a house key to your friends when you go on vacation--pick the
friends you most trust in case you need their help"

https://www.facebook.com/notes/facebook-security/national-cybersecurity-awareness-month-upd
ates/10150335022240766

trusted friends according to readwrite:

""Who Wants To Be A Millionaire" lifeline concept - except it's not a one-time deal."

http://readwrite.com/2011/10/27/facebook_adds_security_features_trusted_friends_ap#awesm=~o0
hkTqJVUI7Yyvb


http://www.cl.cam.ac.uk/~rja14/Papers/socialauthentication.pdf
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http://readwrite.com/2011/10/27/facebook_adds_security_features_trusted_friends_ap#awesm=~ohkTqJVUI7Yyvb

guardian angels

|II-I .

Guardian Angels

If you lose access to your account or are having

n problems loggingin, a code can be sent to your
friends to help you get back into your account
ou can pre-select these friends from the
Account Settings page.

http://sophosnews.files.wordpress.com/2011/10/facebook-security-infographic.pdf

how trusted friends feature works?

Recover Your Account Through Friends

Facebook User

The only way to prove that this is your account is to show that your friends know you, Maore~

You'll need to:

Step 1 Choose 3 trusted friends
Step 2 Call your friends to get security codes.

Step 3 Recover yvour account.
This process takes a few minutes for your friends.

To learn more about this process, visit our Help Center.

conome [F5

list # 1


http://sophosnews.files.wordpress.com/2011/10/facebook-security-infographic.pdf

Select a Friend to Assist You (1 of 3)

Chonse a trusted friend you can easily reach by phone, After vou confirm your choices, vour friends will receive
instructions on how to help you.
P
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list # 2



Select a Friend to Assist You (2 of 3)

From the group of friends shown below, choose another person who you trust and can easily reach by phone.
After you confirm yvour choices, yvour friemds will receive instructions on how to help you,

Search by Name = |Search all friends

[ | M A
[ 1 [
O [ [
5 L L
] [ [
[ [ [
[ ] [ bl

list # 3



Select a Friend to Assist You (3 of 3)

From the group of friends shown below, choose another person who you trust and can easily reach by phone.
After vou confirm your choices, vour friends will receive instructions on how to help you.

Search by Name = |Search zll frisnds
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review friends

Review Friends and Send Codes

The friends yvou've selected will receive vour security codes and instructions for how ta help you.

Reselect Friends |

enter codes & gain access to your account



Call Your Friends to Get Your Security Codes

We have sent codes and instructions to your trusted friends below, Check your email at
newtestforpassword S lllcom for next steps and a link back to this page.

Enter & code
Enter a code

Screen-shot of fake profile

e Home z Find Friends

Notifications Settings

- | g au:-:epted your friend request. Write on -
i 4 e _

I'ﬂE Ine.,

I <o oo help to access his Facehook

a-:-:nunt

4 digit code



Call _ and Give Him This Code

Facebook User
Security Code: 8120

_ {or someone impersonating _] has requested access to _
Facebook account. To help confirm who owns this account, please call _and give him this
code.

Fu::r- security, please be sure to talk to him in person or on the phone. Don't send this code
by email or SM5.

Another informative email to legitimate user from facebook

You've started the process of recovering your Facebook account.

Next Steps

To prove that this is your account:

1. Call the friends you selected to receive your security codes:

. Bsk them to check their email for a message from Facebook. That email includes a link to Facebook where

2
they can find your security code and give it to you over the phone.
3. After you collect your codes from your friends, click the link below:

call your friends, collect your codes, and click this link to enter your codes:

https://www.facebook.com/gquardian/validate. Dhc?rF__

24-Hour Security Waiting Period
After you submit your security codes there will be a 24-hour waiting period before you can log into
F ok

k. This waiting period is an extra precaution to protect you.

600,000+ compromised account logins every day on Facebook,
official figures reveal (http://goo.gl/fNP27Q)

by
https://twitter.com/gcluley


http://goo.gl/fNP27Q
https://twitter.com/gcluley
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600,000+ compromised account logins
every day on Facebook, official figures
reveal

Join thousands of others, and sign up for Maked Security's newsletter
Doitl |
Don't ghow me this again

by [EEIEENS, on October 28, 2011 | 23 Comments
FILED UNMDER: Facebook, Featured, Privacy, Social networks, Spam

@gcluley noted in his post

http://goo.gl/fNP27Q

But, of course, if your "trusted”
friends turned out to be untrustwarthy and banded together they would -
between them - be able to access your account. So you best be sure that
you keep a close eye on who your trusted friends are (especially if you're
prone to falling out, or they think practical jokes are amusing), and be pretty
confident that they are taking their own computer security seriously.

Oh, and it might be an idea to remind yourself what the ward "friend” actually
means, as history has shown that many Facebook users have a very
different idea of what a "friend” is from the rest of the world. )

Another thought occurs to me - if a bad guy has taken over your Facebook
and email account, isn't it likely that he will also change who your trusted
friends are at the same time? Wouldn't that make the whole security
measure kinda pointless?

question you might thinking ...

[image: image]

threat model

Attacker is on victim's friends' list & can create new email address(es) that are required for
compromising accounts. Attacker can only leverage "forgot your password" functionality in order
to compromise accounts and at the same time we don't consider "compromising of an email
accounts of legitimate user(s)"

email address must be new for every target


http://goo.gl/fNP27Q
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90246/whereistheproblem.JPG

How Can We Reach You?

u An account recovery was already initiated with this email.

Piease enter an email address that vou know you can access, Well use this address to send you
messages about recovering your account.

MNew Email: ahi'njmd@hudmail.mm

Confirm New Emall: ahimjaved@hotmail.com

Submit JReTTE |

How Can We Reach You?

= The email address you entered is associated with another Facebook account. If you have access to
this email address, use pascword reset to recover your account.

— =

L s
Pleaze enter an email address that vou know you can access. We'll use this address to send you

messages about recovering your accournit

New Email:

Confirm New Email:

facebook friend vs real life friend



DON'T GET FOOLED BY
PHONY “FRIENDS”

15 million racebook accounts are “fake*
or what they call “undesirable,” including
spammers and fraudsters.'

| Confirm

Fraudsters use social sites
because they know that

50% of people
will accept a “friend” ‘
invitation from a stranger.’

http://blogs.mcafee.com/consumer/fake-friends

a short fun study

Created 3 FAKE ACCOUNTS and send Friendship requests to TWENTY (20) friends of mine on
Facebook.

After some time, 8 friends have accepted all 3 requests

Data Science of the Facebook World

On average a Facebook user has 342 friends!

DO YOU THINK ALL 342 ARE REAL LIFE FRIENDS ALSO OR JUST FACEBOOK FRIENDS OR WHAT ... ?

http://blog.stephenwolfram.com/2013/04/data-science-of-the-facebook-world/

summarize everything about facebook & real life friends


http://blogs.mcafee.com/consumer/fake-friends
http://blog.stephenwolfram.com/2013/04/data-science-of-the-facebook-world/

[ wag expecting a bigger turnou

]
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http://www.lolroflmao.com/2012/02/24/he-had-over-2000-friends-on-facebook-i-thought-it-would-
have-more-people-here/

trusted friend attack (TFA)

In order to start TFA, we need victim's Facebook username and FYI, it is PUBLIC INFORMATION &
part of Facebook URL.

e.g.,

https://www.facebook.com/ashar.javed

Once target selected

Repeat the "Forgot Your Password" process as mentioned before until STEP (3) i.e.,


http://www.lolroflmao.com/2012/02/24/he-had-over-2000-friends-on-facebook-i-thought-it-would-have-more-people-here/
http://www.lolroflmao.com/2012/02/24/he-had-over-2000-friends-on-facebook-i-thought-it-would-have-more-people-here/

Reset Your Password

How would you like to reset your password? —

@ [ Email me a link to reset my password

ashar.javed @rub.de MSc Ashar
Javed
() Text me a code to reset my password Facebook User
s
Mot You?
Mo longer have access to these? e | Cancel |

"No longer have access to these?"

no longer have access to these?

sometimes opens the following dialog box (old & new version):)

How Can We Reach You? How Can We Reach You?
i FEH £ o ko an acress Vel use ress d o
PR e Al ol B i o e el it el b el Phease arter an anad address or phores ek vou knoe vou can acoess. We'l use diis address bo send you
| THRIBGRS SEOUR POTRRNG VAT A0SINE
ritssged dboul intevering weur oo
Kaewe Ermiail e Plsdnie:
Mew Emik:
Lo Hew Fmail or
Conifirm Fews Tml Phone:

—— e [
HOW AWESOME THEY ARE? :-)

https://www.facebook.com/recover/extended

In order to find the answer of "sometimes", | did an empirical study (discuss later).

questions...
How can Facebook bind this new email address or phone number to the legitimate user's
address or phone?

How can Facebook differentiate between an account recovery procedure started by a legitimate
user and the one started by an attacker?

Is it even possible?

I think NO!

create new email address and enter in the previous dialog box &
here you have:


https://www.facebook.com/recover/extended

Answer Your Security Question

1 Pick a new email 3 Choose a new password

What street did you live on when you were 8 years old?

Can't remember the answer? Fecover your account with help from friends.

e )

Question

Why is Facebook exposing the one selected PRIVATE SECURITY QUESTION in front of the
ATTACKER?

Facebook is providing an option to the attacker that he can select from two routes i.e.,

e Answer Security Question
e Choose Three Friends of Attacker's Choice

TFA's variations/forms

e Involve one attacker i.e., the case where attacker will answer the exposed security question

e Involve three friends i.e., the case where attacker chooses three friends of his choice

attacker chooses trusted friends path

Attacker's choices

e Do selection of friends in a normal manner even without POST-DATA manipulation (works 100%

)

e Try to send codes to his controlled accounts that are not on victim's friend list. (Doesn't work)

e Tryto send codes to an attacker's controlled accounts that are on victim's friend list but not in
the presented lists of trusted friends. (works 50%)

e Tryto send codes to an attacker's controlled accounts that are on the presented list of trusted
friends and use POST-DATA manipulation (defeat Facebook's shorten of list items). (works
100%)

e Tryto send all codes to himself (evil idea). (Doesn't work)

post-data manipulation



Isd=AVo8FV8K&profileChooserltems={"511543064":1}&checkableitems[]=511543064
511543064 is my Facebook numeric ID.

Select a Friend to Assist You (1 of 3)

Chonse a trusted friend you can easily reach by phone. After you confirm yvour choices, vour friends will receive
instructions on how to help you.

Search by Name ¥ |Search all friends

[

]

[

]

[ [

T N
I

[

how to get the facebook's user iD?

Facebook's user numeric ID is not public information most of the time and it is not part of URL all
the time!

answer: graph api explorer by facebook

Graph APl Explorer Application: Graph API Explorer + | Locale: English (US) +

Arcess Token: | CAACEdEose0cBABELZ CHe 2mzaPEFEaB0xVivzZE 2iyImrseThR yjbVWIZCvhsyyaQEou 1 ta0mPMmZICvE 1yhREIId46 3AEYITGM4: Debug % Get Access Token

FAL GQuery

| GET = — | — | =id name

Learn mers about the Graph APl syntax.

{
. ,

¥ name



https://developers.facebook.com/tools/explorer/?method=GET&path=VICTIM-USERNAME?
fields=id,name

evil idea

Review Friends and Send Codes

The friends you've selected will receive your security codes and instructions for how to help you.

Ashar
Javed

Send Codes to Friends ! Reselect Friends

URL looks like: https://www.facebook.com/guardian/confirm.php?
guardians[0]=511543064&guardians[1]=511543064&guardians[2]=511543064&cuid=

AYhhCnxPb9g8xVAUGmMuPh4e33s2NcCRj8QNng7wKGN7fxe9hXTQtVUKrORm-
OLBeTOCX_Es83INO_BGe8Yi2GG7iGRbZwIL5rNXktD1mSsnW-
ZFD2fZB1Z7ILuyYdQ4GWPbf9bzhik9zXBpNeOsvUv-
MpzCcAQT2jxLtEa25YGIg_qg&cp=testpurposexss@gmail.com

evil idea doesn't work

Facebook correctly says:

[image: image]

interesting message from facebook

€ | @ hitps /v facebook.com/guardianconfirm p'r!r,-'g_;::rdar\-.'jU';:_é"-BU?'ii‘i'\5:'-]=511'34-"35*"'35"-3"“:’ ns(2]=]

facebook ==&

For sequrity reasons, you cannot choose this person, Please select a different friend. ‘

what does it mean?

| think it means that if an attacker select himself or any particular account 3 to 5 times for different
victims then Facebook's block access to particular account!


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91002/link_expired.JPG

url manipulation's result! i.e., facebook's email with no friends'
names

You'wve =started the process of recovering your Facebook account.

Hext S5teps
To prove that this is your account:

1. Call the friend=s you selected to receive your sSecurity codes:

2. Azsk them to check their email for a message from Facebook. That e
vour security code and give it to you over the phone.

3. After you collect your codes from your friends, click the link be

Call your friends, collect your codes, and click this 1link to enter
http://www.facebook.com/guardian/validate .php

24-Hour Security Waiting Period

After you submit your security codes there will be a 24-hour waiting
period i=s an extra precaution to protect you.

For more information, wisit the Help Center:
chp?page=1153

-

http://www.facebook.com/ help/index.ph

Thanks=,
The Facebook Team



COMBINING THE PIECES OF ATTACK

Posiw Nata Manipu'.cion

+

URI lvanipu.otion

Victim bus no idea who has started the recovery p: ~cedure,
whom should | contact for secret codes ...

Chain Trusted Friends Attack (CTFA)

In CTFA, attacker can make a chain of compromised accounts and with the help of chain he may
compromised account(s) that are even not in his friends list.

facebook's default & fixed security questions set

What was the last name of vour first grade teacher?
In which ecity or town was your mother born?

What street did you live on when you were 8 vears old?
What was the last name of your third grade teacher?

What was yvour grandmother’s occupation?

B R IO e

What was your grandfather’s occupation?

facebook's security questions screen-shot!



Security Question Sekting & securiky guestion helps us identify wou as the owner of wour Facebanl

accourk when you write to us For help.

Question:

What was the last nare of vour First grade teacher? w

Wihat was the bast name of vour First arsdeteacher?

Irv whak city or bowin was your mother born?

What strest did vou Ive on when you were S wears okd?
What was the bast name of vour Ehird grade teacher?
To save these setbings, p what was yvour grandfather's occupstion?

‘What was your grandmother’s occupation?

Answern

Passwaord:

| | Cancel

excerPts from "mind reader" video

Your entire life is online.

[image: image] https://www.youtube.com/watch?v=F7pYHN9iCOl

how to get the answers of these questions?

-3l @boblord 2+ | W Follow
Security Pro Tip: Birthday parties are a great
time to ask your friends about their first pet,
and car. And mother's maiden name.

4 Reply E¥ Retweet W Favorited %% More

X ;
'

448 158

BETWEETS

according to "me"

Following ways work like charm:

i eﬂ>§


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90752/itmightbeusedagainstyou.JPG
https://www.youtube.com/watch?v=F7pYHN9iC9I

-- In case of social network, answer can be found on public profile.
-- Directly ask the answer via routine Facebook chat ... most of the time you will get the answer.
-- Make a QUIZ related to security question and post to your friends.

-- In case of family members or close friends, you already know the answer.

another bad security practice

[image: image] https://www.facebook.com/help/163063243756483

Question: What happens if a user realize after answering/setting the question that he has
chosen a weak answer?

Remark: In case of compromised accounts, if attacker has proceeded via answering the security
guestion, he can do the same thing some time after because "QnA" remains same.

Inconsistency in security questions' User interface

Answer Your Security Question

1 Pick a new email 2 Answer security question 3 Choose a new password

In what city or town was your mother born?

Can't remember the answer? Recover your account with help from friends.

e [

Answer Your Security Question

To confirm that this is vour account, please answer your security question:

In what city or town was your mother born?

B e

what is your reaction if you have to give an answer to a security
question(s) that is not even a part of Facebook's default security


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90753/caniupdate.JPG
https://www.facebook.com/help/163063243756483

questions' list?

Security Question Sekting & security guestion helps us identify you as the owner of vour Facebaok
ACCOURE when you wrike to us For help.

QUESHION: [ yut ot was the last nare of your first grade teacher? ¥ |

wihiat was thie bast name of vour Frst grade teacher?
In what city or bown was your mother born?
| What street did you bva on when you wers S years old?
What was the kst name of vour third grade teacher?
To save these settings, p What was yvour grandfather's accupstion?
| What was vour grandmother's ocoupation?

Answern

Password:

my reaction :-)

security question # 1



Answer Your Security Question

1 Pick a new email 2 Answer security guestion 3 Choose a new password

What is the first name of the first boy or girl you kissed?

Cancel

security question # 2

Answer Your Security Question

1 Pick a new email 2 Answer security question 3 Choose a new password

What was the name of your first pet?

==

how can a legitimate user give an answer to a security question
that he has never set?

No Way ... BUT
| know the answer that works sometimes :-)
https://www.facebook.com/ashar.javed (ajaved)

https://www.facebook.com/mscashar.javed (mjaved)

empirical study

Tested real 250 accounts of my friends on Facebook.

In 181 cases, Facebook doesn't allow us to proceed ... It means no security question exposed + no
option of trusted friends

In 69 cases, Facebook allows us to PROVIDE a NEW EMAIL ADDRESS and once provided, we can
have either security question exposed or trusted friends feature appears or BOTH

181 cases we got ...



Try to Get Access to Your Email

Before you can log in to Facebook, we need to verify whao you are. To help us confirm your identity, yaou
need to be able to access one of the email accounts assodated with your Facebook account.

Facebook User
Heed help accessing email?

If you've lost your email password, follow one of the links below to learn how to reset your email passward
with major email providers:

= Gmail

= Windows Live Hotmail

= ‘Yahoo! Mail

If your email was provided by a school or business, please contact that organization directly.

1 Cannot Access My Email | Try Again

If as an attacker, we click on "I Cannot Access My Email"

181 cases (No email access ... we are sorry)

No Email Access

We're sorry you're having trouble recovering yvour email address, Unfortunately, this means we can't verify
who you are or give you access to the Facebook account you're trying to log into. We may hide the
information on your Facebook account if we detect that you cannot regain access o it.

To learn more about how to access your Facebook account, please see our Login Problems Help Page

Done |

https://www.facebook.com/recover/extended/ineligible

in 69 cases

Facebook exposed the selected security question of the victim
OR

Option of Trusted friends' selection

OR

Choice among above two options


https://www.facebook.com/recover/extended/ineligible

Answer Your Security Question

1 Pick a new email 2 Answer security question 3 Choose a new password

In what city or town was your mother born?

Can't remember the answer? Recover your account with help from friends.

oo [T

11 out of 69 accounts compromised

Out of 11 compromised accounts
8 by answering security question
AND

3 using trusted friends feature

ENOUGH FOR POC! # of compromised accounts can be easily raised to 20-25 but requires more
work & motivation :-)

some interesting observations

on facebook anybody can send anyone a password reset request if
he knows the username which is public information

at the same time denial-of-service (DOS) victim

Check Your Email

Chedk your email - we sent you an email with a six-digit confirmation code, Enter it below to continue to
reset your password,

We sent your code to:
ashar . javed @rub.de

I didn't receive a code Continue R 5=



What if attacker will enter 20-30 times wrong secret code? Attacker doesn't have access to victim's
email box in order to get the valid 6 digit code but he has the above dialog box in front of him ...

here you go:

[image: image] "Try again later" will be nasty experience for the victim!

We call this "Password Reset DoS"

identify account another way

[image: image] In this way, attacker can force victim to use email address or phone and if victim
has lost his email address ...

worst thing

[image: image] [image: image]

my friend's reaction on worst thing

[image: image]

another type of DoS on Facebook

trusted friend feature dos

If an attacker has started the password recovery using TF and at the same time victim tries to use
this feature ... he will receive the following message from Facebook

[image: image]

facebook's security measures & how legitimate users react & their
bypasses

this is how common users use facebook...

[image: image]

1) Security Alert via Email or Mobile SMS

As soon as attacker starts an account recovery via "password reset" functionality, Facebook
immediately sends an email or sms alert to the legitimate user.


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90588/toomanycodestried.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90756/identifyaccountinotherway.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90757/passwordnotreset.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113551/t-passwordnotreset_ykhan.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90758/adilback.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90625/accountrecoverystarted.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90793/selfxss.JPG

users' reaction on this email or sms

[image: image] [image: image] [image: image]

users' reaction on this email or sms

[image: image]

2) Temporarily Locked

[image: image] [image: image] In order to recognize device, Facebook uses OS, IP Address,
Browser & Estimated Location etc.

What happens if attacker clicks on "Continue" button?

What happens if an attacker clicks on "Continue” button?

(1)

[image: image]

(2)
[image: image]
Click "Continue" after selecting one of the option but remember who is doing selection?

An ATTACKER

(3)

[image: image]

(4)

[image: image]

(3)

[image: image]

(6)

[image: image]


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90627/scam.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90629/scam1.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90631/haseebcomment.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90647/umarniazifbstatus.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90665/zalocked.png
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113438/tLOCKED.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90675/someonemayaccessedyouracccount.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90676/pleaseconfirmyouridentity.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90678/samequestionpresented.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90680/uniquepassword.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113203/reviewemailaddress.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90682/areyousurethisemailissecure.JPG

(7)

[image: image]

(8)

[image: image]

another interesting aspect in case if legitimate user will be able to
regain access to his account

[image: image]

remember (5th step)i.e.,

[image: image]

snapshot of attacker's email box

[image: image]

recognizeD devices

[image: image]

3) 24 Hour Locked-out Period

As an attacker this is the biggest hurdle to cross ...

[image: image]

disavow process

Legitimate user can "disavow" the process any time by clicking on the link in the email he received
from Facebook or making Facebook activity during this time.

BUT

Majority of the users, as shown in users' reaction consider Facebook's informative/warning emails
as spam.

for a moment forgot disavow

[image: image]


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90683/reviewrecentchanges.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90684/accountunlocked.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90689/interestingaspect.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113205/reviewemailaddress.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90701/inbox.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90667/recognize_devices.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90716/hurdle.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90761/congratulations.JPG

24 hour locked out period starts like that ...

[image: image]

24 hour locked out period ...

[image: image]

24 hour locked out period ...

[image: image]

24 hour locked out period ...

[image: image]

game over for victim...

[image: image]

here we go...

[image: image]

Another email from facebook and leaked email address of the
victim

[image: image]

Ethical Considerations

First Reported to Facebook on 19-08-2012
On 23-08-2012, | got the following answer from Facebook Security Team:

[image: image]

two questions came to my mind after reading the email...

Is there any attack that is not very well targeted?

Where is social engineering in this attack?

on 24-08-2012


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90942/23_hours.PNG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90943/5_hours_and_10_min.PNG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90944/1_hour_left.PNG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90945/4_minute_umair.PNG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90946/gameover.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90947/compromise_umair_2.PNG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113530/accountlockedoutperiodover.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90966/FBEMAIL.JPG

[image: image]

but i have waited until the complete empirical study & again sent
the technical report/research paper on 27-06-2013

[image: image]

answer from security team on 09-09-2013

[image: image]

sorry facebook :-(

It doesn't makes sense to reproduce this attack on TEST ACCOUNTS...
The results would look like FAKE.

on the other hand ...

Our approach is similar to a recently published academic paper in Second International Workshop
on Privacy and Security in Online Social Media Co-located with WWW 2013 (http://precog.iiitd.edu.i
n/events/psosm2013/9psosm3s-parwani.pdf)

[image: image]

finally

All compromised accounts are up, running and under the control of their legitimate users!

[image: image]

yet another observation i.e., masked email address and phone

[image: image]

whEre is masking? email address exposed

[image: image]

after 5-10 minutes masking affect appears

[image: image]

what about other 49 social networks' password reset functionality?


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90977/FBEMAIL1.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90989/FBEMAIL2.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90995/FBEMAIL3.JPG
http://precog.iiitd.edu.in/events/psosm2013/9psosm3s-parwani.pdf
http://precog.iiitd.edu.in/events/psosm2013/9psosm3s-parwani.pdf
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/90998/howtohackintofacebookwithoutbeinghacker.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91000/ethical.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91010/maskedemailaddress.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91013/nomasking.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91014/makingapply.JPG

twitter (https://twitter.com/?lang=en)

[image: image] 200 million active users (Feb 2013) + Alexa Rank #11 (http://en.wikipedia.org/wiki/T
witter)

anybody can send anybody a password reset request with the help
of twitter's username which is public information :-(

[image: image]

just for fun ...

[image: image]

i reported this to twitter security team & this is what they think
about it

[image: image][image: image]

but now twitter has...

[image: image]

Mat Honan's story

[image: image] http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/all/

support teams

[image: image]

support team'’s job

To help customers ...

[image: image]

can also be used to compromise accounts :-)

our methodology by keeping in mind threat model

Registered the following email address on social networks:


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91041/twitter.JPG
http://en.wikipedia.org/wiki/Twitter
http://en.wikipedia.org/wiki/Twitter
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91042/twitterFP.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/113428/johnwilandertweets.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91043/janida.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91044/janida111.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91048/twittersnp.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91049/mat.JPG
http://www.wired.com/gadgetlab/2012/08/apple-amazon-mat-honan-hacking/all/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91050/supportteams.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91051/jobs.JPG

user1@bletgen.net

AND

The following is the attacker's address and goal is to compromise the victim's account labelled
with above email address

jim@mediaob.de

Attacker's address is not even registered on social networks!

Academia (http://www.academia.edu/)

[image: image]

our email to academia

[image: image]

initial response from academia

[image: image]

final response of academia support team

[image: image]

FreizeitFreunde (A german-specific social networking site) (http://w
ww.freizeitfreunde.de/)

[image: image]

our email to them ...

[image: image]

FreizeitFreunde's support team response

[image: image]

lokalisten (a german social networking site )(http://www.lokaliste
n.de/)

[image: image]


http://www.academia.edu/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91061/academia.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91096/academiaemail.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91097/academiaemailresponse.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91066/aca.png
http://www.freizeitfreunde.de/
http://www.freizeitfreunde.de/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91100/ff.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91101/ff11.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91104/ff22.JPG
http://www.lokalisten.de/
http://www.lokalisten.de/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91108/lokalisten.JPG

initial response on our ticket

[image: image]

our response without ""date of birth""

[image: image]

lokalisten's support team final response

[image: image]

meetup (http://www.meetup.com/find/)

[image: image]

support team blocks account :)

[image: image]

getglue (social networks for tv fans) http://getglue.com/feed

[image: image]

our email to their support team

[image: image]

getglue's support team response

They set the new password for us i.e., "temp" :)

[image: image]

Delicious (https://delicious.com/)

[image: image]

Delicious's support team response

They have switched the email address from victims' to an attacker controlled email address and
have sent password reset link to the attacker's email address.

[image: image]


https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91111/lokalistenemail.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91112/lokaemailresponse.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91113/lokafinalesponse.JPG
http://www.meetup.com/find/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91149/meetups.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91152/meetupemail.JPG
http://getglue.com/feed
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91155/getgluemainpage.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91156/getglue.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91165/gggggg.JPG
https://delicious.com/
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91158/delicious.JPG
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91163/deliciousreply.JPG

facebook as sso

Out of 50 surveyed social networks, we found
**26 use Facebook as login-provider (SSO)

24 don't have this feature

Implications of Facebook Connect

(1 Million websites have integrated with Facebook)*+ account hack

e Controls email account e.g., Yahoo
e Go for shopping e.g., Etsy
e Create havoc for victim :)

e 79% of social media log ins by online retailers are with Facebook (http://socialmediatoday.com/
node/1656466)

e 60 million users of Facebook Connect in 2009 according to Tech Crunch report (http://goo.gl/a6l
sCx)

e http://goo.gl/x8BKe

havoc examples

[image: image]
http://goo.gl/2FVTz8
[image: image] http://goo.gl/uu07Kq

Guidelines for users

e Do not ignore email or SMS alert from Facebook

e Do not place TOO MUCH information on social network
e Do not accept friend requests from strangers

e Enable log-in notifications

Guidelines for social networks

e Train your support teams.

e Facebook should raise the bar as far as communication with the researchers or bug submitters
is concerned.

e For Facebook: Please don't send TOO MANY EMAILS because users start believing that these
are spam emails.

e Joe wrote in his post (http://goo.gl/Wf6QMZ):[image: image]
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https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91562/divorce.JPG
http://goo.gl/uuO7Kq
http://goo.gl/Wf6QMZ
https://s3.amazonaws.com/media-p.slid.es/uploads/mscasharjaved/images/91462/joe.JPG

e |n case of TFA, Facebook failed in "CORRECTLY IDENTIFYING and REALIZATION OF AN
INFORMATION FLOW PROBLEM"

for facebook

[image: image]

I hope now facebook security team's reaction

[image: image]

demo

YET Another observation

[image: image]

reveal my trusted contacts reveals

[image: image]

thanks!
[image: image]

trusted friend attack:

By Ashar Javed
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