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Abstract State violation attacks towards web applications exploit logic flaws and allow restrictive
functions and sensitive information to be accessed at inappropriate states. Since application logic
flaws are specific to the intended functionality of a particular web application, it is difficult to
develop a general approach that addresses state violation attacks. To date, existing approaches all
require web application source code for analysis or instrumentation in order to detect state
violations.

In this paper, we present BLOCK, a BLack-bOx approach for detecting state violation attaCKs. We
regard the web application as a stateless system and infer the intended web application behavior
model by observing the interactions between the clients and the web application. We extract a set
of invariants from the web request/response sequences and their associated session variable
values during its attack-free execution. The set of invariants is then used for evaluating web
requests and responses at runtime. Any web request or response that violates the associated
invariants is identified as a potential state violation attack. We develop a system prototype based
on the WebScarab proxy and evaluate our detection system using a set of real-world web
applications. The experiment results demonstrate that our approach is effective at detecting state
violation attacks and incurs acceptable performance overhead. Our approach is valuable in that it
is independent of the web application source code and can easily scale up.
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