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Google Chrome, Safari, Firefox and Opera(Beta) have implemented the HTML5 Offline Application
Cache feature. Using this feature a website can have greater control over the caching process to
enable Offline access of websites.

When a website is trying to create an Offline Application Cache, Firefox and Opera ask for user
permission and only after the user permitting, the site is able to create this cache. With Google
Chrome and Safari this step is skipped, any website can create an Application Cache without the
user even knowing about it.

The thing with caches is that they can be poisoned very easily the moment you connect to an
unsecured network, like open Wi-Fi. By poisoning a cached JavaScript file of Facebook or Twitter an
attacker can eventually take control of your account. But with normal cache, HTTP content can be
easily poisoned, but it is difficult to poison a page that is only served over HTTPS. So none of
Gmail's files can be poisoned, they are all over HTTPS.

Now enter HTML5 Application Cache. Unlike a traditional cache, with Application Cache any file can
be cached. For example, the root file /' of a site can be cached. Let's say an application cache is
created for /' of www.facebook.com. Then every time the user types in www.facebook.com in their
browser this cached page would be fetched. If this was done with normal cache then when the
user requests this page the browser would send a request to the server for this resource and only
if the server responds with a 304 Not Modified response, would the cache be served. But for '/ all
sites would respond back with a 200 OK with the index page’s content and that is what would be
loaded and not the cache

The point is that with Application Cache, root files can be cached, this cannot be done with a
normal cache. An attacker could then create a malicious cache for the index page of every HTTP
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site as soon as the victim connects to an unsecured WiFi. For example for Facebook, if the index
page is controlled by the attacker then he can capture the username and password of the victim.
Facebook being a HTTP site (post authentication) can anyway be compromised by poisoning the
normal cache. But Gmail?

Almost all users open Gmail by typing in gmail.com in the address bar and this means its
http://gmail.com (remember SSLstrip??). The server responds to this with a redirect to
http://mail.google.com/mail/. And when requested for http://mail.google.com/mail/ the server
responds with https://www.google.com/accounts/ServiceLogin?service=mail&blahblah... There are
two HTTP requests before the server redirects the user to an HTTPS page. Either of those can be
cached using Application Cache, http://gmail.com/ or http://mail.google.com/mail/.

This is how the entire attack works:
Step1: The victim connects to an unsecured network controlled by the attacker.

Step2: The victim browses to any random website, even opening the browser would do as it would
send a request for the home page.

Step3: The attacker responds to this request with a page which contains an hidden iframe pointing
to http://mail.google.com/mail/ .

Step4: The victim's browser sends a request for http://mail.google.com/mail/.

Step5: The attacker responds to this with his own copy of the Gmail login page that would look
exactly like the actual login page but would include a backdoor to steal the victim’s credentials
when entered. This page also includes the manifest attribute in the HTML element so that the

page is cached.

Step6: Victim goes back to secured network (home/office) and types in gmail.com, gets redirected
by Google server to http://mail.google.com/mail/

Step7: The browser would load the fake login page.
Step8: User enters his Gmail credentials in to it, the credentials are sent over to the attacker.

By poisoning or creating a malicious Application Cache, the victim’s credentials to all HTTPS-only
websites can be stolen by an attacker.

| have made a POC for this attack using Imposter. The POC comes with a config file loaded with the
payloads for Facebook and Gmail. The cached pages would load fake login pages from
www.andlabs.org through an iframe. Once the victim enters his username and password these are
stored locally in the victim’s browser in the LocalStorage of www.andlabs.org and the credentials
are passed on to the parent frame using HTML5 PostMessage API. The parent frame logs the user
in using these credentials. The entered credentials can be viewed by visiting, http://www.andlabs.o
rg/hacks/viewcreds.html. The credentials are not sent to the AnD Labs server so it's safe to try out
the POC.

There is a video of the entire attack using the POC here. POC can be downloaded here.

One point of interest is the Manifest file. Everytime a cached file is requested for, the browser
would request the server for the Manifest file and if the server responds with a 404 then the cache
would be removed. Picking an existing file on the server as the Manifest file would solve this issue
as the server would return a 200. This would not result in a update of the cache because the
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server would not include “text/cache-manifest” in the Content-Type header. Even without this the
cache would be served the first time but would be removed after that, using this technique can
keep the cached file alive till it is deleted by the user.

Coming back to Chrome and Safari, when | first realized that they were not prompting for user
permission | thought it was a serious oversight. | even contacted both the security teams, however
they didn't consider this to be a security issue. But on closer look their stance made sense, it is
because they treat Application Cache the same way as normal cache. When you delete cache in
these browsers all Application Cache is also deleted. But in Firefox they are handled separately.
Deleting normal cache does not delete Application Cache, it has to be deleted explicitly. It is
difficult to say which approach is better but the idea of user permission prompt is more reassuring
to me. Till then browsing in private/incognito mode should keep user’s safe.

Update: Chris Evans pointed out on FD that root resources can been cached even by using the
normal cache mechanism, so using Application Cache for that reason alone might not gives an
edge to the attacker. However, using Application Cache does have a major advantage over normal
cache. When a root resource is cached using normal cache, it is removed the moment the user hits
refresh on that page, but Application Cache stays. This can give an attacker continued access to
the victim's browser until the user explicitly clears the cache. In Firefox this has to be done
explicitly for Offline Website data.
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