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Summary

Mozilla Firefox allows spoofing the information presented in the basic authentication dialog box.
This can allow an attacker to conduct phishing attacks, by tricking the user to believe that the
authentication dialog box is from a trusted website.


https://web.archive.org/web/20080106144155/http://aviv.raffon.net/2008/01/02/YetAnotherDialogSpoofingFirefoxBasicAuthentication.aspx

Affected versions
Mozilla Firefox v2.0.0.11. Prior versions and other Mozilla products may also be affected.
Technical details

Mozilla Firefox displays an authentication dialog, whenever the visited web server returns 401
status code, and the "WWW-Authenticate" header. In order to specify basic authentication, the
"WWW-Authenticate" header should have the value [Basic realm="XXX"] (without the brackets).
The Realm value, which in this case is XXX, will be displayed in the authentication dialog window.

While Firefox does not display the characters in the "WWW-Authenticate" header Realm value after
the last double-quotes ("), it fails to sanitize single-quotes (') and spaces. This makes it possible for
an attacker to create a specially crafted Realm value which will look as if the authentication dialog
came from a trusted web site.

Authentication Required

[] Use Password Manager to remember this password,

oK ][ Cancel J

e

There are at-least two possible attack vectors:

e An attacker creates a web page with a link to a trusted website (e.g. Bank, PayPal, Webmail,
etc.). When the victim clicks on the link, the trusted web page will be opened in a new window,
and a script will be executed to redirect the new opened window to the attacker's web server,
which will then return the specially crafted basic authentication response.

e An attacker embeds an image (pointing to the attacker's web server, which will return the
specially crafted basic authentication response) to:

e A mail which will be sent to a webmail user.

e RSS feed which will be consumed by a web RSS reader.

e Aforum/blog/social network page.

A video which demonstrates the first attack vector can be found on YouTube. A better quality
video can be download from here.

Avideo of a real live attack on a forum, which used basic authentication but without exploiting the
vulnerability, can be found on Zull's weblog (Hebrew).

Suggestion / Workaround
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Until Mozilla fixes this vulnerability, | recommend not to provide username and password to web
sites which show this dialog.

[UPDATE:] Due to some questions, I've put a list of frequently asked questions.
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