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Web pages know what websites you've been to (without JS), where you're logged-in, what you watc
h on YouTube, and now they can literally “see” and “hear” you (via Clickjacking + Adobe Flash). Sepa
rate from the several technical details on how to accomplish this feat, that's the big secret Robert
“RSnake” Hansen and myself weren't able to reveal at the OWASP conference at Adobe’s request.
So if you've noticed a curious post-it note over a few of the WhiteHat employee machines, that's
why. The rest of clickjacking details, which includes iframing buttons from different websites, we've
already spoken about with people taking note.

Predictably several people did manage to uncovered much of what we had withheld on their own,
whom thankfully kept it to themselves after verifying it with us privately. We really appreciated
that they did because it gave Adobe more time. Today though much of the remaining undisclosed
details we're publicly revealed and Adobe issued an advisory in response. Let's be clear though,
the responsibility of solving clickjacking does not rest solely at the feet of Adobe as there is a ton of
moving parts to consider. Everyone including browser vendors, Adobe (plus other plug-in
vendors), website owners (framebusting code) and web users (NoScript) all need their own
solutions to assist incase the other don't do enough or anything at all.

The bad news is with clickjacking any computer with a microphone and/or a web camera attached
can be invisibly coaxed in to being a remote surveillance device. That's a lot of computers and
single click is all it takes. Couple that with clickjacking the Flash Player Global Security Settings pan
el, something few people new even existed, and the attack becomes persistent. Consider what this
potentially means for corporate espionage, government spying, celebrity stalking, etc. Email your
target a link and there isn't really anyone you can't get to and snap a picture of. Not to mention
bypassing the standard CSRF token-based defenses. | recorded a quick and dirty clickjacking video
demo with my version having motion detection built-in.


http://jeremiahgrossman.blogspot.com/2006/08/i-know-where-youve-been.html
http://jeremiahgrossman.blogspot.com/2007/03/i-still-know-where-youve-been-without.html
http://jeremiahgrossman.blogspot.com/2006/12/i-know-if-youre-logged-in-anywhere.html
http://jeremiahgrossman.blogspot.com/2008/09/i-used-to-know-what-you-watched-on.html
http://jeremiahgrossman.blogspot.com/2008/09/i-used-to-know-what-you-watched-on.html
http://ha.ckers.org/blog/20081007/clickjacking-details/
http://ha.ckers.org/blog/20081007/clickjacking-details/
http://jeremiahgrossman.blogspot.com/2008/09/cancelled-clickjacking-owasp-appsec.html
http://jeremiahgrossman.blogspot.com/2008/09/cancelled-clickjacking-owasp-appsec.html
http://lists.whatwg.org/pipermail/whatwg-whatwg.org/2008-September/016284.html
http://blog.guya.net/2008/10/07/malicious-camera-spying-using-clickjacking/
http://www.adobe.com/support/security/advisories/apsa08-08.html
http://noscript.net/
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager04.html
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager04.html

Clickjacking video demo (Vimeo 1912736)

Archive note: the source embeds this video here. The link preserves the demo identifier; the video itself is
not reproduced in this document.

Robert and | are currently scheduled to give more or less simultaneous presentations in Asia
about clickjacking. For myself, I'll be delivering a keynote at HiTB 2008 Malaysia (Oct 29) and
RSnake will be speaking at OWASP AppSec Asia 2008 (Oct 28). The timing just happened to work
out well. The next couple weeks will give us time to put our thoughts in order, explain the issues in
a more cohesive fashion, and bring those up to speed who've gotten lost in all the press coverage.
For those that have been following very closely, you'll probably not find any meaningful technical
nuggets of information that are not already published. Our job now is to make the subject easier
to understand and help facilitate solutions to the problem. Unless the browser is secure, not much
else is.

Prevention? Put tape over your camera, disable your microphone, install NoScript, and/or disable
your plugins. In the age of YouTube and Flash games, who's really going to do the latter? For
website owners their CSRF token-based defenses can be easily bypassed, unless they add
JavaScript framebusting code to their pages, but the best practices are not yet fully vetted. Again,
browser behavior is not at all consistent.

What a couple of a weeks this has been. Thank you to Adobe PSIRT for their diligence and hard
work.

Selected technical comments

The following source comments clarify the demo, affected versions, and attack persistence.

Unknown — October 8, 2008 at 6:54 AM

Awesomel! So is it only me, or is the Vimeo vid broke? | only see about the first 16 seconds of it,
even though it states it's 2:47.

--windexh8er

Comment permalink

Jeremiah Grossman — October 8, 2008 at 7:10 AM
wasn't just you, thanks for the heads up. | fixed it.

And if you want to go direct.

http://vimeo.com/1912736
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Anonymous — October 8, 2008 at 7:43AM

Video in the blog post doesn't work. Link in comments currently does.
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Anonymous — October 8, 2008 at 8:47 AM

When a Clickjacking + Flash event is initiated, is it persistent? Meaning, if you close your browser
will the villains still be able to spy on you. What if you open a new browser? Most of what | read
implies not but | need a definitive answer. Please help.
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Jeremiah Grossman — October 8, 2008 at 8:52AM

@John> It depends on specifics of the attack. If performed by cam/mic API permissions directly,
then as soon as you leave the page or close the browser window then your in the clear. That's my
current understanding.

However, prior to Adobe adding framebusting to the "Global Security Settings" pages, you could
get persistent permissions to the cam/mic plus a lot more.
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Anonymous — October 8, 2008 at 9:31 AM

Ok, that makes sense. It seems that upgrading to Flash Player 10 will (hopefully) prevent the
Clickjacking/Flash event from accessing the cam/mic. We have a lot of content developed using
Flash 8/9. If our users update their Flash player to version 10, can we continue to use the existing
content or will we need to rebuild it using Flash 10 to protect our users?
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Jeremiah Grossman — October 8, 2008 at 9:34 AM

@John, to prevent cam/mic hijacking, only the user will need to upgrade to Flash 10. Who knows
when or how fast that'll happen. For those developing or already have Flash content built, just as
long as it still works in Flash 10 is enough. Nothing further would likely need to be done to prevent
clickjacking.
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Anonymous — October 8, 2008 at 11:03AM

Thanks for the demo!!! Can you elaborate on, "....you could get persistent permissions to the
cam/mic plus a lot more." Where you able to retrieve information from the host?

--salwright
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Jeremiah Grossman — October 8, 2008 at 4:27 PM

| personally did not, but that doesn't mean it can't be done by someone more well versed in Flash
programming. I've only a cursory knowledge of ActionScript. Flash can do a great deal when you
turn off its security restrictions.

Comment permalink


https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223480820000#c5375827827513632584
https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223481120000#c6184822948222119467
https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223483460000#c3093513982386645308
https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223483640000#c2879868079770357717
https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223488980000#c4202587186165151196
https://blog.jeremiahgrossman.com/2008/10/clickjacking-web-pages-can-see-and-hear.html?showComment=1223508420000#c3168878485422245413

Anonymous — October 11, 2008 at 8:09 AM

Still, the webcam activity LED (when the camera has one) does lit up. In any case when I'm not
using it | leave the camera (like guns) pointing to the floor. That way the only thing they can
eavesdrop on is my dog. Or my smelly socks.
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Tom — February 4, 2011 at 7:16 PM

Wow... this post was really eye-opening for me. Never even really heard of click-jacking, but will be
researching it some more now. Is there anyway this could hurt my dental practice site?
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Jeremiah Grossman — February 4, 2011 at 7:58 PM

@Tom: Unlikely. At the moment clickjacking attacks are more actively used towards social
networking sites like facebook.
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