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Introduction

Lot's of research on Apache
Lot's of research on PHP applications

This talk will focus on PHP functionality from an
offensive point of view

Interesting vectors of attack re-using Windows
sockets



Windows Socket Reuse

The SO_REUSEADDR socket option allows a
socket to forcibly bind to a port in use by
another socket

he behaviour Is non-deterministic when used
on the same interface

However, we can take advance of Windows
interface precedence: Local interface precede
0.0.0.0 and makes the attack reliable




Windows Socket Reuse

Windows Sockets introduced the
SO EXCLUSIVEADDRUSE socket option and
recommends its use on server applications

http.//msdn2.microsoft.com/en-us/library/ms740621(VS.85).aspx

Enhanced socket security was added with the
release of Windows Server 2003 and makes
sockets not in a shareable state by default



Windows Socket Reuse

Mormal Web Request

Listening on 0.0.0.0:80

Hijacked Web Request Windows process
USTENNGON
*  LOCAL INTERFACE:®S0

Listening on 0.0.0.0:80




Apache Web Server

Apache threads by default run as:

www-data/httpd/apache on *nix systems (low priv)

SYSTEM on Microsoft Windows systems
By default listens on 0.0.0.0

It is not compiled with SO_EXCLUSIVEADDRUSE



Apache Web Server

httpd-2.2.8/server/listen.c

WIN3Z

I seriously doubt that this would work on Unix; I have doubts that
1t entirely solves the problem on Win32. However, since setting
reuseaddr on the listener -prior- to binding the socket has allowed
us to attach to the same port as an already running instance of
Apache, or even another web server, we cannot identify that this
port was exclusively granted to this instance of Apache.

So set reuseaddr, but do not attempt to do so until we have the
parent listeners successfully bound.

4
4
*
*
*
*
*
*

*f
stat = apr_socket _opt_set(s, APR_SO REUSEADDR, one);
if (stat != APR SUCCESS && stat != APR ENOTIMPL) {
ap_log_perror(APLOG _MARK, APLOG CRIT, stat, p,
"make sock: for address %pI, apr_socket opt set: (S0 REUSEADDR)"
server-=bind_addr);
apr_socket close(s);
return stat;




PHP Socket Library

L ow-level interface

Powerful implementation, based on BSD
sockets

Provides server and client functionality

Provides higher level functions (but we are not
interested on those in this talk)



PHP Socket Reuse

$sock = socket create(AF _INET, SOCK_STREAM, SOL_TCP)
socket_set option($sock, SOL_SOCKET, SO _REUSEADDR, 1)
socket_bind($sock, $address, $port)



PHP Socket Reuse (before

SDocuments and SettingshUser:fTport
FPort w2.0 - TCP/IP Process to Port Mapper
Copyright 2000 by Foundstone, Inc.
http . foundstone. com

Process Port Proto Path

httpd a0 TCP ZnProgram Fileshopache Software Foundation“opachez.2%binshttpd. exe
135 TCP

System 139 TCP

System 445 TCP
1028 TCP

System 123 or
137 ]

System 138 [n]

httpd 445 UoP  C:vProgram Filessfpache Software Foundationhapachez. 2%hinshttpd. exe
SO0 [n]

System 1625  UDP

System 1200 UDP

System 4500  UDP

SDocuments and SettinashUser:netstat -an
Active Connections

State

LISTEMING
LISTEMING
LISTEMING
LISTEMING
LISTEMING

Proto Local Address
TCP 0.0.0.0:80
TCP P R S T B
TCP 0.0.0.0:445
TCP 10.84.4.75:139
TCP 127.0.0.1:1026
UDp 0.0.0.0:445
UoP 0.0.0. 0500
UDp 0.0.0.0:4500

4

4

4

4

4]

4]

4]

u]

FRRRRRRY R v ooooos

P 10.84.4.75:123
P 10.84.4.75:137
P 10.84.4.75:138
OF 10.84.4.75 1900
P 127.0.0.1:123
P 127.0.0.1:1025
LGP 127.0.0.1:15900

L T N T T e o e e By |

- nDocuments and SettingshUsers




PHP Socket Reuse (after

FPort w2.0 - TCP/IP Process to Port Mapper
Copyright 2000 by Foundstone, Inc.
http . Foundstone. com

Command Prompt |
|

> |

Pid Proress Port  Proto Path

i System -2 80 TP

1960 Httpd =5 8l TCP C:Program FileshApache Software Foundatiomswapachez. 2yvbinthttpd, exe
088 —p ~I35 TCP

< System - 138 TCP

B System -2 445 TCP

1276 -» 1026 TCP

1276 - 123 Uop

0 System -» 123 Uop

0 System -» 137 Uop

1960  httpd -» 138 HoP  C:nProgram Fileshapache Software Foundationhapachez. 2hbinshttpd. exe
1540 httpd -5 445 UoF C:%Program Files“Apache Software Foundationmsbpachez. 2Wbinhttpd. exe
EEE -= 500 Uop

1960  httpd -» 1025 UDP  C:Program FileshApache Software Foundationmswapachez. 2yvbinthttpd, exe
& System -» 1900 UDP

< System -» 4500  LUDP

SwDocuments and SettingshUsersznetstat -an

Active Connections

Froto Local Address Foreign Address State

TCP 0.0.0.0:80 0.0.0,0:0 LISTENING
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 127.0.0.1:102R 0.0 0 0l LISTENIMNG
TP 192.168.1.3 80 0.0.0.0:0 LISTENING
TCP 192,168,153 80 1820168 1 2158558 [IME_WaIT
TP 192.168.1.3 80 192.168.1.2:58559 TIME_WAIT
TCP 192.168.1.3 80 192.168.1.2:58560 TIME_WaIT
TP 192.168.1.3 80 192.168.1.2:58561 ESTAELISHED
TCP 192.168.1.3:139 0.0.0.0:0 LISTENIMG
Uop 0.0.0.0:445 Ll

Uop 0.0.0.0:500 R

Uop 0.0.0.0:4500 L

Uop 127.0.0.1:123 bt

UDp L2 008 s E025 LA

Uop 127.0.0.1:1900 bt

Uop 192.168.1.3:123 L

Uop 192.168.1.3:137 R

Uop 192.168.1.3:138 L

Uop 192.168.1.3:1900 bt

wDocuments and settingshUser:




Vectors Of Attack

Total control of clients

We can send arbitrary response

Denial of service
Defacement

Bind to shell
Man-in-the-middle

...any other ideas?



PHP shell attack

PHP process
LISTENNGON
LOCAL INTERFACE:80

P

Bind sockets tothe
hijacked communicathon

Listening on 0.0.0.0:80

PHP socket resue MITR
attack



PHP Man-in-the-middle attack

PHP socket resue MITIM
attack

Listening on 0.0.0.0:80



DEMO



Conclusions

PHP provides a powerful socket library

Sockets can be misused to perform neat
attacks

However, this attack is not that realistic as
administration rights and execution of PHP
code are needed
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