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Optimizing the number of requests in blind SQL injection

Blind injection is often considered as an On/Off binary research accomplished using the bisection
algorithm. When the bisection algorithm is applied the complexity is O(Log2 n) where n is in the
case of the extended ASCII character set is 255. So for each character at a given position 'p' the
total number of requests will be:

Log2 n = Log2 255 = ~7

So if the lenght of the information to be retrieved is 8, the total number of requests to be sent is

8 * Log2 255 = 56

Let's suppose now, there is the following situation:

http://vi.ctim/page.jsp?id=1

where page.jsp is a script which loads dinamically content by using the SQL query:

qry= "Select content from pages where id="+Request.value("id");

Let's suppose the rest of the application gives no clue about SQL errors or the possibility to use
other tricks in order to force the web application to display the informations we want. This is a
classical Blind SQL Injection case.

But what happens if by changing 'id' values results displaying different pages?

The attacker could use the different responses in order to map the results of an injected
conditional sql statement.

That is. Let's suppose there are more than 255 values for the 'id' parameter

"http:// vi.ctim/page.jsp?id=1" "http:// vi.ctim/page.jsp?id=2" ... "http://vi.ctim/page.jsp?id=255"

then let's map every single snippet of unique text content for every request. Then by setting

For (pos = 1; pos<LEN(@@version)){ idval="(CASE substr(@@version,"+pos+",1) when char(1)
then 1 when char(2) then 2 when char(3) then 3 when char(4) then 4 when char(4) then 5 etc
end )" get response for: "http://vi.ctim/page.jsp?id=idval" }

the attacker will have to accomplish only

LEN(@@version)
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requests, because for every request the application will return the page mapped to the character
value.

Now, this is the best case. For every character value exists a single id value.

There could be a number of id values which is less than 255 (or # printable chars for non binary
information).

Let's suppose there exist only 4 unique id values corresponding to 4 unique responses. Then the
injected query will be (in pseudo code):

res=substr(@@version,pos,1); if(res>191 and res<255) then 1 else if(res>127 and res<192)
then 2 else if(res>63 and res<128) then 3 else 4

For each result, the set of values we are analysing will be 1/4 of the previous set.

This algorithm has O(Log4 255), which will correspond to

LEN*Log4 255 = LEN*3.9

requests to be sent.

The worst case is the On/Off bisection algorithm already described in several papers.

I don't have the time to implement it now, but I hope to see some tool with this (maybe) new
approach in it:)
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