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With Anti-DNS Pinning ( or DNS Rebinding, more correctly in this case ), we can break the same-
origin policy. Not only JavaScript, but also FLASH and Java Applet are affected.

FLASH has the Socket class in the new version of FLASH Player ( version 9.0 or higher, ActionScript
3.0).

--Quoted from the documentation--


http://www.jumperz.net/images/japan.gif
http://www.jumperz.net/images/spacer.gif
http://www.jumperz.net/images/title.gif
http://www.jumperz.net/images/black.gif
http://www.jumperz.net/images/shadow_ru.gif
http://www.jumperz.net/images/corner/0.gif
http://www.jumperz.net/images/corner/line2.gif
http://www.jumperz.net/images/corner/1.gif
http://www.jumperz.net/images/corner/line2.gif
http://www.jumperz.net/images/corner/2.gif
http://www.jumperz.net/images/corner/line2.gif
http://www.jumperz.net/images/corner/3.gif
http://www.jumperz.net/images/corner/line2.gif
http://www.jumperz.net/images/corner/home.gif
http://www.jumperz.net/images/spacer.gif
http://www.jumperz.net/images/black.gif
http://www.jumperz.net/images/spacer.gif
http://www.jumperz.net/images/shadow_ll.gif
http://www.jumperz.net/images/shadow_ll.gif
http://www.jumperz.net/images/shadow_rl.gif
http://www.jumperz.net/images/spacer.gif
http://www.jumperz.net/index.php?i=1&a=3
http://www.jumperz.net/images/black.gif
http://shampoo.antville.org/stories/1451301/
http://livedocs.macromedia.com/labs/as3preview/langref/flash/net/Socket.html

e The Socket class enables ActionScript code to make socket connections and to read and write
raw binary data.

The Socket class is useful for working with servers that use binary protocols.
[ Y——

This is a really great function for the attackers. With DNS Rebinding + Socket, the attackers can...
e Scan any IP addresses and any ports in intranets ( and the Internet ).

e Make the users browser send shellcodes to any hosts.

e Make the users browser send spam emails.

e Use the users browser as a proxy ( stepping stone ).

e Break any IP address based authentication.

e Exploit protocols other than HTTP.

... and maybe more.

**You can see the DEMO.

Java Applet [image: image]

Java Applet is relatively secure because the Java VM "pins" DNS by default. Sun's engineers know
DNS Spoofing attack. InetAddress Javadoc

--Quoted from the documentation--

e The positive caching is there to guard against DNS spoofing attacks

... networkaddress.cache.ttl (default: -1) A value of -1 indicates "cache forever".
[ Y——

But in some situations( LiveConnect or Using browser with proxy enabled ), Java Applet is
vulnerable to the Anti-DNS Pinning attack as well.
Who is wrong? [image: image]

IMHO, this is a vulnerability of DNS protocol itself. But | think that if the browser raises an alert box
when IP address of the host has changed ( Especially, from a grobal IP address to a private IP
address ), that will be some help.

Countermeasures [image: image]

e Disable FLASH Player ( and Java VM ) on the browser.

e Restrict browser access to only port 80 and 443 using a personal firewall.

e Do not use IP address based authentication. Set passwords.

e Patch your FLASH binary file ( Flash9.ocx or NPSWF32.dll'). Replace all "Socket" to "SOcket" using
hex editor.
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