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LocalRodeo Detection

With all this anti-DNS pinning stuff going on, Martin Johns published an interesting tool called Loca
IRodeo that does a really nice job at preventing JavaScript malware that tries to connect to
intranets by circumventing DNS pinning as well as anything that connects to RFC1918 address
space (and localhost/loopback as well). Really, it's a very cool tool and | feel bad finding an issue
with it, because this sort of research is critical to stoping some of the issues we've been talking
about.

However it is pretty trivial to detect LocalRodeo by actually trying to connect to localhost. Because
LocalRodeo won't let the connection take place, neither an onload nor an onerror event handler
will fire. However the DOM is not modified so you can't just iterate over the images and see if the
source still points to the correct location. But the first part is enough to detect if LocalRodeo is inst
alled or not (example requires JavaScript). Still, it's a great tool and | encourage people to try it out
and give feedback to help improve it.
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