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Malformed URL in Image Tag Fingerprints Internet Explorer

This may seem very trivial but for some reason | think there is more here. In some tests | did this
morning | realized that IE doesn’t handle URL encoded strings very well if they aren’t encoded
properly. A normal URL encoding for a quote (") might look like %22. If you substitute the numbers
with non-numbers IE freaks out and doesn’t even attempt to load the page in question.

Instead it responds with an error message saying something like “Windows cannot find
‘http://ha.ckers.org/%--". Please check the spelling and try again.” Okay, error messages are
interesting but noisy. How can we suppress them? We'll get to that in a sec. Before we get there,
let's create a URL to a valid image on my server: http://ha.ckers.org/%--/../images/kcpimp.jpg and
throw that into IE's URI field. Weird, it works, even though it doesn’'t work if you use the smaller
string: http://ha.ckers.org/%--

Okay, but let's try throwing that string into an image tag: <IMG SRC="http://ha.ckers.org/%-
-/../images/kcpimp.jpg">


http://ha.ckers.org/images/84844372/rsnake/hackers.jpg
http://ha.ckers.org/blog/20061206/malformed-url-in-image-tag-fingerprints-internet-explorer/

Hmm... it doesn't render, and doesn’'t pop up an alert. Let's check burp proxy. Nope, nothing there
either. IE isn't even trying to pull the image down. Firefox and Opera do though. Looks like we've
found a fingerprint. IE won't try to pull an image URL that is malformed, allowing us to detect if the
user is spoofing IE or not in their User-Agent (and all without using JavaScript). Voila. Fingerprinting
without the use of JavaScript is an interesting concept when you are trying to keep the Internet
noise level to a minimum.
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