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Expect Header Injection Via Flash

I probably didn’t go into enough detail the last time I talked about Amit Klein’s header injection vul
nerability he disclosed with Flash. Blad3 brought my attention to this tool over at secunia that allo
ws you to test sites for JavaScript injection via Expect headers. (I had better luck with Internet
Explorer using that tool than I did with Firefox). But what it shows is that a huge chunk of major
websites are now vulnerable to this. Without naming all of them, just trust me, it’s a lot.

The ramifications for this are huge. Being able to run any JavaScript you want one just about any
website has some very serious issues. Of course you still need to get the user to view your Flash
movie, so this has no added security issues if you always know where you are clicking, and the
website itself has no cross site scripting vulnerabilities. However, if the site has XSS holes, or you
are directed off site, suddenly all of your information is now able to be leaked via XML over RPC. If
you happened to be logged into a major website that has the Expect issue flaw, your cookies can
be stolen, any page that you have access to can be scraped. You can be used as a tool to launch XS
S proxy attacks. This definitely goes into the JavaScript Malware bucket.
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This is huge folks. Not just big, but huge. There’s no way of knowing exactly how many sites are
vulnerable, but I’m going to go out on a limb here, and say a huge chunk of them will be until
patches are issued.

Special thanks to Blad3 for making me re-visit this.
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