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Adultspace XSS Worm

Luny wrote to tell me about a new XSS worm that’s hitting Adultspace.com (Adultspace.com is to
MySpace.com as AdultFriendFinder.com is to Friendster.com - if you remember your SATs).
Anyway, it uses a cross between XMLHTTPRequest and the forums themselves to create the
attack. It doesn’t use filter evasion. Luny attached a zip file if anyone wants to take a look at the so
urce.

The attack is designed to make you friends with other people so that you can see their naked
photos. It affects both the forums and the bulletin boards and because of how it’s written it’s
pretty easy to detect.

I guess there are some perverts out there who happen to be pretty good JavaScript coders. Who
knew? [image: ;)] This lends credence to the fact that community sites are intrinsically more
dangerous than other sites. If you have pictures of yourself on there wearing nothing more than a
smile you might consider taking it down until they ramp up their security.

Thanks for Luny for the tip!
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This entry was posted on Thursday, December 14th, 2006 at 3:04 pm and is filed under XSS, Weba
ppsec. You can leave a response as well.

Respond here or Discuss On the Forums

Your Name *

E-Mail (will be hidden) *

URL

Archived from http://ha.ckers.org/blog/20061214/adultspace-xss-worm/. Rendered offline from the local Markdown
copy.

http://ha.ckers.org/blog/category/webappsec/xss/
http://ha.ckers.org/blog/category/webappsec/
http://ha.ckers.org/blog/category/webappsec/
http://sla.ckers.org/forum/
http://ha.ckers.org/blog/20061214/adultspace-xss-worm/

