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SEPTEMBER 21, 2006 | Hackers on a popular hacking message board have begun posting cross-
site scripting (XSS) vulnerabilities they've found on public Websites, including those of Dell, HP,
MySpace, and Photobucket, as well as security companies F5 and Acunetix.

"I think they're just looking on Website after Website and finding holes and posting to the message
board," says Jeremiah Grossman, CTO for White Hat Security, who has been watching a heavy
volume of XSS vulnerability posts on the "Sla.ckers" message board in the past few days.
Grossman says it's unusual to see such a volume of vulnerabilities posted so publicly, plus these
are "real, live Websites," he notes.

They're posting proof-of-concept code that shows how to exploit the XSS vulnerabilities, but so far
there's been no sign of anything malicious, Grossman says. XSS has now surpassed buffer
overflow as the number one weakness in software that attackers are exploiting. (See Cross-Site Scr
ipting: Attackers' New Favorite Flaw.)

Grossman says the vulnerabilities being posted on the Sla.cker message board -- a board that's
frequented by hackers, developers, and researchers -- don't indicate a unified or targeted effort.
The XSS activity on the message boards shows how XSS flaws are getting more attention. "Now
everyone wants to see where they can find them," he says. "For the moment, it doesn't look like
the real bad guys are trying to exploit these and do damage.

"But if these guys are experimenting and finding these issues en masse, you can only imagine what
the real bad guys are doing." Grossman says he tries to contact potential victim companies when
he finds such posts.

The bottom line is many organizations have large numbers of Websites and have to find XSS and
other vulnerabilities in their Web server platforms and Web apps and fix them. Randy Abrams,
director of technical education for ESET, says many Website developers don't get the proper
training on security practices. "They are able to put up a slick Website that looks really good, but
they don't have the training to secure the sites and make sure it's not vulnerable to different types
of attacks," he says.

Grossman says the companies' whose sites are posted on the message board should immediately
fix the XSS vulnerabilities and check their logs to be sure nothing got in. And don't click on the links
listed by the hackers.

Kelly Jackson Higgins, Senior Editor, Dark Reading

Acunetix Ltd.

Dell Inc. (Nasdaq: DELL - message board)

F5 Networks Inc. (Nasdaq: FFIV - message board)

Hewlett-Packard Co. (NYSE: HPQ - message board)
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banking, finance, technology, health care, government and other sectors. | | | [image: image] | | |
Introducing Intel(R) vPro(TM) Technology Need a better game plan for managing your desktop
fleet? Go Pro. Intel® vPro Technology has proactive security and improved performance built in. |
| | [image: image] | | | Want to know your CIS security score? The CIS has developed detailed
IT security benchmarks which will help make your computer more secure. Click here to download
the Belarc Advisor which will automatically show you how secure your system is compared to the
CIS benchmark configurations. | | | [image: image] | | | Free Whitepaper How to Improve Net
work Performance Increase the performance of your network while improving security - 7
Reasons Security and Performance Must Coexist - Click here to download Cymphonixs free white
paper | | | [image: image] | |

| | | BUY A LINK NOW | | | [image: image] | |

| [image: image] | [image: image] | | | [image: image] | |
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| Dark Reading's repository of intel on IT security. More of a 'megabase' than a database, Dark
Entries lets you dig for information, or share your expertise. The choice is yours, grasshopper. | |
| [image: image] | | |
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| [image: image] | | | [image: image] | | | ENTERPRISE VULNERABILITIES | | | [image: image] | | |
[image: image] | | | [image: image] | |

| Vulnerability: Mozilla Bugzilla Published: 2006-10-23 Severity: LOW Description: Bugzilla 2.18.x
before 2.18.6, 2.20.x before 2.20.3, 2.22.x before 2.22.1, and 2.23.x before 2.23.3 allow remote
attackers to obtain (1) the description of arbitrary attachments by viewing the attachment in "diff"
mode in attachment.cgi, and (2) the deadline field by viewing the XML format of the bug in
show_bug.cgi. | | | [image: image] | | | [image: image] | | | [image: image] | | | Vulnerability: Mo
zilla Bugzilla Published: 2006-10-23 Severity: LOW Description: Multiple cross-site scripting (XSS)
vulnerabilities in Bugzilla 2.18.x before 2.18.6, 2.20.x before 2.20.3, 2.22.x before 2.22.1, and 2.23.x
before 2.23.3 allow remote authenticated users to inject arbitrary web script or HTML via (1) page
headers using the H1, H2, and H3 HTML tags in global/header.html.tmpl, (2) description fields of
certain items in various edit cgi scripts, and (3) the id parameter in showdependencygraph.cgi. | |
| [image: image] | | | [image: image] | | | [image: image] | | | Vulnerability: HP Tru64 UNIX, HP H
P-UX Published: 2006-10-23 Severity: MEDIUM Description: Buffer overflow in dtmail on HP Tru64
UNIX 4.0F through 5.1B and HP-UX B.11.00 through B.11.23 allows local users to execute arbitrary
code via a long -a (aka attachment) argument. | | | [image: image] | | | [image: image] | | | [imag
e: image] | | | Vulnerability: TorrentFlux TorrentFlux Published: 2006-10-23 Severity: LOW
Description: Multiple cross-site scripting (XSS) vulnerabilities in TorrentFlux 2.1 allow remote
attackers to inject arbitrary web script or HTML via the (1) action, (2) file, and (3) users array
variables in (a) admin.php, which are not properly handled when the administrator views the
Activity Log; and the (2) torrent parameter, as used by the displayName variable, in (b)
startpop.php, different vectors than CVE- 2006-5227. | | | [image: image] | | | [image: image] | |
| [image: image] | | | Vulnerability: Kinesis Kinesis Interactive Cinema System Published: 2006-10-
23 Severity: HIGH Description: SQL injection vulnerability in index.asp in Kinesis Interactive Cinema
System (KICS) CMS allows remote attackers to execute arbitrary SQL commands via the (1)
txtUsername (user) or (2) txtPassword (pass) parameters. | | | [image: image] | | | [image: image]
| | | [image: image] | |
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| CVE | DOS | Encryption | F5 | Firewalls | Host intrusion prevention | Host Protection | Industry
Trends | Juniper | Law enforcement | Legal & Regulatory Topics | Malware | Market Research | M
cAfee | Messaging Security | Microsoft | NAC | Patch management | Perimeter Security | Phishin
g | Rootkits | Security Administration / Management | Security Industry | Social engineering | Sou
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| Companies | | | 3Com (4), Aventail (4), CA (10), Check Point (11), Cisco (43), Enterasys (4), F-Secur
e (5), F5 (3), HP (4), IBM (25), Intel (4), ISS (11), Juniper (17), Lucent (1), McAfee (57), Microsoft (365),
Nokia (1), Nortel (5), Oracle (7), Qualys (2), RSA (16), Secure Computing (6), Sun (3), Symantec (87), T
rend Micro (7), VeriSign (11)

| | | Application and Perimeter Security | | | 802.11x (10), Anomaly detection (11), Anti-spam (34),
Application quality assurance (6), Application scanning (19), Auditing (5), Buffer overflows (27), CER
T (6), Consultants (4), Cross-site scripting (27), CVE (1), Database encryption (7), Digital vaults (6), D
OS (28), EAP/LEAP (1), Email gateways (12), Encryption (24), Filtering (20), Firewalls (66), FIRST (1), HI
PAA (32), Host-based IDS (5), Host/server configuration (4), Host/server encryption (1), IDS (4), IDS
(36), IM (13), IPS (46), ISO 17799 (5), Key management (12), Least-privilege user (3), License manage
ment (11), Malware (237), NAC (58), Network IDS (10), NIST (9), OWASP (3), OWASP (5), Patch manag
ement (73), PCI (18), Penetration testing (15), Phishing (145), PKI (8), Rootkits (24), SAML (1), Softwar
e metering (2), Source-code auditing (12), SOX (34), SSL (43), Systems integrators (1), VPNs (78), Vul
nerability assessment (59), Web App Security Consortium (5), Web App Security Consortium (3), We
b application firewall (13), Web services security (26), WLANs (56), Worms (86), WPA (4), XML (6)

| | | Desktop Security (Sponsored by Webroot Software) | | | Anti-spam (34), Antivirus (69), Applic
ation Security (248), Attacks / Exploits / Threats (341), Authentication (108), Browser security (117),
Digital certificates (14), Digital signatures (9), Disk encryption (9), DRM (19), Encryption (110), File/fo
lder encryption (15), Identity management (33), IM (13), Malware (237), Messaging Security (135), P
GP (1), Phishing (145), Rootkits (24), Security Administration / Management (322), Social engineerin
g (69), Spam (80), Spyware (69), Tokens (17), Trojans (82), User privacy (177), Viruses (104), VOIP sec
urity (25), Vulnerabilities (475), Vulnerability Management (140), Worms (86)

| | | Discovery and management | | | Anomaly detection (11), Application scanning (19), Black Hat
(16), COBIT (7), Consultants (4), Content filtering (37), CVE (1), End-user monitoring (38), Filtering
(20), FISMA (5), HIPAA (32), Host intrusion prevention (35), Host-based IDS (5), IDS (4), IDS (36), IPS
(46), ISACA (2), ISO 17799 (5), Log aggregation (7), Network IDS (10), OWASP (3), OWASP (5), PCI (18),
Penetration testing (7), Penetration testing (15), SAML (1), SIM/SEM (27), Source-code auditing (12),
SOX (34), Vulnerability assessment (59), Vulnerability management (104), Web App Security Consor
tium (3)
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| | | Host security (Sponsored by ScanSafe Inc.) | | | 802.11x (10), Application quality assurance
(6), Authentication (108), Backup security (24), Biometrics (36), Buffer overflows (27), Digital certific
ates (14), Disk encryption (9), Encryption (110), End-user monitoring (38), HIPAA (32), Host anti-spa
m (7), Host anti-spyware (13), Host antivirus (15), Host intrusion prevention (35), Host Protection
(39), Host-based IDS (5), Host/server configuration (4), Host/server encryption (1), Host/server patc
hing (3), IDS (4), IEEE (5), ISO 17799 (5), Least-privilege user (3), License management (11), NAC (58),
P2P management (4), Patch management (73), PGP (6), Port control (1), Single sign-on (20), Smart c
ards (16), Software metering (2), SOX (34), Systems integrators (1), TCG (8), Tokens (17), User privac
y (177), Vulnerability Management (140), WPA (4)

| | | Security services | | | Agency application (2), Application quality assurance (6), Application sc
anning (19), COBIT (7), Consultants (4), FISMA (5), HIPAA (32), ISO 17799 (5), Managed services (72),
PCI (18), Penetration testing (7), PKI (8), Policy management (51), SIM/SEM (27), Source-code auditin
g (12), SOX (34), Systems integrators (1)

| | | Storage Security | | | AES (7), Backup security (24), COBIT (7), Database encryption (7), DES
(1), Digital vaults (6), Disk encryption (9), Encryption (24), File/folder encryption (15), FISMA (5), Has
hing algorithms (5), HIPAA (32), Host/server encryption (1), Identity management (21), ISO 17799
(5), Key management (12), Law enforcement (76), Legislation (56), Offsite backup (13), PCI (18), PKI
(8), SOX (34), Stored data losses (50), Systems integrators (1), Triple DES (2), User privacy (177)

| | | Wireless Security | | | 802.11x (10), AES (7), Auditing (5), COBIT (7), DES (1), Digital certificates
(14), Digital signatures (9), DOS (28), EAP/LEAP (1), FISMA (5), Hashing algorithms (5), HIPAA (32), Ho
st/server encryption (1), IEEE (5), IETF (3), ISO 17799 (5), Key management (12), NAC (58), Network I
DS (10), PCI (18), Penetration testing (7), PKI (8), Port control (1), Tokens (17), Triple DES (2), VPNs
(78), Vulnerability assessment (59), WLANs (56), WPA (4)

| |
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| |
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